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Monitoring OpenScape Voice

Requirements for monitoring with OSFM Server

OSFM - ESSENTIALS

» Access to the SNMP agent of the OpenScape Voice Assistant/Nodes
» Setting SNMP Traps from OpenScape Voice Nodes/Assistant to OSFM Server

» Access to OpenScape Voice Assistent SOAP-Server

TASK 1 > 0S Voice Assistant: Setting Access for SNMP V3 and Trap Destination

- Login to OS Voice Assistent/CMP: administrator@system/1SmnkS!.

>  Select MAINTENANCE -> MONITORING -> SNMP NOTIFICATIONS -> V3 USERS
- Create SNMP V3 User for OSFM Server

U n I F 9 Domain:

Configuration | [FMaintenance’ |

Inventory Recovery Licenses

= SNMP V2 Users

system

User: administrator@system

User Management Fault Management Performance Management Accounting

@) Configuration of User Management Model (USM).

d... | ||
= Add SNMP V3 Users - Internet Explorsr =nECE =<0
S L =
@‘F 2 101 g /pi pplications/ ) Certificate umrl Incryption -
2 Add SNMP V3 Users ?
) Add 2 new SNMP W, entering Description, Engine id, User, Authentication Type, Authentication
4 Passphi; tion Type and Enaryption Passphrase

=T oecrtn: —
B ender Engine id:
Tools & Utilities
lal  Niannnstics Nata NDownlnad lser:

- Select MAINTENANCE -> MONITORING -> SNMP NOTIFICATIONS -> DESTINATIONS
- Add OSFM Server as Trap Target
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U n I F H Domain: system

Configuration [ Maintenance User Management Fault Management Performance Managemen
Licenses
“ 4, Alarm Destinations (external Fault Management System)
L@ Active

@ alarms created in the system will be sent as SNMP traps to all destinations below.
=) E911 Alarm Email Notification

L& Alarm Sel:0 | Items/Page: | All:0

L% Svstem O IP address/Hostname Port Community String

L1 Security

4 Remote Logging for OSV-TM {2 Add Alarm Destination|- Intemet Explorer ===
SNMP Notifications 2 https://10.20.100.101/management/portal/Applic: § Certificate ena||

P> Receiver

e %, Add Alarm Destination ?

) The alarm destination is comprisad of the IP address/Hostname and the
port.

! V3 Configuration

Tools & Utilities 1P address/Hosbome - | | 0202000 x|

I
|4, Diagnostics Data Download )

L#2 TraceFile Port: 162
@ Consistency Checker
] configuration Files Community String:

/¥ OpenScape Voice Logging

Version:

- Log in to OpeScape Voice Assistent/CMP: administrator@system/1SmnkS!.
> Select CONFIGURATION -> OPENSCAPE VOICE -> SETTINGS -> EZIP
- Select Tab SERVERS and add OSFM Server as DESTINATION

@ EZIP Settings - Internet Explorer
[ OPEﬂshcape Voice | OpenScape Branw | General || Admin || Routes || Seryers
—N SNMP
™ IlJmﬁr ad e,
Sel:0 | All:1
O ination IR @ EZIPServer - Internet Explorer
¥ Ge O “p 127001 o i adie il
5 unting Management “b [UnifyAcademyl-SNMP ?
k' Endpoint Templates
uting G ays RG2700 Destination IP 102020047 X

atew,
Sl Port 162
ES JXML Client

N Version w2c
(L] ration Mode ]
Im] Security Name public
w0 SNMP Servers Wide Seftings ||, th/security Level authPriv
ﬂ! 0SB synchronization
¥ | Report Trap Engine ID | auth protocal SHA
| rRTP License
4 Packet Filter Rules ) erver 1t |
) EZIP Privacy Type DES

frmmn Bmmed Ty Il

»  Media Servers
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TASK 3 > Configuring SNMP in OSFM Server
- Add OpenScape Voice Assistant Host to OSFM

-  Configure SNMP Access for V3

In the tabs below you can configure IP node specific parameter like polling intervals or SNMP paral

IP Parameter lSNIl.PPa:amELHI SNMP V1Nv2e I SNMP V3 l

Configure SNMP Paramter Y
Name | 1P Address | F'u}\‘ | SNMP Version | Retries Timeout | Template
@& 10.20.10.. 10.20.100.101 e 8167 V1 2 *l 5

| [4]
2 L

Timeout
10 Seconds | ¥/ kA
Template

(=) ]

J %IP Parameter I % System Management

In the tabs below you can configure IP node specific parameter like polling intervals or SNMP parameters.

{ IP Parameter I SNMP Parameter I SNMP VA2 SNMP V3

onfigure SNMP W3 Parameter

Mame | IP Address | Port | Security .. | Security . | Authentif.. | Authentif.. | Privacy P... | F'rivacy|
& 10.2..10.20.100.101 8167 Mo Auth.. SHA
# 10.2. 10.20.100.101 161 Authoris . stephan ES Opené e L
L uthoris ation/Encryption B=!
ecurity Name
stephan H
thentification Protacal
SHA &
thentification Password
OpenScape.1 %)
rivacy Protocol
hES128 B!
rivacy Password
Openscape.1 (5}
. T

TASK 4 > Setting Access to the SOAP Interfaces
- Host object OSV Assistant: CONFIGURE the HTTPS 443 Object and accept the certificate
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v @ Default (IPvd) Name | IP Addres:

v @ Nodes Default (IPv4) @2 10.2. 1020100
o mzm
[ Interfaces
ﬁ Events
» (& snwe 167
[E sharedsenices

UnifyAcademy

Events >
E Open
N7 Edit

HTTPS 1041
[ ssH
(&) snup
» B 10.20.100.110
> @ System Managemen P >

» () fe80:0:0:0:0:0:0:0 7 Status Explanation...
»EISharedSer\ﬂ'ces—m e

) Home Page

| % 10.20.100.101 HTTPS 443==Configure... | ¥| &

HTTP Connection Parameter Certificate

Decide whether you want to trust this certificate or not

Thit

[

[
Version: V3
Subject CM=osvoice, OU=CGenerated by Unify Software and Soluti
Signature Algorithm: SHATwithRSA, OID = 1.2.840.113549.1.1.5

Key: Sun RSA public key, 2048 bits
modulus: 2193123636898871086895004320779290601751063!
public exponent: 65537
Walidity: [From: Thu Oct 12 09:58:50 CEST 2017,

To: Tue Oct 11 09:58:50 CEST 2022]
Issuer: CH=UnifyAcademy_Community, OU=Default Cerification £
SerialMumber:[ 01ceeleq d&7a]

Certificate Extensions: 1
[11: Objectid: 2.5.29.14 Criticality=false

Subjectkeyldentifier [

Keyldentifier [

0000:9391A30CE32309680 E30D9B2GCEEDODIE L # .
0010: D5 5E C7 86 M

1

1
s s

Accept certificate

OK lCanceIJ Apply

- A new child object "Hipath8000..." appears after accepting the certificate. Select CONFIGURE and

enter CMP user in tab ,,HTTP Connection Parameter



[gﬁo.zommm HTTPS 443<=Configure... | ¥| @ @ iy

JI HTTP Connection Parameter I Certificate

Here you configure the connection parameter of a HTTP server object.

HTTP Login
minstrator@system
HTTP Password

@l Cancel H Apply J

- Resetting the Login Counter for the SOAP Service

» [ interfaces
Events

¥ @ 10.20.100.101 OpenScape Vc
v [E] HTTPS 443

Events >
O open >
> 192.168.18. r_? =t >
) OpenScape 4000 s Conﬂgu_re...
) system Manageme 2 Properies..
) f280:0:0:0:0:0:0:0

) Orphan OpenScapé

Discovery of OpenScape Voice
Workflow:

OSFM - ESSENTIALS
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https://<ip address>/HiPath8000AssistantAPIV310/

services/HiPath8000AssistantAPI Web service
API
SOAP
OSV Assistant
SNMP Agent
-
OpenScape FM SNMP
SNMP Agent
SNMP: hiq8000Admin, 1.3.6.1.4.1.4329.2.18.2.2.1
OS8V Cluster

View in OSFM Server

% Root |+ @ s = 03 network topology
I I penScape Voice . - OSV Universum

¢ [E] Assistants - . 0OSV Assitants
o [#1.50.31.101
L ' Endpoints
e OpenScape Branch
¢ [@) 1.85.11.185 Openscape Branch
o [& HrTPs 443
o M Interfaces
'l Events
ﬂ OpenScape Branch 1.85.11.185
@ ssH
0sh50i8511
-3 H timuc3 Simplex U |
AUC, User Collection - OSV Logical Objects
E) Account Manager
B Audit Manager
B patabase Size Mgmt
@ clobal
B8 Licensed Ports
n Mode Manager
Overload Manager
RTP Ticket System
siP
n Security
@ Service Registration
B3 soap server
& solid Database
[E) super Node System
[ sunvival Authority
‘ Threshhold Crossing Alarms
B8 used Ports

0OSV Cluster




Illustration of OS Voice Event Set

e @ OpenScape Voice
? n timue3 Simplex
¢ [E] assistants
o [ 1.50.31.101
o n Endpoints
? OpenScape Branch
o- [@] 1.85.11.185 OpenScape Branch

) %uca Simplex

AUC, User Collection
Account Manager
& Audit Manager
. Database Size Mgmt
@ sloval
B8 Licensed Ports
B Mode Manager
(B overload Manager
RTP Ticket System
sIp
. Security
Semice Registration
ﬂ Soap Server
(& solid Database
. Super Node System
[ sunival Authority
ﬂThreshhoId Crossing Alarms

. Used Ports

OSFM - ESSENTIALS

Event Set Symbol
hiQAccountMgmtFaultMgt (221)....... Account Manager
hiQAucUscFaultMgmt (182).....0:000.. AUC, User Collection
hiQaudFaultMgmt X102)...cvecrunanann Audit Manager
hiQGlobalFaultMgt (217)...cccuseass Global
hiQHardwareFaultMgt (219).cccseceess Global
hiQLicensingFaultMgt (220)......... Global

hiQgNmFaultMgt (107).ssssesnsssnsass Node Manager
hiQOviFaultMgmt (190).cscsasannsass Overload Manager
hiQSecurityFaultMgt (218)....cc00.. Security
hiQSipFaultMgmt (230).scsesccssasnss SIP

hiQSnmFaultMgt (119)evesscevessnnne Super Node System
hiQSoapServerFaultMgmt (207)....... Soap Server
hiQ3olidFaultMgt (141)..cveveivnon s Solid Database
hiQTicFaultMgmt (11l1l)...ccceasnnass RTP Ticket System
hiQTcaFaultMgt (216)....ccscWessnss Threshold Crossing Alarms
hiQSurvivalAuthorityFaultMgmt (223) Survival Authority
hiQUceFaultMemt (198) % e cmenrsnuss Service Registration

TASK 5 > Display of systems and overviews

OpenScape Business/H3K » » Voice<=List.. |+ 59 @ @ g

Open&scape 4000 »

List Universes... jor
List Assistants...
List Switches...

Control Center - Overview

TASK 6 > Display of the event table
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|:m Rnut|v|

; |1.5I].31.1I]1 OpenScape Yoice<>SHMP<>0p... |v

¢ () 08V-Network

Sequence.| Severty | EventTime| currld
1.60.31.101
Events 4
o [@ Hpak | [ open »
o B HTTPS 4 (B Edit 3
_ B @ vew '
o @ OpenScape Busing HP8k »
-4 @ CpenScape Yoice Interfaces »
L4 E timuec3d Simplex Enterprise MIB 4
¢ [ assistants HTTPS 443 »
o [®15031|  yrips 4700 ik
o [ Endpoints SNMP Host Resources P |
o (&1 OpenScans ™ timucs }| OpenScape Voice »| MIB Browser...
o [ timue3 sim SharedServices Il I Event Table... I
? OpensScape YVoice Layer 2 » Active Alarm Table...
- (SR MAR » Configure Logfile Access...

o @ Sustem Mananemsr

SHMP Rgent 1.50.31.101 OpenScape Voice !

TASK 7 > Active alarm table

10

i Root | v

a &

.;|1.su.31.1u1 OpenScape Voice<>SHMP<>... |v| e B H e w

¢ @) osv-Network

o @ nodes 0sV-network

SHMP Agent 1.50.31.101 OpenScape Voice Status Normal

| Mum

¥ |
3 Entery  Events 4
o[ Hpak | ] open J
B HTTPY [ Edit »
> Bntera] @ new >
timuc3 HP8k 4
Applic Interfaces ]
o= 1.50.31.25 Enterprise MIB 4
o= @ OpenScape 4000 HTTPS 443 »
o (@ openscape 4000 HTTPS 4709 3
O-@OpenScape Busin SHNMP 3
o @ OpenScape Voicd  timucs »
¢ @ openscaps Voics  ppniications b
- 1.50.31.101 SharedServices 4
o= . Systermn Managen Layer 2 »
]

o (&) f280:0:0:0:0:0:0:0

MAR

enScape Yoic

Host Resources b |

Sequence...l Sewerity | EventTime|

o= E?I Shared Senvices - roworToT

MIB Erowser...
Event Tahle...
Active Alarm Table...

Browse Lofiles...

Configure Logfile Access...
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TASK 8 > Configure Log File Access and Browse Log Files

¢ Status Explanation... i ™ SI’KQMUS 1é
HP8K » startup_srelog 1
Interfaces » & hosts_configuration.log
. Enterprise MIB , create_saDevSw?tch.cfg.log
) B create_saDevSwitch ofg. node.cfy 1
i IS ERE ' create_sa_down.cfo.log
HTTPS 4709 '__;Lj_nmaie_ﬁa_dqwn.cfg.node.cfg / 1
SHMP » Host Resources P tofg.log /
timuc3 ¥ OpenScape VYoice | MIB Browser... £
Applications v [ [ EHERENMAC Eyent Table...
SharedServices ¥ !nstall_gecu ' E
! B install_tim
Layer 2 4 W osv rules | Browse Logfiles... ;
I MAR 4 ™ inst;II CU”I; Configure Logfile Access... 17
] upgrade_cuuuy.uug 24
GenRoutesCiy.log ]
1100 B |atest_srctrl_log
1ess-1.150.206.0 upd_hand_xchlog
1es58-1.150.205.0 i upd_bond_xch.node.cfy 1
B — | Lines 293 | Open Parent | | Open File | | Formatted Display

K 9 > Retrieve system information

% Root : @ & O % |limuc3 simplex<Info... MEAEER R
o OpenScape Business BitribLte wigluel
T @OpenScape Woice timuc 3

T mtimuw Simplex false
o Assistants
o m Endpoints
o OpenScape Branch
? Etimuc:i Simplex 1.50.311m
Events ]
O open b VIRD.3.3
2 Edit 4 Jeompatibility higher_versian
E Properties... annection Status 1
B || qHodet Connectable true
= = ode 1 Onwn Mode Mormal
I?“Stit:llslimlllanatmn... ode 1 Fartner Mode Unknown
Overload Manager YHodet Connectable false
RTP Tickst System : ode 2 0w Mode Unknown
AHode 2 Patner Mode Unknown
Secury icense Mame {dyn) timucani
icense Used {dyn. in use) 34
Senice Registration icense Licensed idyn. assigned) a0
= soap senver icense Marme (0sma) timuc3nt
n Solid Datahase icense Used (osmo in use) 0
n Super Mode System icense Licensed (osmo assigned) 4
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