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Monitoring OpenScape 4000

OSFM Server includes extensive support for OpenScape/Hipath 4000 technology. The prerequisite for

monitoring is a functional configuration of the 0S4k alarms. OSFM Server receives information from

» OpenScape/Hipath 4000 Assistant (Single System)
OR
» OpenScape/HiPath 4000 Manager (Managing more Assistants)

Communication with the OS4K Assistant/Manager

» OSFM Sever talks to SNMP Agent from 0S4K
» OSFM Server get information from Informix database/0S4K
» 0S4K SNMP Agent Traps send traps to OSFM Server

Before the monitoring can start, the access has to be configured first:

» 0S4K Assistant/Manager: SNMP access for read/write
» 0S4K Assistant/Manager: SNMP trap target: OSFM server as trap target

» 0S4K Assistant/Manager: enable ,,hp_dbr* user for informix connection

TASK 1 > 0S4K: Setting up access for SNMP and Informix
> Loginto OS4K Assistant/Manager: rsta/hic*300

- Check/Activate SNMP Agents: "Base Administration" -> "Application Control"

B Software Management
1-£7 Access Management
i-£3 Utilities

B1-E5 Base Administration

& Application Control

System Management
Configuration Management
&-££7) Diagnostics

- Add SNMP Communities for read/write:

"Diagnostics" -> "Fault Management" -> "SNMP Configurator"
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Iil1—_| LAUNNGUIGUDN mdindyennene = -
-5 Diagnostics 1
E-{£5 Fault Management ly

T ol A rA

OpenScape 4000 Assistant V8

Fault I ent

2= SNMP Configurator

Display configuration Confiquration data for SNMPv1
SNMPw1
Community SNMPY3 Trap destination Trap mask
Trap public
10.20.200.52 255 255 255 355

SNMP Control
Trap Filter
Distribute configuration private

Reset alarms

- Add SNMP Trap Destination: IP-Address from OSFM-Server

4= SNMP Configurator

Display configuration

Protocol: SNMPv1
Community Community

Trap ——— I Add trap destination I

Remove trap destination
SNMP Control

Trap Filter

- Activate Informix Databse User:

Configuration data for SNMPw1

Trap ¢

10.2

"Access Management" -> Account Management" -> "System Account Administration"

.
ssistant V8

|

4 License Management Tool

% License Management

@ Account Management

Lo ST AL OUNT Aanmistration

|15 System Account Administration
ACCess RIgNt Configuration

£ Access Right Group Configuratior

a5 Export User Reports

E-£7) Manage Web Server Certificates
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[20, System Account Administration
Edit View Action Help

[ Username ][ Description ] “ Identification
a nsl-syst Metwork single logon at... — 0| - Username  |hp_dbr
a nsl-rsta Network single logon fo... — o - Description  |Remate/local JDBC access for OpenScape-FM
iy nizl-rsca Metwork single logon fo... — 0 -
0 nisl-cusa Network single logon fo... - [ - act
ons
4 nsl-cust Metwork single logon fo... — | - ] .
A disftp FTP account for disaste... — =
Retype password Bt o T
Remote/local IDBC acc. )
A u_repgen Remote ODBC access f... I [¥ Delete password
£ uas_rdar Remote ODBC access (... — 0| - [ Force password change
. uas_read Remote ODBC access (r... — 0 -
A nec Callback of FT-Hicom to... - - . .
£ apefp Access Point Emergenc.., -- [ - Lpsti=
Max. password validi
D rste - B - . Y
_:.3_ rsca - D — . Password never expires
2 s - &

- [ Lock user account

[

TASK 2 > Add OpenScape/Hipath 4000 Asisstant/Manager to OSFM
- Activate the plugin for "OpenScape 4000"

- Add 0S4K Network/Subnet to OSFM Server
- Add 0S4K-Assistant as Host to OSFM
>

Configure SNMP-Access: Enter community hames

':u R.|[v|B & 0 % | % 18531210 Configure... |~ @
Root l <% IP Parameter r % System Management |
o~ @ ece ; - - -
o @ Layer 2 Topology In the tahs below you can configure IP node specific parameter like polling int
o [ Logaing ( IP Parameter SNMP Parameter ( SNMP W1/V2¢ SNMP W3
' 0 Maps Configure SNMP VTTVZ Parameter
¢ @ Network Topology : Lahel IP Address Port
°'® 1.20.0.0 %  1.8531.21 1.85.31.21
o (2 2002:0:0:0:0:0:0:0 :
o @ Default (IPv4)
¢ @ osakNetwork
¢ @ Nodes 054k-Network
Events 4
] open 4
& Edit »
° New »
Configure...

-  Configure access to InformixSQL Database
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- w 13£ 100, 10/4.Y
» € Default (Pv4)
v (@ openScape 4000 Assistant
v Bl 10.20.11.12 (<Assistant=)
v @ 10.20.11.10 (nodeA WM, active os4kn10
> ﬂ Interfaces
B =assistant=: 4P-1 (17)
Events
E xR0
HTTPS 443
[ ssH

Lesistant=)

» (@ Enterprise MB
> m Interfaces
» B snme
Events
EHrerao

QD Normal 11/07/2017 2...

Events

D Cpen

B Edit

° Mew

% Configure...

Izl Froperties. .

Report Center...

System Report...

P

o/ Status Explanation...
Access Applications
Layer 2
Show Status History...
Enterprise MIB
HTTPS 443
Interfaces
Pod Collactor

¥y vwy

WOTTmTRO1.u...

. 102001110
. 10.2011.111

. 10.20.11.112

. 10.20.11.114
. 10.20.11.113

. 10.20.11.115
- 1020011117
- 10.20011.116 L
. 10.20.11.118

S0L Connection.
YSIEMS...
Assistant Web Access ..
Alarms On...
Alarms Off...
State...

Systermn Ma..
IP Manager
IP Manager
IF Manager
IF Manager
IP Manager
IP Manager
IP Manager
IP Manager

IP Manager

e

| 10.20.11.12 (<Assistant>) OpenScape 4000 Assistant=... .v] f

(®) JDBC

User
[y

hp_dbr

ok h R

Ui

1527
Pratocal

jdbcinformix-sqli
JDBC Server

online
JDBC Server
ISE_DBS/cdb
chronization

u Trunk Group Topology

Set J

Discovery of OpenScape/Hipath 4000
Workflow

The GET command is used to read the information of the OpenScape 4000 Manager from the MIB of
the proxy agent of the OpenScape FM server.



OpenScape 4000
Systems

AFR |

Message(

AMO out |AMO in

SNMP Proxy Agent

SNIVIP-Traps
addjob_Je— @
b
get |set
Output OpenScape 4000
File Manager

update

DB-trigger

SQL Search

OpenScape FM Server
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The SET command is used to generate an order via the proxy agent, which is sent to the OS4K Systems.

These Systems process the AMO commands defined in the order and send the result back to the

OpenScape 4000 Manager. The data is added to the SQL database of the OpenScape 4000 Manager and

the OpenScape FM Server is informed. The database of the OpenScape 4000 Manager can be accessed

via the SQL search and displayed in the OpenScape FM Server. If an AFR message is sent from the

OpenScape 4000 systems to the OpenScape 4000 Manager, it is stored in the OpenScape 4000 Manager

database and a trap is sent from the SNMP proxy agent to the OpenScape FM server.

AMO-Disvoveries

A discovery order is sent from the OpenScape FM Server via a SET command to the SNMP proxy agent

in the OpenScape 4000 Manager, in detail to the master agent.

OpenScape 4000
Systems

[ s set |t st ngent Discovery Agent
1 Messages :
temp.db Table |

ready

SNMP-Trap
,Discovery done”

€

L - =)

Sub-Agent

Initialise SNMP-Trap
,Discovery done”

DB-Tables
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The Master Agent forward the order to the Discovery Agent, which generates a job with the necessary
AMO commands and sends it to the OpenScape 4000 system. The Discovery Agent also accepts the re-
sult sent back from the OpenScape 4000 system, parses it and writes it to the output file. From there,
this data is written to the database table temp.db. Depending on the type of discovery (hardware, soft-
ware, topology or alarm configuration), the sub-agent is informed and the data is written to the correct
database tables. The Sub-Agent informs the Master Agent that the operation has been performed posi-

tively or negatively. At the end, OpenScape FM get an SNMP (inform) trap from the Master Agent.

Starting Discovery on the Systems Manually

In order to display the hardware, software, topology and alarm configuration of the OpenScape / HiPath
4000 systems in OSFM, a discovery of the systems must be made. This is started via the respective
PABX network. Select the corresponding PABX network and click on the ,,OpenScape 4000 -> System ->
Discoveries®... popup context menu entry. A new window appears displaying the OS4K-Systems. A Dis-

covery lasts approx. 20 minutes, depending on the system.

P —

v OpenScape 4000 Assistant

v 10.20.11.10 {(17: VM Si Events
L n Interfaces G Open
& <ssistant=: AP-1 (1 [ Edit

E Events 0 New

¥y vryvyw
=

E HrTP 20 [ Properties...
@ HTTPS 443 'J Status Explanation...
[ ssH

OpenScape 4000 B |
- Syste

» B3 AP-1 (17)-10.20.11.17 (et

> E 10.20.11.12 (=Assistant=)

» 10.20.11.10 (17: VM Simplex 054kn100)-10.20.11.12 (=AssT=a=

» () System Management

I B




[ 10.20.11.12 (=Assistant=)==Discoveries...

PEEEEY.

Ome=20ORN

[
'| Network 10.20.11.12 (cAssistant>)

System Id
& 10.2011.1..

Hardware

masterDone 20...

Software

masterDone 20...

Alarm Conf.

10.20.11.12

masterDone 20... masterDone 20...

Hardware
Software
Topology

Alarm Configuration

Lines 1

Configuring Automatic Discovery
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The automatic discovery can be started via the ,,OpenScape 4000 -> System -> Configuration...“ context

menu. By default, an automatic discovery of the systems is carried out every 168 hours (once a week).

Activate the Auto Discovery option and enter the value in hours in the Expiration time field. Afterwards

click the Set and Close button.
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® Root | v B % 0 % || 1.853121<>Configuration... r@@Sl & esOX
(185210 || Wetwork 1.85.51.21
I @ RN : Agent Systemn Id |AgentVersi. | Auto Disco. |AFR Forwa..
> (0 1921681870 |1.85.21.212 |<Assistant... |HiPath 4000168
o (5 2002:0:0:0:0.0:0:0 [Te53121 [=Manager.. |HiPath 400043680
o @ Default (IPv4) 1853111 35200 (52... |HiPath 4000 43680
o (1) 05 4k-Network [1.85.31. 11 [Hakvs (83... |HiP ath 400043680
o @ osv-netwark =
¢ (@) openscape 4000 P
¢ @ 1.8531.21
9 [El1857  Events 3
o a4 El Open 4
o (@) £ [# Edit 3
&= u In ° Hew 4
? ' 5 7| properties... .
System Report... Age Time (h)
'/ Status Explanation... [v] Aarto Discovery |168

ﬁ E OpenScape 4000 ¥ Systern | Systems... [] AFR. Forwarding I:[
m HTTP 80 Fault | Discoveries...
E H1Ps 443 Hardware W Configuration...

o [E£]1.85.31.5 (H4KkvS) :

o [2] <Manager= \

o B33 1.85.21.212 (35200)-1.85.31.5 (H4KkVE)
e @ OpenScape 4000 Manager
o [B 1.85.31.21
o @ CpenScape Business
o= @ OpensScape Yoice
o @ OpenScape Voice Assistants

<15 Lines 4 Set | ResettoDefault
o= ;ﬁl Svstem Manaosment H

Show system configuration of 0S4K

Information about which systems are managed by this OpenScape 4000 Manager can be found via the
entry OpenScape 4000 Manager SNMP Proxy Agent -> Systems... can be displayed. A new Info Browser
window will open displaying this information. The system is displayed line by line with the name in the
column System Id, to which network Id the system belongs, to which subnetwork Id the system be-
longs, the node number, the PABX 1d, the status of the system and whether major, minor or device

alarms are present.

10
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r @ OpenScape 4000 Assistant Events >
v 10.20.11.12 (=Assistant=) ] open >
ive 054kn100) 3 Edit [
@ New 4
% Configure...
(= Enterprise MIB [#] Properties...
» [#] Interfaces Report Center...
> E SNMP System Report...
Events P >
[E 1P 80 '/ Status Explanation...
HTTPS 443 Access Applications >
n OpenScape 4000 Assistant Layer 2 >
[& Port collector Show Status History...
S5H Enterprise MIB > 5
» K07 <assistant--10.20.11.10 (nodeA:VM, active HTTPS 443 [ || GSSEELED RS —
» 509 10.20.11.10 (17: VM Simplex os4kn100)-10.20 Interfaces p | Alarms On..
— Alarms Off...
7 >
» State...
[ 10.2031.12 (<Assistant=) OpenScape 4000 Assistan... |v| @ & (0 S [ @
L
3 ‘ Agent 10.20.11.12
Agent | systemld | Metworkld | Subnetworkld | Node No. | PabxId | state | Major | Minor |
10201112 @2 10.201.. <locked> <locked> 10-42-100 1 Critical 4 0

Lines 1 Reload Stop

Information about the status of SNMP agents

Information about the status of the agents that must run next to the SNMP proxy can be viewed via the
OpenScape 4000 Host Object-> Status... popup menu. be controlled. The agents cannot be switched on

via the Info Browser table.

[ ——

o (@) OpenScape 4|  Events 4 1.85.31.21 OpenScape 4000<>0penScap... |V‘ DB 9
¢ @ openscape 4 3 open 4 Agent Slaly
o Bl 1.85.31.21| B Ecit ’ Jevstem Running
o (@ Entery @ Hew » Jarm Running
o Interfaq %, Configure... Hardware Hunming
o @ s\wP| (2] properties.. e Fumng
LA Events  ghow Status History.. Eor Running
g L System Report... ADiscovery Running
& EEEC B o SQL Connection...
Ho en; P ¥ systems...
] Pgn af - Access Applications ¥ yanager Web Access ..
S '/ Status Explanation... | alrms On...
- @ OpenScape B Port Collector ¥ Alarms Off... |
o (@) OpengScape |  HTTPBO State...
o (W) openscape v|___Interfaces } CMI Nodes... :I
o= @ System Mana OpenScape 4000 H FM Snapshots 3
= Enterprise MIB 2 I:| ®: O
HTTP 8080 3

11
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Querying OpenScape 4000 Information

TASK 3 > Information about CMI Objects

¢ (@) OpenScape 4| I Vpen ’
¢ B18531.2] & Ear >
o (@) Enter) @ New »
o [ nterfa( %, configure... =
(= E SNWP| @] properties...
EVenS  ghow Status History...
ﬁ HTTP System Report...
E:EE Report Center... saLC | HiPath 4000 Manager sSNMP Proy... | & D % [ @ up @aw O
[E openg &P o *| systems... Agent 1.85.31.20
B rorc Access Applications ¥ panager Web Access ..
g '/ Status Explanation... | plarms On... LE.IDE\ | Status Major WMinor Device
(on @ Openseape 8 Port Collector ¥ Alarms Off... HiPath4000CHMI:System 5300 Mormal 0
o (@) openscapzy]  HTTP 80 | state...
o= OpenScape V| Interfaces CMI Nodes...
o~ () systern Mana| |__OpenScape 4000 FM Snapshots » [

TASK 4 > Display software versions of the system

Information, which APS have been installed on the system, can be viewed via the popup menu Soft-

->

ware -> APS... per plant can be displayed. The individual APS are listed in the APS Id column with a

detailed description in the Info column.

Information about which patches are installed on the individual systems can be found via the popup

menu Software -> Patches... can be displayed. The patch number, the hardware module and the in-

formation whether the patch is to be switched on or not are displayed. The information N in the co-

lumn Switch on means that the patch is already switched on and does not have to be switched on

anymore.

- () 0s4k-Network
- (*) 0sV-netwark
OpenScape 4000

o (@) 1.8531.21

o= |_5:| 1.85.21.212 (85200

o= [ 5

o =Manager=

o EJA 1 85.21.212 (85200
= @ OpenScape 4000 Manager
= @ OpenScape Business
= OpenScape Yoice
= OpenScape Yoice Assistan
F System Management
- (5) feB00:0:0:0:0:0:0
- B33 OpenScape Business-1.15
- EJ3 OpenScape Business-1.15
ﬂSenrerzsp.nrerGateway

) system

3 User Administration

1.85.31.5 (H4kyv5)

Events 4
a Open k
@ Edit >
@ New ’
% Configure...

E"I Properties...
Show Status History...

System Report...
Report Center...

ware

E
Access Applications 4
‘4 Status Explanation...
HTTPS 443 3
Enterprise MIB 3
HTTP 80 »
<A ssistant> 4
OpenScape 4000 Assistant »
Port Collector b
85200 b

Fault

Hardware
System Hosts...
Appliances..
TopologyTrunks
Discovery
System Info...

Manager Web Access ...

MAR OpenScape 4000

-

Patches...
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(=

Rgent 1. 75, 31,21 System Id 75200 Customer UNIFY ACADEMY 1-86-200

APS Id Info
AO-E404C P30252B4900400101 undef 49 neutral AMC-IHS
BO-E40BC P30252B4900B00101 undef 449 neutral ARAC- S
DO-E40DC P30252B4900000101 undef 49 reutral IHE (ADS)
LO-E40LC F30252B4900W00101 undef 49 neutral Loachware
LO-THELE P30252B4900040101 undef 43 neutral Loadware
S0-E405C P30252B4900500101 undef 449 neutral S +
S0-T4xEx P30252B4950500101 undef 44 International Sl
WO-E40C P30252M4901BHOY 39 undef 49 German ARC- 5L
T-PATYT P30252M49011J00107 undef 45 German LI

1.35.21.212(35200)<>aszuu<>smware<...|v| - =

Rggent 1. 5. 31,21 System Id 5200 Customer UNIFY ACADEMY 1-85-200

Humber HW Madule Activation
| i L A orA ™
PSADZ34 EPA &l
PSADZ3E EPA Il
PSADZ3T EPA &l
PSADZ3E EPA &l
PSADZ40 EPA &l
PSADZ49 EPA &l
PSADZED EPA &l
PSADZST EPA Il
PSADZEZ EPA &l
PSADZS3 EPA &l

TASK 5 > Detailed information about the system

->

Information about the selected system can be called up via the context menu "System Info"... can be

displayed. This browser window displays the values for the attributes, such as network node name,

system id, contract, customer, L-number, and so on. is displayed. These values were entered in the

OpenScape 4000 Manager system administration and read out by OpenScape FM via SNMP. The sta-

tus of the individual discoveries of the attachment is also displayed here.

13
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> . OpenScape Yoice Assistar :h IP__ T y "-;;;Ja';;" T
> @ system Wanagzment Access Applications 3
= (*) f280:0:0:0:0:0:0:0 : . Fautt b
+ EJA OpenScape Business-1.1% ¥ Status Explanation.. Hardware '
> B9 OpenScape Business-1.15 ~ HTTPS 443 }| System Hosts...
| server2senver Gateway Enterprise MIB * Appliances.. |
3 System HTTP 80 ¥ TopologyTrunks 1
a User Administration «Assistant> }| Discovel »
OpenScape 4000 Assistant ¢
Port Collector ¥ Manager Weh Access ...
MAR OpenScape 4000 »

|1.35.21.212{352I]I]:|<>352I]I]{>System |n...|v| & B0 S

»
i

@ ur

Agent. 1. 75.51.21 System Id 75200 Customer UNIFY ACADEMY 1-F5-200

Attribute Walue —
Maode Mame 825200
Systermn Id S200
Contract 0185200
Customer UMIFY ACADEMY 1-85-200

Customer Call Mo,

System Service Call Mo.

Lacatian

Remarks

Wersion LT

Made Ma. ]

L-Mumber L3198800318x00000
Pab-1d 2

Metwark 1d

Subnetwork Id

Hardware Status masterErrar

TASK 6 > Information rdware components
t | LT LT Address | Conf Board| Inst. Board Code Wersion Firrrrsy:
:CE 1 1 1[AVAILABLE  |AVAILAELE |0 0
_ayer 2 Topology 1 1 2[MVAILABLE |AVAILABLE |0 0
I 1 1 3Q2168-K Q21E8-X SLMO24 1101 -
b Software ] 1 4(AVAILABLE  |AVAILAELE |0 1]
Access Applications ] Fault » 1 alaVAILABLE | AVAILABLE [0 0
Status Explanation... BCSM. 1 GAVAILABLE |AVAILAELE |0 0
HTTPS 443 5 1 T|Q2266-X Q2 266-% LTUCA 1-13-
) SEREI S B el 1 B[AVAILABLE |AVAILABLE |0 0
R i ¥ Appliances.. CDSM... |1 B/AVAILABLE |AVAILABLE |0 0
HTTP 80 }| TopologyTrunks HICDSL... 1 10j&VAILABLE |AVAILABLE |0 0
<Assistant> }| Discovery » | Cahinet 1 11| &VAILABLE  |AVAILABLE |0 0
OpenScape 4000 Assistant »| System Info... Frames... 1 12|Q2217-K Q2217-% STMD3 1}-03 -
Port Collector MM Web Access.. |Peripherals.. |- ! TIAVAILABLE | AVAILABLE |0 0
1 14| 2VAILABLE |AVAILABLE |0 0
85200 } MAR OpenScape 4000

S AL Kehanrl §

Alarms and error messages of the OpenScape 4000 systems

TASK 7 > Display alarm configuration

-  Alarm configuration and alarm filter:

14
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@ Root |w | '{11.85.21.212 (85200)<>85200<> Fault<>Ala... ¥ G | p (=
» @ & ox/ HSH W @ s
@ Root 1*| | gent 2.75.22.21 System Id #5200 Customer UNIFY ACADEMY 1-75-200 Discovery 2016-12-15 14:61:21.0
o (@) Ece :
L g o 3 Group Class Mame Base Minor Thre...| Major Thre..| Minor Time | Major Time | Device Time
o @ Default (Pvd) HREICIEY H|FRS FAICU - - 1 1
o ® 0S4k-Netwark | Central 3L 18|EXTERNAL... - 1% 2% GO0 GO0)-
o @ 0SV-natwark Events b L 16|LTE CENT... |- 5% 2% 400 a00/-
J open b o 17]CC CENT... |- % - 900 500/-
¢ '&) Openstape 4000 @ Edit \ U T8[SWITCHIN,. - % 2% 900 900/-
A 3R] I T9[CLOCKIN. . - % 4% 900 900/-
o [£]1.85.21 212 (85200) @ New [ 20/5IGNAL U 1% 2% ano anoj-
e [£]1.85.31.5 (H4VE) | % configure... u 23|5W ERRO - - 0 -
> [Bl <manager= [ Properties... Ul 24|5YSTEM M. |- - - i aj-
o 5911.85.21.212 (85200  Show Status History.. U 25[POWER 5 1% 2% 120 120]-
o (@ openScape 4000 Manager — ] 26/SM FAILURE|- - 1% i 1800
i 8] 29/ MAINTEMA... |- 1% 2% 1 1
O-@OpenScape Business Report Center.
P 8] A2MCCESS P 1% 2% 120 120/
= @ openscape Voice e »
1 Software vi 10% 50% 120 120
*OpenScapeVmceAsswstan v
o (@) System Management Access A ault vl Alarm Configuration... o 120 ar
’ : '/ Status Explanation... Hardware »{Atarm Fitters. 2% 120 1200
o () f280:0:0:0:0:0:0:0 I 1% 1 s
o £ OpenScape Business-1.15)  HITPS 443 }| System Hosts... Alarms Off, 1% 1 i
o B9 Opengcape Business-1.15|  ENterprise MIB ¥ Appliances.. AlapmsOn... 1% 1 1)
o Bl server2semver Gateway HTTP 80 | TopologyTrunks Error Messages... 2% 1 1
<Assistant> }| Discovel Errors...
T @ . . + ) rms Off... | | Errors... ‘ | SHB | | Hardware Units
o= @ User Administration OpenScape 4000 Assistant | Systel 0. Get Alarm Mirror
= Lig Weh ACCeSS . @®: Q26 U2
85200 MAR OpenScape 4000 »

TASK 8 > 0S4K Show alarms in ON and OFF state

Alarms that have already occurred once but have been removed are not deleted from the SQL data-

->

base of OpenScape 4000 Manager, but are only set to the status off. This means that these alarms

can also be queried.

oUnnyun e

¥ @ OpenScape 4000 Assisty
v B 10.20.11.12 (=Assista

» System Management
» () 1280:0:0:0:0:0:0:0
Server2Server Gateway

@ System

@ User Administration

» (& 10.20.11.10 (nodeA
& 10201112 (=
» K07 10.20.11.10 (17: VN

e

IZ’I Properties...
Report Center..
System Report...
o P
4 Status Explanation...
Access Applications
Layer 2
Show Status History...
Enterprise MIB
HTTPS 443
Interfaces
Port Collector
enScape 4000
=Assistant=
HTTP &80

v

S0L Connection...

Systems..
Sccjctaptinbh Ares

arms
State..

L A

| 2
- I

10120.11.12 (<Assistant>) OpenScape 4000 Assistan.. |v| @ & [0 @ [ v

Agent 10.20.11.12

System Id | Group | Class | Name | state | Priority
SY51 Central 2 LTUFAILURE On major
3Ys Central 32 ACCESSPOINT.. On major
SYS1 Central 33 BADIP COMME.. On majar
SY51 SWU Peripheral 8 BASE STATION On major

15
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The alarms are displayed line by line and additional information that led to this alarm can be queried.

Actions can also be called to reset or clear the alarm.

1.85.21.212 (85200)>85200>Fault>Alarms off.. || @ (B % [ @ o B %e=0OX
Rgent 1. 85,351,212 System Id 75200 Customer UNIFY ACADEMY 1-35-200

Lp Class Mame State Priarity Module Time Arrival Time |  Old Time LTU= Ewent State Uszer Change Ti...
10(15 RESTAR...|Of minor Al 062802010, |06/ 282016, |0Bf2772010...|0
29(MAIMNTERMA... [Off minor A1 0170572016, |01/05/ 201 6. |01/0472016..{]
2AMAINTEMA. .. [Off major A1 T2MB2015. 121 720 a8 1216201480

ogic... 2{OUTWARD .. |Off major BPA 12 E2015. 121 P20 6. 121 6720145 .|]

pgic... 10RO 0K 00, |Of major EPA T2MB2015. 121 720 a8 1216201480

pgic... A0(RO30:K300.. |OF major EPA T2 B2015. 121 72018, 121 62014,

Alarm Configuration... Hardware Units Corr. Targets Acknowledge Original

16

Error
The error messages that led to this alarm are displayed.

Interval Errors ...

The error browser is opened, which lists the errors of the alarm that occurred in a certain period of time.
The period is defined by the Time Before (Min) and Time After (Min) fields. These refer to the time stamp of
the selected alarm.

Alarm Configuration

The Info Browser of the alarm configuration is opened, but only the configuration for this selected alarm is
displayed.

Service Manual (SHB)

The service manual (ALFE) is opened if it has been installed before.

Reset

Certain alarms can be reset on the system via the AMO GRA. A separate browser window show whether the
alarm could be reset or not.

Hardware Units

This list shiw the units for which at least one of the selected alarms is defined.

Delete
The alarm will be deleted from the SQL database of the OpenScape 4000 Manager.

Corr. Targets

Target alarms that may be related to another alarm are displayed when the affected alarm is selected and
the Correlated Targets button is clicked. A list of all possible correlated target alarms will be displayed.
Acknowledge

Only becomes active if unacknowledged new alarms are also present. This is the case when a new trap ar-
rives.

Original

The original alarm message of the selected alarms is displayed.
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TASK 9 > Show error messages in original

- The original error messages can be displayed in an Info Browser via the entry Error -> Error

messages... can be displayed. These values can be interpreted via the error description in the ser-

vice manual.

ErrorMessages

Feceived at: 16-07-04 09:37:52

F2066 M3 MN2131 MO ACT BPA AM ADVISORY 10-07-04 083717

JBLARM CLASS.CENTRALDZ3

fFormaTa3

| FFs CHECK TasK: =

CODEWORD TIMESTAMF IN FUTURE

Events
lj Open

10] & Edit

gt 1f-07-04 09 4783

2

4
BMZTA0 NOACT A1 CMS  ADVISORY 10-07-04 09:35:46
' LASS CENTRALIDZ3

| ° New
'% Configure...
10 IZI Properties...

System Report...
Report Center...
N kp

Access Applications
4 Status Explanation...

Show Status History...

-

4 ECi37012 UAZ3DOTE3Z SPA95007CE
14 MESSAGE-ID: 00544

0 2800913 70590913 40580200 48580200 58560200 60580813 50580400
D 13000100 00000000 00C00002 03800400 00000000 00000002 00A85902
2 D0B854FF FFO00000 DOFFFFO0 00000000 000001 FF FFO00000 00000000
0 00000000 00000000 00000000 00000000 0000FFFF 00000000 00000000
Y Software » J0000 00000000 00000000 00000000 00000000

Fault
L larduano.

Alarm Configuration...

15 HTTPS 443
Enterprise MIB
HTTP 80
<Agsistant>

Alarm Filters...

*| Systern Hosts... Alarms Off...

F Appliances.. [s Of

¥ Topology Trunks Error Messages...
»| Discovery D‘ Errors...

TASK 10 > Show list of all error messages

- The selected errors can be removed manually from the SQL database using the Delete button. It is

also possible here to open the original error message via the Error Messages... button. The service

manual is also available, which then displays detailed information on the selected fault.
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Y 2] Propertes... , il —— — — ——
Show Status History... II 23|F5055 Ma MOACT AT CMS ADVISORY .
: 23|F2066 I8 MO ACT BFA A ADWVISORY .
=] Syst
T REET | 23|F 2068 M8 NOACT  |BPA AM ADVISORY
Report Center... L ".\:.\#"JHRR hio Lo T == b =
AP ¥ Software b |ma MOACT  |BPA AN ADVISORY ..
Access Applications Fault Alarm Configuration... BPA A ADWISORY .
/ Status Explanation... Hardware ¥| Alarm Filters... EPA Al ADVISLRY .
e N BPA A ADWISORY .
System Hosts... Alarms Off... BPA an ADVIBORY
Enterprise MIB | Appliances.. Alarms On...
HTTP 80 * Topology/Trunks ~ErrorierrameT
: SHB ‘ ‘ Delete |
| <Assistant> }| Discovery Errors...
OpenScape 4000 Assistant *| System Info... FGEC Aarr | ‘ | ®: Pz

TASK 11 > Reloading Alarms into the Informix SQL Database

-  Viathe context menu Error -> Alarm mirror, the alarms present on the systems can be synchronized
with the OpenScape FM. This may be the case if all existing alarms have been deleted from the SQL

database. The alarm mirror can now be used to restore the exact status of the alarms on the sys-

tems.

| [:|Central 23|F 2066 M MO ACT
Events , 23|F 2066 ME MO AGT
7 open R 23/F 2068 e MO ACT
sel B et , 23|F 2066 M MO ACT
23|F 2066 ME MO ACT
5 | @ New > 23[F 2088 1L MO ACT
2, Configure... 23|F 2066 E MO ACT
200] (7] properties... 23|F 2066 M MO ACT
987 Show Status History... ig Egggg ﬂ: Eg ig

Syst
em Report 23|F 2066 e NO ACT
dan Report Center... 23F 2066 e MO ACT
2P ’ o YCE MO ACT

Access Applications b Alarm Configuration...

. ‘¢ Status Explanation... Alarm Filters...

15 HTTPS 443 | System Hosts... Alarms Off...
Enterprise MIB ¥ Appliances.. Alarms On...
HTTP 80 ¥ TopologwTrunks ¥ Error Messages...
<Assistant= ¥ Discovery Errors...
OpenScape 4000 Assistant #| System Info... Get Alarm Mirror
Port Collector ¥ Manager Web Access ...
35_2l]l] MAR OpenScape 4000 »

Search for alarms

The search for existing alarms (on/off) and for errors can be started via the entry "Technologies" ->
"OpenScape 4000" in the main menu, or also via the context menu of the PABX network - Menu entry

"Search systems...".
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® shHP Bl MAR & System Management

.} Technologies

OpenScape 1000 L List Agents...

OpenScape VYoice » earch Systems... |} ||

i Filter alarm Class Notice... Loc
Error Class Notice... I

i Control Center - Overview [, | £

Agent | System |d
|Searchsystems... |'| @ @ L%i @ =] .,? @] @ @ % EI X
em Id Systemn Humber Yersion Hetwork Last FM older Host

] I I | | |[1.8531.21 |+

Filter ustomer Location Established Contract PosNo Search Type
| | | | | -

Agent Systermn Id Managed Custamer | Systern Mu.. | Established | Contract Foskao Wersian
1.8531.21  MGR1 (=M. W7
1.8631.21 |5200 {852 LIMIFY ACA [L3188800.. (23 0135200 85200 LT
1.85.31.21  |B300 (Hdk.. SIEMERSK... |L31085ED... |23 0185300 a5300 W30

Operation
Snapshot

i@ Search ) Delete =
Time Interval Choice

Recent Days 1

Date Time
] From | | [11:00:00 PM
Date Time

C]To  |uld, 2016 | [430:34 P
Priority State Module

a (vl [ |an -
Hame

Group Class

all v

Select the corresponding OpenScape 4000 Manager from the Host field and the Alarms entry from the
Search field. Other choices from this field are Error, BCSM, BCSU, CDSM, CDSU, and Systems. Then
click the Search Systems button. All systems of this manager are now displayed in the list. Select a sys-
tem or all of them. So the button search alarms... activated. A search can be defined for certain times.
The search can also be restricted by priorities (Major, Minor, Device, All), by status (On, Off, All) and by
modules (BPA, BPB, A1, All). The Group field, which offers the options All, Central, SWU Peripherals,
SWU Logical, SM Peripherals and Element Manager for selection, can also be used to restrict the search

result.

Another option to start search is via the popup menu of the PABX network. Click on the entry OpenSca-
pe 4000 -> Error -> Alarms/Error.... there. Here you can also see the systems that belong to this PABX

network. Select one or more installations and then click on the Search alarms... button to search. The
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search result can be returned via the Priority, Status, Module, Group, etc. fields can be restricted. In

both cases the alarms will be displayed in a new Info Browser window.

zape 4000 Sl
3.31.2
1.852 Events 4
1.85.3| CJ Open >
<Mang [Z Edit >
1852 @ New » fVE)
zape 4 E?I Properties...
e System Report...
B \) Status Explanation...
cape =
e OpenScape 4000 b em k
1:0:0:0:0:0 ault *| Blarms...
:ape Business-1.150.206.0 Hardware_b Errors...
zape Business-1.150.205.0 ‘ |
PN B
1.85.31.21<>Alarms... MEAEER K O&esOX
Hetwork 1. 85, 51.21
Agent Systern |d State Major Minar Device Customer
1.85.31.21  |=Manager.. [# £ =M. 0 0 0
1.8531.21 (8520032 (O£ 1.8. a0 1 OURMIFY ACA..
1.8531.21 |HAKWE(S2. | L 1.8 0 0 O|SIEMEMSK...

TASK 12 > Installing the Service Manual (ALFE)

>

OSFM Server: Create a new folder:

<OpenScape FM\client\help\alfe>

Copy the file P31003H31005100010029.zip (from the CD:\h4k\Alfe) into the new directory.

Stop and restart the

Trunk groups and trunks
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Dperation
® Search () Delete
Time Interval Choice

Recent Days 1 |
Date Time
] From | | [11:00:00 PM
Date Time
C1Te  Muld, 2016 | 43552 FmM
Priority State Module
[l vl ~
Hame
]
Group Class
Al

-
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The KNDEF entries can be displayed with the popup menu Topology/Sets -> KNDEF.... These entries

are also used for display of the PABX network topology. All KNDEF entries for the selected system are
listed here in this table.

OpenScape 4000 O open ’
¢ @ 18531.21 & Edit i
o [£]1.85.21.212 (a5200) @ New ’
o [£]11.85.31.5 (H4kvE) | 9y Configure...
o |2 =Manager= @l Properties...

o B39 1.85.21.212 (B5200) Show Status History...
@ OpenScape 4000 Manager System Report...

@ OpenScape Business Report Center.
@ClpenScape Voice *

P ] »
() openscape Voice Assistan o N S
System Management Access Applications Fault N

4 Status Explanation...

() fe80:0:0:0:0:0:0:0 Hardware >
E83 OpenScape Business-1.15 HTTPS 443 ¥ System Hosts...
EJ7 OpenScape Business-1.15 Enterprise MIB ¥ Appliances..
Sever2Semver Gateway HTTP 80 ¥ Topology/Trunks . ¥ KNDEF...
S <hssistant> ¥ Discovery ____—w M Trunk Groups...
User Administration OpenScape 4000 Assistant ¥ syitim_mfg_;____. Trunks...

1.85.21.212 (85200)<>85200<>Topology... |v‘ @D % @ o

Agent 1. 75.51.21 System Id §5200 Customer UNIFY ACADEMY 1-86-200

Ird e Mode Ma.
010-35-200

The bundles set up on the system can be displayed with the popup menu Topology/Sets -> Trunk
groups.... Information on the setup bundles are displayed in table view. The bundle number (ID), bundle
name, device type (Device) and maximum number of sets are displayed by the AMO BUEND. The node num-
ber (destination) and alarm number are read from the AMO TDCSU/TACSU. The sets assigned to this bundle
can be displayed with the Sets... button.

Report Center... |

AP ¥ Software 4
Access Applications Y Fault »
‘4 Status Explanation... Hardware »
HTTPS 443 }| System Hosts...
Enterprise MIB * Appliances..
HTTP 80 Topology Trunks KHDEF...
<Assistant> ¥ Discovery Trunk Groups...
OpenScape 4000 Assistant »| System Info... Trunks...
Port Collector ¥ Manager Web Access ...
85200 *| MAR OpenScape 4000 »
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1.85.21.212 (85200)=>85200<>Topolomy...

CoE N

fgent 1. 75,531,521 System Td 75200 Customer UWIFY ACADEMY 1-85-200 Discovery Z015-12-14

Id MHarme Device Type Max Trunks [AMO Mode | Configured..|  Alarms
10180 KMOTE... |S0COMNM digital 4/10-g59-100 |0 10
30|80 KMOTE... |SOCORMN digital 10/10-85-300 |0 a0
SOJAMT LEIFZIG S0C 00 dinital 21-1-290 1] 40

All Trunks are displayed in a table with the popup menu Topology/Sets -> Trunks....

The locations of the setup sets are additionally displayed. The status shows whether or not the trunk is

in operation. The assigned alarm number is displayed in the Alarm column.

k| KNDEF...
O Trunk Groyns

Trunks...

g System Report...
Report Center...
ot '* P - *| Software 4
Access Applications 4 Fault »
4 Status Explanation... Hardware »
HTTPS 443 } System Hosts...
Enterprise MIB ¥ Appliances..
HTTP 80 Topology Trunks
<Assistant> | Discovery
| OpenScape 4000 Assistant *| System Info...
Port Collector } Manager YWeb Access ...
= 85200 F MAR OpenScape 4000 »

1.85.21.212 (85200)<>85200<>Topology... ‘v| 0o @l e

2 &

Agent 1. 75.31.21 System Td #5200 Customer UNIFY ACADEMY 1-f4—-200 Discovery Z015-12-15 14:531:21.0

Id Type Humber mlarmne Device State Alarm Ch. Group | Channels
10/digital 1-01-012-0. |80 KNOTE . |S0C0RE yes 10 0
10/digital 1-01-012-0. |50 KNOTE . |S0CORE yES 10 0
30|digital 1-01-012-0.. |50 KNOTE .. |S0C0REN yes a0 0
30|digital 1-01-012-0... |50 KNOTE .. |S0C0MEN yes a0 0
S0/digital 1-01-01 20, |ISDMAMTL... (2000 ves 40 0
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