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History of Changes

Date Issue Summary
20.12.2022 1.0 initial version
11.10.2024 1.1 editorial changes

Note: The basis for this document is the current OpenScape Business at the time of certification.
Since OpenScape Business is constantly developed, input masks and interfaces as well as
requirements may change in the future. The settings and entries described here then apply
accordingly.

Comments and corrections are welcome, please contact: osbiz-certification@mitel.com

Disclaimer

Google Gloud Platform (GCP) Branding, Pictures and Icons in this document might be under
copyright of Google Inc..

This document is intended for trained OpenScape Business and Google Cloud Platform technicians
or trained OpenScape Business technicians with the support of Google Cloud Platform experts,
such as an Administrator or System Integrator.

The configuration example within this document shows a basic network setup of the OpenScape
Business S image in a Google Cloud Platform (GCP) environment with mandatory requirements,
such as the need of activating Google VPN for a secure operation.

Depends on the used Google Cloud Platform version and individual customer needs, especially in
regards of security aspects or advanced network settings, further configuration (Google Firewall,
etc.) steps might be needed. Availability and technical specifications are subject to change
without notice.

Mitel doesn "t deliver any administration services, training, or cost information (for e.g. required
Google Cloud packages, modules or licenses, etc.) for the Google Cloud Platform. This is up to
the responsibility of the Google Cloud Operator, the Administrator or System Integrator.

Furthermore, the operator of the Google Cloud Platform is responsible for any security and/or
configuration issues might lead in a misfunction or a security leak.

The following description refers to OpenScape Business V3R2 and above.
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1 Upload OpenScape Business to GCP

Step1: Login to Google Cloud Platform https://console.cloud.google.com/

Google

Anmeldung

Weiter zur Google Cloud Platform

{ E-Mail oder Telefonnummer

E-Mail-Adresse vergessen?

Nicht Ihr Computer? Dann kdnnen Sie den Gastmodus
verwenden, um sich privat anzumelden.
Weitere Informationen

Konto erstellen m

Deutsch « Hilfe Datenschutz Nutzungsbedingungen
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https://console.cloud.google.com/

Step2: Navigate to the Cloud Storage menu

= Google Cloud Platform
#  Home >
©  Recent >

I Viewall products

PINNED

MOREPRODUCTS A

A Antnos >
COMPUTE

& Compute Engine >
@  Kubemetes Engine >
& WMware Engine

SERVERLESS

)»  Cloud Run

() Cloud Functions

@ AppEngine >
STORAGE

W Filestore >
= Cloud Storage >
+  DataTransfer >

B8 Cloud Storage Browser DI CREATEAUCKFT & DRIETE CORRPRRSH SHOW INFD P
& orowase T Eher Filter Suckets L
- (= Created Lozation type Location Detaut storege class @ Lest modities @ Public scoess @ apcwss control @ Frovection @ Lty

sy
[ cocossinnemdimportbbsrepes 95Hor O3 IE4E4T Ragin arepesent . St JEMavSON TEARAD  SubjecttnoHectARls  Fregained Here [
= T5NoY 2z, 033652 M regen wgrutplere.  stada JE e —_— uritorn Here [
& selngs o= buscker i recp 1} dard putl -

Step4: Select a name and hit [Create]

E Cloud Storage € Create a Bucket
@ Browser
* Name your bucket
@l monitaring Pick = globally unique, name. Kaming quidslines
& Settings

(e ]

Tip: Donlt include any sensitive information

“ LABELS (OPTIONAL)

CONTINUE

* Choose where to store your data

Leocation: us (multiple regions in United States)
Loeation type: Muttiregion

* Choose a default storage class for your data
| Default storage class: Standard

* Choose how to control access to objects

Public access prevention Off
Access control: Uniform

* Choose how to protect object data
Protection tooels None

Data encryption: Googie-mananed key

EOEl  canceL
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Step5: Navigate to the newly created bucket and hit [Upload Files] to select the image-
name.tar.gz that was generated in the previous section

Google Cloud Platform

B3 Cloud Storage < Buckel details
@ Bowse
sles-bucket
&i  Monitoring Logation Storage class  Fublic access  Protection
& us (multiple regions in United States)  Standard Mot public MNone
Satings
OBJECTS CONFIGURATION FERMISSIONS FROTECTION LIFECYCLE

Buckets > sles-bucket B

UPLOADFILES ~ UPLOAD FOLDER  CREATEFOLDER  MANAGEHOLDS — DOWNLDAD  DELETE

Step6: When the upload is completed you will be able to see the new image-name.tar.gz file
inside the bucket.

Cloud Platform
B8 Cloud Storage € Bucket details CREFRESH  BLEARN
@  Erouser
sles-bucket
i Menitoring Loeation Storageclass  Public access  Protection
s (multpl reglons n United States)  Standard Notpublle  None
& semngs
OBJECTS  CONFIGURATION PERMISSIONS  PROTEGTION urECTeLE

Buckets > slesbucket B

UPLOADFILES  UPLOAD FOLDER  CREATEFOLDER  MANAGEHOLDS  DOWNLOAD  DELETE

Filter by name prefix anly w T Filter  sles12 X B show deleted data Ll
O teme size Type Crested @ Siorageclass  Last modified Publicaccess @ Versionhisiors @ Encrypiion @ Retenton expiry date @ Holds @
O 8 sesizspstange 16GB  spplication/star  3Dec2021,16:0234  Standard 3Dec2021,76:0234 Mot public - Google-mansged key Nome &}

Step7: Navigate to Computer Engine — Images

VIRTUAL MACHINES

- - VM insta
= Google Cloud Platform fnetenees
Instance templates
# Home > Soletenant nodes
Machine images
(@ Recem >
TRUS
3= Viewallproducts Committed use discounts
Migrate for Compute Engine
PINNED
Pin your top products here STORAGE
P -
{ ¥ Pinsappearhere @
. Snopsiuty
MOREPRODUETS A Images
¥ Marketplace INSTANCE GROUPS
Instance groups
B silling
Health checks
I APIs and services >
VM MANAGER
T Support > 08 patch management
©  IAMEAdmin > DS configuration management
1 Getting started BARE METAL SOLUTION
% Compliance senvers
e Security > SETTINGS
Metadata
/s Anthos >
Zones
COMPUTE Network endpoint groups
Operations
£ Compute Engine >
Security scans
@ Kubernetes Engine > settings

& VMware Engine
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Step8: Hit [Create Image]

{8t Compute Engine Images I CREATEMAGE  (SREFRESH [ DELETE
Virtual machines ~ Animage s & re of i
a i 0Ses, Leam more
i s
e Inwtance bemplates IMAGES IMAGE IMPORT HISTORY IMAGE EXPORT HISTORY
Sole-tznant nod
a rentnedss = Fitier Enter property name or value
B Machine mages O s — Lacatin
®TPUs o e eustom-osbizs "
[ final-<ema us
B commited use discounts
O e final-osbizs. us
Q  Migrate for Compute Eng o e gra-cles12sp5 us
image-1 us
Storage N o e 20
O e imaga-2 us
g s O e stes2611 -
B snapshots o e sles12spS-atos us
L] debic asia ey, us
M images o
0O e <0 deeplearning common-cuT13-120211219-debian 10 asle,eu,us

Step9: Enter the Name, as Source enter Cloud Storage file and then

recently uploaded image.

acnive sze @
154768
7.8708
e
16168
154708
188908
nssoe
161GE

Disk size.
e
3268
2068
B
168
3568
e
068
5068

5068

Createa by
coce-331008
coce-331006
coce-331006
coco-331008
coce-331008
coce-331006
coco-331006
coce-331006
Detian

Detizn

Family

common-cpu-debian-10

common-l-gpu-sebian1o

Step10: Select Location and hit [Create]

HELP ASSISTANT SIEARN SHOW INFO P

[ M showdeprecatedimages Ml
Creation time
Nov 16, 2021, B:23:50 pm UTC+02:00
Dec 4, 2021, 11:05:49 pm UTC+02:00
Dec 5,201, 114759 am UTCH0200
Dec 3, 2021, 6:54:51 pm UTC+02:00
Now 16, 2021, B:22:30 pm UTC+02:00
Mo 18, 2021, 7:43.02 pm UTC+02:00
Now 26, 2021, 10:04:32 am UTC#02:00
Dec 3, 2021, 4:02:56 pm UTC+02:00

Dec 20, 2021, 8:26:57 pm UTC+02:00

Dec 21, 2021, 1214143 am UTC402:00

hit [Browse] and select the

~

sles-bucket v

OpenScape Business lazaridis_CIS-CATova
SLE12:5P5 Server DVDA6_64.GM-DVD1 50
compressed-mage.tar.gz

compute-ssh-diagnostic:sh-master/ >
customvosbizs targz

ovt_osbiz v3_R1 20,3100

0v_0sbi2_v3_R1 20,330 50

finsksies125p5 tar gz

gomslestZspStargr

imege2511 tar.gz

osbiz final ar.gz

packs it

sies125p5.tar g2

{# Compute Engine

& Create an image

Name is permanent
Virtual mach
irtusl machines - .
[Chud%vageﬁle -~ @ ]
a
B instance templates
1B sles-bucket/compressed-imagetargz @ BROWSE ]
B Soletenant nodes OUr [MaQE SOUMCE MUSt USE e tar g7 Stansion BN e fle 130 the SR ve MUt be
named disk raw. Leam mors
B Machineimages
| TPUs Locaticn @
Multi-regionsl
BB Committed use discounts @
O Regional
Q  Migrate for Compute Engl
[us {multiple regions in United States) - |
‘Storage ~
B Dpisks [ Famiy P ]
B  snapshots
Descripti
e— escription
instance groups ~ 2
& instsnce groups Labels
8 Hoolthchooks + ADD LABEL
VM Manager ~ Enceyptlon
Data s e Select an encry management solution
o ospah ® -
Mo comfiguranon requred
& y

Manage Vs Google Cloud Key Management Service
O customer n key (CSEK)

W Marketplace ed
Manage outside of Google Cloud

@ Releasenoles

CANCEL  EQUIVALENT COMMANDLINE =

‘Your free trial credit will be used for this image. GCP Free Tier

image has been uploaded successfully to GCP!
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2 Create a VM on GCP

Step1: In the Google Cloud Console, hit the three lines on the top left corner, go to the
Compute Engine, and hit the [VM instances] page.

Goegle Cloud Platform VIRTUAL MAGHINES

VM instances
# Home >

Instance templates

View all products Saletenant nodes

Machine images

PINNED TRUS

Pin your 1op produets here

Commitied use discounts

X

Pins appear here @ Migrale fer Compule Engine

MORE PRODUCTS A STORAGE
Disks
&
Y warketplace Snapshots
& Biling Images
APT APIs & Services > INSTANCEGROUPS
i’ Support > Instance groups
Health checks.
© 1AM & Admin >
VM MANAGER
1 Gelling started
05 patch management
A, compliance 08 configuration management
& securly 7 BAREMETAL SOLUTION
- Anthos > Servers
COMPUTE sermnes
Metadata
£} Gompute Engine »
Zones
@) Kubernetes Engine >

{aﬁ Compute Engine VM instances [ CREATEINSTANCE (& IMPORTVM (I REFRESH  J START/RESUME W STOP { @ OPERATIONS ~  [EIHELPASSISTANT  SLEARN  HIDE INFO PANEL
Virtual machines “ Select an instance
o Instance ‘sles12:sp5 byos2" Veu limated $15 per month by 1910 the machi 11 (2 vEPUs, 2
B instances © Leammore PERMISSIONS LABELS MONITORING
DISMISS
[ Instance templates
@  Please select at least one resource.
B Soletenant nodes INSTANGES INSTANCE SCHEDULE
B Machineimages VM instances machines g
infrastructure. Learn more
W TRUs
T Filter  Enter property name or valus e m
E1 Committed use discounts
O s Name Zone Recommendations  Inuseby Intemal IP Extemal IP Connect
@ Migtate for Compue Engl. o o custom- eurape: 10.50.200.5 Hane SSH ~ H
sles12-5p5- westd-a {nicO)
Storage -~ instance
O obisks o o dells osbizs eurape 10.50.200.27 Nare ssH v :
westda inicq)
B snapshots o o matrix eurape- 10.50.200 22 Hone SSH ~ H
westa-a {nico)
Bl mages
o o osbizinslance  eurape 10.50.200.11 HNane SSH - H
Instance groups: P westd-a nied)
o o oshizs eurape- 1015603 34159329502 SSH - H
#i Instance groups westia inieo)
@ Health checks o e ashizs gep- eurape- 10.156.0.4 25242228135 SSH v :
image1 westi-a tnicq) @
VM Manager ~ 0o e osbizs-gop- eurape 10.156.0. 7 34,159.32.779 2 SSH ~ H
imagea westaa inicq)
W Markelpiace o o sles-12-6p5- europe- . 160.50.200.25 Nene $SH H
2 westia saves15/ma tnicd)
§  FReleaseNoles o o sles-12-5p5- eurape 1050200 24 Nare SSH v 1
byos-test weslza inieq)
s ot sosisomismelvsares R et s s 80 B S I
y]
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Step3: Specify a Name for your VM. For more information, see Resource naming convention.

Google Cloud Platform

<

Create an instance

To creale a VM instance, select ene of the options:

B NewvMinstance

Create a single VM instance from scratch

New VM instance from template
Create a single VM instance from an existing
temglate

[E] New VM instance fram machine image

Create a single VM instance from an existing
machine image

Y Marketplace

Deploy a ready 1o-go solution cnls a ¥M instance

[E] HELP ASSISTANT

[ Harme ® Monthiy estimate
gspclovd L]
§32.71
Thats about 50.04 hourly
Labels @

Pay for what you use: No upfront costs snd per sscond billing
+ ADD LABELS

“ DETAILS

 Region | zone~
curope-westd (Frankfury = QJ [cumpu—wusl}z - @

Region is permanent Zenw s permanent

Machine configuration

Machine family
‘GENERAL-PURFOSE

COMPUTE-OPTIMIZED ~ MEMORY-OPTIMIZED

Wachine types fo

comman workloads, optimized for cost and fiexibility
_ Sei
e -

CPU platform selection based on availasiity

+ Machine type ~
| &2 medium (2 vCPU, 4 GE memary) -
T wCPU Memory
1 shared core 468

v CPU PLATFORM AND GPU

Display device

Enable Lo use sereen capluring and recerding lools.

[ Enable display device:

Step4: Scroll down and in the Boot disk section, click [Change],

Geogle Cloud Platform

&

Create an instance

To create a ¥ instance, selest one of the aptions:

fL3

New WM instance

Create a single VM instance from scratch

New WM instance from templale
Craate & single VM instance from an existing
template

New WM instance from machine image
Create a single VM instancs from an existing

machine image

Marketplace

Dzploy 2 ready-10-go solutian onto a UM instance

10/2024
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[E] HELP ASSISTANT
v CPU PLATFORM AND GPU
Monthly estimate

$32.71
That's about $0.04 hourly

Display device

Enable ta use sereen capturing and recording taols.
[ Enable displsy device Payforwhat you use: No upfront casts and per second billing

v DETAILS

Confidential VM service @

] Enable the Confidential Computing service on this VM instance,

Container @

Deplay & container image 10 this VM instance:

DEPLOY CONTAINER

Boot disk @

Name acp-cloud

Type New balanced persistert disk
Size 1068

Imane @ Debian GNU/Linux 10 (buster]

CHANGE

Identity and APl access @

Sarica accounts @

[ Gompute Engine default service account -

Requires the Service Account User rols (rol
ant 1o ageess YMs

m.serviceAceauntlzer] to be set for uzers

t

Access scopes €
@ Alow default access


https://cloud.google.com/compute/docs/naming-resources#resource-name-format

and then do the following:

a) Select the Custom Images tab.
b) To select the image project, click [Select a project], and then do the following:
i. Select the project that contains the image you uploaded before.
ii.  Click [Open].
c) In the Image list, click the image that you want to import.
d) Select the type and size of your boot disk.
e) Optional: For advanced configuration options, click Show advanced configuration.
f) To confirm your boot disk options, click [Select].

Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't find
what you're looking for? Explore hundreds of VM solutions in Marketplace

PUBLIC IMAGES CUSTOM IMAGES SNAPSHOTS EXISTING DISKS

SELECT A PROJECT
Show images from: atos-uee-osbiz-dev
[ Show deprecated images

- Image *
osbizs-gep-image3 - ]

Boot disk type * Size (GB) *
[ Balanced persistent disk - [ 32 ]

Vv SHOW ADVANCED CONFIGURATION

Step5: In the Firewall section, to permit HTTP or HTTPS traffic to the VM, select Allow HTTP
traffic or Allow HTTPS traffic.

The Cloud Console adds a network tag to your VM and creates the corresponding ingress firewall
rule that allows all incoming traffic on tcp:80 (HTTP) or tcp:443 (HTTPS). The network tag
associates the firewall rule with the VM. For more information, see Firewall rules overview in the
Virtual Private Cloud documentation.

= Google Cloud Platform  3s ates iz-dev Q  Search products and resources
& Create aninstance [E HELP ASSISTANT
Toereate a VM instance, seleat one of the options:
Name qepecloud Monthly estimate
[ Ve Type New balanced persistent disk $35.35
Create a single VM instance from scratch size aee That's about $0.05 hourly
Image astizs goprimage? Pay for what you use: No upfrant costs and per second billing
[¥] Mew vMinstance from template
Greate a single VM instance from an existing CHANGE v DETAILS

template

[E] New VM instance from machine image
Create a single VM instanee from an existing
machine image.

|dentity and APl access @

¥ Marketplace
Deploy a ready-to-go solution onto a WM instance:

Requires the Serviee ficcount User role (roles/iem serviceAceauntUser) ta be set far users
who want lo access WM wilh this service account. Learn more

Access scopes @

@® Allow default access

O Allow full aczess t all Cloud APls
() Set access for sach AP1

Firewall @

Add rules 10 allow specil raffic from the Internet
2 Allow HTTR traffic
Allow HTTPS traffic

v , DISKS, SECURITY, SOLE-TENANCY

ou will be billed for this instance. Compute Engine pricing

O CANCEL  EQUIVALENT COMMANDLINE  ~

Step6: To create and start the VM, click [Create].

10/2024
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https://cloud.google.com/vpc/docs/firewalls

3 Access via VPN
3.1 IPSEC IKEv2 for VPN access

GCP supports IPSEC IKEv2 for VPN access. To configure it needs to click in Cloud VPN Tunnels

the [Create VPN tunnel]

Google Cloud Platform & atos-uccoshizdev +

-.j- Hybrid Connectivity VPN VPN SETUP WIZARD C! REFRESH W DELETE
O CLOUD VPN TUNNELS CLOUD VPN GATEWAYS PEER VPN GATEWAYS
4 Interconnect CREATE VPN TUNNEL

+¢  Cloud Routers

choose your gateway
-I:l- Hybrid Connectivity & Add VPN tunnel

=1 VPN Select a Cloud VPN gateway in this project. The tunnel will be created in the same region

as the gateway.
4}  Interconnect

VPN gateway *
I vpn-ga-s - @

#¢  Cloud Routers

& Network Connectivity Center
The selected VPN gateway was created from Classic VPN. High

Availability is not supported.

10/2024
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and fill in the details:

<  Create VPN tunnel

VFC network oshiz-s-ova

Region eurape-westl

VPN gateway name vpn-ga-s (Classic VPN gateway)

VPN gateway IP 35.198.126.118
address

Mamea *

[ vpr-ga-s-tunnels

Lowercase |etters, numbers, hyphens allowed

Description

Remote peer |P address *

6236100120

IKEv2

IKE pre-shared key *

dza0zCxIbLlooddbOWK2UuhMoed7xhg3

[
[

Generate and copy ]

Enter your own key or generate one automatically

B zke sure you record the pre-shared kay in a secure location. The key

can't be retrieved after this form iz closed. Learn more

Routing options @
O Dynamic (BGP)
(®) Route-bzzed
O Paolicy-based

192.168.1.0/24 € for example: 192.168.0.0/24 10.16.0.0/12 (7]

[ Remote network IP ranges *

Enzer multiple |P address ranges (in CIDR notation) by pressing Enter after each one

canceL

attached example it is 192.168.1.0/24

10/2024
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your Office router's public IP. In the example it is 62.38.100.120
IKE version, choose IKEv2, preffered
generate a pre-shared key and key it safe, as it will not be visible.
Routing Options choose Route-based.
Remote network IP ranges. Type the network ranges that the office router uses. In the

12



3.2 GCP's firewall

We need to create the rules for the VPN access

Forwarding rules
Name Protocol
vpr-ga-s-rule-esp esp

vpn-ga-s-rule-udp4500 udp:4500

vpri-ga-s-rule-udps00

10/2024
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3.3 Office configuration

In the office depending on the router used, it must support IKEv2. Needs to create an IPSEC
IKEv2 tunnel from the router/firewall to GCP to route traffic from LAN to GCP, without public

access.

3.3.1 Firewall

For the VPN to work it needs the following 3 ports allowed

-I:I- Hybrid Connectivity <

VPN

Cloud VPN gateway details W DELETE

vpn-qa-s

4} Interconnect

4

+#  Cloud Routers VPC network

Region

0l Network Connectivity Center

P

Description

address

High availability

Lo

gs

Forwarding rules

Name
vpn-ga-s-rule-esp
vpn-qa-s-rule-udp4500

vpn-ga-s-rule-udp500

VPN tunnels

ADD VPN TUNNEL

Classic Cloud VPN gateway

osbiz-s-ova
europe-west3
vpn-qa-s

a5
No

View [2

Protocol
esp
udp:4500

udp:500

DELETE

= Filter  Filter by VPN tunnel properties

D VPN tunnel name Peer gateway IP address IP stack type Routing type Status

O vpn-ga-s-tunnel4 7 66 IPv4 Route-based

3.3.2 Phones configuration

Since the phones are in the LAN (192.168.1.0/24) network, they have as default gateway the
firewall IP (192.168.1.1/24) to be able to communicate with the GCP-OSBIZ (10.156.0.9) via

VPN.

For the image update

I Administrator settings

Admin login
Network
Common settings
Wired settings
IPv4 configuration
IPv6 configuration
QoS
Port number configuration
PC port configuration
System
File transfer
Local functions
Date and time
Speech
General information
Security and policies
Ringer setting
Mobility
Diagnostics
Maintenance

10/2024

User settings Licences Logout

Update service
Select either DLS or DMS for use by
providing an address, but only for one of them

Deployment service (DLS)
DLS address
Default mode port
Revert to default security [m]
Mode Default ~

Security PIN [ |

Device management service (DMS)

DMS address \:I
Username \:l
Password \:I
Minimum update check (seconds) 300

Update check during working hours
Ignore software update from config file
Check for update

HEL

OpenScape Business V3, GCP Deployment

@ Noincoming packets
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For the registration of HFA

I Administrator settings User settings Licences Logout
~
Admin login
Network
Common settings
Wired settings

IPv4 configuration System type Unknown v
Update service IP address
Qo5 Gateway 10
Port number Subscriber number

configuration
PC port configuration
System | submit | | Reset |

Séstem identity

Password

as it can be seen from the picture above the registration takes place in a private IP, without
password. It is like being in a LAN.

For the registration of SIP

I Administrator settings User settings Licences Logout
~ .
Admin login
Network
Common settings Registration
Wired settings
IPv4 configuration SIP addresses
H’V: tcunfigqration SIP server address
ate service
Q'(JJS SIP registrar address 10.156.0.9
Port number SIP gateway address 10.156.0.9
configuration
PC port configuration
System Session timer enabled
System identity Session duration (seconds)
SIP interface Registration timer (seconds
gietrarion fimer (seconds)
SNMP Subscription timer (seconds)
Features Refresh minimum (seconds)
Security Server type L
e Real
File transfer ealm
Local functions User ID
Date and fime Password

10/2024
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4 Tests executed

The current setup is a VPN connection between GCP and a local router. No calls via Public IP.
Phones and systems attached in the LAN and register to the local IP of the GCP. The tests are:

Connect local HFA through VPN to GCP

Connect local SIP through VPN to GCP

Connect local myPortal@work through VPN to GCP

Setup system via VPN, in UC Suite

Enable ITSP

Incoming calls from ITSP_A to local HFA/SIP/myPortal@work via VPN

Outgoing calls from local HFA/SIP/myPortal@work via VPN to GCP ->ITSP_B -> ITSP_A ->
recipient

Conference between different phones in the LAN.

Conference for an incoming call from ITSP with other internal members.

Voicemail access via VPN

myPortal for Desktop manage a phone, registered to GCP, via VPN.

Auto-Attendant access via VPN

Networking setup via VPN (GCP as Master node)

Networking setup via VPN. An embedded system (V3 Mainboard Family) as slave node, via
VPN.

Networking calls between nodes

10/2024
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