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Certification Test of NFON “Nconnect Voice 2.0” SIP Trunk with OpenScape 4000 and OpenScape SBC

This document describes the test setup and test results between NFON Nconnect Voice 2.0 and OpenScape 4000/OpenScape SBC,
carried out at customer Raps GmbH & Co. KG in Germany. The SIP Trunk was provided by the German company Deutsche Telefon
Standard (DTS), which belongs to the German telephone company NFON.

The certification tests were passed for the devices specified in section 4.2 Hardware/Software releases.

This certification is valid as long as no changes are made on the SIP interface of NFON.

It was not tested:

e  Emergency calls
e  Faxtransmission

Rolf Lang Unify Communications and Collaboration GmbH & Co. KG — UCaC GER PRA CCS PS C&l 4

Only the individual listed above is authorized to make changes to the document.

10t January 2022 0.1 Rolf Lang Initial structure
11t January 2022 0.2 Rolf Lang Draft

7' February 2022 0.9 Rolf Lang Ready for review
74 March 2022 1.0 Rolf Lang Final



Certification Test of NFON “Nconnect Voice 2.0” SIP Trunk with OpenScape 4000 and OpenScape SBC

NFON
Technisches Handbuch
Nconnect Voice 2.0

https://www.nfon.com/media/Service/Documentation/Manuals/Nconnect Voice 2.0/
Handbuch_Nconnect_Voice_2.0.pdf

SIP-PBX / Service SIPconnect_2.0_FINAL.pdf
Provider Interoperability
Download link:

"SIPconnect 2-9 Technical  https://www.sipforum.org/download/sipconnect-technical-recommendation-version-
Recommendation” 2-0-2/?wpdmdI=2819&refresh=61fae982dba001643833730

Unify Deutschland GmbH & Co

+4 7007 2082 If.l .
KGSolution Integrator 9837007 20823 rolf.lang@atos.net

Rolf Lang

Axel Braun Deutsche Telefon Standard GmbH +49 6131 32797-60 axel.braun@deutsche-telefon.de
Sales Consultant

Below the list of issues risen during this certification test:

For an anonymous incoming call from NFON was specified in the Form header in Invite:
sip:anonymous@nfon.net

According to SIPconnect 2.0 specification NFON must send instead:
sip:anonymous@anonymous.invalid



https://www.nfon.com/media/Service/Documentation/Manuals/Nconnect_Voice_2.0/
mailto:rolf.lang@atos.net
mailto:axel.braun@deutsche-telefon.de
sip:anonymous@nfon.net

Certification Test of NFON “Nconnect Voice 2.0” SIP Trunk with OpenScape 4000 and OpenScape SBC
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Certification Test of NFON “Nconnect Voice 2.0” SIP Trunk with OpenScape 4000 and OpenScape SBC

NFON test number 1 +49 (911) 517650 6337
NFON test number 2 +49 (911) 517650 6338
PSTN landline phone +49 (89) 7007 20823
PSTN mobile phone +49 (171) 7600644
OpenScape 4000 V10 R0.28.6

Unify OpenScape Hosted SBC on Ecoserver V10 R1.04.05

Unify OpenScape Desk Phone CP400 HFA V1R5.5.0

Unify Openstage 40 V3 R0.48.0

IP Addresses used:

10.51.110.150 OpenScape 4000 SIP IP
10.51.110.151 OpenScape SBC LAN IP
192.168.178.5 OpenScape SBC WAN IP
109.68.96.123 NFON IP



Configuration of OpenScape 4000Voice V9 / OpenScape Branch V9 for Orange Business Services SIP Trunk

5. Configuration

The NFON “Nconnect Voice 2.0” SIP Trunk is based on the the SIPconnect 2.0 Technical Recommendation. The SBC is configured
accordingly.

SIP Service Provider NFON

e  expect to receive the phone number to be authenticated in the P-Asserted-ldentity header
e  expect to receive the calling number to be display on the called phone in the FROM header

5.1. Configuration of OpenScape 4000

For the test it was configured on OS 4000 the prefix 68 to route outgoing calls via SBC over the NFON SIP Trunk.

In OS 4000 was deactivated the SIP Session Timer according to the NFON recommendation.

Account Name

Account Name: |K B |

Authorization name: |K B |

Provider Name: NatTrkWithRegistration v

New Password: |cooooooooooooooo |

Confirm Password: |oooo.oooooooooo. |

Applyl Undo Delete



Configuration of OpenScape 4000Voice V9 / OpenScape Branch V9 for Orange Business Services SIP Trunk

SIP Trunk Profile

Profile Name: NatTrkWithReglstration {11! MODIFIED FROM DEFAULT 111)

User Notes: |

Activate Trunk Profile
AccouniiAuthentication Required

Remaote Domain Name:  siptrunk cloud-cfig com
1P Transport Protocol. | TCP v| (used for VG call establishment)
Default PAL | +499115176500 (for putgeing “Ancnymaus™ and CLIP “defaull PAI" profles)

Security

Released Security Level.  Only Signaling Security

TLS used: Mo

Registrar

Use Registrar: [

1P Address | Host name:  sipirunk cloud-cfg com

Specify Port: []

Reregistration Interval (sec) 120

IP Address / Host name: | 10.51.110.151

Specify Port
TCRIUDF Port:

Outbound Proxy
Use Outbound Prosxy:

IP Address | Host name
Specify Port:

Inbound Prosxy
Use Inbeund Proxy

IP Address [ Host name
Specify Port

5l
50000

TLE Port: |0
a
,—
O

O

|

O

Miscallaneous (moedified from default. but it is not possible to display which parameters were modified - Profile must be deactivated to modify further or reset defaults)

Reset Profile Defaults
DOuigoing Call
CLIP outgoing in Fram header - display part:
CLIP outgoing in From header - user part:
CLIP outgeing in P-Assened-ld header - display part
CLIP ouigaing in P-Asserted-Id header - user part
CLIP outgoing in P-Preferred-ld header - display pant
CLIP gutgaing in P-Praferred-1d header - usar part
CLIR cutgoing in Fram header - display part:
CLIR outgoing in From header - user part:
Call Diversion (RFC 5806) and Historylnio (RFC 4244)
Incoming Call
Incoming call - Called party number
Inceming call - Calling party number.
Inspect History-Info/Referred-By-

2021_10_21_ALL.SA
MTXT

di name

call number
efault

defaull PAl |

iEEE
2
< el |4 I«

anonymous %

:

mbser e
| Div Header (B Party) - From/PAI (A Party) ~




° NFON expect to receive registration requests every 120 seconds

ment P

User name: administrator | Help | Logout

& General - iSBC-ecosrv ?

@) SBC aggregated information and data.

» Network/Net Services

¥ VoIP Alarms c ?
<! Features

b‘ Security Alarm summary: Critical: 0 [ Major: 0 B Minor: 0 == | Show alarm details

» Diagnostics & logs

» Alarms System Status & 7  systemInfo [<lrd

» Maintenance
Branch mode Centralized S8C  Auto refresh timer | 1 min v cry I Jss2%-1x2700mHz

Operational state  normal Memory B Jaw-2ma
Com Node 1
om tode Disk | B

Primary server 10,51.110.150  Penalty box state [ Active

Backup server Penalty box state Hardware type OpenScape 4000
Com Node 2 Hostname iSBC-ecosrv
fi
Primary server Penalty box state oftware Info
Software version V10 R1.04.05
Backup server Penalty box state

Software Partition information A

Services status Show | Registered subscribers Show

SSP status Show ic port i [ show |

Dynamic IP remote endpoints | Show | Denial of Service Mitigation Show

TURN Allocations Show | Telephony Connector status | Show

SIP Loadbalancer status Show




Configuration of OpenScape 4000Voice V9 / OpenScape Branch V9 for Orange Business Services SIP Trunk

@) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes’ on the General page.

| settings || Dns || Trafficshaping | Qos |

Physical Network Interface ?
Interface Enabled MTU|  Speed (Mbps) Duplex mode
eth0 1500 Auto Auto -
ethl 1500 Auto Auto
eth2 O 1500 Aute Auto
eth3 O 1500 Auto Auto
ethq O 1500 Aute Auto
eths O 1500 Auto Auto
4 »

| Single armed

|| Interface bonding

Interface Configuration ?

Core realm configuration

Type| ~ Network ID| Interface IP address| Subnetmask  Signaling| Media| SIP-UDP| SIP-TCP| SIP-TLS MGCP

Main IPv4 Main-Core-1Pvd sth0 10.51.110.151  255.255.0.0 5060 5060 5061 2427~

Access and Admin realm configuration

Type MNetwork ID | Interface add = S‘:H-;tl “-C"hj Signaling Media| SIP-UDP| SIP-TCP  SIP-TLS SIP-MTLS
Main IPv4 Main-Access-IPv4 ethl 192.168.178.5 255.255.255.0 0 5060 5060 5061 5161 ~
| v
Realm Profile ?

Realm profile Realm| _Si network ID Media network ID
Main-Core-Realm - ipv4 core Main-Core-TPv4 Main-Core-TPv4 .
Main-Access-Realm - ipv4 access Main-Access-1Pv4 Main-Access IPv4
4 »
Routing ?

Defauit gatcway address
Ocfaul gateway Pv6address ||

Routing configuration

Gateway Netmask | Interface| VLA tag|

External Health Check ?

[[] Enable External Health Check  Listening Port | 8080

10



Configuration of OpenScape 4000Voice V9 / OpenScape Branch V9 for Orange Business Services SIP Trunk

g) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

| Settings || DNS | Traffic Sh

JQs|

QoS Settings

?

Enable Qo5 Configuration

DSCP for SIP |48

DSCP for MGCP |48

DSCP for non-Circuit RTP (Audio) |

DSCP for Circuit RTP (Audio) |46

DSCP for RTP (Video) |46

Q} Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

| sip Server Settings || Port and Signaling Settings || Media || QoSMonitoring |

?

General

Comm System Type | Simplex v

Allow Register from SERVER

| other trusted servers |

Mode 1 ?
Targettype | Binding ~|

Primary server | 10.51,110.150 | Transport | TCP ~ | Port | 5050

Backup server | | Transport | TCP ~ | Port |

SRV record | | Transport | TCP ~|

Node 2 ?
Targettype | Binding v

Primary server | | Transport | TcP ~  Port | |

Backup server | | Transport | TcP ~  Port | |

SRV record | | Transport | TcP v

Timers and Thresholds ?
Failure threshold (pings) |2 | OPTIONS interval (sec) |60 |
Success threshold (pings) |1 | OPTIONS timeout (sec) |4 |
Transition mode threshold (pings) |1 | Notification rate (per sec) [100 |

11



Configuration of OpenScape 4000Voice V9 / OpenScape Branch V9 for Orange Business Services SIP Trunk

@) Select OK to temporarily stere changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.
| sip Server Settings || Pofl and Signaling Settings || Media | QoS Memitoring |

Port Range ?

Media independent RTP ports

Portmin | 10000 | Port max | 4g999 | Time to live (sec) | 180 |

(0 Enable Media Specific Ports

Audio Port Audio Port

ek | 10000 | o (37499 |

Video Port Video Port

it [37500 | e |49999 |
Subscribers dynamic SIP ports

Port min | 10000 | Port max 49999 |

Remote Endpeints Static SIP Ports

. Number of reserved
Portmin | 50000 | Port max | 54999 et

TCP/BFCP ports

Portmin | 10000 | Port max | 14999 |

Signaling and Transport Settings ?

TCP connect timeout (sec) | 4 | TCP send timeout (sec) | 3

TCP connection lifetime (sec) | 660 | O 1ep keep alive

BFCP connection timer (min) | 720 |

(" Maximal call session time (hr) |l.2 |

Miscellaneous ?

O Open external firewall pinhole

() s1P s5L single context -

12



Configuration of OpenScape 4000Voice V9 / OpenScape Branch V9 for Orange Business Services SIP Trunk

@ Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

| Sip Server Settings ||_Port and Signaling Settings || Media || Qosmonitoring |

‘Madia Handli ?

3

[T} Allow multiple madia lines for the same media type
[T} Replace the SDP Origin (o) field

Reset SRTP context upon key change

[T} Use single bridge/port for audio media

Core Side Media Configurati ?

Media profile | default A

User agent mediaProfile |
] 3
Media Profiles ?
Name « Codecs Media protocol ikw!;}'z_lm cpted Mark SRTP Call-leg as Secure
default RTP only none o
webrtc_default SRTP only dtls [v]
WE_Phone_default Best Effort SRTP mikey + sdes
] 3
Cloud Support ?
(] support OpenScape Cloud
Media Realm Groups ?

[C] Distributed Media Realm Group

13



J4  Media Profile

-

@) Select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes' on the General page.

General ?
Name NFOM
Media protocol RTF only hd Direct Media Support
Support ICE
() Enable TURN Client
RTP/ RTCP Multiplex in offer
[C) sDP Compatibility Mode
(2 support Mid Attribute
B Do mot set port to zero on session timer answer SDP
SRTP configuration ?
SRTP crypto context negotiation MIKEY SDES DTLS | SDES Both i
Mark SRTP Call-leg as Secure
RTCP configuration ?
rtcpMode Bypass A
RTCP generation timeout |4
Codec configuration ?
(O] Allow unconfigured codecs
[_] Enforce codec priority in profile
[C] Send Telephony Event in Invite without SDP
Use payload type 101 for telephony event/8000
Enforce Packetization Interval
Codec || Add
Move up ] l Move down ] [ Delete ]
Priority Codec Packetization interval
1 G711A 8 kHz - 64 kbps 20 -
2 G711U 8 kHz - 64 kbps 20
Features ?

@ Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes'

an tha menaral nana

Features configuration

[ Enable Remate Subscribers Configure

Enable Remote Endpoints Configure
Enable Codec Support for transcoding | Configure
Enmable TURN Server Configure
[ Enable Circuit Telephony Connector Configure
Enable Sip Load Balancer Configure

Enable Border Control Function Configure

S

(] Enable Push Natification Service Configure

Enable Ganglia Monitoring Dasmon
[ Enable Circuit Zookeeper Client
Enable THIG

(] Enable Standalane

14
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S} SIP Service Provider Profile

¥ Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

General

Mame DeutscheTelefon Default 55P profile | Sip Connect

[ wse SIP Service Address for identity headers
SIP service address
Use SIP Service Address in Request-URI header
Use SIP Service Address in From header
Use SIP Service Address in To header
Use SIP Service Address in P-Asserted-Identity header
Use SIP Service Address in Diversion header
Use SIP Service Address in Contact header
Use SIP Service Address in Via header

Use SIP Service Address in P-Preferred-Identity header
SIP User Agent
SIP User Agent towards 55P | Passthru ~ | SIP User Agent
Registration

Registration required

Registration interval (sec) 120
Business Identity

) Business identity required

Business identity DN
Qutgoing 5IP manipulation

[ 1nsert anonymous caller ID for blocked Caller-ID
Manipulation

Inceming SIP manipulation
Calling Party Number | From header user and disp v
Flags

(") FQDN in TO header to 559

[J use To DN to populate the RURI

[ send Default Home DM in Contact for Call messages
[ allow SDP changes from SSP without session version update
[l Do not send INVITE with sendonly media attribute
|| Do not send INVITE with inactive media attribute
Ll Do not send INVITE with video media line

] Do not send Invite without SDP

[l Do not send Re-Invite when ne media type change
| Do not send Re-Invite

[l Remove silence Suppression parameter from SDP

[ | Enable pass-through of Optional parameters

LI Force direction atiribute to sendrov

|| send default Home DM in PAT

L) send default Home DN in PP

|| Preserve To and From headers per RFC2543

[l Disable FQDN pass-through in FROM header

|| keep Digest Authentication Header

[J send Contact header in OPTIONS

] Do not send Privacy header in response messages

[l rRemaove bandwidth (b) lines from SDP
LS

TLS Signaling | Endpoint Config A
Sip Connect

[ use tel Rt

Send user=phone in SIP URI

) Registration mode
[ 1maits

15
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Configuration of OpenScape 4000Voice V9 / OpenScape Branch V9 for Orange Business Services SIP Trunk

@ Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes’ on the General page.

Remote Endpoint Settings ?
Name [DeutscheTelefon |

Type

Profile DeutscheTelefon v

Access realm profile Main-Access-Realm - ipvd v

Core realm profile Main-Core-Realm - ipvd v

T——

[ enable Call Limits

Maximum Permitted Calls 0|

RPN —

Remote Location ?
| Support Peer Domains

| Support Foreign Peer Domains | White list

| Enable access control

Signaling address type 1P address or FQDN A

Remote Location domain list ?

Remote URL| Remote port

Media IP‘ Media profile

Rowr Remate transport TLS mode|  Certificate profile
1 siptrunk.doud-cfg.com 5060 TCP DeutscheTelefon  Server authentication 05V Solution =
Remote Location [dentification/Routing ?
Core FQDN [
Core realm port [ 50000
Default core realm location domain name |
Default home DN | +4891151765000
Incoming Routing prefix [ @
[ petete |
 Digest Authentication 2
Digest authentication supported
Digest authentication realm Igmunl.dnuﬂg.mm
Digest i userID K g ]
Access Side Firewall Settings ?
O sl Fewa s
Emergency configuration ?
Emergency numbers |
~| [(pelte]
-
MSRP Data Configuration ?
n Enable MSRP Relay (not
Support licensed)
use IP address in || use FQDN in MSRP-path FQDN | |
MSRP-path
Authenticati
requil:ed o Realm | | Password | | | show ]
) Access side orly Qop safsec 300 ‘

Open external firewall pinhole

16




51 Remote Location Domain

@) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

General

Remote URL siptrunk.cloud-cfg.com [C] shared domain
Remote port 5060

Remote transpert | TCP hd

Signaling

INVITE Mo Answer timeout (msec) | 360000

INVITE No Reply timeout {(msec) |3000

TLS
TLS mode Server authentication i
Certificate profile 05V Solution hd
TLS keep-alive
Keep-alive interval (seconds) |120
Keep-Alive timeout (sec) 10
Meadia Configuration
Meadia profile NFON e

Media realm subnet IP address
Outbound Proxy Configuration

Qutbound Proxy

Outbound Proxy Port | 0
Registrar Server Configuration

Registrar Server siptrunk.cloud-cfg. com

Reqistrar Server Port | 5060

Codecs

@) Select OK to temporarily store changes. Make your changes p

Enable Codecs
G7114 8 kHz - 64 kbps
2 G711U 8 kHz - 64 kbps

I G722 B kHz - 64 kbps
I G7221 16 kHz - 24Kbps
I 57221 16 kHz - 32Kbps
I G7221C 32 kHz - 24Kbps
I G7221C 32 kHz - 32Kbps
I G729 B kHz - 8 kbps
I OPUS 48 kHz - Variable
I iLBC & kHz - Variable
I iSAC 16 kHz - Variable

17



Configuration of OpenScape 4000Voice V9 / OpenScape Branch V9 for Orange Business Services SIP Trunk

@) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.
| Genert | iewat | RaD1US | Tumnel Connections | DeniaafSericeilpation 40000000

Firewall Settings

Row Metwork [D| Access IP address| External firawall DNS SNMP FTP HTTPS S5H cMp Telnet NTP SIP TLS | RTP/sRTP MGCP

J 1 Main  192.168.178.5 o ]

@ Select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes' on the General page.
| General | Firewall | RADIUS | Tunnel Connections || Denial of Service Mitigation |

Dynamic Black List

Block unauthorized users Unauthorized user quarantine interval (sec) |31|ZH] |

Block unknown users Unknown user quarantine interval (sec) |3DD |

[ Process initial registration

[T} Enable gateway message rate limit

Trust Level Quarantine Intervals

Minimal (sec) |60 |

Medium {sec) |10 |

User Agent Allowed List

User Agent | || add |
- I)elEl'.e'

18



Configuration of OpenScape 4000Voice V9 / OpenScape Branch V9 for Orange Business Services SIP Trunk

6. Test List

Test Numbers:

Al: +49 911 517650 6338

A2: +49 911 517650 6337

B1: +49 89 7007 20823

B2: +49 171 1600644

Test Case Result | Display Remarks
1) connected state A-B
2) connected state A-C
3) hold/held state
1-1 REG SBC SP ok -
2-1 National Call 4K SP ok Al: 68089700720823 Al calls B1
B1: 0911 5176506338
2-2 National Call SP 4K ok Al1: 0089700720823 B1 calls A1
B1: 0911 5176506338
2-3 Emergency Call n.r No tested, not configured in OS 4000
3-1 SP 4K No Answer ok Al1: 0089700720823 Bl calls Al
B1: 0911 5176506338
3-2 4K SP No Answer ok Al: 68089700720823 Al calls B1
B1: 0911 5176506338
3-3 4K SP Busy ok Al: 6801717600644 Al calls B2
3-4 SP 4K Busy ok B1: 0911 5176506338 Bl calls Al
3-5 4K SP Reject ok Al: 6801717600644 Al calls B2
B1l: +49 911 5176506338 | Busy Here received from NFON
3-6 SP 4K Reject ok OK 03684640616 calls -6338, 6338 rejects the
call
3-7 4K SP Invalid Number ok Al calls invalid number
OK 404 Not Found received from NFON
4-1 4K SP CLIR ok OK A2 calls B2
4-2 SP 4K CLIR ok OK B2 calls A1

19



4-3 4K SP Alternative CID ok OK B2 calls B1, CID is an alternative number
5-1 SP 4K Session Timer ok OK Session Refresh Interval of 15 Minuten by
Provider
6-1 4K SP Hold ok OK Al calls B1 and set the call on hold
B1 hears Hold Music
6-2 SP 4K Hold ok OK B1 calls Al and set the call on hold
Al hears Hold Music
6-3 4K Alternate ok B2 calls Al, Al calls B1 and alternates
OK Held party hears Hold Music
6-4 SP Alternate ok B2 calls A1, B2 calls B1 and alternates
OK Held party hears Hold Tone
7-1 CFU 4K SP SP ok OK
7-2 CFU SP 4K SP ok OK
7-3 CFB SP 4K SP ok OK -6338 is busy. 03684640616 calls -6338
and will be forwarded on busy to
01719341897
7-4 CFB 4K SP 4K n.r Not tested
7-5 CFNR 4K SP 4K n.r Not tested
7-6 CFNR SP 4K SP n.r Not tested
8-1 Attended Call Transfer 4K SP | n.r Not tested
4K
8-2 Attended Call Transfer SP 4K | ok OK
SP
8-3 Semi Attended Call Transfer ok OK
SP 4K SP
8-4 Semi Attended Call Transfer n.r Not tested
SP 4K SP
8-5 Blind Call Transfer 4K SP 4K ok '-6337 rcalls 03684640616 and blind
OK transfers the call to -6338
8-6 Blind Call Transfer SP4KSP | n.r Not tested
9-1 Conference Call ok Al calls B1, Al starts a second call to B2
OK and initates a conference call
10-1 DTMF 4K SP ok OK
10-2 DTMF SP 4K ok OK -
10-3 Pickup Group ok OK -
10-4 Multi-Line Hunt Group ok OK -
10-5 One Number Service ok OK -

20




6 88:34:49,7 192.168.178.5 169.68.96.123 SIP 756 Request: REGISTER sip:siptrunk.cloud-cfg.com:506@;transport=tcp (1 binding) | v

Frame 6: 756 bytes on wire (6848 bits), 756 bytes captured (6848 bits)
Ethernet II, Src: @2:00:20_00:00:00 (92:00:92:00:00:00), Dst: 00:00:00 _00:00:00 (00:02:00:00:00:00)
Internet Protocol Version 4, Src: 192.168.178.5, Dst: 189.68.96.123
User Datagram Protocol, Src Port: 34331, Dst Port: 506@
Session Initiation Protocol (REGISTER)
Request-line: REGISTER sip:siptrunk.cloud-cfg.com:5868;transport=tcp SIP/2.8@
v Message Header
via: SIP/2.@/TCP 192.168.178.5:5860;branch=z9hG4bK51b3.6d7ble7598e54be884079d92e056140d.0;1i=1
Expires: 120
User-Agent: SIP alive check
Call-ID: 195be@as
[Generated Call-ID: 195b@@as]
From: <sip:+4991151765688@siptrunk.cloud-cfg.com>;tag=8afeb538
C5eq: 6699 REGISTER
Max-Ferwards: 7@
To: <sip:+49911517650@8@siptrunk.cloud-cfg. com>
Contact: <sip:+4991151765008@192.168.178.5:5068; transport=tcp>;expires=120
Content-Length: @
Autherization: Digest username="KCIILR7A4B", realm="siptrunk.cloud-cfg.com”, nonce="61f3e2b615bd6b@359ea424che638b@90327ac22”, uri="sip:siptrunk.cloud-cfg.com:5@6@; transport=tcp”,

3 2822-82-81 ©7:56:00,8 109.68.96.123 192.168.178.5 SIP/SDP 1511 Request: INVITE sip:+4991151765@86338[192.168.178.5:5860;transport=tcp |

4 2822-82-81 87:56:00,8 192.168.178.5 189.68.96.123 SIP 493 Status: 188 Trying

28 20822-82-81 @7:56:01,2 192.168.178.5 189.68.96.123 SIP/SDP 1242 Status: 188 Ringing |
1564 2822-02-81 ©7:56:16,5 192.168.178.5 109.68.96.123 SIP/SDP 1326 Status: 208 OK |

1573 20822-82-01 ©7:56:16,6 189.68.96.123 192.168.178.5 SIP 817 Request: ACK sip:+499115176506338§92.60.222.66:34331;transport=tcp |
6488 2022-02-81 87:56:41,1 192.168.178.5 189.68.96.123 SIP 883 Request: BYE sip:3f91ff8c39d8elB8d55102f9dcac/6d9ele.111.222,2:5168;transport=udp |
6489 2922-02-81 67:56:41,2 189.68.96.123 192.168.178.5 SIP 538 Status: 208 OK |

Frame 3: 1511 bytes on wire (12888 bits), 1511 bytes captured (12888 bits)
Ethernet II, Src: @9:00:00_00:80:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 189.68.96.123, Dst: 192.168.178.5
User Datagram Protocol, Src Port: 5868, Dst Port: 34331
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:+4991151765@6338@192.168.178.5:5860;transport=tcp S5IP/2.@
¥ Message Header
Record-Route: <sip:189.68.96.123;transport=tcp;r2=on;1lr;ftag=10.111.222,2+4+b8982c43+3927c@C;did=Td5.cBaelel>
Record-Route: <sip:18.111.222.219;r2=on;1lr;ftag=10.111.222.2+4+h8982c43+3927cBc;did=Ffd5.c8aelel>
via: SIP/2.8/TCP 189.68.96.123:5868;branch=z9hG4bK616.acd64374.8
Via: SIP/2.6/UDP 16.111.222.2:5168;rport=516@;received=18.111.222.2;branch=z9hG4bK+c519e43c4dd561502d3a881739b496c21+sip+4+ab7c2fea
From: +4989788728823 <(sip:+4989788728823[@nTon.net>;tag=18.111.222.2+4+h8982c43+3927clc
To: <sip:+499115176506338@nfon.net>
CSeq: 1 INVITE
Expires: 13@
Content-Length: 267
Supported: timer
Contact: <sip:3f91ff8c39d8e18d55182f9dcac?6d9e@le.111.222.2:516@; transport=udp>
Content-Type: application/sdp
Call-ID: 64639459bT163b71538c9a7d@lec3364({18.111.222.2
[Generated Call-ID: 64639453bf1632b71538c%a7d@lec3364§10.111.222.2]
Accept: application/sdp,application/isup,multipart/mixed,application/vnd.siemens.key-event,application/vnd.siemens.surpass,application/dtmf-relay
Diversion: <sip:@@493970@76{@10.185.251.21;user=phone>;reason="unknown”;privacy="off"
MIME-Version: 1.8
Max-Forwards: 5@
Session-Expires: 13ee
Allow: ACK,INFO,BYE,CANCEL,INVITE,OPTIONS,NOTIFY,PRACK,UPDATE
“ Message Body
~ Session Description Protocol
Session Description Protocol Version (v): @
Owner/Creator, Session Id (o): hiQ920@ S1888280196842 8188828@196842 IN IP4 109.68.99.202
Session Name (s): -
Connection Information (c): IN IP4 189.68.99.282
Time Description, active time (t): @ @
Media Description, name and address (m): audioc 41832 RTP/AVP 3 1@1
Media Attribute (a): sendrecv
Media Attribute (a): rtpmap:8 PCMA/S800
Media Attribute (a): rtpmap:1@1 telephone-event/3668
Media Attribute (a): fmtp:181 @-15
Media Attribute (a): sqn: @
Media Attribute (a): cdsc: 1 image udptl t38
Media Attribute (a): ptime:28
[Generated Call-ID: 64639459bT163b71538c%9a7d@lec3364§168.111.222.2]
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3 2822-82-81 ©7:56:00,8 1089.68.96.123 192.168.178.5 SIP/SDP 1511 Request: INVITE sip:+499115176586338§192.168.178.5:5868;transport=tcp |
4 2022-62-01 ©7:56:90,8 192.168.178.5 109.68.96.123 SIP 493 Status: 108 Trying |
28 2822-82-81 ©7:56:01,2 192.168.178.5 189.68.96.123 SIP/SDP 1242 Status: 188 Ringing |

1564 2022-82-01 @7:56:16,5 192.168.178.5 109.68.96.123 SIP/SDP 1326 Status: 208 OK |

1573 2822-82-081 07:56:16,6 189.68.96.123 192.168.178.5 SIP 817 Request: ACK sip:+499115176586338[92.68.222.66:34331;transport=tcp |
6488 2022-82-81 ©7:56:41,1 192.168.178.5 109.68.96.123 5IP 803 Request: BYE sip:3T91ff8c39d8e18d55102f9dcac76d9e@1e.111.222.2:5168; transport=udp |
6480 2822-82-81 87:56:41,2 189.68.96.123 192.168.178.5 SIP 538 Status: 208 OK |

Frame 1564: 1326 bytes on wire (10688 bits), 1326 bytes captured (18688 bits)
Ethernet II, Src: ©9:00:00 00:00:00 (00:00:00:00:00:00), Dst: 00:00:00 00:00:00 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 192.168.178.5, Dst: 189.68.96.123
User Datagram Protocol, Src Port: 34331, Dst Port: 5868
Session Initiation Protocol (268)
Status-Line: SIP/2.8 208 OK
¥ Message Header
Via: SIP/2.8/TCP 189.68.96.123:5860;branch=29hG4bK616.acd64374.8
Via: SIP/2.8/UDP 18.111.222.2:5160;rport=5160;received=108.111.222,2;branch=z9hG4bK+c519e43c4dd561502d3a@81739b496c21+sip+d+abic2fea
Record-Route: <sip:189.68.96.123;transport=tcp;r2=on;lr;ftag=18.111.222.2+4+h8982c434+3927cBc ;did=Td5.cBaelel>
Record-Route: <sip:1@.111.222.219;r2=on;lr;ftag=10.111.222.2+4+b8982c43+3927c@c;did=Td5.cBaelel>
Require: timer
Contact: <sip:+4991151765@6338§192.168.178.5:586@;transport=tcp>
To: <sip:+499115176586338@nTon.net>;tag=582939153
From: +4989700720823 <sip:+408978@728823(nfon.net>jtag=10.111.222, 2+4+h8982c43+3927clc
Call-ID: 64639459bf163b71538c9a7delec3364§10.111.222.2
[Generated Call-ID: 64639459bT163b71538c9a7d@lec3364[@10.111.222,2]
CSeq: 1 INVITE
Session-Expires: 1888;refresher-uac
Allow: INVITE, ACK, OPTIONS, BYE, CANCEL, REGISTER, INFO, PRACK, UPDATE
Content-Type: application/sdp
Server: OpenScape 4888 - Common Gateway
Supported: replaces, timer
P-Asserted-Identity: "Test-SBC" <sip:+499115176506338{192.168.178.5;user=phone>
Content-Length: 248
¥ Message Body
¥ Session Description Protocol
Session Description Protocol Version (v): @
Owner/Creator, Session Id (o): MxSIP 68894 124586574 IN IP4 18.51.118.158
Session Name (s): SIP Call
Connection Information (c): IN IP4 192.168.178.5
Time Description, active time (t): @ @
Media Description, name and address (m): audio 25998 RTP/AVP & 1@1
Media Attribute (a): rtpmap:8 PCMA/SE88
Media Attribute (a): rtpmap:1@l telephone-event/seee
Media Attribute (a): fmtp:1e1 @-15
Media Attribute (a): silenceSupp:off - - - -
Media Attribute (a): ptime:28
Media Attribute (a): sendrecv
[Generated Call-ID: 64639450bfl63b71538c9a7d@lec336410.111.222.2]
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18 2022-82-@1 87:44:57,9

11 2022-82-81
12 2822-82-81
13 2022-82-81
25 2022-82-01
27 2822-82-81
28 2822-82-81
32 2822-82-81 @7:44:

34 2022-82-@1 87:44:59,3
57 2022-82-91 @7:44:

:57,9
:58,8
:58,0
:58,1
:58,1
:59,2

59,3

59,4

7792 2822-82-81 87:45:38,1
7803 2022-82-@1 ©7:45:38,1

192.168.178.5
189.68.96.123
189.68.96.123
192.168.178.5
192.168.178.5
1089.68.96.123
189.68.96.123
189.68.96.123
189.68.96.123
192.168.178.5
189.68.96.123
192.168.178.5

189.68.96.123
192.168.178.5
192.168.178.5
189.68.96.123
189.68.96.123
192.168.178.5
192.168.178.5
192.168.178.5
192.168.178.5
189.68.96.123
192.168.178.5
189.68.96.123

SIP/SDP
SIP
SIP
SIP
SIP/SDP
SIP
SIP
SIP
SIP/SDP
SIP
SIP
SIP

1158
476
837
541

1397
476
883
794

1323
a5@
858
587

Request: INVITE sip:+4989700720823f@siptrunk.cloud-cfg.com:5860;transport=tcp;user=phone |
Status: 188 Giving a try |

Status: 481 Unauthorized |

Request: ACK sip:+49897@0720823@siptrunk.cloud-cfg.com:5@6@;transport=tcp;user=phone |
Request: INVITE sip:+498978@8720823@siptrunk.cloud-cfg.com:586@;transport=tcp;user=phone |
Status: 188 Giving a try |

Status: 183 Session Progress |

Status: 188 Ringing |

Status: 260 OK |

Request: ACK sip:3f91ff8c39d8el8d551082f9dcac76d9e@l.111.222.2:586@; transport=udp |
Request: BYE sip:+499115176586338§92.6@.222.66:34331;transport=tcp;user=phone |

Status: 206 OK |

Ethernet IT, Src: @@:00:00_00:00:00 (A@:00:00:00:00:00), Dst: @0:00:00_00:00:00 (PO:00:00:00:00:80)
Internet Protocol Version 4, Src: 192.168.178.5, Dst: 189.68.96.123
User Datagram Protocol, Src Port: 34331, Dst Port: 5860
Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:+4989700720823@siptrunk.cloud-cfg.com:586@;transport=tcp;user=phone SIP/2.@
¥ Message Header
via: SIP/2.@/TCP 192.168.178.5:586@;branch=z3hG4bK61fd.357b6352176d28ebf7f4b6263d34a2d3.8;1=18695
Max-Forwards: 69
Contact: <sip:+499115176586338[@192.168.178.5:5068;transport=tcp;user=phone>
To: <sip:+4989780720823@siptrunk.cloud-cfg.com:506@;transport=tcp;user=phone>
From: "Test-5BC"<sip:+499115176506338@siptrunk.cloud-cfg. com:586@;transport=tcp;user=phone>;tag=cb2f3d9c96
ededfd328c226ch3

Call-ID:

[Generated Call-ID: edBdfd328c226ch3]

CSeq: 4732 INVITE
Session-Expires: 13ee
Min-SE: 9@

Allow: INVITE, ACK, OPTIONS, BYE, CAMCEL, REGISTER, INFO, PRACK, UPDATE
Content-Type: application/sdp
Supported: 188rel, timer

User-Agent: OpenScape 4068 -

Common Gateway

P-Asserted-Identity: +499115176580 <sip:+499115176586@192.168.178.5;user=phone>
Content-Length: 282

v Message Body
% Session Description Protocol
Session Description Protocol Version (v): @

Owner/Creator, Session Id {o):

Session Name (s): SIP Call
Connection Information (c): IN IP4 192.168.178.5
Time Description, active time (t): @ @

Description, name and address (m): audioc 41984 RTP/AVP 8 98 @
rtpmap:8 PCMA/8800

Media
Media
Media
Media
Media
Media
Media
Media
Media

Attribute (a):
Attribute (a):
Attribute (a):
Attribute (a):
Attribute (a):
Attribute (a):
Attribute (a):
Attribute (a):

rtpmap:98 telephone-event/8888

fmtp:98 @-15

ripmap:8 PCMU/8666
silenceSupp:off - - - -

sendrecv
rtcp-mux
ptime:2@

[Generated Call-ID: ed@dfd328c226ch3]

MxSIP 134425 732897234 IN IP4 10.51.118.15@
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1@ 2022-82-01 B7:44:57,9 192.168.178.5 189.68.96.123 SIP/SDP 1158 Request: INVITE sip:+498978@720823@siptrunk.cloud-cfg.com:5868;transport=tcp;user=phone
11 2822-82-81 87:44:57,9 189.68.96.123 192.168.178.5 SIP 476 Status: 188 Giving a try |
12 2822-92-01 87:44:58,8 109.68.96.123 192.168.178.5 SIP 837 Status: 481 Unauthorized |
13 2822-82-81 ©7:44:58,0 192.168.173.5 109.68.96.123 SIP 541 Request: ACK sip:+4989768728823@siptrunk.cloud-cfg.com:5868;transport=tcp;user=phone |
25 2022-62-01 @7:44:58,1 192.168.173.5 109.68.96.123 SIP/SDP 1397 Request: INVITE sip:+49897008720823@siptrunk.cloud-cfg.com:506@;transport=tcp;user=phone
27 20822-82-81 :58,1 109.68.96.123 192.168.178.5 5SIP 476 Status: 180 Giving a try |
28 2822-82-81 :59,2 189.68.96.123 192.168.178.5 SIP 803 Status: 183 Session Progress |
32 2822-82-81 189.68.96.123 192.168.178.5 5IP 794 Status: 188 Ringing |
34 2022-92-81 109.68.96.123 192.168.178.5 SIP/SDP 1323 Status: 2600 OK |
57 2022-982-81 192.168.178.5 109.68.96.123 SIP 958 Request: ACK sip:3f91ff8c39d8elsds5182f9dcac76d9e@le.111.222,2:506@; transport=udp |
7792 2022-62-81 :38,1 109.88.96.123 192.168.178.5 5IP 858 Request: BYE sip:+4991151765086338§92.608.222.66:34331;transport=tcp;user=phone |
7883 2822-82-081 @7:45:38,1 192.168.178.5 1@9.68.96.123 SIP 587 Status: 288 OK |
Frame 34: 1323 bytes on wire (18584 bits), 1323 bytes captured (18584 bits)

Ethernet II, Src: 90:00:00 90:00:00 (00:00:00:00:00:00), Dst: 90:00:00_00:00:00 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 199.68.96.123, Dst: 192.168.178.5
User Datagram Protocol, Src Port: 586@, Dst Port: 34331
Session Initiation Protocol (2@8)
Status-Line: SIP/2.@ 200 OK
v Message Header

Call-ID: ededfd32ec22ech3

[Generated Call-ID: ededfd32@c226ch3]

CSeq: 4733 INVITE

From: "Test-SBC"<sip:+499115176586338@siptrunk. cloud-cfg. com:586@;transport=tcp;user=phone>;tag=cb2f3d9cos

To: <sip:+4989708720823f@siptrunk.cloud-cfg.com:5@6@;transport=tcp;user=phone>;tag=sip+3+3b950@1c+5aee58fa

via: SIP/2.@/TCP 192.168.178.5:5868;rport=34331;received=92.60.222.66;branch=z9hG4bK71fd.5e3352ea66T18d18678d6cbf6fa6asba.0;1=18695
server: SIP/2.8@
Record-Route: <sij

:18.111.222.219;r2=0n; 1r;ftag=ch2f3d9c96;did=39d.22e8Ffd6>

Record-Route: <sip:189.68.96.123;transport=tcp;r2=on;1r;ftag=cb2f3d9c96;did=39d.22e8Ffd6>

Content-Length: 264

Require: timer

Contact: <sip:3f91ffB8c39dBel8d55182f9dcac?6d9ef@la. 111.222.2:506@; transport=udp>

Content-Type: application/sdp

Accept: application/sdp,application/isup,multipart/mixed,application/vnd.siemens.key-event,application/vnd.siemens.surpass,application/dtmf-relay
MIME-Version: 1.@

Session-Expires: 18@@;refresher=uas

Allow: ACK,INFO,BYE,CANCEL, INVITE,OPTIONS,NOTIFY,PRACK,UPDATE

¥ Message Body

v

Session Description Protocol
Session Description Protocol Version (v): @
Owner/Creator, Session Id (o): hiQ92@@ 572523471255@4 57252347125584 IN IP4 1@89.68.99.282
Session Name (s): -
Connection Informaticn (c): IN IP4 189.68.99.282
Time Description, active time (t): @ @
Media Description, name and address (m): audioc 4@814 RTP/AVP 8 98
Media Attribute (a): sendrecv
Media Attribute (a): ritpmap:3 PCMA/B08G
Media Attribute (a): rtpmap:98 telephone-event/3066
Media Attribute (a): fmtp:98 @-15
Media Attribute (a): sqn: @
Media Attribute (a): cdsc: 1 image udptl t38
Media Attribute (a): ptime:28

FRrmanntad 211 Th. ~dadfdsna-anccobhal
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About Unify

Unify is one of the world’s leading communications software and services brands, providing integrated communications and
collaboration solutions worldwide. Our customers range in size from 5 employees to 500,000+ employees. Our solutions unify
multiple voice, video and data networks, connected devices and applications into one easy-to-use platform that allows teams to
collaborate effectively and efficiently —anytime, anywhere. The result is a transformation of how the enterprise communicates and
collaborates that amplifies collective effort, energizes the business, improves employee satisfaction and enhances business
performance. Unify has a strong heritage of product reliability, innovation, open standards and security. Our OpenScape and Circuit
communications solutions provide a seamless and efficient collaboration experience — on any device. Together, the group’s global
team of UCC experts and service professionals set the standard for a rich communications and collaboration experience that

empowers teams to deliver better results. Unify is an Atos company.
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