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OSFM - ESSENTIALS

Administration with the CLIENT

The two "magic" of the CLIENT
» "Everything is an object"
» "The context menu is a friend."
Elements of the user interface
» Menu bar
» Object tree (LINKS): Context menu with the right mouse button
» Card View (RIGHT): Table, Texts, Graphical Submap
» Card Navigation

» Card View actions (context sensitive)

» Toolbar
» User Menu
Toolb Card Drop
Menu oofbar Down List )

Context sensitive Actions User menu

OpenScape Fault Management

Q Preferences.. &) Show help G Logout

& Client Y Favorites [ Server @ IP Manager 4 Technologies & SNMP BE MAR = System Management 2k ECE ‘s Add-Ons

® Root ", «=»0OxX
v @ Root N
» @ ece
» @ Layer 2 Topology wl‘i\ Gﬁl
» [ Logaing (/7
> ° Maps

» @ nNetwork Topalogy ECE (Ssz;:‘jgfewer Layer 2 Jopology

% Root X
4

> @ Server2§erver Gateway
» (@) Svstem

Objetct and Card-View Card Navigation
network tree (move, close, detach)

"Everything is an object"
The CLIENT user interface is based on working with objects. The client provides all functions as ob-
jects. This means that the administrator works most of the time with these objects. An object exists for
all monitored systems, networks, connections, configurations, folders/containers and hosts, which pro-
vides information and actions according to the type.
Objects represent hosts and networks and are used to display status, actions and information. Deleting

these objects has no effect on the target systems.
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Navigate in the object tree:

» , can contain other containers or objects
» [ can contain sub objects, also called child objects.

First steps in CLIENT

TASK 1 > Open submap of OSFM server object + save as favorites

-  Object tree: expand “Root“ - expand “Network Topology" -> expand any network object
expand "Nodes x.x.x.x"

Open context menu with right mouse button on OSFM server Host object

Choose "Open® -> “Submap® in context menu

v vy

Use the star symbol above the submap card ro create a favorite.

#& Client % Favorite

® Root | ¥ J | % 100099 ¥
v @ Root : )

» @ ece
[ @ Layer 2 Topology
» Logging
[ o Maps
v @ Metwork Topology ﬁ

v @ 10000

L) Nodes 10.0.0.0 Events
r B 10.0.0.99
» || Interfaces Events
> @ Internal Systgell o7l % Object Search...
A Events F Edi Lgm
» (&) Default (IPv4) @ New >
v (@ system Management 2 Configure... & Control Center >
> E 10.0.0.99 I?I Properties... Proximity View

[ @ fe80:0:0:0:0:0:0.0 \J Status Explanation...
> (@ system System Report.
[ @ User Administration Report Center...

s Host (3

v

Access Applications

A
Layer 2 3 EI
Show Status History. .

Interfaces >

TASK 2 > Creating an Entry in the Toolbar

-  Object tree: Open "Root" = "User Administration"
Open "root" -> "Favourites"

Open "Toolbar"

v 9

Drap 'n Drop a favorite from "Favorites" to "Toolbar"
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uniFy

¢ 10.0.0.99

System Ma

# Root | ¥ O & =0 X| | w0009 |v
v g root = :
a
> I"@ﬁ.ssigned Rights
> il Autostart ;
- .
Events
VEnis
Mavigationtree ™ [
Submap
|.i| root Depot
[iF Assigned Grbups f ’__H“-\I
(&)
Toolbar L
Internal Sy
10.0.0.99 Submap
Manageme
root Depot .

TASK 3 > View events with license information

-  On Card Dropdown List pick "Events"

erver & IP Manager B SNMP Z System Management -k

%/ 10.0.0.99
F = About

™ Events 7

4 Message Log Events

- Select "License Manager" Category
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»Manager B SHNMP

[(Pevents

& Add-Ons

System Management -% ECE

=gearch expression, min. 2 charz

2@ e @ w

L] .
g J Properies I Fullt&[{\Severities [ Time/Maintenance 1
Acknowledged Categary Description Sourc
] Correlated | Al |']‘$I n
T
| .| Severity |Date | Sou !i:lf_enzhﬂanager | | Description
L] J Mormal 11/04/2017 15.... 10.0.0 . Monitor Statusanderung: Monitor execut
@A J Mormal 11/04/2017 15.... 10.0.0.99 Logfil... System Man... C\Program Files\OpenScapeFMWildfly
L] J Mormal 11/04/2017 15.... 10.0.0.99 Event... System Man... Event Qlueue Load : 30 - The current loa
@A J Mormal 11/04/2017 15.... 10.0.0.99 Event... System Man... Delay Time Gradient: 0.002636074498
L] J Mormal 11/04/2017 15.... 10.0.0.99 Event... System Man... Average Exec. per Sec.: 0.0722212191:
@A J Mormal 11/04/2017 15.... 10.0.0.99 CPU ... System Man... CPUOD Core 1:55.94% - CPU usage in
[ L] J MNormal 11/04/2017 15.... 10.0.0.99 CPU ... System Man... CPUD Core 2 58.48% - CPU usage in
@A J Mormal 11/04/2017 15.... 10.0.0.99Web .. System Man... Web Service : frue - web semvice availab
I L] J Normal 11/04/2017 20.... 10.0.0.99 Agent ... System Man... Status : Backup finished - Backup Statu

@ Minor

11/05/2017 00.... OpenScapeDes.. LizenzMana... Feature 13uftin 6 Tagen ab

LI P

->

A AT IR A T P

(Peoms

[ T P

M mdeime 120 e & T o mmm =l

Select and confirm all events using the key combination CTRL-A.

2@ % @ w

JProperﬁes ] Fulltext | Severities

Time/Maintenance

@ winor
@® Minor
@® Minor
@® Minor

® Minor
@® Minor
® Minor
@® Minor

111052017 00...
11/05/2017 00:....
114052017 00:...
11/05/2017 00:....
114052017 00:...
1140572017 G0c...
11052017 00:...
11,05/2017 00:....

OpenScapeDes
IPManager

ECE

em Manage..

Senvice Workbe...

OpenScapeFM

535L_Instance

Performance M...

...Lizenz Mana...
Lizenz Mana...

Lizenz Mana...

Lizenz Mana...

Lizenz Mana...

Lizenz Mana...

Lizenz Mana...

Lizenz Mana...

Acknowledged Category Description ]
(] Corelated ¥ Al |*] |Lizenz Manager |*]
we| | Severity | Date | Source | Category | Description

Feature [Auftin 6 Tagen ab
Feature [Auftin 6 Tagen ab
Feature lauftin 6 Tagen ab
Feature |Auftin 6 Tagen ab
Feature lauftin 6 Tagen ab
Feature |Auftin 6 Tagen ab
Feature lauftin 6 Tagen ab

Feature |Auftin 6 Tagen ab

nes § [ ¥ |

-j;f

Q]
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CLIENT: Manage hosts and networks

A basic object is the "host" object. For OSFM every device accessible in the network like e.g. Servers,
printers, switches, routers, telephone system components, etc. a "host", which can be assigned to an IP

network. Accordingly, the CLIENT represents these hosts, organized in networks:

g Clent W Favorites [+

i Root |» QQ“E,

A @ Root
» @ ece
> @ Layer 2 Topology
» Logging

> Maps
A Metwork Topology

v D 172.30.0.0
v @ Nodes 172.30.0.0
» [ 05FM-SERVER-03.fat-0.lan
v () Default (IPv4)
> @ System Management
» () 7e80:0:0:0:0:0:0:0
“ Suwetem

A first step in administration is to add or discover hosts and networks.

» Hosts can be added individually, as a list, or through automatic/manual discovery of IP subnets.

» Networks can be created as empty networks or detected automatically/manually

Discovery of the networks
In general, there are two ways to scan IP networks. As a third possibility it should be mentioned that a
network can be announced and the IP nodes for this network can be entered manually. A network scan

can started

» Manually over an IP range
» Automatically by polling the ARP cache via SNMP

During scanning the network, OSFM

» check for new IP addresses
» checks whether an IP node object has been created.
» Controls where IP nodes are added in the topology

It is based on the Discovery Model, which is hierarchically structured. A discovery filter checks a speci-
fic discovery condition, e.g: the existence of a specific attribute "there is an SNMP agent". The Root Dis-

covery Filter is the "IP Node Discovery". It performs a check to see if an IP address is responding.
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Manual Scan over an IP range
The manual scanning of a network is a user controlled function that runs in the foreground. All IP ad-
dresses of the range are checked and the results of the discovery are displayed to the user.
Scanning a network can be performed immediately after the network is announced. A network that is

to be managed by OSFM must first be made known to OSFM.

TASK 4 > Add Network and Perform Manual Discovery

- Menu -> IP Manager -> New -> Network...
Enter the network address, the network mask and the network name (optional)
Enable the "Start address scan" option

Finish adding with OK

v vy

Confirm the address scan with OK.

B root@OSCFM - OpenScape Fault Management

uniFy

gk Client 9 Favorites &+ Server @IP [MERELETE % Technologies €& SNMP

®R.|v| B 0 3 ¢ %% configure...
(@ Root @ New b <& Node...
& @ Eece ‘ : Address Filter »| &7 Network... '
|E.'} IP Manager<>New<>Network... |V| w @
Network Address
[1.50.31.0 |
Network Mask

|265.255.255.0 |
Hetwork Hame

[o5v-Network |
Start Address Scan

Auto Discovery

\Auto discovery off |~

Delete empty network automatically

| 0K | Cancel |

Address Scan...

Start Address End Address
10.0.11.1| 10.0.11.255
[ OK J[ Cancel J
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The scan process is displayed in a separate Info Browser in the foreground. Depending on the activated

plugins, the information for the detected IP nodes is read via SNMP accordingly. If an IP node exists,

the OSFM also gets a response and an IP node object can be created.

Automatic scanning of a network

This mechanism is a background function that accesses the MIB II -> ipNet2MediaTable during confi-

guration polling. An SNMP agent must be present on the IP node to be able to read the cache. The IP

addresses that are read out are checked and displayed in the network accordingly. This function is not

deterministic and the ARP cache is usually very dynamic. The automatic discovery of a network is acti-

vated via the option Detect and create network elements.

Metwork Address

10.0.11.0
Metwark Mask

255 2552550
MNetwork Name

Auto Discovery

Auto discovery off

Auto discovery off

lgnore address range

Discover and add new nodes
Discover but dont add new nodes

Configuration of the Discovery

Discovery of networks and technologies is performed using discovery filters. These can be activated

and configured by the administrator:

= Client W Favorite

{@ IP Manager==Discovery Filter..

]

& 1P Manager

E

SNMP

DHmesOR

Discovery

AlAC..

IP-Node Discovery
L2MIBII MIB Discovery
RDP Discovery 3359
SSH Discovery 22
Telnet Discovery 23
HTTP Discovery 280
HTTP Discovery 80
HTTP Discovery 8080
HTTP Discovery 8085
HTTP Discovery 8170
HTTP Discovery 888
HTTP Discovery 8170
HTTPS Discovery 10444
HTTPS Discovery 3080
HTTPS Discovery 443
HTTPS Discovery 446
WMI Discovery 5985
HiPath License Subagent Discovery
WIB Il Discovery
HG3550

OpenStage Phone
OpenStage15
OpenStage20
OpenStage20E
OpenStage40
OpenStage&0
RG2500

Sun 08

Solaris

HP 300

o
@AM
| Create IPN...| Del... | Del..| Net. HostType
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
HP... 40
0
0
0
0
0
0
0
0
0
0

O0000D0000O0D0U0U0ORNNNNRNERENNEROOOOO

FERNEEREEERENEEEREERNEREREREREEE

Ly

(V] Create IP Node
Default Network

Default Subnetwork

Network Precedence

0
(] Active
Host Type

L €L £ € £

Lines 98 | Reload Close

@0 Qo Do Qo @25
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Select the Discovery Filter to perform the configuration. The individual parameters must be saved se-

parately using the Save icon. If the network discovery detects that an IP node is a HiPath / OpenScape

4000 Manager, this IP node is additionally created in the HiPath 4000 Manager network.

» Create IP Node

If enabled, an IP node will be created if the filter matches.

» Default Network

The IP node is displayed in the specified topology network.

» Default Subnetwork

The IP node is displayed in the specified subnet of the topology.

» Network Precedence

Which discovery rules are paramount when placing the IP node in the network topology.

Schema representation of the use of discovery filters

| = | 0sBiz Objekt

ﬁ OSBiz
SNMP Agent
ﬁ 05 4000

F ﬁ’ 0S 4000 Manager Objekt

ﬁ 05 Voice

| || 05 Voice Objekt

ﬁ“ Hostresources F %‘ Application Monitoring Objekt

— HiPath 1B

w

| SNIMP Objekt

= Web Server i =

| URL Objekt

Telnet Server
b 4

{ Telnet Objekt

Adding hosts

|
|
|
|
| || HiPath MIB Objekt |
|
|
|
|

| IP Objekt

Host objects are central objects in OSFM for displaying information and performing configurations. A

host object is always used for each monitored OpenScape technology. If no automatic scan of the new

IP network has been performed, a host can be manually added to OSFM.

After the automatic or manual addition of a host, monitoring for availability (status polling) and tech-

nology detection (discovery poll) is started immediately!

TASK 5 > Add a new host to OSFM

- Menu -> IP Manager -> New -> Node

-  Enter one or more IP addresses or hostnames (separated by spaces).

-  Finish adding with OK
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New
Address Filter s
3 Load Configuration... 'f,} Metwork. .
3 Save Configuration... | Category
S Discovery Filter... Al R
Host Types...
Clusters... | Source
sway & Status Poll..
n lad Contral Center - Ovenview 04:36:38 172.30.0.1
1
Show Layer-3 Route... 04:36:30 1723001
Layer-2 Manager | 2
m — 04:36:40 172.30.01

Loggedin as root on 172.2

es B SNMP B MAR 3 System Management -k ECE .z Add-Ons [EEEm Iessio

ar==New==Node.. ¥ =] E‘ 1.:?

IP Address/Host
|172 30411723012

OK Cancel

Hosts and networks: Configuring IP Parameters
For each new host in OSFM, an availability check and a discovery by technology takes place automati-
cally. This procedure can be configured. For hosts that will be added in the future, default values can be

set.

The configuration is carried out via the menu "IP Manager -> Configuration...". It is divided into three

sections,

» Configuration of IP parameters,
» Configuration of the SNMP parameter and
» Configuration of HTTP Parameters.

Changes to these parameters are now only effective for newly discovered IP nodes!

If IP nodes have already been detected, the existing configuration of the host must be changed.
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&y

& IP Manager

X P—

» Mew | —
" Address Filter b e
& Load Configuration... —
& save Configuration...
S Discovery Filter... 3
Host Types..
i@ Status Poll...

)

!a Control Center - Overview N}
5

s

Show Layer-3 Route...
Layer-2 Manager >

”_- - T OO TE T

| % IP manager==Configure... |'] @ 9 w

Default HNode [ Templates [ NAC Rules 1

This is Wﬂult IP configuration for all new IP Modes.

1P Parameters HTTP(3) Parameters [ SNMP Parameters [ SNMP V3 Trap 1

Edit IP Parameters

.
-

Timeout

7 Seconds | ¥

Retries

3

Ping Engine

ICMP v

Status Poll

1 Hours ¥
| Cont. Poll

1 Days | ¥

Disc. Poll

1 Days | ¥

Expiration Time

7 Days | ¥
Expired IP Modes

Delete v
Offline Severity

Critical >.

(/] Preserve Topology
] IP Address Adjustment
Auto Discovery

|Auto discovery off =
[2] Delete empty network automatically

M[ Cancel H Apply J

» Timeout
the time taken to respond to the verification. The check is only successful if a response is received from the
IP node within this time.

» Retries
How often should the check be repeated if it was unsuccessful

» Ping Engine

Here you define how the availability check of the IP nodes is to be performed (TCP/IP, SNMP, ICMP). If
AUTO has been set, ICMP is preferred.
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Status-Poll

a status poll checks whether an IP node is reachable or not. If it is accessible, the subordinate objects are
also prompted to update their status.

Configuration-Poll

a configuration poll requests the child objects to update their configuration data.

Discovery-Poll
performs a check for new child components of the IP node.

Expiration Time

If an IP node can no longer be reached during this period, it can be deleted or set to unmanaged. This can
also be ignored.

Expired IP Nodes

If the expiration time has reached, these IP nodes are deleted from the OpenScape FM.

Offline Severity

If an IP node goes into the Offline state, the status can be adjusted accordingly. The status Critical is set by
default.

Preserve Topology

if an IP node is assigned a new IP address, you can specify that the topology is to be retained or that the
topology for this IP node is to be recreated according to the Discovery Filter rules.

IP-Address Ajustment

for the IP node with multiple interfaces/IP addresses, the IP address to be queried is changed if the pre-
viously queried IP address can no longer be reached.

Auto Discovery

it can generally be set that the ARP cache is read to scan the network.

Delete empty Network automatically
A network is automatically removed from OpenScape FM if the last object was removed from the network.

TASK 6 > Change the default value for the status poll (availability check).

MENU - IP Manager - Configure ...

Change value for Status Poll to "1 minute"

Hosts and Networks: configuring HTTPS Parameters

In the HTTP(S) tab, the login and password for recognized HTTP(s) web servers of a host can be defi-
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[%IPManageH}Conﬁgure... |'] & @ e

J Default W Node [ Templates [ NAC Rules

This is the default |P cesfiguraticnforallnanll Hode

{ IP Parameters HTTP(S) Parameters T SNMP Parameters [ SMNMP V3 Trap

S

Edit HTTP Parameters

HTTP Login

HTTP Password

rmmrnnn

[_] Accept all certificates|
|_| Certificate Pinning

| show Certificates J

Hosts and Networks: configuring SNMP Parameters
In the tab SNMP parameters the communities for the SNMP V1/V2c protocol are announced. These are
necessary to read information about SNMP from the MIB of the SNMP agent, or make changes (GET
and SET commands). The values entered here are valid for all newly discovered IP nodes. For the
SNMP V3 protocol the security name, the authentication protocol (MD5, SHA) with authentication pass-
word and the encryption protocol (DES, AES128, AES192, AES256) with security password must be en-

tered.

[%IPManager<>Conﬁgure... |'] Q? )] ‘..?

J Default I Node [ Templates [ NAC Rules 1

This is the default IP configuration for all new IP Nodes.

[ IP Parameters W HTTP({S) Parameters SMMP Parameters T SMMP V3 Trap }

Edit SNMP Parameters

-

SNMP Par; 1 SHNMP V1N 2c
r 2 r N
SNMP Version Read
V1 v public
Port Write
161 private
Retries .
2
Timeout

10 Seconds | ¥

@ Display unknown traps

The OpenScape FM also receives SNMP traps from various devices. For the reception of SNMP V3 traps,
it is necessary to specify whether and which encoding parameters are to be used. On the SNMP V3
Trap tab you can define the security level, the authentication protocol, the encryption protocol and the

corresponding passwords under which OSFM receives the incoming traps.
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Manage Configurations

14

>

Menu -> IP Manager
Save Configuration ...

The current network configuration can be saved to an XML file and loaded at a later time. This can be done
via the main menu entries IP Manager->Save Configuration...

Load Configuration ...

Load previous saved configuration (file)

Menu -> IP Manager -> Configure -> Tab "Node"

IP-Node List

List of all hosts for bulk modification in multi-selection

Menu -> IP Manager -> Configure -> Tab "Templates"
Templates for configuring multiple hosts

Creating and deleting templates for configuring IP/SNMP/HTTP

Advanced features in IP networks

»

Menu -> IP Manager -> Configure -> Reiter "NAC"
NAC Rules, Network Acces Control: Control network access by MAC/IP address

Menu -> IP Manager -> Host Types ...
Managing Host Categories

Menu -> IP Manager -> Cluster ...
Display of existing clusters

Menu -> IP Manager

Update Status opens a dialog where you can enter the IP address of an IP node for which you want to up-
date the status.

Show Layer-3 Route
The Layer-3 connection from the start node to the destination node is displayed in a new window.

Layer-2 Manager
Physical connections, switch ports, etc.

Working with the object tree: Containers and objects

Objects in OSFM Server ...

4

always have object properties (symbol, name ...)

always have a status value, the severity

a detailed description of their status, the status explanation
can be copied (and pasted), the copy is a "symbol"

their processing can be stopped (unmanaged/not managed)
offer an optional configuration

can forward/propagate their status upwards in the object tree
always have object rights

can be commented
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» can be connected (new connection object)
» often offer extended/specific information and configuration in the context menu
» can be hidden
Objects in the OSFM object tree are organized in containers, similar to folders. OSFM creates some

(non-erasable, but hidden) system containers with the installation:

g Client W Favorites

w_ w0 &« R |
¥ @ Root :
» @ ece
> @ Layer 2 Topology
[ Logging
> o Maps
> @ Metwork Topology
> @ System
> @ User Administration

» ECE
Workflow engine for orchestration

» Layer 2 Topology
Display of physical connections (SNMP access required to switchs/routers)
» Logging
Access logging
» Maps
Access and configuration of views of the CLIENT (NO geographical representation!)

» Network Topology
Representation of the logical IP network (subnets)

» System
internal objects for configuration

» User Administration
Manage users, groups, and permissions

In powerful tool in OSFM are custom containers:
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& 1P Manager B SHNMP

['% IP Manager==Configure

Default Hode Te

Events

E Open

Configuration of the Metwark

08:00:27:b...

% 0sFM

> UserAdminis@u/’ H

» Objektcontainer

Display of objects of all types e.g: Hosts, Interfaces, Containers ...
» Virtuelle Container
Display of objects based on a search/query. Always shows the current status.

TASK 7 > Create object container
- Context menu (right mouse button) on the top node in the "Root" object tree open
-  Select "New" -> "Object Container"

-  Enter a name and confirm with OK.

B&e=s0X

10.20:11.0==¢

/| 10.20.11.88
/ 10.20.11.89
l; Object Container... R
11.91

Virtual Contajmar

ad

Creates a stan

I Dortmund

.Network |"” <% Special |'}°

(V] Status Propagation

Create Cancel

- Drag any objects of different types (hosts, containers, technologies) in this container or via context

menu "Copy/Paste".
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PN L dLIL [T e | |.,\I

% @ System

» (i7) User Administration
v & Dortmund
» (2] 10.20.11.12
10.20.11.12 Port Collectar
A ﬂ wiFmTROZ unify.training CPU Usage
) cPuo

ML T £
10.20.11.252
" 1020 11 253
[ S Open S Object Search...
v X NEETE

] Properties...
 Status Explanation...

vi Control Center

- Changing the background image of the graphical submap view

Yl @

10.20.11.12 wO7fmTRO2.unify.training

CPU Usage

= Refresh Layout

! " Background...
Up ETHome

F_"g? Edit > @ Layout >

° New >

E’I Properties...

10.20.11.1 ‘¢ Status Explanation...

Collector

TASK 8 > Creating a Virtual Container

-  Context menu (right mouse button) on the top node in the "Root" object tree open

- Select "New" -> "Object Container"...

-  Enter a name and confirm with OK.
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#& Client W Favorites

i Root |»
v @ Root
» @ ece
- @ Laye

» % Logd

Properties... Je it e
V@Ne % VinualContainer...
4 Status Explanation...
- @

v @ System Management
v [ wo7fmTROZ.unify.training

0Objget Mame

Create Cancel

- Inthe "Search Tree" tab select the container of the network nodes

l% executive board==Configure... |'J @ ()] ..? Q

This dialog configures the search criteria for the virtual container.

I See(le{eeN Properties W Object Search 1

Root Object

Root

[ TU 20770
» B 10.20.11.11
» [ 102011111
» [# 10.20.11.112
» & 10.20.11.112
» [# 10.20.11.114
» [# 10.20.11.115

oK J(_cancet ) oot |

- Select tab "Object Search" -> sub-tab "Event"
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Search Tree Properties | Object Search I

| Object Search executive board

Search Results | Hidden

i
Object Event L\

The search parameters you define here
are used on the objects found with the
search parameters defined in the
object tab.

IP Manager A
| J

inimum Severity Maximum
minor [* criticar | ™
Description

) Unacknowledgea | ¥) | | clyelatea

L
i -~

11 ./ / Start Date End Date
A

Lines ( [ Search J [ Events J l Stop J

L0 ) _cancer [ aoon |

-  Set the following parameters
Category=IP Manager
Acknowledged=Unacknowledged
Severity Minimum = Minor
Severity Maximum=Critical

- Test query with "Search"

- Create container with OK

- Open submap of virtual container

+ @ Laver 2Topology
» B Logging
» @ waply

> @ Metwork Topology

> @ Systemn
» (i%) User Administration

v 0 executive board

» ' 180 1P Manager"10.20.11.254 HTTP 80" http Se

180: IP Manager"10.20.11.254 HTTP
B0" http Server Down on port 80
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Working with Events

Events are a central component of OSFM. All information is processed by OSFM and made available as

an event. Each event was evaluated by OSFM in its significance (severity), is assigned to an object and

contains information about ...

4

4

Acknowledge/UnAcknowledge

Severity (Critical, Major, Minor, Warning, Normal, Unknown, Unmanaged, Restricted, Testing, Disabled)
Date of creation

Category

Description

Related Events

Events of the same type

Event-ID

The administrator and operator can and should work with events, confirm them, delete them or com-

ment on them.

Examples of information for which events are generated:

>

»

SNMP Trap, Value, Threshold

Change in object availability
OpenScape 4000/Voice Alarm and Error
Monitoring Parameter/Threshold

internal Triggers, z.B. Licensing Issues

For a good overview in the list of events, events of the same type are summarized, correlated, dis-

played. This view can be deactivated, i.e. it can be displayed not correlated.

TASK 9 > Use list of events

->

->

Open the list of events from the CardView drop-down box

Confirm and comment on events using buttons at the end of the list

SEITE 21



OSFM - ESSENTIALS

F' Events =] @ @
of About s
» Root 5 Time/Maintenance
Enterprise MIB==MIB Definj ot
“+ Dortmund - 2R :
. ™) |An |7
urce | Category |
Message Log
= @ MUMTEr THom20T7 20 wor ImTROZ un... System Man... 1

D Mormal 11/06/2017 20:... wOTfmTROZ.un... System Man... b

J Mormal 11062017 20.... wO7TmTROZ2.un... System Man... £

D Mormal 11/06/2017 20:._. wO7fmTROZ.un... System Man_. \

wiTTmTROZ.un... System Man... b

D Mormal 11/06/2017 20:..

IOORZ T S0 WU TR UL Oy

= AT

L ® normal | 11/06/2017 2. |wOFfmTROZ.un... Sys

L] JNnrmaI 11/06/2017 20.... wOFfmTROZ.un... Sys

= [F]e

Lines 5

- Disable correlated view

- .

J F'roperh'esl Fulltext | Severities ‘ Time/Maintenance

Acknowledged Category Description
Y] Correlateal |1 Al [ [An |7
o] | Seveth;r | Date | Source | Category | Description
] J Mormal 11/06/2017 20.... wO7ImTROZ.un... System Man... Total ; 45.39% - file system us
A J Mormal 11/06/2017 20.... wO7imTRO2. un... System Man... Monitor status changed: Moniti
L J Mormal 11/06/2017 20:.. wO7fmTRO2.un... System Man... Swap space : 2.78% - Swap 5|

- Display affected object in object tree (context menu)

o
» () Default (IPv4)
v @ System Management
v [ worfmTROZ unify training
> n Interfaces
v Internal System Management
» (@ Agent Backup
A Basic Monitaring
> CPU Usage
> File System
> Memory Usage
> 9 MNetwaork Usage

> Internal Monitaring
> PerformanceManagement
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s e boocoole @ & ¢

& Mormal
D Normal
D Normal
D Normal

® Normal 11/06/201
@ Normal 11/05/201 T >
@ Normal 11/06/201 2 Edit >
Q Normal 11/06/201 [Z) Properties...
Disahle Events
D Normal 11/06/201

D Normal 11/06/201
) Minor  11/06/201 e L An...
.) Normal 11/06/2017 20:.... wO¥fmTROZ2.un... System Man...

=

11/06/2017 20:.... wOTfmTROZ.un... System Man...

11/06/2017 20.... wOTTMTROZ.un... Systerm Man...
11/06/2017 20:.... wOTfmTROZ.un... System Man...

11/06/2017 20:... wOTTmTROZ2.un... System Man...

Virtual memory : 26.72% - Virtual mer
Monitor status changed: Monitor exec
Monitor status changed: Monitor exec

Local Area Connection 2 - throughpu

Top CPU usage : 97.34% - Top CPU

/ Status Explanation...

11/06/201 E
ﬁ Show Values... n..

Fs Object Search
@ Submap

lonitor exec

onitor exec

efrorrate :

relative util

. C\Program Files\OpenScapeFMWilc

Feature will expire in 7 days

CPU1:20.52% - CPU usage in %
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Filter list of events (severity, category, description...)

J Properties Fulltext [ Time/Maintenance 1

Acknowledged [ Liatanoc Liascription Souees,
¥ Correlated [T Al [ fan =]
.| .| Severity | Date | Source | Category | Description

B J Mormal 11/06/2017 20.... wOTTmTROZ.un... System Man... Total : 45.39% - file system usage in %

] a Mormal 14/06/2017 20:... wO7fmTROZ2.un... System Man... Monitor status changed: Monitor executed normally

- - R e —— e — . - [

Delete event (status of object changes)

2. wi7TfmTROZ.un.

-J Minor 11062017 20.... Service Workb... License Man.. Feature will expire in 7 days

a Mormal 11062017 20.... wO7TmTROZ.un... System ... CPU1:2052% - CPU usage in %
Q) Mormal 11/06/2017 20:._ wOFfmTRO2.un_. em Man... CPUD : 24.3% - CPU usage in %

E O

D Mormal 11/08/2017 20.... wO7fmTROZ,

sz (¥ ] ® (v @]

... 3ystem Man... Average Exec. per Sec. : 0.069426!

Backup of object and monitoring database

OSFM stores all objects and their configuration in an internal object database and data from monito-

ring in an internal Java SQL database.

OSFM Server automatically and regularly backs up these databases after installation. The backup can

be started manually or its configuration can be changed.

Possible use cases for using a backup:

accidental deletion of an object
Restore a configuration of an object

Restoring the installation in case of server migration

TASK 10 > Configuring Automatic Backup

Menu -> "Server" -> "Administration" -> "Backup Manager" -> "Edit Backup Parameters"
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ites [ Server & IP Manager <& Technologies B SNMP MR MAR Z System Managem

—_ |
B Administration @ & serverProperties..
i Time Scheduler... i T tser Administration...
Control Center b -'.'5 Debug Oplitms
Report Manager 4 Domains...
Jlogy | :
w Plugins [ 2
sf' License Manager
1ology
[AdministrationﬂElackupManager{}EditElac... |'] @ % E 8

Global Default Values
f .

Backup every: 1 day(s)at. | ¥

Nextstartat | ;9 g3 5014 -21-30

Mumber of Backups kept: 5

Mumber of max. Retries: 3

Backup to: C\Program Files\OpenScapeFMiserverbackup Browse_ .

(/] Automatic Backups enabled
[¥] change All Configurations

Ok Cancel

TASK 11 > Start one-time manual backup

- Menu -> "Server" -> "Administration" -> "Backup Manager" - "Manual Backup"

rver & IP Manager <& Technologies B SHMP B MAR 2 ! m Mana

B Administration
|_?? Time Scheduler...

ﬂ Server Properties...
@ User Administration...

Caontrol Center > -'.'5 Cebug Options...
Report Manager > Ciomains...
& Plugins (M = Backup Manager

Edit Backup Parameters..
List Backups...
Manual Backup

i59 Startup Manager 3
4 License Manager | 2
< g______--r

——{ ]
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TASK 12 > Restore backup

- Menu -> "Server" -> "Administration" -> "Backup Manager" -> "List Backups..."

| Administration<>Backup Mana... |v| & [0 % O @ @ % X

| All Backups Administration<rBackup Manager

Application Status Time (gener... | Count Files | Total Siz... | Transmissi... | Last Restor..

OpenScapeFM Database  finished 2014-0:

Lines 1 [ Reload J [ Restore... J [ Close J

- Select Backup and then RESTORE
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