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Introduction

1 Introduction

This document is a description of how to implement and set up a secure environment, to pro-
vide the phones with configuration data by the use of XML files via secure Web server (Secure
Configuration Download feature)

To provide secure connection to the Download Web Server, configuration data will be trans-
ferred using the HTTPS protocol instead of HTTP (or FTP). HTTPS runs HTTP overa TLS V1
(or SSL V3) connection, with all configuration data transferred in encrypted form. During the
establishment of the connection the phone will authenticate the Download Web Server and the
Download Web Server will authenticate the phone. This will use the mutual certificate based
TLS authentication option. The phone and web server can also authenticate in a secure way
without using the mutual certificate based TLS authentication option

This document describes the needed steps and overall setup, to be able to configure all com-
ponents for sending the XML configuration file, and if needed the 802.1X certificates over a
secure connection to the phone.

This document is an supplementary document to the already existing documentation, please
refer to the XML configuration manual for building XML configuration files.
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1.1

PRINCIPLE

XML over secure link works on the same principle as XML over FTP (non secure). The only
exception is that the data send between the two parties will be encrypted after that the two par-
ties have authenticated each other. So if the data is captured in between this data cannot be
read bye the other parties.

The following diagram illustrates the stages in establishing a TLS connection from the phone
to the secure web server in order to start the download of the requested XML files in a secure

way.

Handshake Sequence for TLS

Phone (Web Client)

Download Web Server

1. Client Hello
' 4
2. Server Hello
<
3. Server Certificate
<
4. Server Hello Done
<
5. Client Key Exchange
' 4
6. Change Cipher Spec
' 4
7. Finished
4
8. Change Cipher Spec
<
9. Finished
<

In the “Client Hello” (step 1) the phone will offer to support TLS V1 or SSL V3 and will offer the
following cipher suites that are already supported for encrypting signalling on the SIP interface:

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_3DES_EDE_CBC_SHA
TLS_RSA_DES_CBC_SHA

10. November 2006

XML and/or IEEE 802.1x certificate over secure link, Administration Manual



Introduction
PRINCIPLE

The Download Web Server selects TLS or SSL and one of the cipher suites for use in the “Serv-
er Hello” (step 2) in accordance with its policy.

In the “Server Certificate” (step 3) the server sends its self signed digital X.509 certificate to
allow the phone to authenticate the server.

In the “Client Key Exchange” (step 5) the phone generates a symmetric session key (using the
RSA method) and encrypts it with the server’s public key (taken from the server certificate) be-
fore sending it.

The “Change Cipher Spec” messages (steps 6 and 8) indicate that all future communications
will be encrypted (using the established symmetric session key).

The TLS resume method is supported by the phone using the same session key for a follow-
on TLS connection. A session key can only be re-used for a limited period, for a maximum
amount of data transfer or until either end requires a new key to be negotiated. The server pol-

icy will determine whether use of the Resume method is permissible. The server may have
scalability issues in storing the associated credentials for a large number of phones.

See compact line trace example:

Source
498972213007 .gvs.lab

securexml .gvs.lab 498972213007 .gvs.lab TCP https > 1024 [SYN, ACK] Seg=0 Ack=1 Win=16384 Len=0
MSS=1460 WS=0 TSV=0 TSER=0

498972213007.gvs.lab securexml.gvs.lab TCP 1024 > https [ACK] Seg=1 Ack=1 Win=8192 Len=0 TSV=11
TSER=0

498972213007 .gvs.lab securexml.gvs.lab TLS Client Hello

securexml .gvs.lab 498972213007 .gvs.lab TLS Server Hello, Certificate, Server Hello Done

498972213007 .gvs.lab securexml.gvs.lab TCP 1024 > https [ACK] Seg=61 Ack=888 Win=8192 Len=0
TSV=12 TSER=70086061

498972213007 .gvs.lab securexml.gvs.lab TLS Client Key Exchange

securexml .gvs.lab 498972213007 .gvs.lab TCP https > 1024 [ACK] Seg=888 Ack=200 Win=65336 Len=0
TSV=70086064 TSER=12

498972213007 .gvs.lab securexml.gvs.lab TLS Change Cipher Spec, Encrypted Handshake Message

securexml .gvs.lab 498972213007.gvs.lab TLS Change Cipher Spec, Encrypted Handshake Message

498972213007.gvs.lab securexml.gvs.lab TLS Application Data

securexml .gvs.lab 498972213007.gvs.lab TCP https > 1024 [ACK] Seg=931 Ack=297 Win=65239 Len=0
TSV=70086066 TSER=12

498972213007.gvs.lab securexml.gvs.lab TLS Application Data

securexml .gvs.lab 498972213007.gvs.lab TLS Application Data

securexml .gvs.lab 498972213007 .gvs.lab TCP https > 1024 [FIN, ACK] Seqg=2005 Ack=363 Win=65173
Len=0 TSV=70086067 TSER=12

498972213007 .gvs.lab securexml.gvs.lab TCP 1024 > https [ACK] Seg=363 Ack=2006 Win=7118 Len=0
TSV=12 TSER=70086067

498972213007.gvs.lab securexml.gvs.lab TCP 1024 > https [FIN, ACK] Seqg=363 Ack=2006 Win=8192
Len=0 TSV=13 TSER=70086067

securexml .gvs.lab 498972213007 .gvs.lab TCP https > 1024 [ACK] Seqg=2006 Ack=364 Win=65173 Len=0
TSV=70086067 TSER=13

498972213007 .gvs.lab securexml.gvs.lab TCP 1025 > https [SYN] Seg=0 Ack=0 Win=8192 Len=0 MSS=1460
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Destination

securexml .gvs.lab

Protocol
TCP

Info

1024 > https [SYN] Seg=0 Ack=0
MSS=1460 WS=0 TSV=11l TSER=0

Win=8192 Len=0

WS=0 TSV=13 TSER=0
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Source

securexml .gvs.lab
498972213007 .gvs.lab

498972213007 .gvs.lab

securexml.gvs.la

498972213007 .gvs.lab

securexml .gvs. lab
498972213007 .gvs. lab

securexml .gvs.lab
securexml .gvs.lab
securexml .gvs.lab
securexml .gvs.lab
498972213007 .gvs.lab

securexml .gvs.lab
498972213007 .gvs.lab

498972213007 .gvs.lab

securexml .gvs.lab

Destination
498972213007.gvs.lab

securexml .gvs.lab

securexml .gvs.lab
498972213007 .gvs.lab

securexml .gvs.lab
498972213007 .gvs.lab

securexml .gvs.lab

lab
lab
lab
lab

498972213007 .gvs.
498972213007 .gvs.
498972213007 .gvs.
498972213007 .gvs.

securexml .gvs.lab

498972213007 .gvs.lab

securexml .gvs.lab

securexml .gvs.lab

498972213007 .gvs.lab

Protocol
TCP

TCP

TLS
TLS

TLS
TCP

TLS

TCP
TCP
TCP
TCP
TCP

TLS
TCP

TCP

TCP

Info
https > 1025 [SYN, ACK] Seqg=0 Ack=1 Win=16384 Len=0
MSS=1460 WS=0 TSV=0 TSER=0

1025 > https [ACK] Seg=1 Ack=1 Win=8192 Len=0 TSV=13
TSER=0

Client Hello

Server Hello, Change Cipher Spec, Encrypted Handshake
Message

Change Cipher Spec

https > 1025 [ACK] Seg=123 Ack=99 Win=65437 Len=0
TSV=70086071 TSER=13

Encrypted Handshake Message, Application Data, Appli-
cation Data

[TCP segment of a reassembled PDU]

[TCP segment of a reassembled PDU]

[TCP segment of a reassembled PDU]

[TCP segment of a reassembled PDU]

1025 > https [ACK] Seqg=268 Ack=4503 Win=8192 Len=0
TSV=13 TSER=70086071

Application Data

1025 > https [ACK] Seq=268 Ack=5076 Win=7620 Len=0
TSV=13 TSER=70086071

1025 > https [FIN, ACK] Seqg=268 Ack=5076 Win=8192
Len=0 TSV=13 TSER=70086071

https > 1025 [ACK] Seqg=5076 Ack=269 Win=65268 Len=0
TSV=70086071 TSER=13
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1.2 What is needed

Before you can provide the phones configuration items over a secure link, you need to have or
install at least the following components and or software packages. Under the chapter
> SETTING UP you find some more information and screenshots of this specific item.

1. The server

There are no special server requirements, please refer to the requirements of the software
packages you choose to setup your environment.

2. Web server

As web server you can take any application who support secure web services, the web
server must support the standard protocols: TCP, TLS, HTTP over TLS (HTTPS), X.509
certificates and XML. However, the XML schema used is proprietary; please refer to the
XML configuration manual for building a XML configuration file.

In this example we use the Microsoft Internet Information Server (IIS) installed on a Win-
dows 2003 server.

In case you want to install the Microsoft CA (see below) It is important that you install
@ the 1IS software BEFORE the Certificate Authority software package.

In case you want to install an apache web server, or other similar web servers you
probably don’t need to install the Microsoft CA (please refer to the individual docu-
mentations)

10. November 2006
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3. Installing a Certificate Authority

To be able to setup a secure web server, the web server needs a root- and server certifi-
cate witch can be created and signed by a trusted authority, or by use of some applications
e.g. “Open SSL”. Creating and signing certificates by official trusted authority’s not free of
charge. However you can choose to create your own private root- and server certificate,
there are many applications available to do this (e.g. Open SSL).

In this example we use the Microsoft Certificate Authority (CA) which we installed on the
same server as the IIS.

http://[IP addr.]/certsrv access.

If CA is installed after IIS then the CA will add the necessary add on to enable the

4. Creating a server certificate request file.

Depending on the used web server service or application, the procedure of how to crate a
certificate request can be totally different.

In this example we show the procedure of how to create the request file within the previous
installed I1S.

5. Signing the server certificate by the CA

The certificate request file needs to be signed, this can be done by an official authority or
by use of a private root- and server certificate. In this example we use the Microsoft CA to
sign the certificate request.

6. Import and activate the Server certificate

Once you received the certificate from a official authority or created your own, then you just
need to import and activate this certificate.

7. Setup the phone for HTTPS connection

On the phone you must configure the needed parameters to connect to the secure web
server either via the GUI, or over the web interface of the phone.

It is also possible to send the secure web server address to the phone by use of a DHCP
server (vendor specific information element), in this case it is best to name the XML files
on the secure web server as defined standard by the phones. The example below shows
the configuration via web interface.

8. Check and test the HTTPS connection

To be sure that the web server sends the requested file to the phone, or to verify the con-
tents of the XML files, you can simply use a web browser to do this. The web browser how-
ever must support XML.

10. November 2006
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9. 802.1X certificates in the XML configuration files

In case that the phone needs 802.1X authentication, is it possible to send the needed 802.1X
server- and client certificates to the phone via the XML configuration file(s). This allows the
phone to response at the 802.1X request from the Layer 2 switch, and to negotiate with radius
server to obtain a released port on the Layer 2 switch. The server Radius server CA certificate
is stored in the XML file in PEM format, and the client certificate is stored in binary 64 format
with pass phrase protection (B64). In the XML file(S) those certificates are XML items like all
other items. Cut and paste has to be used to create the data in the XML write items: “802.1x-
certificate” and “’radius-server-cal”.

Please refer to the ,,IEEE 802.1x Configuration Management* Administration Manual “A31003-
J4200-M100-*-76A9.pdf” for more information about 802.1X Authentication.

In SIP version 6.0.xx it is not possible to sent the Pass Phrase to the phone as a XML
item, for that reason must the certificates be encoded with a specific pass phrase which

is only known by some Siemens personal members.

In case that the content of the “system OR device-config-version” item changes

(Example from 1 to 2) the phone will reboot every time regardless of what item is
changed. This is because of the certificate included in the XML file E. g.

<Item name="system-config-version">1</Item>
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2 SETTING UP

2.1 Installing the web server

[IS is an additional package that can be installed Windows CD. Launch to the “Control Panel”
and select “Add or Remove Programs” and then select the option “Add/Remove Windows
Components”, from the list select “Internet Information Services”.

can be found directly, or under the group“ Application Group” (see below).

Depending on the Windows version the location of the IIS can differ, either the IIS

Windows Components Wizard

Windows Components
Y'ou can add or remove compaonents af Windows.

To add or remove a component, click the checkbow, & zhaded box means that only
part of the component will be inztalled. To 2ee what'z included in a component, click
Dretails.

LComponents:

ﬁ«ccessuries and hlities 49mMB =

& Application Server 334 MB

[B Certificate Se%ces 1.4 MB
[ E-mail Services 1.1ME
[] i Fan Sermvires 7AmR T

Dezcription:  Includes ASP.MET, Internet Information Services [[15], and the
Application Server Conzole.

Tatal dizk zpace required: 5.1 MB
Space available on disk: 9338.2 MB

< Back | Mest > | Cancel | Helm |

In the main mask of the “Windows Components Wizard” select “Application Server’ and
Click on “Details” => go to next screen.

10. November 2006
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Application Server |

To add or remove a component, click the check box. A shaded box means that only part
of the component will be ingtalled. To zee what'z included in a component, click Details.

Subcomponents of Application Server:

[ % Application Server Conzole 0.0mMB ;I
[] B A5PNET 0.0 Me
@ Enable network COM+ access 0.0Me
[ @ Enable network, DTC access 0.0MB

YE Intemet Information Sery 5] 26.9 MB

[ = bdeszage Queuin% .5 MB

[~

Dezcrption: 115 Includes 'Web, FTP. SMTP. and MMTP support, along with support
for FrontPage Server Extenzions and Active Server Pages [ASP).

Tatal dizk zpace required: 5.1 MB Details |
Space available on disk: 9335.2 MB
OF. I Cancel |

In the detailed list select “Internet Information Services” and here again “Details” => go to
next screen.

Internet Information Services (I115) x|

To add or remove a component, click the check box. A shaded box means that only part
of the component will be inztalled. To see what's included in a component, click Details.

Subcomponentz of [nternet Information Services [[15]:
[ <> Background Inteligent Transfer Service [BITS) Server Extensions 0.2MB =
< Comman Files 1.0MB

B8 File Transfer Protocol [FTF] Service 0.1 ME

O Q?FruntPage 2002 Server Extenzions 141 MB
% Internet Infarmation Sewices%nager 1.3 MEB
[ @Intemet Prifting 0.0ME
[ E3NNTP Service 10ME 7]

Dezcription:  Provides support to create FTP zites uzed to upload and download files.

Total dizk zpace required: 5.1 MB Details.. |
Space available on disk: 9839.2 MB
] I Cancel |

Select here at least “Internet Information Services Manager”, the “File Transfer Protocol” is
not needed to let your web server function for the Secure Download”.

The FPT application can eventually be useful to use as web server for the phones, e.g. music
on hold file, save IINI file etc.

Click “OK” to finish the IIS installation

10. November 2006
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2.2 Installing a Certificate Authority

Certificate Authority (CA) is an additional package that can be installed Windows CD. Launch
to the “Control Panel’ and select “Add or Remove Programs” and then select the option
“Add/Remove Windows Components”, from the list select “Certificate Authority”.

CA is only available on Windows Sever versions.This CA will be installed as a root
standalone CA.

Windows Components Wizard

Windows Components
Y'ou can add or remove compaonents af Windows.

To add or remove a component, click the checkbow, & zhaded box means that only
part of the component will be inztalled. To 2ee what'z included in a component, click

Dretails.

LComponents:

ﬁ«ccessuries and Utilities 49ME =
ﬁﬂ.pplicatiun Server 334 MB

™ [ Cerlificate Services 1.4 MEB
[ E-mail Services [% 1.1ME
[ s Fan Semvines 7AMR T

Dezcription:  |nztallz a certification authornity [CA) boiszue certificates for uze with
public: key security programs.

Tatal dizk zpace required: 5.1 MB Details |
Space available on disk: 9839.2 ME —

< Back I Mest > I Cancel | Helm |

In the main mask of the “Windows Components Wizard” select “Certificate Services” and
=> go to next screen.

10. November 2006
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YWindows Components Wizard

CA Type
Select the type of CA you want to zet up.

" Enterprize root L

£ Enterprize subordi
Of
™ Stand-alone subordinate Ca

Descrption of CA type
The most trusted Ty in a Ca hierarchy.

T o inztall an enterprize CA, Active Directary iz required; pou muzt alzo be a member of
the Enterprize Adminz group.

W Use custom setiings o generate the key pair and G4 certificate

< Back I Mext > I Cancel | Help |

Select here the option “Stand-alone root CA” and activate the option to generate the key pair
and CA certificate. and => go to next screen.

Windows Components Wizard

Public and Private Key Pair
Select a croptographic service provider [C5P), hash algonithm, and zettings far the
key pair.

LCSF: Hazh algarthmm:

ticrozoft Baze D55 Cyptographic Provider ;I mD4 ;I
| Micrazoft Enhanced Cryptographic Provider v1.0 MD5

:bdicrozoft Strong Creptographic Provider F
Schlumberger Creptographic Service Provider LI

[ &llow thiz TSP to interact with the deskiop K.y length:

|2I]48 vI

|mpart....
MS IS DCOM Server
Wiew Certificate |

[T Use an existing ke

™| Wze the certificate assaciated with this ey

< Back I Mest » I Cancel Help

10. November 2006
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Set the requested parameters as shown in the above screen. The length of the shortened if
wanted.

Windows Components Wizard x|

CA Identifying Information
Enter information ta identify this Cé.

LCarmmon name for this Ca:
|Phane><ML

Diztinguizhed name suffis:

Preview of distinguizhed name:
CH=Phones<kL

W alidity period: E xpiration date:

|5 I‘T'EEITS - l 29.05.2011 01:32

< Back I Mest » [_:I Cancel | Help |

Administrate a common name and the validly period for your CA => go to next screen.

Windows Components Wizard |

Certificate Databaze Settings
Enter lozations for the certificate database, database log, and configuration
information.

Certificate databaze:

Browse. .. |
Certificate databaze log:
IE:\WINDDWS Saypztemn 32 Certlog Browsze. .. |

¥ Stare configuration infermation ima shared folder
Shared folder:

|c:x|:;m:anng % Browse... |

[T Fresenve evisting certificate database

< Back I Hewmt = I Cancel Help
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If desired you can change the locations for the database file and others. => go to next screen.

Microsoft Certificate Services x|

] To complete the installation, Certificate Services must temporariy stop the Inkernet Information Services, Do you
[ want ko stop the service now?

Just click “Yes” here

Windows Components Wizard |

Configuring Components
Setup iz making the configuration changes you requested.

Y

Pleaze wait while Setup configures the compaonents. This may take
3 zeveral minutez, depending on the components selected.

Statuz: Copying files...

I

Helm |

< Back | Hest

All needed files will be installed

Microsoft Certificate Services |

T Active Server Pages (45Ps) must be enabled in Internet Information Services (1157 in order to allow Certificate
! Services to provide web enrollment services, Enabling A3Ps is a potential security risk and must be carefully
evaluated. You can enable ASPs later iF you choose not ko do it now, 115 must be manually reconfigured later to
enable this Functionality.
Do vou want to enable Active Server Pages now?

Yes |

[s

Select “Yes” to activate the Active Server Pages.

10. November 2006
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Windows Components Wizard |

Completing the Windows
Components Wizard

You have succeszsfully completed the Windows
Compaonents \Wizard.

To clogze thiz wizard, click Finizh.

Helm |

< Back

Click “Finish”

2.2.1 Creating a server certificate request file (CSR).

In this example no separate web site is build, we used the default web site in our example, if
you want you can of course first create a new web site and then execute all steps from your
created website.

Launch to the IS application and highlight the requested web site (default web site in example),
from there select “Properties” by clicking right mouse.

10. November 2006
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¥9 Fle Action  View  Window : ,
- Docurments | Directory Security

& = | | X | Wb Site | Performance |

HTTP Headers | Cuskorm Errors
ISAFI Filkers | Home Direckory

ti Internet Information Service] pefault Web Site Propetties 7| x|

?‘g Inkernet Information Services —Web site identification

=l 8 ¥ML-WEBSERVER (Jocal cor |

; Description: Default Web Sit
[+ Application Poals il I ihnsidendiits

B Web Sites IP address: I(.ﬁ.ll Unassigned)

-4 Default ek Site
> g TCP pork: I &0

—J;; CertSry

5oL pork: | 443

j Advanced, .. |

_“ CertControl

- g CertEnrall [~ Conneckions

F- ) FTP 5it
B e ¥ Enable HTTP keep-alives

----- | Web Service Extensior Connection timeout: I 120 | seconds

—Iv Enable logging

Active log Format:

I'-.-'-.I'SC Extended Log File Formak

j Fropetties. .. |

q il

O |

Cancel | Apply

Help |

In the “Web Site” tab of the properties page administrate the port number you want to use for
“SSL port’, Standard secure web server port is “443”. If you want you can also deactivate the

“TCP port”

10. November 2006
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¥8 Fie window
e =» | @@ X |

-F'J Internet Information Services
=50 ¥ML-WEBSERVER (local cor
_,_J Application Pools
B ) Wweh Sikes
- =4 Default web Site
v‘}g CartSry
B+ g CertControl
; - g CertEnrol
----- | web Service Extensior
- FTP Sites

Ackion  Wiew

l | Eli

E Internet Information Serviced pefault Web Site Properties [ 2]

Performance |
Directory Security

webSite |
Documents

ISAPI Fiters |
HTTF Headers |

Hame Direckory |
Cuskom Errors

—Authenkication and access control

Enable anonymous access and edit the

w authentication methods For this resource, B |
—IP address and domain name restrictions
Grank of deny access ko this resource Using
IP addresses or Internet domain names.
Edit... |

[~ Secure communicakions

Require secure communications and
enable client certificates when this
resource is accessed,

Server Certificate. .. |

Wiemw Certificate. .. |

Edit... |

O |

Cancel |

Appfy | Help | J

In the “Web Site” tab of the properties page click on the “Server Certificate” button.

S,

A

Welcome to the Web Server Certificate Wizard.

Welcome to the Web Server
Centificate Wizard

Thiz wizard helps you create and administer server
certificates used in secure Web communications
between your server and a client.

Statuz of your Web Server:

r'ou have a certificate installed for the selected
server. Certificate Wizard will help you to manage
this certificate.

To continue, click Mext.

< Back

Cancel |

Click “Next” to start the Certificate Wizard
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I15 Certificate Wizard
Server Certificate
These are the methods for azzigning a certificate to a'Web zite.

Select the method you want to use for this web site:

e Lreate a new certiicate;

{~ Aszsign an existir&ertificate
" Impaort a certificate from a Key Manager backup file.
{~ |mport a certificate from a .pfx file

= Copy or Move a certificate from a remate server site to this site.

¢ Back I Mest » I Cancel |

Select the “Create a new certificate” option here.

115 Certificate Wizard

Delayed or Inmediate Request

Y'ou can prepare a reguest ko be gent later, or pou can send one
immediately.

Do you wart to prepare a certificate request to be sent later, or do you want to send it
immediately ko an online certification authority?

0 {Prepare the request now, but send it later

" Send the request immediately ta am online certification authorit

< Back I Mest » I Cancel |

Select the “Prepare the request now, but send it later’ option here. => click next
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II% Certificate Wizard

Hame and Secunty Settings
'our new certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be easy for you to refer to and
remember.

M ame:
Default 'Web Site

The bit length of the encryption key determines the certificate's encryphion strength.
The greater the bit length, the stronger the secunty. Howewver, a greater bit length may
decreaze performance.

Bit length: I 1024 vI

[ Select ciyptographic service provider [CSP] for this certificate

I~

< Back I Mest » I Cancel |

Define the mane of your certificate and the length of the key. => Click Next.

IIS Certificate Wizard E |
Organization Information

Your certificate muszt include information about your organization that
diztinguizhes it from other organizations.

Select or type your organization's name and your organizational unit. Thiz iz tppically the
|egal name of your organization and the name of your divizion or department.

For further infarmation, conzult certification authority's ‘Web site.
Organization:
ISiemens j

Organizational unit:

||3vs| ﬂ

< Back I Meut » I Cancel |

|2

Administrate the “Organization” and “Organization unit’. => Click Next.
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I15 Certificate Wizard
Your Site’s Common Hame
Your Web site's common name iz itz fully qualified domain name.

Type the common name far your site. [ the server iz on the Internet, use a valid DMS
name. If the zerver iz on the intranet, you may prefer to uge the computer's NetBIOS
name.

|f the common name changes, you will need to obtain a new certificate.

Common name:
'webserver =ML

¢ Back I Mest » I Cancel |

k-
Administrate the “Common name” => Click Next.

IIS Certificate Wizard

Geographical Information
The certification authority requires the following geographical information.

Country/Hegion:
|E|E [Belgium] i

State/province:
IEIrusseIS j

City/locality:

IHuizinger‘ j

State/province and City/locality must be complete, official names and may not contain
abbreviations.

¢ Back I Mest » I Cancel |

e

Administrate the “Country” and “State” and “City”. => Click Next.
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IIS Certificate Wizard E |

Certificate Request File Name

Your certificate request iz zaved az a text file with the file name you

zpecify.

Enter a file name for the certificate request.

File name:

Iu::'\KM Licertreq,tat

< Back I Meut » I Cancel |

Administrate the destination path and file name of your request file => Click Next.

IIS Certificate Wizard E |

Request File Summary

¥'ou have chogen to generate a request file.

T o generate the following request, click Mest.

File name:  c:\smlcertreq. t«t

‘r'our request containg the following information:

|zzued To ‘Webserver-ML
Friendly Name Default ‘Web Site
Country/Region BE
State / Province Bruzzels
City Huizingen
Organization Siemens
Organizational Unit GYS
< Back Cancel |

I,

Check the parameters, and if all is ok => Click Next, otherwise go back and correct.
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IIS Certificate Wizard |

Completing the Web Server

@ Centificate Wizard
N

You have successfully completed the Web Server -
Certificate wizard. A certificate request was created and
zaved to the file:

chemlcertrea. bt
Send or e-mail this file to your certification autharity,

which will zend you a response file containing your new
certificate. j

To close thiz wizard, click Finish.

< Back Cancel |

Press “Finnish”

The result of this action is that you got a Certificate which needs to be signed by a trusted au-
thority (CA).

See an example of the contents of such a request file.

MITIDRzCCArACAQAWLDELMAKGA1UEBhMCQKUXETAPBgNVBAGTCEIYdXNZZWxzMRIwW
EAYDVQQHEw1 IdW1 6aW5nZW4xEDAOBgNVBAOTBINPZWI1 1 bnMxDDAKBgNVBASTAOAW
UzEWMBQGA1UEAXMNV2Vic2VydmVyLVhNTDCBnzANBgkghkiGOw0BAQEFAAOB] QAW
gYKCGYEALIK2TpVPSWrO822B1i YOiNtuoMi j1EPT jGxsPpfhe32SEEQAYVNM2 gxtN
ulwOkzEOYOss1ipyKeABgxrtgodVdi5Dki3aEzil1UvTsshO5Mgwvdckhe9jQCCA
hvbGpCb8+VIJgjxwRIcP7w6 JNFXEfBMMcasD3w75S+dfWANj snkECAWEAAACCAZKw
GgYKKwYBBAGCNWOCAZEMFgol1lj TuMzc5MCAyMHSGC1 SGAQQBgj cCAQAXbTBrMALG
A1UJDWEB/wQEAWI ESDBEBgkghkiGOw0OBCQ8ENZAIMA4AGCCgGSTb3DOMCAgTIAGDAO
BggghkiGO9wODBAICATIAWBWY FKw4ADAgewCgYIKoZ ThveNAWCWEWYDVR0 1 BAWWCgY T
KwYBBQUHAWEwg £ 0GC1sGAQQOBg ] cNAgIxgedwgesCAQEeWgBNAGKAYWBYAGSACWBY
AGYAJAAGAFTAUWBBACAAUWBDAGIAYQBRUAGAAZQOBSACAAQWBYAHKACABOAGBAZWBY
AGEACABOAGKAYWAQAFAACOBVAHYAQQBKAGUACgOBiQAAAAAAAAAAAAAAAAAAAAAL
AAAAAANAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANNAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAANAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAMAOGCSOGSIb3DOEBBQUAAAGBAKIX1i8r0O
HKFvk5F4gDQVFDTE3G/3T119G6yP4FdxDedeMWIuz5DFI6RD1t9Q2d4xTIDVSZEV
WbCROsqyzyTp0Oz20NhkxhoQa48jSOOYCEWBIHCQYN3Z5gMITAESO+NDVKZVKR31r
VEVPROJPG+92 f6YNUOaUUGSEOHY13yStUbw+
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222 Signing the server certificate by the CA

Launch to the CA

{& Certification Authority

File Action Yew Help

SETTING UP
Installing a Certificate Authority

€5 |EEFRB (2> =

@ Certification Autharity (Local)

El@ PhonexML
-] Revoked Certificates
‘[ Z]) Issued Certificates

----- (23 Pending Requests

------ [ Failed Requests

Refresh
Properties

Help

Stark Service
Stop Service

Subrnit new request. ..

Backup Ch. .. l’\%
Restore CA...

Renew CA Certificate. ..

In the right panel select the root CA, right click on the “Phone XML” and select “All Tasks” =>

“Submit new request”.

Open Request File

Lok jn: | &g Local Disk )

x| = &3k E-

(7] x]

CAConfig

Inetpub
Program Files
WINDOWS
wmpub
certreq.bxk
ourcerk, bxk

wrnlcertred., bk

by Documents

"

by Computer

Documents and Settings

File narne: I:-tmlu:ertreq.t:-ct

Files of bype:

IHequest Files [*.req; *.tat: ®.cmc; *.der]

El
=

Open

Cancel

It
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Launch to the CA request file and press “open”

The “xmilcertreq.txt” file is the request file previous created in IS

{5 Certification Authority

File  Action Wew Help

«= | Ba@m DB 2

@ Certification Autharity (Local) Binarv Request Request Status Code
- PhonexmL = i
(21 Revoked Certificates Al Tasks # View Attributes/Extensions. ..
ifi Export Binary Data. ..
g Issu;d Certificates Refresh P nary
= e, | o
ailed Requests Help fig h

Once the request file is imported select “Pending Request” in the left panel, this will list the
previous imported request. On the right panel select your request and choose “All Tasks” by
pressing right mouse and select “Issue”

{3 Certification Authority

File  Action Wiew Help

= = | | | 2
@ Certification Authority (Local) Reque... / | Requester Name | Binary Certificate | Certificate Template | |
=5 PhonexmL &l XML-WEBSERVE,,,  ----- BEGIN CERTIFICATE-—-— MIIE...

i 7] Revoked Certificates

“i=5] Issued Certificates

(27 Pending Requests

= View Attributes/Extensions. ..
------ Failed Requests

Export Binary Data. ..

Refresh

Revoke Certificate l"\é

Help
R et AT |

After the request file is issued select “Issued Certificates” in the left panel, this will list the is-
sued certificates. On the right panel select your certificate and choose “All Tasks” by pressing
right mouse and select “Export Binary Data”
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EportomaryData |

'ou can export only the binary data for the columns dizsplayed in
the detail: pane. To add a column to the details pane, on the
Wiew menu, click Add/Remove Columnsz.

LColumng that contain binary data:
Binary Certificate j

E xport options:

™ Wiew formatted text version of data

% Save binary data to a file
0k I Cancel |

[
Here choose the “Binary Certificate” and “save this to binary file.

If wanted you can also view the certificate by selecting the option “View formatted
text version of data”.

Save Binary Data ﬂ E
Save jn: I‘uf Local Disk [C:] j A 5 B3

Kz CAConfig
[ElDu:u:uments and Settings
i Inetpub

|CIProgram Files

| WINDOW'S

|y wmpub

certreq.bxt
u:uuru:ert.u:er

aurcert, txk
xmlcertreq. bxt

by Do

My Computer

File name: I:-:mlu:ertreq.u:erl

Lef Lo

Save
Cancel

i

Launch to the directory where you want to save your exported certificate and save this certifi-
cate.

Save az upe: |£1II Files [*.7)

Use as extension of your file “cer”, this is the standard extension for certificates files.
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223 Import and activate the Server certificate

Launch to the IIS application and highlight the requested web site (default web site in example),

from there select “Properties” by clicking right mouse.

Default Web Site Properties E3 |

Wweb 5Site | Performance | ISAPI Filters | Home Directory
Documents Direckory Security | HTTP Headers I Custom Errors

—Authentication and access contral

Enable anonymous access and edit the
% authentication methods for this resource. Edit... |

e

—IP address and domain name restrictions

Grant or deny access ko this resource using
IP addresses or Internet domain names.

Edit...

—Secure communicakions

Require secure communications and
C_:@ enable client certificates when this
. resource is accessed,

Yiew Certificate ',

Edit... |

[o]4 | Cancel | Al | Help

Select the “Directory Security” tab and press the “Server Certificate” button
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Welcome to the Web Server Certificate Wizard.

Welcome to the Web Server
Centificate Wizard

Thiz wizard helps you create and administer server
certificates uzed in secure Web communications
between your zerver and a client.

Statug of pour Web Server:

Y'ou have a pending certificate request. Certificate
Wizard will help you to process the rezsponze from a
Certification Authority or ta remove this pending
request.

To continue, click Mest.

< Hack

Cancel |

On Wizard screen press “Next”

115 Certificate Wizard

Pending Certificate Hequest

A pending certificate request iz a request to which the certification
authority haz not pet responded.

A cerificate request iz pending. What would pou like to do?

¥ Process the pending request and install the certificate

" Delete the pending request

< Back I Mest » I Cancel |

Select the option to “Process the pending request and install the certificate”
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1IS Certificate Wizard =]l

Process a Pending Request

Process a pending certificate request by retrieving the file that containzg
the certification authority's responze.

Enter the path and file name of the file containing the certification autharity's response.

Path and fille name:

C:\wmlcertreq. cer Browse. .. I

< Back

Cancel |

Launch to the location of your certificate file, and press “Next”.

1IS Certificate Wizard E3 |

S5L Port
Specify the SSL port for thiz web site.

55 port thiz web site should use:

< Back I Mest » ! Cancel |
L

Administrate the “SSL port” your will use and press “Next
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I15 Certificate Wizard

Certificate Summary
You have chozen to install a certificate from a responze file.

To inztall the following certificate, click MNest.
File name: C:\wmlcertreq.cer

Certificate details:

lzsued To Webserver+<hL
lzzued By PhonehL
E wpiration D ate R/31/2007
Intended Purpoze Server Authentication
Friendly Mame Default 'Web Site
Country/Region BE
State / Province Brussels
City Huizingen
Organization Siemens
Organizational Lnit GWS
¢ Back Cancel |
™
Verify the certificate and press “Next
IIS Certificate Wizard

Completing the Web Server
% Certificate Wizard
X

Y'ou have successfully completed the \Web Server
Certificate wizard.

A certificate iz now installed on thiz server.

If you need to renew, replace, or delete the certificate in the
future, you can use the wizard again.

To cloge thiz wizard, click Finizh.

Press “Finish
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2.3 Setup the phone for HTTPS connection

Browse to the phone URL and launch to the “administrator” page.

s Configuration management...
o Settings
o Check for updates
o Errar Log

In the administrator main menu select “Settings” of the configuration management.

Configuration management settings

Auto-discovery has selected HTTPS as the download mechanism;
A administration changes to fields marked with an asterisk (*) have been

locked out.

Deployment service (DLS) (Mot in use]
IP address or DNS name: |D.EI.EI.EI S

Paort: I2D &

Secure configuration download (HTTPS) (In use)
IP address ar ONS name: |1D.23.13.252 =

Port: Idd3 &

File path for URL: |/

Non-secure configuration download (FTP) (Mot in use)

In the “Secure configuration download (HTTPS)” section you need to configure the web server
“IP address or DNS name”, of the secure web server.

The “Port” number as configured on the web server, 443 is the standard HTTPS port number.

The “File path for URL” is the path where you XML files are stored, in case that the XML files
are stored on the web server root address just enter “/” , in all other cases the to administrate
path is the path starting from the server root path.

This configuration can also be provided by a DHCP server by use of “Vendor Specific Informa-
tion Element” and/or “Vendor Classes”. In this case the provided information by the DHCP serv-
er cannot be changed via GUI or WEB (see example of settings above).

See format of vendor specific information element: “https://[base URL of link on Download Web
Server][:Port#]
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Common settings (HTTPS and FTP)

Caonfiguration file name: |opd20ady_conf
Configuration file type: | xml
After registration, check for updates every: |BO0 seconds [0 = don't check)

If registration fails, check for updates every: |350 seconds

Authentication enabled: [ ]

The Configuration file name” is the name of the “device file” without extension. The “User file”
must not be configured because the user file name has the same name + the MAC address
(see the XML documentation).

The “Configuration file type” is the extension name of the file (standard “xml”).

The ,Authentication Enabled flag will enable the phone to download- and to synchronise with
the configuration files upon a SIP NOTIFY (check_sync) message. This flag should only be ac-
tivateed if your SIP provider support this function.

The “Configuration file name” and “Configuration file type” cannot be provided
by DHCP.
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2.3.1 Check and test the HTTPS connection

To Test the XML webserver you need to open a browser, and launch to the IP address as ad-
ministrated in the “administrator” page, when typing the correct file names you must be able to
see the contents of the XML files.

The URL to type is:
e https:// [IP XML web server]/[Name of config file +extension] for the System file, and
e https:// [IP XML web server]/[Name of config file[MAC addr] +extension] for the device file.

When submitting the requested URL you will receive a security warning message in your
browser Click “Yes” to proceed. You just receive this message because the typed URL don’t
match the administrated URL of the certificate. If this works you can be sure that the web server
works and the files are present.

See example below.

Datei  Bearbeiten  Ansicht  Eavoriten  Extras ¢

SRR - 7
lick = frc et | ¥ J Bt i i <3 -
Furiick: : Ixj I:.h] Il | Suchen g Favariten 6- Se=
Adresse @ tbps: i = F

<7aml wersion="1.0" encoding="utf-8" 7>
- «<Message>
zActionzWriteltems</Actions

- =ItemList=
<Item name="system-config-version">2006.05.01 07:00:00:004 GMT</Item:
<Item name="admin-pwd"=123456</Ttem:
<Item name="system-description">XML Secure Link</Ttem=>
<Item name="dns-server-addr'>10.23.11.140</Ttem:
<Item name="port1"=0</Ttem:>
<Item name="port2"=0</Ttem:>
<Item name="sntp-addr'=10.23.9.254</Ttem:=
<Item name="sntp-tz-offset"=60</Ttem=
<Item name="daylight-save"=true</Item=>
<Item name="audio-mode"=0</Ttem>
<Item name="audio-compression"=0</Ttem:
<Item name="audio-packet-size">1</Ttem:>
<Item name="config-periodic-timer">=600</Ttem:>
<Item name="config-retry-timer'>360</Item>
ZItem name="voice-mail-el64" /=
<Item name="emergency-el64'>=111</Ttem>

</TtemList=
</Message» I

@ S ......... ......... ......... ......... é ‘?} o

b

10. November 2006
2-24 XML and/or IEEE 802.1x certificate over secure link, Administration Manual



SETTING UP
802.1X certificates in the XML configuration files

24 802.1X certificates in the XML configuration files

item, for that reason must the client certificate be encoded with a specific pass

In SIP version 6.0.xx it is not possible to sent the Pass phrase to the phone as a XML
phrase which is only known by some Siemens personal members.

Like all other XML items are the certificates normal items, however every time that the "con-
tents" of the XML file change will this lead to a restart of the phone. That's because the XML
parser in the phone will restart if it detects a certificate. Therefore it is advisable to put the cer-
tificates in the "System wide" file because in normal operations the contents of that file will not
change so frequently as the "Device file".

The server certificate must be created in PEM format, and the client certificate in binary 64 for-
mat. The client certificate must be encrypted with the build in pass phrase of the phone. This
client certificate can therefore only be converted to B64 format by Siemens personal.

If the customer wants an 802.1X client certificate then he needs to hand over the Client certif-
icate in PK12 format together with the pass phrase. This client certificate needs to be converted
to the requested B64 format with the phone build in pass phrase, and can then be handed over
to the customer again.

This conversion will be done in three steps by using “OpenSSL” and can only be done by Sie-
mens personal (see note)

1. Read the PK12 file and convert to PEM (here we need the customer PK12 password)
OpenSSL> pkcs12 -in [Delivered customer certificate filename] -out certconv.pem

2. Convert the PEM back into P12 but with the Phone build in Pass Phrase
OpenSSL>pkcs12 -export -in certconv.pem -out certnew.p12

3. Convert the P12 with the phone Build in Pass Phrase to the requested B64 format.
OpenSSL> base64 -in certnew.p12 -out [Customer requested filename].b64

See the XML items containing the certificate(s).

This is an example of the server certificate in PEM format

<Item name="radius-server-cal">----- BEGIN CERTIFICATE-----

MIICrDCCAhWgAWIBAgIJANV25GBRph+iMAOGCSOGSIb3DQEBBAUAMIGKMQsWCQYD
VOQGEWJERTEPMAOGA1UECBMGOME5ZXJuMQ8wDQYDVQOHEWZNAWSpY 2gxEDAOBgNV
BAOTBINPZW]1 1bnMxEzZARBgNVBASTCIN5Cc3R1DLXR]1 c30xDzANBgNVBAMTBkx1 ZHdp
ZzEhMB8GCSQGSIb3DQEJARYSTHVkKA2 InTLinNpZW1 1bnMuY2 9 tMB4XDTAIMDYWODAS
MTkOMFoXDTA2MDYWODASMTk OMFowgY sxXCzAJBgNVBAYTAKRFMQ8wDQYDVQQTI EwZC
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YX11cmdxDzANBgNVBACTBK11bml jaDEQMA4GA1UEChMHC2 1 1bWVtczEUMBIGALUE
CxMLZW5naw5 1 ZXJIpbmcxDzANBgNVBAMTBNN1 cnZlcjEhMB8GCSGSIb3DQEJARYS
C2VydmVyQHNpZIW1 1onMuY2 9 tMIGEMAOGCSGS T3 DQEBAQUAAAGNADCBIQKBgQCa
JFaQWTgGOuwzb3 9NDj FnkomTFA6+8I 1xKmbyTg+UbaW3RX88awnl1JbOcMH7s0z0kk
NkxBQO/ErnvMlwPEk11Lx4oexz+gpk63hlbi6jUs/ovraYyCl/sDgihXR61dyHya
hiAfkZRzpdclrPzFtdX3ENES2 j8KTAgdY 0oWzZabbUwIDAQABOXCWFTATBgNVHSUE
DDAKBggrBgEFBQcDATANBgkahkiGOwOBAQQFAAOBgQAhbrt PB4 0v6xGrdfYDyy2s
nUBj sHhyB5yRIcZb2LX5aK9DmFPSF93Xj20XVOrQKIgsQjmnAidkPXQyNNNcYv4 I
NO06U7jy2YAnNdkIFX+1ihQfnASKzGYeVN2FMTh3RFVPF94HwNt1ryljdzal2yw]j/h/g
keRyV/blKtcJeexS6kZ0O1lg==

————— END CERTIFICATE-----</Item>

This is an example of the client certificate in B64 format

<Item name="802.lx-certifi-
cate">MIIGgQIBAZzCCBMBGCSGSIb3DQEHAaCCBMAEggZcMI IGWDCCALcGCSgGSIb3DOEH

BgCCAOgwggNEAGEAMI IDPQYJK0Z ThveNAQeBMBWGC1gGS Ib3DOEMAQYwDgGQI2IDu
BBdjnd4CAggAgIIDEEGIOW263SA2VIMYUHeUl 1JTJ6BoMVk1B3g6+rixOMCEnR70a
ajonldpP2Z7IPXLINRZIQIQKVZrxXogrpR/v7INV+TSiOWRVgQH6NYo /AmKQlertFbde
ZYkBIkszjt2S9C9DhD/ACuZHw3cmHb3N3ygkQ6gjPwXFylfeYYuoasoxadn36Dr7
gubCcPEOG1B/EIem67I70BI9BlbuWYGd/ 9aLX+G0mgoDDH2 sx5gAUINLR7XNw3 2A4
+HHFGzP/1f0LCfTIad7fKO9QAw]DgsPesINE+cCBOgpG8kHH4AVyv1uvDl2xhs /Jomz
Rvc5S83d2gg/ /tc3nSS3TBODovdu8TDLTDk3J160ZEKI1F8Y+N2sk6VbCV0exOIP
1MsgYLKQzSXYxdhY5bmzeIwKkQuMzQOMSz+LUIN]j Yk3R1KCpifZlbrtzXveyPvom68
HCUU10SUSfCVKG1xjUH+UTXtsgkbpGvGQSNII 1mYhjB+WJI5ZAeHac0bJIodYS2yt
OHOXiaRxeAX6QgcjSjlIeGmSCyMy8JuGH4ALzIghvYz3p2AKYnIryYxMAQQlaoQlx
w71E2g9+PHspogtp2sU0jVsUFgkeSHob6pcSEWZUtYElvekiWo3 PE1njBaSrt+0bxu
VEQC7Ez1mBCcpVudPIdbCjbHZPOxtucisdBIG6QnUnendzgXnl ShOCM2XYZJE]6m
PcZNkzCSRU98XB7KzoGFOotgsen8Jo+91UEelEeLl.7dkCgl fzajGzwcmIFYpUMEhO
Mw8g2WIjuAe3BiMnhTIrNBf1KpJrL5e8R70Jtz3b95YHKRCDNtKAycJC1zD0OfCi
COAX4AWDN/37H1+pWoO61HUl+Z7VgjNBBfaddtltlLxlZc/+sohBVet tKDF+0/05ws
£3MBOb8kgyHouQOMOYg5wYvTeQKWo0eJ5ElszIZYfc7KOMSr1p06wkt+Rgqu2560Q
91b0acoBBE96jRYZY8aYzuXbYcIuR+phDV3tgdAOs]jLiWwIa40ZNgel55hzf7aT3Wh
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xCVrpywes80CdBHodg6 IMLP6 ] Py4UfXHcicKSx0wggL5BgkghkiGO9w0BBwWGgggLQ
BIIC5jCCAuIwggLeBgsghkiGO9w0BDAOBAQCCAGYwggKiMBWGC1igGSIb3DOEMAQMW
DgQIcRC43gul fROCAggABIICOCsL2VkVatmTyQx0732cstmsWTOHStSTI57Z09smD
kgtQrJ611n35+dK/FBUngsvKuHCPScP4nl.SZ4a50Nt40cuz fnl PJvdggPgd SOtMU
5ysq9dvH4xxvGi9/SzxyksrfQHroap4gZ5CAj t InMFmulw+GHhneEJdOZZ0zmOCQ1
0rt98pJ5g08LIIfmObpHBrsrEgHAeSCavjdlgPIJWBmbb+5Q1EPQBgZDK764zJxka
9ibYabgng+Ecqg/6UODBUN6KS8gONSMabxAkS+/S1IKCNwjkQzp07jy7bwSdL6er1ewM
HzGFaDBlhRrcCnNH/sBfyE128R81ixuBCv2GeUAQotipUg7CY/tDEA3MIfn8537MG
15Ctt8vK+314LJJzmmgkk0juYaN2BapadlaDZroVsxxkNtFjrDBMhIXDgBOPZTr £
XoyWeX/5zHIb5FNapW/VOJIgbGg9Ch4 irK/VgfismMNY fksy+VM+sDS5fUnsMOBEQ
weraQPcwt zMwbCmaHJuS7YAKWDgk 7QbeHC6 YNUNUPQPSctGXL2GhTYugSz tH/ Znp
BkiX37jSh8XV35X2fg5QHGt 0Ee36y1SzDeM+UZHzh8ML1RX7RMVebeusVEN5SuBcLuU
hnIHUJg8hyp6LK8MF5JAAHKZ0mZ0N1sOdnj808dr+g/E1OAL5 fLWXFMrZBkYQDPt
z79gGSGkh0a8s6mCuyNevnw2eoMkayszrmTNaiFOptekdf3iWThjx6XtVOrlougO
ob8SfiMgKEZLE6HWSm+KVeeA2 PAGEVDIUJ I iWnpdhbTT] TXEpKARNY +NUFKGE4XiR
T5Ttxw3QP1BePjG06a0UP6z3m2aQiJX2RQ0AtxvyIMIkjegxITAjBgkghkiGOw0B
CRUXFgQUoOTCMpc4uJFAVNVO/ENUBxDCVVY swMTAhMAKGBSsOAWIaBQAEFOz /1 0MI
/CW+QKABt I Zvuo5TD2 j8BAgB67Z/ fgKb2egICCAA=</Ttem>
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3 Abbreviations

Abbreviation
DHCP
DLS
DNS
EAP
EAPOL
FTP
IAS

IS

IP
PEAP
RFC
TAP

TLS
TTLS
VID
VLAN

10. November 2006

Definition

Dynamic Host Configuration Protocol.
Deployment and Licensing Service

Domain name server

Extensible Authentication Protocol
Extensible Authentication Protocol Over LAN
File Transfer Protocol”.

Internet Authentication Service

Internet Information Server

Internet Protocoll

Protected Extensible Authentication Protocol
Request For Comments; A IETF Protocol Specification

Techniker ArbeitsPlatz (Meist ein speziell mit Soft- und Hardware ausgestat-
tetes Notebook des Technikers.)

Transport Layer Security
Tunneled Transport Layer Security
Virtual LAN ID

Virtual LAN
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