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History of Changes

Date Issue Summary

04.08.2026 1.0 initial version for OpenScape Business V4

Note: The basis for this document is the current OpenScape Business. Since OpenScape
Business is constantly developed, input masks and interfaces as well as requirements may
change in the future. The settings and entries described here then apply accordingly.

Comments and corrections are welcome, please contact: osbiz-certification@mitel.com

Disclaimer:
Microsoft Branding, Pictures and Icons in this document might be under copyright of Microsoft.

The Microsoft examples in this document give a rough overview of needed components in a basic
setup and require individual verification for customers need.

Settings and configuration might change due to different Software versions.

Please note:

Microsoft is a 3™ party product. Mitel offers data interworking capabilities for Microsoft with a
technical description of how to configure the OpenScape Business.

Mitel doesn "t deliver any administration services for Microsoft.
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1 E-Mail Forwarding

The instructions below will cover the necessary steps to configure E-Mail Forwarding using the
OAuth 2.0 authentication method with Microsoft Office 365.

OpenScape Business uses postfix to connect to an exchange server (relay server) to send email
notifications to required recipients. Till now this has been done using the basic authentication
scheme. Microsoft will obsolete the basic authentication method to all its Exchange Online
Servers in favor of the OAuth 2.0 authentication scheme.

The configuration is split into two parts. The 1t part covers the registration of the application in
the Microsoft Entra ID Directory portal; the 2™ part will show how to create the E-mail forwarding
in Admin portal (WBM) using the information from the previous part.

Hint: SMTP AUTH must be enabled at least for the used service account (this is often disabled
organization-wide). Refer to: Enable or disable SMTP AUTH in Exchange Online | Microsoft Learn

1.1 Register the Application in Microsoft Entra ID

Using Microsoft OAuth 2.0 authentication to send emails from OpenScape Business requires a
Microsoft Entra ID Application defined in the same tenant as the user you are trying to send
email as belongs to. Open the browser and go to the Microsoft Entra ID Directory admin center
and login with your Administrator account: https://aad.portal.azure.com/ go to Entra Id:

Azure services

L e 13
§ “u) J ‘ moo n %
| § C & A (13
Create a Microsoft Entra Subscriptions Cost App Services Quickstart Foundry Kubernetes Virtual More services
resource D Management... Center services machines

and select "App Registrations":

(i ) FMU.lab | Overview

= 3

O overview
0 Preview features
#. Diagnose and solve problems
' Manage
AL Users
& Groups
B External Identities
A, Roles and administrators
B Administrative units
b Delegated admin partners
@ Agents
iif Enterprise applications
[} Devices
i% App registrations

(&) Identity Governance
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https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fexchange%2Fclients-and-mobile-in-exchange-online%2Fauthenticated-client-smtp-submission&data=05%7C01%7Cosbiz-certification%40atos.net%7Cdc1b81eafea64b4e556308db48a5c67a%7C33440fc6b7c7412cbb730e70b0198d5a%7C0%7C0%7C638183649390096117%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000%7C%7C%7C&sdata=T5cfvhac9Ylac8%2FvhGqssqyaRgX6mvAWCf3NovTMDwY%3D&reserved=0
https://aad.portal.azure.com/

On the top, select "New Registration" and on the new application registration page

Give it a Name
On the "Supported account types" section, select whatever option suits your use case.
This option restricts who can authenticate using this application. In the example below,
the most permissive option is selected (depends on customer needs).

e Leave Redirect URI empty

* Name

The user-facing display name for this application (this can be changed later).

| TEsl—AppffDrfDucumentaﬁonl i

Supported account types

Choose the account types that can use this application or access this API

Single tenant only - FMU.lab ~ Help me choose

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

select a platform v ‘ ‘ eg. https:/fexample.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies '

The same application can be used for all services if the respective
Microsoft API permissions are assigned and granted.
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At the end of the process, Microsoft Entra ID will present some information about the newly
registered application. At this point take note of the “"Application ID” (also known as client ID)
and “Directory (Tenant) ID”, as that information will be used to double-check the second part
of this configuration:

i Test-App-for-Documentation

£ Search @ Deactivate Tfﬂ Delete @ Endpoints F=l Preview features
i Overview
/\ Essentials
& Quickstart
Display name : Test-App-for-Documentation Client credentials : Add a certificate or secret
#" Integration assistant
Application (client) ID : APPID-123456 Redirect URIs : Add a Redirect URI
- Diagnoseiand:salve:praclems: Object ID : 74919187-2ebd-4ee7-9cda-ea6306d6c8Lf0 Application ID URI : Add an Application ID URI
v Manage Directory (tenant) ID : yourtenant.lab Managed application in I... : Test-App-for-Documentation
£ Branding & properties Supported account types : My organization only State : ° Activated

—3 Authentication (Preview)

Cortificates & sacrets Get Started  Documentation

| Token configuration

5 APl permissions Build your application with the Microsoft identity platform

In the menu above on the left Sidebar under the Manage subsection, select "Authentication". In

the Authentication menu, under "Advanced Settings" enable the Device Code Flow. Don't
forget to save your changes.

) Test-App-for-Documentation | Authentication (Preview) # -

B overview

44 Quickstart
) Welcome to the new and improved experience for authentication. To switch to the old experience, please click here.

;,' Integration assistant

# Diagnose and solve problems
Redirect URI configuration Supported accounts Settings
~ Manage

== eranding & properties Web and SPA settings

@ 1% you are not building a web or SPA application, web and SPA settings are non-applicable. Web and SPA settings will stay hidden until you add
-3 Authentication (Preview)

Allow public client flows Learn more

c Enabled

App instance property lock Learn more
Configure the application instance modification lock. Configure

Certificates & secrets
{I! Token configuration
- APl permissions

& Expose an API
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In the sidebar, select "API Permissions". To add permissions for your app, select Add a
permission — Microsoft Graph API — Delegated Permissions — Search for the required
permissions:

perauLr omecrory &9

» Test-App-for-Documentation Request APl permissions X
o Test-App-for-Documentation | APl permissions =

Home > Default Directory

P se: « O Refresh | A7 Got feedback?
B ovenview What type of permissions does your application require?
& Quickstart
A Starting November Sth, 2020 end users will no longer be able to grant consent to newly registered multtenant apps without verfied publisk | - Delegated permissions Application permissions
A Integration assistant Your application needs to access the AP1 a5 the signed-in user. Your application runs a5 a background service or daeman without a
sgnedin uzer,
Manage
[ RN quired eslomn thows (on, Hewaver, uzer conzant can be customized par permizsial
B granding & properties Select permissions expand al
D Authentication Configured permissions R sMTe.send . I
Certificates & secrets Applications are autherized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of co 4

all the permissions the application needs. Learn more about permissions and consent 5
11} Token eonfiguration @ The “Admin consent required” column shows the default value for an organization. However, user esnsent ean be customized per
permission, user, or 3pp. This column may not reflect the value in your organization, o in organizations where this app willbe used. Learn
I > 4Pt pemnissions I + Add a permission |/ Grant admin consent for Defautt Directory e

@ txpose an API API / Permissions name Type Description Admin consent requ.
i App roles “ Microsolt Graph (1} permission Admin consent required
& owners UserRead Delegated  Sign in and read user profile No [
4, Roles and administrators

2 SMTPSend @ T
M Manifest To view and manage permissions and user consent, try Enterprise applications. Send emails from mailboxes using SMTP AUTH. 0

Support + Troubleshooting

& Troubleshooting

& New support request

raapermecons_|

The required permissions for OpenScape Business E-mail forwarding are:

e SMTP.Send
e offline_access
e oOpenid
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Additional configuration: If you are a subscriber of Office 365 Exchange Online and want to
enable user sign-in for Exchange Online, please follow the next steps as mentioned in Microsoft's
Documentation:

Microsoft Entra ID Directory, navigate to Enterprise Applications.

e Search for the previous created “"Test-App-for-Documentation” application. Note, you
may need to change the filter to All Applications. If it does not exist in that list, add it.

e Select "Test-App-for-Documentation” application and in the Properties for this app,
ensure that the Enable for users to sign-in? setting is set to Yes.

You should now be able to use Microsoft OAuth 2.0 authentication for E-mail forwarding in
OpenScape Business by using the Application ID and the Tenant ID (requires enabled user
sign-in for Exchange Online in tenant settings).

Azure Active Directory admin center

4] Dashboard
All services
*  FAVORITES
» Azure Active Directory
& Users

i enterprise applications

Dashboard > Enterprise applications | All applications > Test-App-for-Documentation

||! Test-App-for-Documentation | Properties X

prise Application

[i] Delete A7 Got feedback?
I Overview
View and manage application settings for your organization. Editing properties like display information, user sign-in
m Deployment Plan settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application
Administrator roles. Learn more.
X Diagnose and solve problems
If this application resides in your tenant, you can manage additional properties on the application registration.

Manage
== Enabled for users to sign-in? Yes No
[I! Properties
& Owners Name * Test-App-for-Documentation
&. Roles and administrators Homepage URL D
& Users and groups
Logo
D Singl
D Single sign-on =
2 Provisioning
: =
Application ID e B ey ey Sy e D |
Security
Object ID - - o L T“
++ Permissions
Assignment required? Yes m
Activity Visible to users? 8 Yes m
D Sign-in logs Notes
il Usage & insights
E Audit logs
& Provisioning logs
Access reviews
Troubleshooting + Support
OpenScape Business, Microsoft OAuth 2.0 for Exchange Online / Office 365 8
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https://docs.microsoft.com/en-us/exchange/client-developer/legacy-protocols/how-to-authenticate-an-imap-pop-smtp-application-by-using-oauth#register-your-application
https://docs.microsoft.com/en-us/exchange/client-developer/legacy-protocols/how-to-authenticate-an-imap-pop-smtp-application-by-using-oauth#register-your-application

After this 1t part, you should have the following application details available, which will be used
to configure the remaining parts of these instructions:

Display name, which in our example is:

Test-App-for-Documentation

Tenant ID (also called Directory ID), which in our example is:

yourtenant.lab

Application (or client) ID, which in our example is:
APPID-123456

Please notice that this are all example values and should be replaced with
the actual details from the newly registered application above.

Using a free Microsoft account, please use “common” in the Tenant ID
field in OpenScape Business.

Please note that SmtpClientAuthentication is disabled for the Tenant

Q SmtpClientAuthenticationDisabled : False

and follow https://aka.ms/smtp auth disabled.

08/2026
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https://aka.ms/smtp_auth_disabled

1.2 Create the E-mail Forwarding in WBM

The existing WBM page under Service Center -> E-mail forwarding is adapted to support the
Microsoft OAuth 2.0 authentication. The "Microsoft OAuth 2.0" is the second drop down menu
option. Instead of username and password the user must configure the Application ID and
Tenant fields which will be used during the authentication process. Sign in with a valid email
address for this application that is registered through the Microsoft Entra ID configuration.

D M | tel OpenScape Business Assistant

administrator@system Logoff

Home Administrators Setup Expert mode Data Backup License Management Service Center

Documents E-mail Forwarding @
Softwars
Dty Outgoing Mail Server (SMTP) [smtp.office365.com
P Sw Update = =
Resmots Aocess This server requires an encrypted connection (TLS/SSL)
Restart / Reload .
Logon Information
P Diagnostics =
Authentication method | Microsoft OAuth 2.0 v
Application ID |APPID-123456
Tenant |yourtenant.lab
Authorization Link:
https://login.microsoft.com/device User code expires in 14m:36s
User code: LHSLPVEQ4
User Information (Sender)
E-Mail Address  serviceaccount@yourtenant.lab
Click [OK & Next] to proceed with the authentication process.
08/2026
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The OpenScape Business will send the authentication data to the Microsoft Graph and wait until
the Authorization Link is provided:

or quick access, place your favorites here on the favorites bar. Manage favorites now

OpenScape Business Assig

administrator@system

Administrators Setup Expert mode Data Backup License Management Service Center

E-mail Forwarding

Server Information
Outgoing Mail Server (SMTP) |smtp.office365.com }

Outgoing mail server port 587 |

i’!‘."2 5’VI
s K

cones This server requires an encrypted connection (TLS/SSL)

Logon Information

Reload

Authentication method | Microsoft OAuth 2.0 v|

Application ID |APPID-123456 |

Tenant yourtenant.lab_ ]

User Information (Sender)

E-Mail Address | serviceaccount@yourtenant.lab

Use the Authorization Link (click on the link) to complete the authentication within Microsoft
Graph by using the provided User code (copy & paste).

B® Microsoft

Geben Sie Code ein, um den
Zugriff zuzulassen.
Nachdem Sie den auf Ihrer App oder Ihrem Gerat

angezeigten Code eingegeben haben, hat er Zugriff
auf Ihr Konto

Geben Sie keine Codes aus Quellen ein, denen Sie
nicht vertrauen.

LHSLPVEQ4
08/2026
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Sign in with the same email address for this application that is used within the E-mail Forwarding
settings.

B8 Microsoft

Anmelden

Sie melden sich gerade bei OpenscapeB_Mail auf
einem anderen Gerét an, das sich in Deutschland
befindet. Wenn dies nicht Sie sind, schlieBen Sie
diese Seite.

serviceaccount@yourtenant.lab

Sie kénnen nicht auf Ihr Konto zugreifen?

Successful sign in is confirmed:

BS Microsoft

OpenscapeB_Mail

Sie haben sich bei der Anwendung
"OpenscapeB_Mail" auf lhrem Gerét angemeldet. Sie
konnen dieses Fenster jetzt schlieRen.

Verify the successful configuration and click [Check e-mail forwarding].

08/2026
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1.3 FAQ

"SASL authentication failed”
“Authentication unsuccessful,
SmtpClientAuthentication is disabled
for the Tenant"

please check for following articles
https://answers.microsoft.com/en-

us/msoffice/forum/all/unable-to-send-email-via-3rd-part-

app-i-get-the/b29a7cd0-e696-4b0e-b66e-523be784a85a

https://aka.ms/smtp auth disabled

SmtpClientAuthenticationDisabled : False

08/2026
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https://answers.microsoft.com/en-us/msoffice/forum/all/unable-to-send-email-via-3rd-part-app-i-get-the/b29a7cd0-e696-4b0e-b66e-523be784a85a
https://answers.microsoft.com/en-us/msoffice/forum/all/unable-to-send-email-via-3rd-part-app-i-get-the/b29a7cd0-e696-4b0e-b66e-523be784a85a
https://answers.microsoft.com/en-us/msoffice/forum/all/unable-to-send-email-via-3rd-part-app-i-get-the/b29a7cd0-e696-4b0e-b66e-523be784a85a
https://aka.ms/smtp_auth_disabled

2 Exchange Calendar and Directory
integration

The instructions below will cover the necessary steps to configure Calendar and Directory
Integration using the OAuth 2.0 authentication method with Microsoft Office 365.

The configuration is split into two parts. The 15t part covers the registration of the application in
the Microsoft Entra ID portal, and the 2™ part will show how to create the configure Calendar and
Directory Integration in UC Suite Admin portal using the information from the 1t part.

2.1 Register the Application in Microsoft Entra ID
Using Microsoft OAuth 2.0 authentication requires a Microsoft Entra ID Application.
Open the browser and go to the Microsoft Entra ID Directory admin center and login with your

Administrator account: https://portal.azure.com/ than go to Microsoft Entra ID:

L ]
—|— s o) 4 y o [ & | -
) c. & A o0
Create a Microsoft Entra | Subscriptions Cost App Services Quickstart Foundry Kubernetes Virtual More services
resource D Management... Center services machines

and select "App Registrations":

(i FMU.lab | Overview

X «

W) Overview
0 Preview features
7. Diagnose and solve problems
' Manage
aa Users
A8 Groups
B External Identities
& . Roles and administrators
% Administrative units
® Delegated admin partners
@ aAgents
i85 Enterprise applications
[ Devices

i App registrations

2} Identity Governance
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https://aad.portal.azure.com/

On the top, select "New Registration" and on the new application registration page

Give it a Name

On the "Supported account types" section, select whatever option suits your use case.
This option restricts who can authenticate using this application.

In the example below, the most permissive option is selected (depends on customer
needs).

Leave Redirect URI empty

* Name

The user-facing display name for this application (this can be changed later).

| Tsst—AppffnrfDD(umemaIion| d

Supported account types

Choose the account types that can use this application or access this API

single tenant only - FMU.lab v Help me choose

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Select a platform ~ e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =

At the end of the process, Microsoft Entra ID will present information about the newly registered
application.

At this point take note of the "Application ID” (also known as client ID) and “Directory
(Tenant) ID”,

as that information will be used to double-check the second parts of this configuration:

Microsoft Entra admin center £ Search resources, services, and docs (G+/) o Copilot

9 EntralD A Home > App registrations > OpenscapeB_CCMai App registrations > OpenscapeB_CCMail | API permissions > App registrations > OpenscapeB_SAML | API permissions > App registrations
T N - i H 2
O Overieg iz Test-App-for-Documentation
R user search ) Deactivate [i] Delete @ Endpoints (& Preview features
" Groups
2 B Overview @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —>
&) Devices & CQuickstart
#" Integration assistant A
B Agents Essentials
X Diagnose and solve problems isplay name Test-App-for-Documentation . ate
® Enterprise apps
Application (client) 10 233e964b-APPID-123456 Add a Red I
Manage
B App registrations Object ID 74919187-2ebd-4ee7-9cda-ea6306dc8bI0 Application 1D URI Add an Application 10 UR
B Branding & properties
8. ry (tenant) IC yourtenant.lab Managed application ir -1
Roles & admins D Authentication (Preview)
Supported account types : My organization only State @ Activated
&4  Delegated admin partners Certificates & secrets

08/2026
OpenScape Business, MS Exchange Online / Office 365 OAuth 2.0 15
Register in Microsoft Entra ID



In the sidebar, select "API Permissions". To add permissions for your app, select Add a
permission — Microsoft Graph API — Application

The required permissions for OpenScape Business Calendar and Directory Integration are:

e Calendars.ReadWrite
e Contacts.Read

Microsoft Entra admin center £ Search resources, services, and docs (G+/) _

« * App registrations > Openscape_B-Documentation | AP permissions > App registrations ° Openscape_B-Documentation | APl permissions > App registrations * Openscape_B-Documentation | APl

|ﬂ Home

= Openscape_B-Documentation | APl permissions = -
&  Security Copilot agents

H overview ) e
Configured permissions

*

Favorites v

Quickstart N N .
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
# Integration assistant all the permissions the application needs. Learn more about permissions and cansent
S EntralD ~
. Diagnose and solve problems + Add a permission | » Grant admin consent for FMU.lab
@ overview
Manage API / Permissions name Type Description Admin consent requ... Status
R Users =
Branding & properties v Microsoft Graph (3)
' Groups 2 Authentication (Preview) Calendars.ReadWrite | Read and write calendars in all mailboxes Yes @ Granted for FMUlab
B Devices Certificates & secrets Contacts.Read Application  Read contacts in all mailboxes Yes @ Granted for FMUlab
= 1l Token configuration User.Read Delegated  Signin and read user profile No @ Granted for FMUlab
&

Agents
-9 API permissions

Enterprise apps e
& Expose an API To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

B &

App registrations L App roles

We now need to grant the admin consent permission for our tenant to use the API we selected
above, that’s done by clicking the "Grant admin consent for <Tenant>",

then clicking Yes in the dialog box that will appear.

08/2026
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Now we need to create a client secret for the application. Select the “Client secrets” menu and
then click "New client secret”:

Microsoft Entra admin center O Search resources, services, and docs (G+/) &

& EnralD 78 Home * App registrations * Test-App-for-Documentation * App registrations * Openscape8_CCMail | API permission: App registrations * OpenscapeB_SAML | APl permissions * Apprec Add a client secret
Test-App-for-Documentation | Certificates & secrets

© Overview
Description

LR Got feedback? -
Expires “‘

' Groups B Overvi

D Devices o

n assistant
& agents he authentication service when recerving tokens at a web addressable location (using an HTT
X Disgnose and solve problems g 8 certificate instead of a clent secret) as a credential.
B Enterprise apps

Manage

B App registrations

) | Client secrets (0) | Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

& Roles & admins Y

& Delegated admin partners Certificates & secrets
New client secret
IS 11 Token configuration
% Tenant governance (Preview) Desciption e e b
API permissions
9 Gomin acdces No client secrets have been created for this application.

@ Expose an API

Enter a description for the client secret (it’s just for informational purposes, as multiple secrets
can be created for the same application) and select the expiration date option which fits to
customer installation (example: maximum, 24 months), then click "Add”:

Home * FMU.lab | App registrations * Openscape_B-Documentation

Openscape_B-Documentation | Certificates & secrets =

B Ooverview
&4 Quickstart

# Integration assistant . X o . . . . .

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
# Diagnose and solve problems scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
~ Manage

= Branding & properties @ Application registration certificates, secrets and federated credentials can be found in the tabs below.

-:)) Authentication (Preview)

Certificates & secrets Certificates (0) Client secrets (1)  Federatad credentials (0)

! Token configuration o B
A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

-2+ AP| permissions

T New client secret

& Expose an API
2 App roles Description Expires Value (O Secret ID
& Owners Exchange Integration 7/9/2028 (200 fuishibisihinishil aaTcd11d-015e-4a59-bfag-e686d0e121b8 T [o]

4. Roles and administrators
H Manifest

» Suppert + Troubleshooting

IMPORTANT: at this point, you HAVE TO COPY the Value for the client
secret by clicking the button next to it, as this is the only time the Value
will be ever visible and available for copying.

If you don’t do that at this point, the Client Secret Value cannot be used
later when it has to be entered on OpenScape Business Admin Portal.

08/2026
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Display name, which in our example is:
Openscape_B-Documentation

Tenant ID (also called Directory ID), which in our example is:
bb5dc110-yourtenant.lab

Application (or client) ID, which in our example is:
233e964b-Appld-123456

Client Secret Value, which in our example is:
PO 3% % % 3k %k %k 5k % 5k %k %k %k % 5k %k %k & %

Please note that these are all example values and should be replaced with
the actual details from the newly registered application above.

08/2026
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2.2 Exchange Calendar Integration in UC Suite WBM

Now that the application is registered with Microsoft Entra ID, we can go to UC Suite Admin
Portal, open “"External Providers Config” and select the "Exchange Calendar Integration”

tab.

Change the Auth Method to "Microsoft OAuth 2.0 Graph” and the following fields will appear.
Use a valid email address for this application that is registered through the Azure configuration
within the Username field:

> Mitel

0 Mitel

OpenScape Business

Home Administrators Sett

Incoming Calls
Trunks/Routing
Classes of Service
Auxiliary Equipment

Active Directory Integration
Service

OpenScape Business UC Suite

Open Directory Service
Application Launcher

‘ User Directory

iﬁ Departments

“ Groups

553 Templates

EE External Directory
External Providers Config
@ Contact Center

CQE Schedules

fﬁ File Upload

-a _

External Providers Config

LDAP Providers Exchange PST Exchange Calendar Integration

Enable Exchange calendar

integration
Auth Method
Tenant ID
Application ID
Client Secret

Scope

Microsoft OAuth 2.0 Grapk
bb5dc110-yourtenant.lab
d1ca0424-Appld-123456

https://graph.microsoft.com/.default

Cancel  Save

>

Please enter the authentication details using the information that we
collected from the first part of these instructions.

Tenant ID, A

the last step in the 15t part of the configuration

Scope: https://graph.microsoft.com/.default

lication ID, Client Secret: these are the same values that you took note from

Click [Save] and the configuration should now be completed.
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o Exchange Calendar integration (notes and hints):

e Understanding the function: When a user set appointments in his
Microsoft Outlook calendar, the OpenScape Office Business system
will automatically check for keywords in the calendar appointment
subject like: “Meeting”, “Sick”, “Break”, “Out of Office”, “Holiday”,
“Lunch” or "Home". If such a keyword is found, the OpenScape
Office Business will set the user’s presence status automatically
when the appointment time is reached, even if the Microsoft Outlook
session of the specific user is not active anymore. The user simply
configures his appointments with these keywords and OpenScape
Office Business will automatically set his telephone presence status
and as a result all calls will be routed to his voicemail or to his cell
phone, depending on the configured forwarding destinations. The
user can also configure in miscellaneous settings, whether his
presence status should be switched back to “Office” presence status
when the appointment time has ended. Appointments can also be
set from Outlook Web Access (OWA) instead.

e A valid e-mail address for every user must be configured in all
applications, as described in aforementioned steps respectively. o
The UC Suite users Voicemail language settings is used by
OpenScape Business to understand the keywords like: “"Meeting”,
“Sick”, “Break”, “Out of Office”, “Holiday”, “Lunch” or *"Home", so for
example, German set Voicemail language can be used with the
German keywords in the appointments subject like "Besprechung",
"Krank", "Pause", "AuBer Haus", "Urlaub", "Mittag" or "Zu Hause"
only.

e In case "Auto back to office" option is not used, the user’s presence
status will be kept to the configured appointment status even if the
appointment time elapses. As a result, the return time shown to
other users will be increased every 15 minutes. If the "Auto back to
office" option is used and the appointment time ends, the user’s
presence status is automatically set to "Office" again.

e Important note for testing: Appointments set into a future date and
time with less than 3 minutes are ignored, because the system
expects that the user creating an appointment can alter any option
within 3 minutes. The OpenScape Business checks for appointments
in the user’s calendar every 30 seconds. For this reason and for any
possible delays impaired by the network between the OpenScape
Business and the Exchange Server, please configure test
appointments starting at minimum after 3 and a half minutes or
more.

o If you want to test the Exchange Calendar Integration functionality
when user is not logged in either in myPortal for Outlook or in
myPortal for Desktop, you can simply use the Outlook webmail.
Usually, you can access outlook webmail by using this URL:
"https://outlook.office365.com/". Login with the user’s credentials
and add the appointment with the appropriate keyword to the
calendar. Check in another UC Suite user’s client that the presence
status changes when the appointment time has reached

08/2026
OpenScape Business, Microsoft OAuth 2.0 for Exchange Online / Office 365
Register in Microsoft Entra ID

20



2.3 Exchange Directory Integration in UC Suite

Now that the application is registered with Microsoft Entra ID, we can go to UC Suite Admin
Portal, open “"External Providers Config” and select the "Exchange PST"” tab.

Change the Auth Method to "Microsoft OAuth 2.0 Graph” and the following fields will appear.
Use a valid email address for this application that is registered through the Microsoft Entra ID
configuration within the Username field:

o0 Mitel o0 Mitel OpenScape Business

flome  Administrators el B (jcer Directory External Providers Config

P Maintenance LDAP Providers Exchange PST Exchange Calendar Integration

¥ Telephony Server 2
o 8% Departments
Security
Network Interfa Edit
o, = | “ Groups
ng
LCR | Name Exchange PST

Yol ety ‘ gﬁ Templates
Station | Auth Method Microsoft OAuth 2.0 Graphr

Cordless

4 A . Username OpenscapeBUsr@yourtenant.lab
Lznigg Calls E‘ External Directory a E L
Trunks/Routing

Tenant ID bb5dc110-yourtenant.lab

Classes of Service

Aunxiliary Equipment | External Providers Config
Payload

Application ID d1ca0424-Appld-123456

Client Secret

g Contact Center

Application
| Scope https://graph.microsoft.com/.default

Active Directory Integration
Service

L

Web Services

Open Directory Service Cancel Save

Ablicetion Latncher 1‘ File Upload

Middleware

Tenant ID, Username, Application ID, Client Secret: these are the same values that you
took note from the last step in the 1st part of the configuration

Scope: https://graph.microsoft.com/.default

Click [Save] and the configuration should now be completed.

Public folder contacts search (notes and hints):
0 e Access to Microsoft Exchange Public Folders — the programmatic
access to public folders is restricted to supported Outlook clients
only, and for bulk import/export purposes by Microsoft. Microsoft
will not provide APIs for programmatically creating, reading,
updating and deleting public folders after October 2026

(https://techcommunity.microsoft.com/blog/exchange/retirement-
of-exchange-web-services-in-exchange-online/3924440).
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3 E-mail Queues with OAuth 2.0

The instructions below will cover the necessary steps to configure E-mail Queues using the
Mircosoft OAuth 2.0 authentication method with Microsoft Office 365.

The configuration will be split into three parts. The 15t part covers the registration of the
application in the Microsoft Entra ID Directory. The 2" part covers the additional steps to be
performed using the Windows PowerShell console tool to create and register a Service Principal
for the application registered in the 1t part and finally assign the required permissions for the
target mailbox to be used in the Contact Centre Queue. Finally, the 3™ part will show how to
create the E-mail Queue in UC Suite Admin Portal using the information from the previous parts.

3.1 Register the Application in Microsoft Entra ID
Directory

Open the browser and go to Microsoft Entra admin center.

Select "App Registrations” in the left menu. Then proceed with the app registration as per the
previous instructions for Azure Active Directory. Start by clicking "New registration”.

Give it a name and click Register. Take note of the "Application (client) ID” and “"Directory
(tenant) ID”, as they will be required later.

Goto the Microsoft Entra ID Directory admin center and login with your Administrator account:
https://aad.portal.azure.com/.

The instructions assume that an account with Administrator rights is being used; if that’s not
possible, you can register the application and request the Administrator to grant the required API
permissions later, please check this article for more details: https://docs.microsoft.com/en-
us/azure/active-directory/develop/v2-permissions-and-consent#requesting-consent-for-an-
entire-tenant.

Select " Microsoft Entra ID “ in the menu on the top left corner, click on "App registrations”,
and then click "New registration”:

Microsoft Entra admin center B Search resources, services, and docs (G+/) _

Home
Iﬂ‘ Home . .

App registrations » -
&  Security Copilot agents
™ Security Copilot chat ccﬁn Endpaints X Troubleshoot () Refresh < Download [ Preview features | 27 Got feedback?

Al applications ~ Owned applications ~ Deleted applications ~ Deactivated applications
% Favorites _—

P start typing a display name or application (client) 1D to filter these rest +v Add filters

® EntralD ~
@ oveniew This account isn't listed as an owner of any applications in this directory.
Qe
A Groups
) Devices
Agents
@  Enterprise apps
App registrations
OpenScape Business, Microsoft OAuth 2.0 for Exchange Online / Office 365 22
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Enter a meaningful name for the application (this will be later used to query the application when
creating the Service Principal for Exchange Online), and for the “"Supported account type”,
select the option which fits to customer installation (example: Single tenant). Then click the
Register button to complete the registration:

Microsaft Entra admin center £ Search rescurces. services. and docs (G+) l

Home * App registrations * Openscape CCMail * App registrations

|# Home i L
Register an application
& securlty Copilt agerts

0 seauity Copilot chat -

The usar-facing display name for this application (this can be changed later)

*

Favorites ~

(Semcpea conal

Entra 1D ~
Overview

Users

Groups

Devices.

agents

Enterprise 3pps

‘g registrations

fioles & admins

® & B8 8 B § 4 » O ¢

Delegated admin partners

a

£ autrentication methads
S Accountreconery
& Password reset

B Custom se

ity attributes

By proceeding, you agres
B centificate suthorites

The same application can be used for all services, if the respective API
permissions are assigned and granted, as well as the PowerShell
commands (in the case of Email Queues only).
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At the end of the process, Microsoft Entra ID will present some information about the newly
registered application. At this point, it's a good idea to take note of the “"Application ID” (also
known as client ID) and “Directory (Tenant) ID”, as that information will be used to double-
check the 2" and 3™ part of this configuration:

D n@yourte b
Microsoft Entra admin center £ Search resources, services, and docs (G+/) T Copilot admin@yourtenantlab @
YOURTENANTLAS @@

Home tior

A Home ) . o )
#: OpenscapeB_CCMail =
% Favorites
9  Identity A Search ) Deactivate [#l Delete @ Endpoints [ Preview features
® B Overview
P Ovarview & kit ~ Essentials
R Users # Integration assistant Display name OpenscapeB_CCMai Client credentials 0.certificate, 2 secrets
88 Groups X Diagnose and solve problems Application (client) ID  : Appld-123456 Redirect URIs
Manage Object ID Objectld-123456 Application ID URI
C8% Devicas B Branding & properties Directory (tenant) ID yourtenant lab Managed application in ... O peB_CCMai
B Applications A 9 Authentication (Preview) Supported account types : My organization only State @ Activated

Erserpdse Bpplications Certificates & secrets )
Get Started  Documentation

| Token configuration

App registrations API permissions

@ Expose an API
B Protection B i Q) Mierotoftidenthy platiorm _3 Authentication Credentials @ Addatestuser
- L 5 tpproes e how o Billd wid deploy Configure - fackor suihientication S —— B Couctsis vss umneivishnctons wit5- i
E)S ey Govemance & Guii appications with MicosoftEnra 1D v coniona scise secrets, and federated entites s i
€5 External Identities v & Roles and administrators

MW Manifest

- Show more
Support + Troubleshooting What's new gus  Appregistrations & APt permissions gas  Application management
W Gt the tatest estures and 888  Find out how to register your Manage permissions to access BB  Configure access and security

£ Learn & support & New support raquest product updates application APls and data settings for your application
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Proceed by giving the proper “"API permissions” to the application. In the following screen, click
“Add a permission”, select the tab "APIs my organization uses”, type "Office 365
Exchange Online” and select it "Application permissions”. Scroll down to "POP”, expand it
and select "POP.AccessAsApp”, then click "Add permissions”.

In addition, the SMTP.Send permission could be set as well like in OpenScape Business E-mail
forwarding (for usage with Inbound Email Queue Options/Return Email Address).

2 search resources, servic

Microsoft Entra admin center

P Home ? App registrations * OpenscapeB_CCMail * App registrations * Register an application > App registrations ? OpenscapeB_CCMail
Home
- OpenscapeB_CCMail | APl permissions =
& Security Copilot agents
T  security Copilot chat £ s ¢ () Refresh | &’ Got feedback?
B overview . "
. Configured permissions
'
L e Quickstart ) ) - )
applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of cenfigured permissions should include
A Integration sssistant all the permissions the application needs. Learn more about permissions and consent
% EntralD ~
¢
. Diagnose and solve problems { add a permission " Grant admin consent for FMU.ab
@ overview
Manage API / Permissions name Type Description Admin consent requ... Status
8 users —
Branding & properties
g Groups 3 Authentication (Preview) Delegated  Send emails from mailboxes using SMTP AUTH. Noe
2 Devices Certificates 8 secrets UserRead Delegated  Sign in and read user profile No
{l! Token configuration v Office 365 Exchange Online (1)
& Agents
- API permissions POP AccessAsipp Application  POP.AccessASApp Yes A Not granted for FMU.lab
B Ent
MEGTESETD & Expose an AP
B App registrations i App roles To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
Sa  Roles & admins & Owners
&, Roles and administrators
22  Delegated admin partners
B Manifest

We now need to grant the admin consent permission for our tenant to use the API we selected
above.

£ Search resources, servic

admin center

Iﬁ Home * App registrations * OpenscapeB_CCMail * App registrations > Register an application *> App registrations > OpenscapeB_CCMail
Home
= OpenscapeB_CCMail | APl permissions =

&  Security Copilot agents
T Security Copilot chat Ps ¢ () Refresh | A Got feedback?

B overview e
% Favorites W Configured permissions

Quickstart .
Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

5 Integration assistant all the permissions the application needs. Learn more about permissions and consent

4 EntralD ~
-

# Diagnose and solve problems + Add a permission [~/ Grant admin consent for FMU.lab
©  ovenview

Manage API / Permissions name Type Description Admin consent requ... Status
K Users —

granding & properties v Microsoft Graph (2
2 Groups 3 Authentication (Preview) SMTP Send Delegated  Send emails from mailboxes using SMTP AUTH. No
B Devices Centificates & secrets UserRead Delegated ~ Sign in and read user profile No
- il Token configuration v Office 365 Exchange Online (1)
Agents

- API permissions POP-AccessAsApp Application  POP.AccessAsApp Yes A Not granted for FMU.lab

©  Enterprise apps
B e @ Expose an API

B app registrations L App roles To view and manage consentad permissions for individual apps, as well as your tenant's consent sattings, try Enterprise applications.
& Roles & admins & Owners

& Roles and administrators
<2 Delegated admin partners

Hl Manifest
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That’s done by clicking the "Grant admin consent for <Tenant>", then clicking Yes in the
dialog box that will appear:

S search resources, services,

B 2 X O ¢ *

B @ @

@

w2

Home

Security Copilot agents

Security Copilot chat

Favorites

Entra ID
Overview

Users

Groups

Devices

Agents
Enterprise apps
App registrations
Roles & admins

Delegated admin partners

Home * App registrations * OpenscapeB_CCMail * App registrations * Register an application * App registrations * OpenscapeB_CCMail

= OpenscapeB_CCMail | AP| permissions =

' se
B overview
Quickstart

#" Integration assistant

%

X Diagnose and solve problems

Manage
B Branding & properties
3 Authentication (Preview)
Certificates & secrets
1l Token configuration
- APl permissions
&  Expose an API
% Approles
& Owners
ik Roles and administrators

I Manifest

N

() Refresh | A7 Got feedback?

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in FMU.lab? This will update any existing
admin consent records this application already has to match what is listed below.

API / Permissions name Type Description

of configured permissions should include

Admin consent requ... Status

v Microsoft Graph (
SMTP.Send Delegated  Send emails from mailboxes using SMTP AUTH. No
UserRead Delegated  Sign in and read user profile No
v Office 365 Exchange Online (1)
POP AccesshsApp Application  POP.AccessAsApp Yes A\ Not granted for FMULlab

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Once it’s completed, the status column should display that the API is correctly granted for the
tenant:

»*

B 8 2 © Q@ ¢

@ B B

@

Home

Security Copilot agents

Security Copilot chat

Favorites

Entra ID
Overview

Users

Groups

Devices

Agents
Enterprise apps
App registrations
Roles & admins

Delegated admin partners
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Home > App registrations > OpenscapeB_CCMail > App registrations > Register an application > App registrations > OpenscapeB_CCMail

- OpenscapeB_CCMail | AP| permissions  »

<

Overview
Quickstart

#" Integration assistant

%

X Diagnose and solve problems

Manage

B2 Branding & properties

9 Authentication (Preview)
Certificates & secrets

1l Token configuration

- API permissions

@ Expose an API

App roles

2 Owners

&, Roles and administrators

[l Manifest

() Refresh &7 Got feedback?

@ Successiully granted admin consent for the requested permissions.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by usersadmins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Lear more about permissions and consent

t Add a permission  + Grant admin consent for FMU.lab
API/ Permissions name Type Description Admin consent requ... Status

v Microsoft Graph

SMTP.Send Delegated  Send emails from mailboxes using SMTP AUTH. No @ Granted for FMU.lab

User.Read Delegated  Sign in and read user profile No @ Granted for FMU.lab
. Office 365 Exchange Online (1)

POP AccessAsApp Application  POP.AccessAsApp Yes @ Granted for FMUlab

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.



Now we need to create a client secret for the application. Select the “Client & secrets” menu
and then click "New client secret”:

Microsoft Entra admin center £ Search resources, services, and docs (G+/) Bl ® o
|# Home panscaps = 3 A repistra AR Add a client secret
Test-App-for-Documentation | Certificates & secrets
&  Securty Copilot agents Description ccmai
earch Got feedback? T
D security Copilot chat b Expires 730 days (24 months)
B Overview
* F ot 2.4 4 Quickstart
" Integration assistant
& Ewaid A Credentisis enab kens at a web addressable location (using an HIT
X Diagnose and solve problems scheme). For 3
@ overview
Manage
R uses . . %
0 Banding & properties @ Application registration certificates, secrets and federated credentiais can be found in the tabs below
' Groups D Authentica view)
B hascs Certificates & secrets Client secrets (0)  Federated credentials (0)
. i1l Token configuration that the application uses to prove ts identity when requesting a token. Also can be referred to as application password
3 Agents
AP1 permi
B enerprise
otk @ Expose an API
Description Expires Value Secret ID
B /abp moftistions B App roles - e
& — » No dlent secrets have been created for this appication
& oles and admiristrators
% Delegated admin parters
m wanest
%  Tenant governance (Preview)
Support + Troubleshooting
B Domain services
& New support request

Enter a description for the client secret (it’s just for informational purposes, as multiple secrets
can be created for the same application) and select the expiration date option which fits to
customer installation (example: maximum, 24 months), then click "Add”:

The maximum running time of the client secret is 24 months. To avoid
reconfiguration, the secret value must be renewed before expiration.

Microscht Enfre edmin contar DS e R aies Sl _

Home > App registrations > OpenscapeB_CCMail | App registration est-App-for-Documentatior

Home '
Test-App-for-Documentation | Certificates & secrets
@  Security Copilot agents
D se lot chat 5
ety Soplit che Search Got feedback?
J Favorites v B overview
& Quickstart @ Got a second to give us some feedback? —> %
2 EntralD 2 7 Integration assistant
D Dreies % b N Credentials enable ons to identify to the service when receiving tokens at a web addressable location (using an HTTPS scheme).
TRINOILANC JONR proems For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
A users Manage
#  Groups B Branding & properties X
@ Application registration certificates, secrets and federated credentials can be found in the tabs below. >
3 Devices D Authentication (Preview)
. o P Certificates & secrets : :
9 Certificates (2) Client secrets (1) Federated credentials (0)
B 11! Token configuration
© Enterprise apps A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
© APl permissions
B8  App registrations
@ Expose an API 1 New client secret
S Roles & admins
oA I s " 8
pp roles Description Expires Value Secret ID
"8 Delegated ad i
legated admin partners P
G T PGS cemot 2/3/2026 qi-8Q~Secret Password [ 30904212-1a28-4453-9241-1efde2816211 [ 0]
hatlanant govamance (Fraview] L. Roles and administrators
4 Domain services B Manifest

IMPORTANT: at this point, you HAVE TO COPY the Value for the client
secret by clicking the button next to it, as this is the only time the Value
will be ever visible and available for copying.

If you don’t do that at this point, the Client Secret Value cannot be used
later when it has to be entered on OpenScape Business Admin Portal.
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Display name, which in our example is:
OpenscapeB_CCMail

Tenant ID (also called Directory ID), which in our example is:
bb5dc110-yourtenant.lab

Application (or client) ID, which in our example is:
dea68964-Appld-123456

Client Secret Value, which in our example is:
3K 3k %k %k 3k 3k %k %k 3k *k %k %k %k %k k *k *k %k

Please note that these are all example values and should be replaced with
the actual details from the newly registered application above.
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3.2 Service Principal and Mailbox permissions

Now we need to use Windows PowerShell to connect to the Microsoft Entra ID and the
Exchange Online account for our tenant.

Before we can do that, it's necessary to install the required PowerShell modules for those tasks.
Additionally a Microsoft Entra ID Account with administrator permissions is mandatory.

When the console is open, enter the following command to install the three required modules for
PowerShell:

Install-Module Microsoft.Graph -Scope CurrentUser -Force -AllowClobber

Install-Module ExchangeOnlineManagement -Scope CurrentUser -Force -AllowClobber

Then press Enter. Press "A” (for All) when it asks for confirmation. Wait for it to complete the
installation:

(U B Administrator: Windows Powt X + -~

PS C:\Users\Administrator> Install-Module Microsoft.Graph CurrentUser

NuGet provider is required to centinue
PowershellGet requires NuGet provider version '2.8.5.201' or newer to interact with NuGet-based repositories. The NuGet provider must be available in 'C:\Program

Files\PackageManagement\ProviderAssemblies' or 'C:\Users\Administrator\AppData\Local\PackageManagement\ProviderAssemblies'. You can also install the NuGet provider by running
'Install-PackageProvider —Name NuGet —-MinimumVersion 2.8.5.201 -Force'. Do you want PowerShellGet to install and import the NuGet provider now?

[¥] Yes [N] No [S] Suspend [?] Help (default is "Y"):

PS C:\Users\Administrator> Install-Module ExchangeOnlineManagement CurrentUser

PS C:\Users\Administrator> |

Next, connect Microsoft Graph following any requested prompts to authenticate your account:
Connect-MgGraph

Then connect to Exchange Online and also follow the required steps to authenticate with the
respective Tenant:

Connect-ExchangeOnline

J B administrator: Windows Powe X + v

PS C:\Users\Administrator> Connect-MgGraph
WARNING: Note: Sign in by Web Account Manager (WAM) is enabled by default on Windows. If using an embedded terminal, the interactive browser window may be hidden behind other windows.
Welcome to Microsoft Graph!

Connected via delegated access using 1Hd82eec-20Ub-Uc2f-b7e8-296a70dab67e
Readme: https://aka.ms/graph/sdk/powershell

SDK Docs: https://aka.ms/graph/sdk/powershell/docs

API Docs: https://aka.ms/graph/docs

NOTE: You can use the —NoWelcome parameter to suppress this message.
NOTE: Sign in by Web Account Manager (WAM) is enabled by default on Windows systems and cannot be disabled when using the default Clientld.
To disable WAM run Set-MgGraphOption -DisableloginByWAM $true and then use a custom ClientId.

Ps C:\Users\Administrator> Connect-ExchangeOnline

This V3 EXO Powershell module contains new REST API backed Exchange Online cmdlets which doesn't require WinRM for Client-Server communication. You can now run these cmdlets after turning off WinRM
Basic Auth in your client machine thus making it more secure.

Unlike the EXO* prefixed cmdlets, the cmdlets in this module support full functional parity with the RPS (V1) cmdlets.

V3 cmdlets in the downloaded module are resilient to transient failures, handling retries and throttling errors inherently.

However, REST backed EOP and SCC cmdlets are not available yet. To use those, you will need to enable WinRM Basic Auth.
For more information check https://aka.ms/exov3-module

The latest EXO V3.7 module is released which includes significant memory improvements. You're currently using an older version and we recommend upgrading to V3.7 for enhanced performance.
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Now create a variable to assign the object for the Application so it can be used to create the
Service Principal, using the Application (client)

ID copied from the first step (in our example it's 'dea68964-Appld-123456', you should add your
own Application ID):

$sp=Get-MgServicePrincipal | where {$ .AppId -like 'dea68964-AppId-123456"}
Ssp

Notice that we enter $sp in the PowerShell console just to make sure the correct application is
assigned to the variable.

(3 B Administrator: Windows Pow X +

PS C:\Users\Admiistrator> =Get-MgServicePrincipal | where {$_.AppId
PS C:\Users\Addinistrator>

DisplayName SignInAudience ServicePrincipalType

OpenscapeB_CCMail 58f88188-69db-U416e-9a25-d6312de8170 dea68964-AppIld-123U456 AzureADMyOrg Application

Now we create the Service Principal using the Service ID and Application ID of the application:

New-ServicePrincipal -Appld $sp.Appld -Serviceld $sp.Id -DisplayName
'OpenscapeB CCMail'

Finally, we add the access rights to the mailbox that will be using the service (the actual email
account, in our example it's test. 'OpenscapeBCC1l@yourtenant.lab)

Add-MailboxPermission -Identity 'OpenscapeBCC1@yourtenant.lab' -User $sp.Id -AccessRights
FullAccess

2 Administrator: Windows Powl X +
PS C:\Users\Administrator>
DisplayName Id

OpenscapeB_CCMail 58f88188-69db-U16e-9a25-d63c12de8170 dea68964-AppId-123456

PS C:\Users\Administrator> New-ServicePrincipal .AppId

DisplayName ObjectId

MailQueue Service Principal 58188188-69db-U16e-9a25-d63c12de8170 dea68964-AppId-123456

WARNING: The Serviceld parameter is being deprecated and will be replaced with ObjectId. Please note that already existing Exchange Service Principal Service Ids are now known as

Object Ids.

PS C:\Users\Administrator> Add-MailboxPermission sca 1 irtenant FullAccess

Identity User AccessRights IsInherited Deny

768366F7-5de5-458. .. S-1-5-21-75417850. {FullAccess} False False

08/2026
OpenScape Business, Microsoft OAuth 2.0 for Exchange Online / Office 365 30
Register in Microsoft Entra ID



3.3 Create the E-mail for the Contact Centre Queue

Now that the application is registered with Microsoft Entra ID and the Service Principal is created
with the correct mailbox permissions for the Email account with Exchange Online, we can create
the Email Queue pilot for the Contact Centre using the information that we collected from the 1st
part of these instructions.

Go to UC Suite Admin Portal, select "Contact Center”, expand the Queue menu, and select the
respective Queue that you want to create the Email pilot for, then in the Queue Pilots tab, click
“Add"” to create a new Email pilot for the queue.

Home Administrators Sett
& User Directory Contact Center Edit Queue - UCD4
B Maintenance
b Halntenance: 0
[WTelephony Secver: O'= Schedule General Settings EMOUEIERZIEIEN  Miscellaneous
Basic Settings )
Security i ii Departments £e Quete
Network Interfaces f uco1 Inbound Fax Pilots v
ucD2
Rosting) ‘ e Inbound Email Service
LR
& Groups
Voice Gataway ‘ ucD4 N A 2
| Server Port Username
&
&
prande ﬁ * CraceOtsendce There is no data to report
Incoming Calls Templates "
£ I8 VP Caller Priorities
R8 v cail List
|
E! External Directory @ Preferred Agents m Edit  Remove
c Contact Center Breaks
B External Providers Config S) Simple Wrapup
‘-
Y=/ Multiple Wrapup
a Contact Center ﬁi Queue Bindings
~

Change the Auth Method to “Microsoft OAuth 2.0” and the following fields will appear:

Home Administrators ¢ dl User Directory Contact Center Edit Queue - UCD4
T
Q schedute General Settings JMITIHJISTI  Miscellaneous
D))
i* Departments )‘) Sete
ucD1
Auth Method Microsoft OAuth 2.0 v
ucn2
uco3 Server outlook.office365.com
l‘ Groups
ucob4 Port 995
: Username
GX Grade Of Service
é’ Templates ~ Password:
§12 ViP Caller Priorities T
enant ID
RE vip cailList Application ID
[ external Directory @ Preferred Agents Client Secret
c Scope https://outlook.office365.com/.default
Contact Center Breaks
v |
B External Providers Config @/ Simple Wrapup Save Cance
v
Y/ Multiple Wrapup
= % E» Queue Bindings
2 contact Center 9
OpenScape Business UC Suite
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All the default values can be left as they are, but you will have to enter the following fields:

Username: this is the same as the mailbox identity that you used in the last step for the 2" part
of the configuration

Tenant ID, Application ID, Client Secret value: these are the same values that you took note
of from the last step in the 15t part of the configuration

Taking our example from this document, we would have the following entered:

Home M Atiministrators ] dh User Directory . Contact Center Edit Queue - UCD4

Q Schedule General Settings Miscellaneous
) Maintenance
)
Aclmiuny Sapves n Departments de g Quede
L e h Method Mi ft OAuth 2.0
Auth Metho icrosof uth 2. ¥
ach) uco2
Network Interfaces * ucD3 Server outlook.office365.com
Routing Groups
? ucp4 Port 995
LER
Username Openscape8CC39@yourtenant.lab
s e & Grade Of Service
Statints Password:
Templates
Confiens g remp Rz ViP Caller Priorities Tenantid yexirtanantlab
9‘. VIP Call List Application ID dea68964-APPID-123456
Ei External Directory ‘ ,x preferred Agents Client Secret
[ ° Scope https://outlook.office365.com/.default
Contact Center Breaks
; S |
B External Providars Config g’ Simple Wrapup 2 Cance
e
_ . — %7 Multiple Wrapup
R » Queue Bindings
& Contact Center

Click [Save] and the configuration should now be completed.

In case the feature ‘Return Email Address’ should be used, it's necessary provide ‘Mailbox
Delegation-Send As’ permission to the account defined in'‘E-Mail Forwarding’.

& User Directory Contact Center Edit Queue - UCD4
G\E Schedule General Settings Queue Pilots
“ 32} Queue

l: Departments

ucp1 Inbound Email Queue Options
welen Return Email Address bpenscapeBccs@Yourtenan
ucbp3
& Groups
ucp4 Intelligent Call Routing

& i [_] Search for last agent customer if no preferred agent is found
&N Grade Of Service

Templat
gii emplates ﬂig VIP Caller Priorities

VIP Call List

EE External Directory Preferred Agents

External Providers Config

2/ Simple Wrapup

Multiple Wrapup

Ra

2

o Contact Center Breaks
s

g

2

Queue Bindings
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4 myReports with OAuth 2.0

@

myReports uses the E-mail forwarding configuration, please refer to
chapter 1.
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5 Support & Serviceability

5.1 Required trace files for error analysis

+ OpenScape Business Diagnosis Logs including:
- Event Log
- Framework Protocol
- UC Suite Protocols (if activated)
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6 Best Practice

Information and useful hints from our lab and customer installations.

6.1 Use the same application for all functions

The “Test-App-for-Documentation” in this example is merging the API permissions of:

E-mail forwarding
Calendar Integration
Directory Integration
E-mail Queues

For details of permissions please refer to the previous chapters and combine the permissions as
needed. Partial usage is possible as well:

P search resources, services, and docs (G+/)

Microsoft Entra admin center
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Iﬂ - > App registrations > Test-App-for-Documentation | AP permissions > App registrations * Test-App-for-Documentation | AP permissions > App registrations * Test-App-for-Documentation | APl permissions >
Home
= Test-App-for-Documentation | APl permissions =

& Security Copilot agents

B Overview ) .
% Favorites ~ Configured permissions

Quickstart
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

5 Integration assistant all the permissions the application needs. Learn more about permissions and consent
4 EntralD ~

<

# Diagnose and solve problems = Add a permission " Grant admin consent for FMU.lab
@ overview

Manage API / Permissions name Type Description Admin consent requ...  Status
R Users - .

8randing & properties \/ Microsoft Graph ()

" Groups 2D Authentication (Preview) Calendars.ReadWrite Application Read and write calendars in all mailboxes Yes @ Granted for FMU.lab
B Devices Certificates & secrets Contacts Read Application  Read contacts in all mailboxes Yes @ Granted for FMUlab
= 1l Token configuration offline_accass Delegated  Maintain access to data you have given it access to No @ Granted for FMU.ab
B Agents

2 API permissions openid Delegated  Sign users in No @ Granted for FMU.lab
B Enterprise apps

HESE @ Expose an API SMTPSend Delegated  Send emails from mailboxes using SMTP AUTH. No @ Granted for FMU.ab

B app registrations i App roles UserRead Delegated  Sign in and read user profile No @ Granted for FMU.lab
Sa Roles & admins & Owners \ Office 365 Exchange Online (1)
N &. Roles and administrators POP AccessAsApp Application  POP.AccessAsapp Yes @ Granted for FMU.ab
%8 Delegated admin partners

E Manifest
<& Tenant govemnance (Preview) s

Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
O Domain services -

2 New support request
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6.2 Testing POP3 access

Script for testing POP3 access using the OAuth 2.0 authentication with Microsoft Exchange

Online.

details from the registered application.

Please note that below are example values and should be replaced with the

test pop.sh

#!/bin/bash

# --- Function to show usage ---
usage () |

echo "Usage: $0 -t <tenant id>
<mailbox email>"

exit 1

# -—- Parse Command Line Arguments ---
while getopts "t:c:s:m:" opt; do
case $Sopt in
t) TENANT ID="SOPTARG" ;;
c) CLIENT ID="SOPTARG" ;;
s) CLIENT_SECRET="$OPTARG" b
m) MAILBOX="SOPTARG" ;;
*) usage ;;
esac

done

if [ -z "STENANT ID" ] ||
"SMAILBOX" ]; then

[ -z "SCLIENT ID" ]

usage

fi

# 1.
TOKEN RESPONSE=$ (curl -s -X POST

Get OAuth Access Token

-c <client id> -s

<client secret> -m

[ -z "SCLIENT SECRET" ]

"https://login.microsoftonline.com/$TENANT ID/ocauth2/v2.0/token" \

-H "Content-Type:
--data-urlencode "client id=$CLIENT ID" \
--data-urlencode

-—-data-urlencode
08/2026
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--data-urlencode "grant type=client credentials")

ACCESS TOKEN=$ (echo "STOKEN RESPONSE" | jg -r '.access token')

if [ "$ACCESSiTOKEN" == "null" ] || [ -z "$ACCESSiTOKEN" ]; then
echo "Error: Token retrieval failed."

exit 1

# 2. Construct the SASL XOAUTH2 string
# \x01 is the Null separator required by Microsoft

AUTH STRING=$ (printf "user=%s\xOlauth=Bearer %s\x01\x01" "$MAILBOX"
"SACCESS TOKEN" | base64 -w 0)

# 3. Two-Step Authentication Flow
echo "Starting two-step authentication for $MAILBOX..."
{
sleep 2
echo "AUTH XOAUTH2" # Step 1: Tell server we want to use XOAUTH2
sleep 2
echo "SAUTH STRING" # Step 2: Send the actual token
sleep 2
echo "STAT" # Step 3: Check mailbox status
sleep 1
echo "QUIT"

} | openssl s client -connect outlook.office365.com:995 -crlf -quiet 2>/dev/null

Usage:

It might be necessary to save the script with EOL Conversion(Linux) by an
appropriate editor.

./testpop.sh -t <tenant id> -c <client id> -s <client secret> -m <mail address >

"OpenscapeBCCl@yourtenant. Lab"

Starting two-step authentica
+0K Microsoft Exchange POP3 server ready edaSbd 5- 0202.007 BACKENDALAUAEHENTINA==). [WgBSADAAUAAYADCAOABDAEEAMAAYADEAMWAUAEMASABFAFAAYGA3ADGALGOAFTATOBEACHAT

+0K User successfully authenticated

-3 i
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6.3 Further

i

Please send us important hints of your customer installation which are
missing in the general description and worth adding here and sharing with

the community.
Thank you !!!
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