O Unify

Iness V3

OpenSca pé

bIP Interfaces (LAN/WAN)
e - S —» \\&\‘\




Inhalt

L T3 e VA o ] 3 = 1 4 T = 3
1 Supported Interface configurations ......ccceciviciicirncirscirssirsesrs s s s s s s annannnnnns 4
1.1 WAN interface Not USed (LAN ONIY ) uiiiiiiiiiii e e e e e e e aaeanens 5
1.2 WAN configured as TCP/IP INtEI aCE ..uiiiriiiii i e ee e 6
1.3 WAN configured as DS L INTeIr At .uivuiiiiiii it et a e r e ree e 7
1.4 LAN and WAN in parallel ....eorii i e e et et e e e e aaeaneas 8
2 General RestrictioNS ..iciiciiiirierierierie i s s s s ssassansanssnssassassassassassassassnssassansansansnnsansans 9
1 2 2 L =] o =T 3 1ol 10

V3.2, 04/2023
OpenScape Business V3, How To: VoIP Interfaces 2



History of Changes

Date Issue Summary
2015-04-20 1.0 initial creation for OpenScape Business V2
2017-01-09 1.1 update Web-links for Device@Home
2017-07-20 2.0 update for V2R3

e add Circuit and Skype for Business
2022-06-07 3.0 update for V3R2

e no support of onboard VPN
e add Unify Phone / Unify Office / MS Teams (direct routing)

2023-04-24 3.1 update for V3R2 FR1
e update SIP@Home details
e remove Circuit

2023-04-25 3.2 update for V3R2 FR1
e update SIP 3rd pty and WAN details

Comments and corrections are welcome, please contact: osbiz-certification@atos.net
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1 Supported Interface configurations

The following chapters describe examples for installation, administration and operation of the
OpenScape Business LAN and WAN interface constellations for the signaling (SIP, SIPQ and HFA).

0OSBiz-X embedded system (all variants of V3 mainboard and V2 mainboard families)

OSBiz-S all variants of Server and virtualization environments
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1.1 WAN interface not used (LAN only)

In this configuration OpenScape Business is connected to the network via the LAN interface only.
The WAN interface is NOT used. If VPN connections are necessary, these connections MUST be
maintained by the connected routers. The VPN client in OpenScape Business is NOT used. This
configuration is valid for OSBiz-X and OSBiz-S.

Site A OpenScape Busi
penScape Business (AN WAN Admin
Default Gateway: 192.168.138.1 192.168.138.157 Not used Not used
DNS: 192.168.138.1 255.255.255.0
Static route 192.168.178.0 -> 192.168.138.250 (OSBiz-X only)
Net-A
192.168.138.0
255.255.255.0
IP trunks IP subscribers
SIP
3rd party server '
UC Server SIPQ _HFA |
(OCAB)
192.168.138.1
SIP
Networked node _SiPQ 1
AccessRouter with
0SV/0S4000 _SIPQ_| VPN-Gateway
me]_SIP
[]::|=aw
ISP assigned I |
PY sip Public IP I |
e | |
: |
MS Teams MS certified SBC ' I
(direct routing) i |
Skype for Business @i | I
. |
— | I
(VPN-) Router Y 192.168.138.250 | I
T T
' |
!
Corporate ¥ g | =™y, o e, e
Network SIP l
........... ! |
! i I |
i o | =
i L - . . . | i
Site B | Homeoffice al g 3 Homeoffice
@. .
2P apy ! ! ! [ eam
P Router | VP N-Router
Networked node
HFA/SIP
SIP 3rd pty l l HFA/SIP
UC Server SIP .
Net-B =3 oo | Net-E Net-D
102.168.178.0 D 224192 168.178.0 ITSPL  ITSP2  Unify Phone 100.100.100.0
255.255.255.0 255.255.255.0 255.255.255.0

Configuration hints:

e static routes MUST be configured to other sites which are not reachable via the default

router

e the connection to a home office using Unify HFA/SIP phones (Device@Home) is possible:
o via a configured VPN tunnel in the Access Router

o via a direct connection using UDP or TLS

see separate documentation for Devicec@Home [9] / SIP@Home [10].
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1.2 WAN configured as TCP/IP interface

If the WAN interface is configured in TCP/IP mode all VoIP connections to the internet MUST be
done via the WAN interface. All other VoIP devices MUST be connected via the LAN interface. This
configuration is valid for OSBiz-X and OSBiz-S.

Site A i
OpenScape Business LAN WAN=TCP/IP Admin
Default Gateway: WAN-Interface ;92' ;68';38‘ 357 gH(_:P or Not used
DNS: provided by DHCP or configured 55.255.255. tatic IP
Static route 192.168.178.0 -> 192.168.138.250 (OSBiz-X only)
Net-A
192.168.138.0
255.255.255.0
IP trunks IP subscribers
SIP
3rd party server '
HFA
uC Server E SIPQ
(OCAB)

—
sip X AccessRouter
— .g. Cable Mod
Networked node SIPQ &9 © em

ISP assigned

p Public IP
\% 4
OSV/ 0S4000 PO 3rd py
(VPN-) Router ('E-{_’ 192.168.138.250
T

Corporate
Network
! | | !
. « . .
Site B 'SIP@Home ol ol o
: & & |
({2 arapy ! ! i
Router
Networked node SIP
e | i il U
Net-B Net-E )
192.168.178.0 192.168.178.0 ITSP1 ITSP2 Unify Phone
255.255.255.0 255.255.255.0

Configuration hints:

e no ITSP or Unify Phone connections possible via LAN

e Unify Office, MS Teams (direct routing) and Skype for Business connections are not
possible in this configuration

e static routes MUST be configured to other sites which are not reachable via the default
router

e the WAN=TCP/IP interface can be operated either in DHCP mode or with static
assigned IP-Address (depends on the provided access Router)

e phones supporting STUN: SIP@Home scenarios are possible using UDP only, see
separate documentation SIP@Home [10]
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1.3 WAN configured as DSL interface

If the WAN interface is configured as DSL interface to establish the internet connection all traffic
towards the internet MUST use the WAN interface. All other VoIP devices MUST be connected via
the LAN interface. This configuration is valid for OSBiz-X only.

Site A i
OpenScape Business LAN WAN Admin
Default Gateway: ~ DSL ;92' ;68 ;38 (1)57 DSL (PPPoB) Notused
DNS: provided by ISP 55.255.255.
Static route 192.168.178.0 -> 192.168.138.250 (OSBiz-X only)
Net-A

192.168.138.0
255.255.255.0

IP trunks IP subscribers
SIP
3rd party server ' _HFA |
UC Server SIPQ
(OCAB) sIp

Networked node SIPQ | I [~ B — l Access Modem
"

3rd pty ISP assigned

OSsV/ 4k Public IP

SIPQ

(VPN-) Router ('j—(_’ 192.168.138.250

Yy
Corporate
Network
SIPQ
SIPQ

| |
Site B ol ol
0- ?-
| |
Networked node 1
| iy iz
Net-B
192.168.178.0 ITSP1 ITSP2
255.255.255.0

Configuration hints:

e the integrated DSL Router is suitable for small installations only. For larger
installations an external Router MUST be used (see 1.1 and 1.2)
e no ITSP connection possible via LAN

e this configuration is not released for Unify Phone, MS Teams (direct routing) and
Skype for Business connections

e static routes MUST be configured to other sites which are not reachable via the default
router (DSL)

e Device@Home and SIP@Home scenarios are not supported in this configuration
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1.4 LAN and WAN in parallel

When the WAN interface is configured, all ITSP connections MUST use this interface.

It is strongly recommended to use the same interface for ITSP connections and all other internet
traffic (either all over LAN or all over WAN).

Nevertheless, under certain circumstances a customer wants to have a different setup, where the
system will use the WAN for ITSP connections whereas the default router to the internet is
located at the LAN interface.

In such a configuration several issues may prevent successful VoIP calls. At least the following
configuration MUST be done:

e manual configuration of routing
As the default router is connected to the LAN interface, all destinations which needs to be
addressed for ITSP calls MUST have static routes. This MUST include all needed SIP
servers (Proxies, Registrar) as well as all possible media endpoints. Static routes must be
configured with appropriate means (e.g. WBM in OSBiz-X, Yast in OSBiz-S)

This manual configuration is not necessary if the WAN interface has an address out of the
ITSP network. (ITSP operating a private VoIP network with or without access device)

e Firewall configuration
The firewall located between the ITSP and the WAN interface MUST be manually opened
on all ports needed for ITSP connections. This MUST include all needed SIP servers
(Proxies, Registrar) as well as all possible media endpoints.

e STUN

In this configuration STUN cannot be used to determine the public IP-Address. STUN
MUST be switched off or used with static IP address (at the WAN router).

e Due to the restriction that ALL ITSPs MUST use the same interface, this configuration is
limited to one ITSP only.

V3.2, 04/2023
OpenScape Business V3, How To: VoIP Interfaces 8



2 General Restrictions

e As the WAN interface is intended to be used as the ITSP interface it is NOT allowed to
directly address! this interface by

o any IP-Endpoints at the WAN interface (HFA and SIP)
o any networked nodes

e If two (or more) ITSP’s are configured in the system
o all ITSP’s MUST use the same internet connection

o usage of STUN can be switched on or off individually for each provider, but ALL
providers MUST share the same STUN mode (e.g. automatic, port preserving router,
...) and will use the same STUN server (even if different STUN servers may be
configured at the ITSP’s).

e The Admin-Interface of the OSBiz-X cannot be used to connect any type of VoIP endpoints
or trunks.

e The LAN2-Interface of the OCAB cannot be used to connect any type of VoIP endpoints or
trunks.

e In scenarios where the WAN interface is used, NAT is activated at the WAN interface.

! Please note that Device@Home and SIP@Home address the public IP of the access device (Router, Modem).
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3 References

Further related information can be found under the following links:

Reference

Hyperlink

[1]

Administration
Documentation

Online Help in OpenScape Business Assistant

[2]

Diagnostic hints

Administration Documentation

[3]

Experts Wiki

https://wiki.unify.com/index.php/OpenScape Business

[4]

OpenScape Business
Security Checklist

https://nuxeo.unify.com/nuxeo/site/proxy/nxdoc/view/raw/b2e
fab60-4ba8-491c-988d-870077267c4a

[5]

How To connect Unify
Phone

https://wiki.unify.com/images/7/7f/How _To connect Unify Ph
one to OpenScape Business.pdf

configuration

[6] How To MS Teams https://wiki.unify.com/images/4/4f/How To Configure OSBiz
Interworking MS Teams Interworking.pdf

[7] HOVY To Skype for https://wiki.unify.com/images/3/31/How To Configure OSBiz
Business Teams ; .

. Skype for Business Interworking.pdf

Interworking

(8] How to collection™ for https://wiki.unify.com/wiki/How to collection and tutorials fo
H4k and OSV . -

i r OpenScape Business#Networking

networking

[9] Device@Home - https://wiki.unify.com/images/d/de/How To Configure Syste
configuration m_Device%40Home.pdf

[10] SIP@Home - https://wiki.unify.com/images/8/8c/OSBiz V2 SIP Endpoint C

onfiguration for SIP%40Home.pdf
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https://wiki.unify.com/index.php/OpenScape_Business
https://nuxeo.unify.com/nuxeo/site/proxy/nxdoc/view/raw/b2efab60-4ba8-491c-988d-870077267c4a
https://nuxeo.unify.com/nuxeo/site/proxy/nxdoc/view/raw/b2efab60-4ba8-491c-988d-870077267c4a
https://wiki.unify.com/images/7/7f/How_To_connect_Unify_Phone_to_OpenScape_Business.pdf
https://wiki.unify.com/images/7/7f/How_To_connect_Unify_Phone_to_OpenScape_Business.pdf
https://wiki.unify.com/images/4/4f/How_To_Configure_OSBiz_MS_Teams_Interworking.pdf
https://wiki.unify.com/images/4/4f/How_To_Configure_OSBiz_MS_Teams_Interworking.pdf
https://wiki.unify.com/images/3/31/How_To_Configure_OSBiz_Skype_for_Business_Interworking.pdf
https://wiki.unify.com/images/3/31/How_To_Configure_OSBiz_Skype_for_Business_Interworking.pdf
https://wiki.unify.com/wiki/How_to_collection_and_tutorials_for_OpenScape_Business#Networking
https://wiki.unify.com/wiki/How_to_collection_and_tutorials_for_OpenScape_Business#Networking
https://wiki.unify.com/images/d/de/How_To_Configure_System_Device%40Home.pdf
https://wiki.unify.com/images/d/de/How_To_Configure_System_Device%40Home.pdf
https://wiki.unify.com/images/8/8c/OSBiz_V2_SIP_Endpoint_Configuration_for_SIP%40Home.pdf
https://wiki.unify.com/images/8/8c/OSBiz_V2_SIP_Endpoint_Configuration_for_SIP%40Home.pdf
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