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Overview

Telekom Deutschland GmbH launched the new CompanyFlex trunk in 2020. CompanyFlex is the
successor of the DeutschlandLAN SIP Trunk. From configuration point of view, it has just a few deltas
which were introduced on top with CompanyFlex. Therefor the old DeutschlandLAN SIP Trunk
Configuration Guide was re-used in this document and the delta or the configuration screenshots
from the CompanyFlex certification lab were simply added in the beginning of each chapter. This
document is an extended version of the DeutschlandLAN SIP Trunk Configuration Guide with
CompanyFlex deltas and configurations.

This document describes the configuration of the OpenScape Enterprise Express Deployment V10 to
connect to Telekom Deutschland GmbH CompanyFlex SIP trunk as it was configured during a
certification test in the Telekom Deutschland certification lab.

This document and the described configuration are valid also for OpenScape Voice with OpenScape
SBC deployments. Telekom Deutschland GmbH is hereinafter referred to as Telekom.
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Trunk Configuration Data provided by Telekom Deutschland GmbH
Trunk Name: CompanyFlex
Trunk connection: Registered Trunk.

Supported Connectivity: SBC with private IP behind NAT (Telekom CompanyFlex uses special NAT traversal to
detect if SBC is located in a private Class A, B or C network; no need to configure external Firewall on SBC); SBC
with public IP

Documentation: Installations- und Konfigurationshilfe CompanyFlex
https://hilfe.companyflex.de/de/einrichtung/anschalteszenarien

Bitte auch hier entsprechende Hinweise zum Thema Notruf-Routing beachten.

The configuration data needed to setup the SIP trunk will be provide from within the Telekom
CompanyFlex administration and configuration portal, e. g.
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https://hilfe.companyflex.de/de/einrichtung/anschalteszenarien

OpenScape SBC Configuration

For the certification test SBC version V10 R0.5.1 (10.00.05.01-1) on the Central SBC and THIG SBC was
used.

DNS

It must be configured a DNS server which can resolve the Telekom DNS records configured in the
Remote Endpoints:

5 Ganers- shchonn
P system
¥ network/Net Servid (@ sbcbonn - Network/Net Services — Mozilla Firefox

T Settings
| Eons | @ &£ httpsy//172.17.0.5/networkhtmi?tabld=dnsTab
o NP \
o

*** Traffic Shaping Network/Net Services

it/ Qos ) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes’ on the General page.
» voIp

" Setti NTP Traffic Shaping QoS
<1 Features nos ||
¥ Security Client
» Diagnostics & logs
» Alarms Refresh DNS
* Maintenance
DNS server IP address Add Alias Add
192.168.1.1 Delete bonn. telekom.de | Delete

sbcbonn.bonn. telekom. de

Server
Dlencble DN server [ oMS configuration |
Enable customization | Administer custom files |

Quality of Service (QoS)

Telekom has specified in their 17TR114 document QoS requirements which must be applied on the
SBC:

842 Traffic Classes in Layer 3

The UE uses the following traffic classes at Layer 3 (according to the Architecture of T-Home)

u Voice Control Class 6 (DSCP 110 000)
n Voice Bearer Class 5 (DSCP 101 110)
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@) Select OK to temporarily store changes. Make your changes perr

| Settings | DNS || WTP || TrafficShaping || QoS |

Qo5 Settings

M Enable Qo5 Configuration

DSCP for SIP |48

DSCP for MGCP [48

DSCP for RTP (Audio) |45

DSCP for RTP (Video) |45

Row Protocol In interface Ou
Media Profile

CompanyFlex Config/Delta:

@ sbcbonn - Media Profile — Mozilla Firefox

© & hips//172.17.0.5/mediaProfileConfiguration.htmi?name=RTP&coreSideMedia= default

) Select OK to temporarfy store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.
General

Name RTP

Media protocol RTP only [ Direct Media Support
Support ICE

[enable TURN Gient

Ere/ Rrce Multiplex i offer

[Jsop Compatbilty Mode

[ support Mid Attribute

Dbom!se(wtbmommmmm”

SRTP configuration
SRTP crypto context negotiation  MIKEY  SDES  DTLS
Mark SRTP Calldeg as Secure

Codec configuration

@Mmumrﬁgndcodec

[] Enforce codec priority in profile

[[] send Telephony Event in Invite without SOP
] use payload type 101 for telephony event/8000
[ &nforce Packetzation Interval

Codec | G71UBKHz-63kb0s ] [ Add |

=

H

| Codec Packetization interval
G711A 8 kHz - 64 kbps 20

DeutschlandLAN SIP Trunk Config:
Depending on whether the SIP trunk is encrypted via TLS or not, two Media Profiles were prepared:
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) vorr

Port and Signaling Settings | Media | QoS Monitoring

¥ Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

Sip Server Settings
Media Profiles
SATP aypbo context

Mame B Codecs Heriapmtoml jation
WE_Phone_default Best Effort SRTP mikey + sdes
SRTP SRTP only sdag
RTP RT® only none
SipRec_default Best Effort SRTP mikey + sdes

For an unencrypted SIP trunk the Media Protocol RTP was used:

Jd  Media Profile

@) sSelect OK to temporarily store changes. Make your changes permanent by selecting 'Apply Che

General

Name RTP

Media protocol RTP only

~ Direct Media Support

Suppress ICE Candidates
Support Trickle ICE

MRTP/ RTCP Multiplex in offer
SRTP configuration

SRTP arypto context negotiation MIKEY SDES

] Mark SRTP Call-leg as Secure

Codec configuration

Allow unconfigured codecs

(] Enforce codec priority in profile

D Send Telephony Event in Invite without SDP

] Use payload type 101 for telephony event/3000
] Enforce Packetization Interval

Codec v @

DTLS

For an encrypted SIP trunk the Media Protocol SRTP and SDES to negotiate the cryptographic
parameters was used. MIKEY may not be enabled because it’s not supported by Telekom.

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex
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d! Media Profile

() select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Che

General

Name |SRTP

Media protocol [ SRTP only Direct Media Support

O Suppress ICE Candidates
Support Trickle ICE
BRTe/ RTCP Multiplex in offer

SRTP configuration

SRTP crypto context negotiation [ ImMikey [Mspes [loms
] Mark sRTP Calldeg as Secure

Codec configuration

M allow unconfigured codecs

[ Enforce codec pricrity in profile

[] send Telephony Event in Invite without SDP

[] Use payload type 101 for telephony event/3000
[ Eenforce Packetization Interval

cac | =

The application of the Media Profile used for the SIP trunk is described in the section Remote

Endpoint below.

Remote Endpoint

CompanyFlex - Central SBC — Config/Delta:

@ :bebonn - Remote Endpoints — Mozilla Firefox.
O & nups/17217.05/ jpoints htmi?status= o =false -9
Q) Select OK to temporaviy store o Make ye ‘Apply Changes' on
SIP Service Frovides Profie ?
Hostrane
Remote drectory
¥ Diagnostics & logs User name admnistrator
> Rlarms
brntenance | e Pasiod esasene
Download New Profile List
===
Regstration
Name. Registraton interval (sec)|
DTAGNGOLANDL %0
e — O
Remote endpoint configuration ?
===
Remote P address | |
- Row name Acsssrednpeofie  Type  Profie /CraitD| /. Remotpart soor ﬁﬁm"*‘; Core reaim profie CoreFQON  Coreresimport | Routng pefix Defaulthome O
GCraut UL
1 REP_SSPOLANAL o s o de 0 ns Man-Core Reain v ebo Pl 50000 +H228 1847030
. icbomepcten. [ o1 | I
2 REP )1 Man-AccessRealm - ssP SSPRCFLEXOL. tel.t-oniine.de. 0 TP Main-Core-Reaim -
) 2l - - N
3 REPSPCex02 ManAcesResi-pvd S srcriB0L el tonine.de o e Man CoreResin -igva ko espcer sa00s +491592960000000 18210

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex



5) SIP Service Provider Profile

) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes’ on the General page.

General

Hame SSPRCRLEXD1
[ s SIP Service Address for identity headers

SIP service address el t-onbne, de
4 use 1P Service Address in Request-URT header

5 Use SIP Service Address in From header

B4 Use SIP Service Address in To header

4 Use SIP Service Address in P-Asserted-Identity header

B4 Use SIP Service Address in Diversion header

[ use SIP Service Address in Contact header

[ Use SIP Service Address in Via header

SIF User Agent
SIP User Agent towards S5P  Passthru z SIP Uiser Agent
Regi )

| Regsiration required
Registration interval (sec) 450

Business Identity

[ Business identity required

Business identity DN

Outgoing SIF manipulation

[ 1nsert anonymous caller ID for blocked Caller-ID
Manipulation

Incoming SIF manipulation

Calling Party Number From header user and displi »

Flags

[ Qo in TO header to S5P

[ Use To DN to populate the RURT

B send Default Home DN in Contact for Call messages

O Allow SOF changes from 559 without session version update

Default S5P profie  DTAG /CompanyFlex

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex
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5V SIP Service Provider Profile

) Select OK to temporarity store changes, Make your changes permanent by sslecting "Apply Changes' on the General page.

[ tnert anonymous caber ID for blocked Caller-1D
Manipulation

Calling Party Number From header user and displi ~
Flags

[ FqoM in TO header to 55P

] use To DN to popuiate the RURT

[ send Default Home DN in Contact for Call messages
O allow soe changes from S5P without session version update
[ o not send INVITE with sendonly meda attribute
£ Do not send TNVITE with inactive media attribute
[ Do not send INVITE with video media line

[ po not send Invite without SDP

[ Do not send Re-Invite when no media type change
[ po net send Re-Trwite

B Remove Slence Suppression parameter from SDP
[ Enable pass-through of Optional parameters

[ Force direction attribute to sendrev

[ send defavit Hame DN in PAL

[ send defauit Home DN in PPI

[J Preserve To and From headers per RFC2543

[ Disahie FQDN pass-through in FROM headsr

[ Keep Digest Authentication Header

[J send Contact header in OPTIONS

s
TLS Signalng  Endpaint Canfig [w]
Sip Connect

[ use telurt

[ send user=phone in 5P URI
[ regstration mede

b4 mmris
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@) Select OK to temporariy store changes, Make your changes permanent by sslecting "Apply Changes' on the General page,

Remote Endpaint Setings ?
Hame REP_SSP-CFlex-01 |

Type ssP v]

Profile SSPPCRLEXOL v

Accessreaimprofie  Man-Access-Realm -ipvd | |

Core realm profie Main-Core-Realm -ipv4

Remate Location Informatian ?
] URI based routing
Enable access control
Signaling address type | DNS SRV :
Remote Location domain kst ?
. Keep-aive interval
Row Remote URL Remote port Remote transport Media IP Media profie TLSmdzJ mpﬁzi TLS keep-alive | [¢ ie)
1 tel, t-onlne.de 1] TCP RTP Server authentcation Telekom ] £
v
« | >
Remote Location Identification/Routing ?
Core FQDN sbcbonn-sspcfiex-0 1.bonn, telekom. de
Core realm port 50002
Default core realm location domain name |
Default home DN +449159296000000002330 |
Trenemine Bt nesfv | e | |
(ox ]
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Remote endpoint configuration
@) Select OK to temparariy store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page,

Default core realm location domain name

Default home DN +49199296000000002330

Incoming Routing prefix Add

+492784227657 EBei mehreren SIP-Trunk Verbindungen mit
dem selben Provider, muss fir die
" eingehende Telefonie zur Zuardnung der

Anfang der Rufnummer als Routing-Prefix
eingetragen werden

Digest Authentication
7] Digest authentication supported
Digest authentication realm tel. t-online. de

Digest authentication user ID +4919929600000000 2330 &tel. t-onlin

Access Side Frewall Settings

[ Enable Firewal Settings | Firewall Settings |

Emergency configuration

Emergency numbers [ Add |

Emergency call routing
MSRP Data Configuration

Enable MSRP Relay Support (not licensed)

use [P address in MSRP-path use FQDN in MSRP-path FQDN
Authentication required Realn Password | show
Access side onlfy Qop AUTH v Expire time/sec | 300

Miscellaneous

@ Open external firewal pinhole

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex
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51 Remote Location Domain ?
) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

General g

Remote URL tel. t-online.de [[] shared domain

Remote port 0

<]

Remote transport TCP
Signaling ?

INVITE Mo Answer timeout (msec) | 360000

INVITE No Reply timeout (msec) | 3000

TS [
TLS mode Server authentication w
Certificate profile Telekom v

TLS keep-give

Keep-alve interval (seconds) |60

Keep-Alive timeout (sec) 10

Media Configuration [,

Media profile [+]
Media reaim subnet IP address
Outbound Praxy Configuration ?

QOutbound Proxy 551134276556, primary.companyfiex.c

Qutbound Proxy Port |0
Registrar Server Configuration 1

Registrar Server tel.t-online.de

Registrar Server Port |0

CompanyFlex — THIG — Config/Delta:

Jser name: adminisratur | Help | Logout

@ sbeThig - Features — MoilaFirefo
o1 @ seehig -

@ & ntips//10.82.53.227/remoteEndpointshtmi?status=false&standalone=false

Remote Endpoints

@) Sekct oK o temporarly ake v “gply Changes'

Regitiaton .
Row Name| e Registration mterval (se0)
1 srofie =] 3500
Remote endpoint configuration ?
(Caad ) (e ) [metete )
Remote 1 adcess |
Row Name Access reaim profile Type|  Profle /GrautDd | LogicalEndpomtD / Remote port| Remote transport CoreFQon|  CORTEAM| oo ing prefix|  Defaulthome DN
CroutURL | L
1 SBC_Bom 0P  Man Access Reain - pv4 Proxy DefautProxy 1705 s0s0 T Main CoreReam -iovd 0000
sbchonn-sspdian-
2 SBCBonn SSPDLANAL  Man-AccessResim -pud s ssPProfie 121705 50000 T Man-CoreReam -ova e Y 0002
3 08850101 Main-Access-Reain -ipv4 Proxy Default Proxy. 172.17.0.7 5060 T Main-Core-Realm -ipv4 50004
. 05010155 ManAccmsesin-pvd  Gatewey o aes s . Mon Core e gt oo I s
s V0535001 Hedaserver . 2527 uor 0555001 150585001 Reain 2327
I S I T — s seproe so002 E o Core e -gva| o SOt | gy
T T — s e— mies s ey Mo Core et -gva oSO gy
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@ et Ottty e homges —
-

e [ —

Profie o —)

LRI based routng
Enable aceess control

‘Signaling address type | IPaddess orFQDN 1~

onits) o) enses)
| 1 |
Row Remete URL. Remote port | Remote transport Meda P Media profie TLS mode. Certificate profie  TLS keep-aiive p ) (oe0)| ,' )‘ ‘Outbound Praxy nd-udﬁnn?ﬂl‘ N—t-srv:r‘ Registrar |
72703 o0z m’ PO e— v O] ] © om0 ) o -
< >
?
cxerqn sctunn epchex oL bo.telon o
Core resimport s00m8
oetat home
(o) [canent)

@ Select OK to temporarily store changes, Make your changes permanent by selecting "Apply Changes’ on the General page.

>

Remote Endpaint Settings ?
Name S8C_Bomn_SsP-Crlex-01 | [ edn |

Type ™)

Profie 5SPProfie

Access realm profile Main-Access-Realm - ipvd :l
Core realm profie  Main-Core-Realm - ipv4 .

[ enable call Limits
Masimum Permitted Cals 0
Reserved Calls 17
Remote Location Information ?
] URI based routing
| Enable access control
Signaling address type [P addressor FQDN ||
Remote Location domain kst ?
Row Remote URL Remote port. Remote transport Media IP Media profie TLSnnda| Uulﬂcallpmla| TLS keep-al
1 172.17.0.5 50002 Tce default Server authentication SV Solution Ca
W
< I >
Remate Location Routi ?
Core FQDN | sticbonn-sspcfiex-01.bonn. telekom. de
Core realm port 50008

Defauilt core realm location domain name |

Default home DN [

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex 15



Remote endpoint configuration

Default core realm location domain name
Default home DN

Incoming Routing prefix

Digest Authentication

O Digest authentication supported
Digest authentication realm

Digest authenfication user ID

Digest authentication password

Access Side Frewall Settings

[ Enable Firewal settings [ Firewall Settings
Emergency configuration

Emergency numbers Add

Emergency call routing

MSRP Data Configuration

Enable MSRP Relay Suppart (not censed)

Authentication required Realm

Access side only Qop  AUTH
Miscellaneous

O 1Open external firewal pinhole

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex
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PE

use IP address in MSRP-path uge FODN in MSRP-path FQDN

Password

Expire timesec | 300

)

-

-

=)

=)

[ox ] [‘cancet )
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) Remote Location Domain
@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

General

Remote URL 172.17.0.5 [0 shared domain
Remote port 50002

Remote transport | TCP -

Signaling

INVITE No Answer timeout (msec) | 360000

INVITE Mo Reply timeout (msec) | 3000

TS
TLS mode Server authentication
Certificate profile 05V Solution

TLS keep-alive

Keep-alive interval (seconds) | 120

Keep-Alive timeout (sec) 10
Media Configuration

Media profile default w

Media realm subnet IP address
Outbound Proxy Configuration

Outbound Proxy

Outbound Proxy Port |0
Registrar Server Configuration

Registrar Server

Registrar Server Port 0

DeutschlandLAN SIP Trunk:
On the Central SBC must be activated Enable Remote Endpoints:

Features

) select OK to temporarily store changes. Make your changes permanent b

Features configuration
[ Enable Remote Subscribers Configure
Enable Remote Endpoints Configure |

[ Enable Codec Support for transcoding | Configure
[ Enable TURN Server Configure
[ Enable Circuit Telephony Connector m
[ Enable Sip Load Balancer Configure
Enable Border Contral Function Tﬁgwﬁ (not licensed)

(] Enable Push Notification Service Configure
] Enable Ganglia Monitoring Daesman

(] enable Circuit Zookeeper Client

(] enable THIG

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex
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When opening the Remote Endpoints window the SIP Service Provider Profile and the Remote
Endpoint has to be configured:

Remote Endpoints
@) Select OK to temporarily store changes, Make your changes permanent by selecting 'Apply Changes' on the General page.
SIP Service Provider Profile ?
Hostname
Remote directory
User name administrator
Password sessnene

| Download New Profile List |
Add Edit Delete
Registrati
+ Row Name| ooeaton Registration interval (sec)
1 DTAGTSystems kA 480
Remote endpoint configuration ?
Add h Edit Delete
Remote IP address [
Profile [ Circuit . . Remote | Remote Assodated  Corerealm Core | Core realm | Routing
Row N A aim profil T |-Endpoint-ID Default home DN
- ame CCess resm proie we D o Pon.“mf port | transport | Endpoint profile . FQDM port|  prefix ©
Main-Caore-
1 DTAGTSystems Main-AccessRealm -ipv4  S5P DTAGTSystems  sip-trunk.telekom.de 0 s Resin o4 50000 Hgl:|

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex



In the SIP Service Provider Profile window must be selected as default SSP profile DTAG/NGN
Registration Mode. The registration interval has to be set to 480 seconds:

) SIP Service Provider Profile '

@) Select OK to temporariy store changes. Make your changes permanent by selecting ‘Apply Changes’ on the General page.

General 2

Mame DTAGTSystems Default SSP profie  DTAG/MNGN Regsnamnr-uv'
B use s Service Address for all identity headers
SIP service address  sip-trunk. telekom. de

SIP User Agent ?
SIP User Agent towards SSP | Passthru | SIP User Agent
Registration ?

%] Registration required
Registration interval (sec) <430

[ Business identity required
Business identity DN

[ 1nsert anonymous caller ID for blocked Caller-ID

Manipulation
Fiags 2
[ FQDN in TO header to S5
[ use To DN to populate the RURI
[ send Default Home DN in Contact for Call messages
O asow SDP changes from SSP without session version update
[J Do rot send INVITE with sendonly media atiribute
[ Do not send INVITE with video media ine
[ po ot send Tnvite without SOP
[J po not send Re-Invite when no media type change
[J ponot send Re-Invite
[ remove Silence Suppression parameter from SDP
[ Enable pass-through of Optional parameters
[ Force direction attribute to sendrcv
(] send default Home DN in PAI/PPI
D Preserve To and From headers per RFC2543
O aow single S5P with different home DN prefix based handing

Ignore last digit in Default home DN for incoming calls from SIP trunk

s ?
TLS Signaling = Endpoint Config ~
Sip Connect ?
[ Use tel urt

Send user=phone in SIP URI

Registration mode
1TR118

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex
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In the Remote Endpoint Configuration window the SIP Service Provider Profile shown above has to be
selected:

) Select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes' on the General page.
.
Remote Endpoint Settings ?
Name DTAGTSystems Edit
Type s5P w
Profile DTAGTSystems |»
Access realm profile Main-Access-Realm - ipv4 [w
Core realm profile Main-Core-Realm - ipv4 "
Assodated Endpoint |

[ Enable Call Limits

Maximum Permitted Calls ﬁ
Reserved Calls E
Remote Location Information r.
URI based routing
Enable access control
Iswlng address type DNS SRV E I
Remote Location domain list ?
Add l Edit i Delete
INVITEMo | INVITE No
Remote = Keep-alive Keep-Alive Outbound N _
Remote . Meda Certificate  TLS keep- B - Answer Reply Registrar  Registrar
Row Remate LRL SIPM::D;; = Media IP ey TLS mode erone alive nlzn'd) hm(:z)k fmeout b t Outbound Proxy Proxy 5 5 Port
£ frseg ___(rsed
sp- Mutual reg.sip-
1 irunk telekom. de 0 s SRTP authenticatiol Telekom [} &0 10 360000 3000 trunk, telekom. de 1] 1]

ZUGANGSDATEN

Vertraulich, bitte autbewahren!

Core FQON Datum 01. Marz 2018

Ortsvorwahl 0228
Durchwahlnr. 12345

Default core reaim location domain name

Abfragestelle 0
Routing prefix Registrierungsrufnummer
| pefauit home o1 +49_| - |&492281g3450

Rufnummernblock 2
yon 000 bis 299 '

Remate Location Identification/Routing

Core realm port 50000

Digest Authentication

Digest authenbeation supported
e e | 10k talhevn. o Q Internet-Zugang einrichten

Digest authentication user ID 4

S - | Anschiusskennung: 002529106948

prepr—pe— \ Zugangsnummer: 5511295012345 ?
01 Evaie Frevmt Setngs [FoemaiSetings {vormals T-Online Nummer)
— 7 Mitbenutzernummer: 0001 ?
Brryacy b (add ) Persénliches Kennwort: 25170493
Delete |
| Emergency call routing
MSRP Data Configuration ?
Enable MSRP Relay Support (not licensed)

use IP address in MSRP-path use FQDN in MSRP-path FQDN

Authentication required Realm Password Show

Access side only Qop | AUTH Expire time/sec | 300
Miscellaneous ?
B4 open extemal firewall pnl'\olel

[Lox | [ cancel
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If a NAT router is in between SBC and SIP Trunk Open external firewall pinhole must be enabled so
the SBC will open the RTP port on the NAT router by sending UDP packets to let the NAT router pass
RTP packets from a PSTN phone.

The figures below show the Remote Location Domain window for an unencrypted SIP trunk using TCP
and RTP on the left and for an encrypted SIP trunk using TLS and SRTP on the right:
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51 Remote Location Domain

@) select OK to temporarily store changes. Make your changes permanent by

General

Remote URL sip-trunk. telekom. de
Remote SIP/MGCP port |0

Remote transport TCP v

Signaling

INVITE Mo Answer timeout (msec) 360000

INVITE Mo Reply imeout {msec) | 3000

LS
TLS mode Mutual authentication
Certificate profile Telekom

TLE keep-alive

Keep-alive interval (seconds) |60

Keep-alive timeout (sec) 10

Media Configuration

Media profile RTP w

Media realm subnet IP address

Outhound Proxy Configuration

Outbound Proxy reg.sip-trunk. telekom. de

Outbound Proxy Port |0
Registrar Server Configuration

Registrar Server

Registrar Server Port |0
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51 Remote Location Domain

@ Select OK to temporarily store changes. Make your changes permanent by selecting '

General

Remote URL sip-trunk. telekom. de
Remote SIPMGCP port |0

Remote transport TLS b

Signaling

INVITE Mo Answer timeout {msec) | 360000

INVITE Mo Reply timeout (msec) | 3000

TS
TLS mode Mutual authentication w
Certificate profile Telekom e

TLS keep-alive
Keep-alive interval (seconds) &0

Keep-Alive timeout (sec) 10

Media Configuration

Media profile SRTP w

Media realm subnet IP address

Outbound Proxy Configuration

Quthound Proxy reqg. sip-trunk. telekom. de

Outbound Proxy Port |0

Reaqistrar Server Configuration

Registrar Server

Registrar Server Port |0
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Preparing and Installing TLS Certificates

For using TLS and SRTP over the SIP trunk, uploading and configuration of the Deutsche Telekom CA
certificates on the SBC is required. The actual Telekom CA certificates can be downloaded here:

o Download the Telekom Root-CA-Certificate T-TeleSec GlobalRoot Class 2 from URL
https://www.telesec.de/assets/downloads/PKI-Repository/T-TeleSec GlobalRoot Class 2.cer

Important note:
Please make sure that the certificates are still valid. In case they are expired or not available
anymore, please contact Telekom Deutschland GmbH or use the ones from the public websites, e. g.

https://www.telesec.de/de/root-programm/informationen-zu-ca-zertifikaten/root-ca-zertifikate/

Because the OpenScape SBC supports only certificates in pem format the Telekom , Root-CA-
Certificate’ certificate T-TeleSec_GlobalRoot_Class_2.cer has to be converted

e via Linux shell e.g. on the OpenScape SBC via command

openssl x509 -inform der -in T-TeleSec_GlobalRoot_Class_2.cer -out T-
TeleSec_GlobalRoot_Class_2.pem

e orviae.g. online converter https://www.sslshopper.com/ssl-converter.html

Certificate Conversion Options

Certificate File to Convert

Durchsuchen... | Shared_Business_CA4.der
Type of Current Certificate

DER/Binary kS

Detected type from file extension

Type To Convert To

Standard PEM e

Convert Certificate

Click on Convert Certificate and save the converted certificate with file extension .pem.

Create in the next step a chained certificate based on the certificates Root-CA-Certificate named e.g.
dt-chain-ca.pem and copy the content of this certificate files into it in the following order:
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MIIGiTCCBXGgAwWIBAgIIMBWLWMIWMfUWDQYJKoZIhvcNAQELBQAwWCTELMAKGALUE

nfKouiXc6eGlojopwckO/uEu@IVENyMOzGoIPU2/PhFvG6aAPsB4tvv/AHzR

MIIDnzCCAoegAwIBAgIBIjANBgkqhkiGOwOBAQUFADBXxMQswCQYDVQQGEWIERTEC
Cm260WMohpLzGITY+9HPBVZKVw==
Then upload this certificate via GUI at Security -> General -> Certificate Management into OpenScape

SBC in the in section CA Certificates by selecting this certificate and clicking on Upload. Then the
certificate appears in the CA certificates list:

£ cCertificate Management

@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Af

CA Certificates

Upload CA certificate file | Durchsuchen... | Keine Datei ausgewahit. Upload

CA certificates

Delete

dt-root-ca-2. pem
osshcCA. pem
serverCA.pem

To replace the OpenScape SBC default certificates provided by installation execute the following
steps:

The in Certificate Creation section enter e.g. ossbc in the Name field an click on Create leaving Self
signed as CA file unchanged:

Certificate Creation

Create Mew TLS Certificates

| Mame |ossbc CA file | Self signed ~ | | Create

In the CA certificates, X.509 Certificates and Key files windows appears now the new certificates:
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CA Certificates X.509 Certificates

Upload CA certificate file | Browse... | Mo file selected.

X.509 certificates

eite

servercert.pem

CA certificates

Key Files

Upload key file | Browse... | Mo file selected.

Key files

ossbokey.pem De
serverkey.pem

In the Certificate Profiles section click on Add:

O certificate Management

Upload X.509 certificate file

Media DTLS certificate profis o
Certificate Profiles
Hame Certificate senvios Chent certificate fie Server certificate file
O5Y Solution SIP-MS serverpert. pem
HTTPS System
2 HTTFS server,art

Durchsuchen...

Keine Datei ausgewahlt.

Delete

‘.!, Sedect O to bemporanly store changes. Make your dhanges permanent by selecting “Apply Changes' on the General page.

?

[ o

Local CA fie

serverCA pem
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Create a new Certificate Profile selecting the certificates created before:

£ certificate Profile

) select OK to temporarily store changes. Make your changes permanent by selectin

P
Certificate profile name] Telskom

Certificate service SIP-TLS e

Local dient certificate file = Show |
Local server certificate file | | ossbecert.pem v Show
Local CA fie ossbeCA.pem ™ Show |
Remote CA file dt-chain-ca.pem e Show
Local key file ossbckey.pem ™

EC param secp2sanl

Attach to Config file |

Validation

Certificate Verification | Full -

E‘ Fevocation status

B4 1dentity Check

Renegotiation
[ Enforce TLS session renegatiation

TLS session renegotiation interval (minutes) |60

TLS wersion

Minimum TL5 version |TLS V1.2 W

DTLS wersion

Minimum DTLS version | DTLS V1.0

Cipher Suites

Perfect Forward Secrecy | Preferred PFS v
Encryption Preferred AES-128 W
Made of Operation Preferred GCM v

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex
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Finally the created Certificate Profile has to be configured in the Remote Location Domain window:
=1 Remote Location Domain
@) Select OK to temporarily store changes. Make your changes permanent by selec

General

Remote URL sip-trunk. telekom. de

Remote SIP/MGCP port |0

Remote transport TLS w
Signaling

INVITE Mo Answer timeout (msec) | 360000

INVITE Mo Reply timeout {msec) | 3000

TS
TLS mode Mutual authentication ~
Certificate profile Telekom ~

TLS keep-alive
Keep-alive interval (seconds) &0

Keep-Alive timeout (sec) 10
Media Configuration

Media profile SRTP ~

Media realm subnet IP address
COutbound Proxy Configuration

QOutbound Proxy reg.sip-trunk, telekom.de

Cutbound Proxy Port |0
Registrar Server Configuration

Registrar Server

Registrar Server Port |0
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OpenScape Voice Configuration

CompanyFlex Config/Delta:

uniFy

Maintenance

Configuration
|_OpenScape Voice |

.+ | simpltelekom )

» Quick Tasks

7" Mobile Client
» Teams
» Statistics
» Display Number Modification
EE Branch Office List
&2 | Main Office v
» Members
4% Private Numbering Plan List
|4 | NP_Common (Default, Common; ..
» Translation
» Destinations and Routes

OpenScape Branch

Management

OpenScape SBC

RG8700

Unified Communications

! [simpltelekom] - [telekom] - Endpoint Profiles

@) List of Endpoint Profiles

Oo0ooOoOooooOooOooonono
ERERERERERER®E

administrator @system | Settings

Help | Logout
-

13 2% =

-~

ge: [200 . ]] All:13
Name &
DEPP_Bonn_CFlex
DEPP_Bonn_DLAN
DEPP_Darm_CFlex
EPP_CPS

EPP_Fallback
EPP_MediaSrv
EPP_0SB50i_01

EPP_SBC_Bonn

EPP_SBC_Bonn_SSP_CFLEX_01

e o

EPP_SBC_Bonn_SSP_DLAN_01

EPP_SBC_Darm_SSP_CFLEX_01

EPP_SbcThig
EPP_Xpressions

Search for in [EndPoint Profile Name .| | Search | | ShowAll | | Advanced... j

Numbering Plan Class of Service
NP_Bonn-CFlex
NP_Bonn-DLAN
NP_Darm-CFlex
NP_OSB50i-01
NP_Common
NP_OSB50i-01
NP_OSB50i-01
NP_Bonn-DLAN
NP_Bonn-CFlex
NP_Bonn-DLAN
NP_Darm-CFlex
NP_OSB50i-01
NP_OSB50i-01

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex

| Clone... | [ Add—. | | Edit... | | Delete |

Routing Area Calling Location Remark
RA_Bonn-CFlex No
RA_Bonn-DLAN No
RA_Bonn-CFlex No
RA_Bonn-DLAN No
No
RA_Bonn-DLAN No
RA_OSBS0i-01 No
RA_Bonn-DLAN No
RA_Bonn-CFlex No
RA_Bonn-DLAN No
RA_Bonn-CFlex No
RA_Bonn-DLAN No
RA_Bonn-DLAN No

29



£ [simpltelekom] - [telekom] - Edit Endpoint Profile : EPP_SBC_Bonn_SSP_CFLEX_01

@) Please enter the profile data.

General | Endpoints Services

Endpaint Profile

@) Please enter a unigue name to identify this profile.

Name: EPP_SBC_Bonn_SS5P_CFLEX_

Remark:

Numbering Plan: NP Bonn-CFlex -
Management Information

) Please enter the data for the following fields in the corresponding screens,

Class of Service: -
Routing Area: RA_Bonn-CFlex l;J
Calling Location: -
Time Zone: Europe,Beriin ]g
SIP Privacy Suppart: Full Send [+ |
Faled Calls Intercept Treatment: Disabled [v]
Language: SoftSwitch Default (German) |« |

Undassified

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex

Save | | Cancel
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& [simpltelekom] - [telekom] - Edit Endpoint Profile : EPP_SBC_Bonn_SSP_CFLEX_01 ?
'L Please enter the profile data.

General Endpoints || Services |

@  Message Waiting: Yes v

O call Transfer: Yes v

@ call Forward Invalid Destination: No ~

©  Toll and Call Restrictions: o [ u

©  Park to Server: No v [:j

) CSTA Network Interface Device: o v Enable Name Provider and Limited Call Control

What to do if Application fails to handle inbound calls:

Allow call to proceed as normal

UniFy c Ma ] system
Configuration | = Maintenance en ent Performance Ma Accounting

User: administrat

| OpenScape Voice . OpenScape Branch OpenScape SBC RG8700 unified Communications cmp Device Management
1+ | simpitelekom “u [simpitelekom] - [telekom] - [Main Office] - Endpoints ?
@) Endpoints represent Network to Network Interface connections.
Search for in [Endpoit Name || search | | showal | | Advanced.. |
LII W] |_Bulk Edit... | IHJ I Delete | { Change Branch Office... | | Test Audit I \ Set to Normal |
£ 5ek:0 | Ttems/Page: [200 . || Ali14
b Profiles O Name Numbering Plan Hame Regi ion Type gi ion State ional State Primary Remark
» Teams O . crs NP_OSBS50i-01 Dynamic MNot Registered Normal Ho
P>  Statistics O [ D_EP_Benn NP_Benn-DLAN Dynamic Mot Registered Normal No
» Display Number Modification [0 Ba D_EPBonn-CFex  NP_Bonn-Clex Dynamic Not Registered Normal Ho
H§_Branch Office List [0 Sa DEPDam-CHex NP_Bonn-CHex Dynamic Not Registered Normal No
EMI Y O Ea EP_Mediasri NP_OSB50i-01 Static Registered Harmal 10.82.53.233 Ho
= O g. [EP_OSB501-01 NP_OSB50i-01 Static Registered Normal 10.82.53.227 Yes
IE  Subscribers
H [0 §a. E€r_0SBS0M01G NP_OSBS50i-01 Static Registered Normal 05b50i-01. bonn. telekom.de Yes
W3 Private Numbering Plan List [0 ®a P Xpressions NP_0OSB50i-01 Static Registered Hormal 10.82.53.241 Ho
.74 | WP_Common (Default, Common; .. O Ea. Falback NP_Common Dynamic MNot Registered Normal No
»  Translation [0 ®a [ s8C_Bonn-DLAN NP_Bonn-DLAN Static Registered HNormal sbebonn-sspdian-01.bonn.telekom.de | Yes
» Destinations and Routes O = ] SBC_Bonn_CFLEX1 | NP_Bonn-CFlex Static Registered Hormal shebonn-sspcflex-01.bonn.telekom.de | Yes
[0 "4 | sBC_Bonn_CFLEX2 | NP_Darm-CHex Static Registered Normal sbebenn-sspcflex-02.bonn. telekom.de | Yes
[0 Fa | s8c_Bonn_oP NP_Bonn-DLAN Static Registered Normal 10.82.53.227 Yes
O L SbcThigl NP_O5B50i-01 Static Registered Normal 10.82.53.227 No
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OpenScape Branch

>
»

»  Teams
» Statistics

» Display Humber Modification
B3 Branch Office List

™

4§ | Main Office
¥ HMembers
| _subscribers
“
44 Private Bumbering Plan List

s

|| nP_Common (Default, Commeon - |

»  Translation

OpenScape SBC
o [simpitelekom] - [telekom] -|

¥ Endpoints represent Network to Netwd

Fault Management

Search for |

Sel:0 | Items/Page: | Al:14

Name :
B, ops
H. D_EP Bonn

E.  D_EP_Bonn-CFlex

E.  D_EP_Darm-CFlex
H, EP_Mediasn
=, EP_0sBS0R01

EP_OSBS0I-01G
ﬁ- EP_Xpressions
H. Falback

'w  5BC_Bonn-DLAN

Oooooooooooooooon
.llll

@ [simpltelekom] - [telekom] - [Main Office] - Edit Endpoint: SBC_Bonn_CFLEX1 — Mozilla ... - O X

© & ntips; //10.82.53.233/management/partal/Applications/Operation/QSV/BusinessGro *** =

. [simpltelekom] - [telekom] - [Main Office] - Edit Endpoint : SBC_Bonn_CFLEX1

User: administrate stem | Settings | Help

Performance Managemen unting

Attributes Aliases Routes

I I
EEndpn'mt

Numby
Name:
NP_OS|

NP_Bof Remark:
NP_Bar
NP_Bor|

NP_OS|

Registered:

NP_OS|
NP_OS|
NP_OS|

> Destinations and Routes B,
E. sBC_Bonn_CFLEX2 NP_Dal Location Domain
B,  sBC_Bonn_OP NP_|
B,  sbcThigl NP_OS| Endpgint Template:
Endpoint Type:
Find in page Highlight Al Match Case  Match Dig

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex

Last Update:

CSTA Device ID:

@) Define the connection data of an endpoint, e.g. you may use this to add a gateway to a switch.

Max number of users:

SBC_Bonn_CFLEX1

SIP-Trunk Verbindung zum zentralen 05 5BC auf seinen Core SIP-Port 50002
(Der OSEE-THIG manipuliert die Ziel-SIP-Perts von 50008 auf 50002 und zurick.)

]

EPP_SBC_Bonn_SSP_CFLEX_

1O [

4922842276570

2020-12-08 11:17:00.0
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=. [simpltelekom] - [telekom] - [Main Office] - Edit Endpoint : SBC_Bonn_CFLEX1 ?

General | SIP | Attributes Aliases Routes Accounting

Endpaint Type

SIP Private Networking:

SIP Trunking:

SIP-Q Signaling:

SIP Signaling

O

For the static Endpoints the address of the SIP signaling interface can be spedfied in IP or FQDN format.
@ Note that the address of the signaling interface cannot be modified unless the entry in the security section

has first been removed.

Type:

Signaling Address Type:

Endpoint Address:

Porl:

Transpart protocol:

Endpaint does not accept

incoming TLS connechons:

Best Effort SRTP support:

ANAT Support:

ICE Support:

DTLS Support:

Use Proxy/SBC Best-Effort

SRTP settings for calls to
subscribers:
AS-SIP Interface

Management Address:

Red Sky E911 Manager node:

Outgaing Call Supervision
Timer{ms):

Static w

1P Address or FQDN w

shebonn-sspoflex-01.bonn . telekom. de

50008

TCP w

MIKEY, SDES |«
Enabled
Enabled |+

Enabled

g
172.16.0.5

O

Spezieller FDQN fur diesen SIP-Trunk
der in der OSV auf die IP-Adresse des
OSEE-V8 THIG, bzw. auf den OS SBC

verweikl

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex
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User: administrat

| Aliases | Routes | Accounting

Endocint Add.

@ [simpltelekom] - SIP Configuration — Mezilla Fi..  — m] x

© & httpsy) 10.82,53.233/management/f
[simpltelekom ] - SIP Configuration ?

o this section you can configure Realm attributes, Port(s) e.g. 47134717,

rtal/Applis *** =

3 ~ REALM, User and Password.
Fecur\ty
e R Trusted entity:
Dy
O AllPorts
D (®) Port Range
Dy
g Fortrane:
$ Local Reaim: tel.t-online.de
sl
| Local User Name: +49199296000000002330@
S
Local Password: sensssse
D
St Confirm Local Password: e had
sl
- Remote Realm:

St Remote User Name:

Remote Password:

Confirm Remote Password:

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex

|]PM|iasurFQDﬂ

| shebonn-sspeflex-01.bonn. telekom.de

| 50008 | ]
Transport protocol: TCP
|Endpoint does not accept
ing TLS .
Best Effort SRTP support: MIKEY,SDES
ST st
|1CE Support: Enabled :
DTLS Suppart: Enabled :
Use Proxy/SBC Best-Effort
|SRTP settings for calls to
subscribers:
AS-SIP Interface O
Wanagement Address: [172.16.0.5
Red Sky E911 Manager node: [
Outgoing Cal Supervision ]
(ms):
Bypass Supervision
(ms):
eat endpoint as secure
for digest or configure the signaling address as a trusted one.
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=. [simpltelekom] - [telekom] - [Main Office] - Edit Endpoint : SBC_Bonn_CFLEX1

General SIP | Attributes | Aliases Routes Acocounting

attributes

@) Attributes available for this SIP endpaint

Supports SIF UPDATE Method for Display Updates

UPDATE for Confirmed Dialogs Supported

Survivable Endpoint

SIP Prosry

Central SBC

Route via Prosy

Allyw Praxy Bypass

Public/Offnet Traffic

Accept Billing Number

Use Biling Mumber for Display Purposes

Allows Sending of Insecure Referred-By Header

Override [RM Codec Restriction

Transfer HandOFff

Send P-Preferred-Tdentity rather than P-Asserted-Tdentity
Send domain name in From and P-Preferred-Identity headers
Send Redirect Number instead of caling number for redirected calls
Do not send Diversion header

Do not Send Invite without S0P

Send International Numbers in Global Number Format {GNF)
Rerouting Direct Incoming Calls

Daraating Fanesrdad ©alle
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=. [simpltelekom] - [telekom] - [Main Office] - Edit Endpoint : SBC_Bonn_CFLEX1

General EETI Aliases | Routes | Accounting
Rerouting Forwarded Calls (|
Enhanced Subscriber Rerouting O
Autamatic Collect Call Blocking supparted O
Send Authentication Number in P-Asserted-Identity header ||
Send Authentication Number in Diversion Header O
Send Authentication Number in From Header O
\se SIP Endpoint Default Home DN as Authentication NMumber
Use Subscriber Home DN as Authentication Number %]
Set NPI/TON to Unknovn
Incude Restricted Numbers in From Header (M|
SIPQ Truncated MIME
Enable Session Timer |
Ignore Answer for Announcement O
Enable TLS RFCS626 Ping
Enable TLS Dual Path Method
Ignore Receipt of 181 Cal i Being Forwarded [l
Use extended max. count for loop prevention (|
Do Not Auds Endpoint O
Use Praxy/SBC ANAT sattings for calls to subscribers
Suppaort for Callback Path Reservation
Send Progress to Step Cal Proceeding Supervision Timer O
Limited PRACK Support O
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=. [simpltelekom] - [telekom] - [Main Office] - Edit Endpoint : SBC_Bonn_CFLEX1
General | SIP | Attributes | Aliases | Routes = Accounting

LHISCU P, UL

Support Media Redirection

Yoice Mai Server

Disable Long Call Audit

Send/Receve Impact Lavel

Do not send alphanumenc SIP URI

Send alphanumeric SIP URI when avaiable

Support Peer Domains

Reserve 6

Allow endpoint to Unregister Stale Registrations

Enable Media Termination Point {(MTP) Flow

Video call allowed

Trusted Subscriber

Enable Fast Connect

Gircuit Connector Appliance

Add Route Header:

Disable SRTP

Include 05V 5IP User-Agent header field

Do Not Alow URMs in R-URL/TO Header for NGI11 Calls

Reserve §

Accept x-channel header

Suppress SPE in 51PQ

Reserve 9

—

O 00 o0oo0oooao o o o

O 0 o0 oooao

("

Save Cancel

| =, [simpitelekom] - [telekom] - [Main Office] - Edit Endpoint : SBC_Bonn_CFLEX1

| General SIP Attributes | Aliases |

Aliases

) You can assodate here aliases with a SIP Endpoint.

Sel:0 | Items/Page: | All:2
O Name

[0 & 10.82.53.227:50008

O ‘E sbcbonn-sspcflex-01.bonn. telekom. de: 50008
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Routes Accounting

I Add... ] I Delete
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=, [simpltelekom] - [telekom] - [Main Office] - Edit Endpoint : SBC_Bonn_CFLEX1 ?
General SIP Attributes Aliases |m| Accounting
outes
@) This list shows the routes pointing to destinations of this numbering plan.

View

(200 ]|al8

m

Route ID Destination Delete Insert Nature of Address
O 4 wn D_BonnCFlex_I 0 Noalnt
O % D_BonnCFlex_N 0 Noalnt
O % wn D_BonnCFlex_SP 1 Noalnt
O % wn D_BonnCFlex_S 0 Noalnt
O % wn D_BonnCFlex_SE 1 NoaUnkown
O % wn D_BonnCFlex_SP2 2 49 Noalnt
O % wn D_BonnCFlex_SP1 1 45 Noalnt
O % wn D_BonnCFlex_SPu 1 NoaUnkown

Fault Management mance Management

| OpenScape Voice OpenScape Branch OpenScape SBC RGS700 Unified Communications cMP Device Management
“a [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Destination Codes ?
# a ﬁﬂ @) Destination Codes are used for routing decisions.
Business Group
»  Quick Tasks Search for | | in [Code ] | Search | [ showall | | Advanced... |
1= Business Group List AddRange_ | | Bulkidit | [ Cone— | [(Add_ | [Edit— | [ Delete |
| telekom o -
. = Sel:0 | Ttems/Page: [200 || A1:30 | 5
» Profiles O Code  Nature Of Address Class Of Service  Routing Area  Traffic Type ination Type ination Name Remark ™
» Teams O L .: o013 Unknown NONE Destination D_BornCFlex_5P2 Na
»  Statistics [ i o008 Urnknown NONE Destination D_BornCFlex_SP2 No
»  Display Number Modification O =4 oo Unknown Premium Rate  Destinabon D_BornCFiex_SP2 MNo
& Branch Office List [0 *& 00700 Unknown PremiumRate  Destinabion D_BornCFlex_SP2 Na
Ed| Main Office YO 4 00800 Unknown Tol Free Destination D_BornCFiex_SP2 No
*  Members .
[0 =% o00%00 Unknown Fremium Rate  Destination D_BornCFiex_SP2 Mo
Plan List .
[= p— [0 =& o010  Unknown Emergency Destination D_BornCPiex_SE No
= T;“’hﬁm [0 =& 0112 Unknown Emergency Destination D_BonnCFlex_SE No
5 Prefix Access Codes [0 =& ous  unknown Local Destinabon D_BornCriex _SPu No
i Destination Codes | O =2 ous Unknown Local Destination D_BornCFex_SPu Na
% Domain Codes [0 =4 o018  Urknown Premium Rate  Destination D_BornCRlex_SPu No
S8 Cods Brderes O =& o017 unknown Premium Rate  Destinabon D_BornCFiex_SP1 Mo
“la Location Codes -
D e . [0 =4 o0m222 Unknown Emergency Destination D_BornCFlex _SE No
xtensions
> Destmationsand Routes [0 =& 04700 Urknown Bremium Rate  Destinabon D_BornCFiex_SP ho
[ 4 045800 Urknown Tol Free Destination D_BornCFlex_SP Mo
[0 =4 045500 Unknown Premium Rate  Destination D_BornCFiex_SP Mo
O = 1 International International  Destinabion D_BornCFlex_T Mo
O =& 2 Internatonal Internabonal  Destination D_BornCriex_I Ho
[ i 3 International International Destination D_BornCFlex_I No
0O =2 + International International Destination D_BornCFlex_I Mo
O ® -= 49 International Mational Destination D_BornCFlex_N Na
O =& 4815 International Mobile Destination D_BornCPiex_N No
[0 =4 4916  International Mokile Destination D_BornCFiex_N Mo
[0 =& 4817  Internatonal Mobile Destination D_BornCFiex_N Mo
O b -: 49278 International Local Destination D_BornCFiex_S Mo
[l -2 - - . . - - ' -~ e -~ —_— - e
Find in page Highlight All  Match Case  Match Djacritics  Whole Words X
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User: administrato em | Settings | Help | Logout
SConfiguration |  Maintenance User Management fault Management Performance Management Accounting J 13 2 W
| _OpenScape Voice | OpenScape Branch OpenScape SBC RG8700 Unified Communications cMp Device Management
“ i [simpitelekom] - [telekom] - [NP_Bonn-CFlex] - Destination Codes ?
©) Destination Codes are used for routing decisions.
Search for in [Code | | Search | | ShowAll | | Advanced.. |
Add Range... | | BulkEdit... | | Clone.. | |
s¢ Page: [200 |1 A%30 | 5
> General o U ursnuwn IR Kol eSS ulioen U_DUNHILIIEX _DF L " s
»  Profiles O
00800  Unknown Tol Free Destination D_BonnCFlex_SP2 No
» Teams -
D *4 00500  Urknown Premium Rate Destination D_BornCFlex_SP2 No
»  Statistics "
O =& om0 Unknown Emergency Destination D_BonnCFiex_SE No
» Display Number Modification -
H Sraach tist O == Unknown Emergency Destination D_BornCFlex_SE No
52 Main Office =|o = Unknown Local Destination D_BonnCFiex_SPu No
bl b [0 =«& o016  Unknown Local Destination D_BornCFlex_SPu No
44 Private Numbering Plan List O % ous Unknown Premium Rate Destination D_BonnCFlex_SPu No
.4 | WP_Bonn-CFlex v [0 *§ 0137 Unknown PremiumRate  Destination D_BonnCFlex_SP1 No
v Translation O 019222 Unknown Emergency Destination D_BonnCFlex_SE No
S8 Prefix Access Codes [0 *& 049700 Unknown PremiumRate  Destinaton D_BonnCFlex_SP No
f O 'i 045800  Unknown Tol Free Destination D_BornCFlex_SP No
*a Domain Codes =
ke g [0 =& 049900 Unknown PremumRate  Destination D_BornCFlex_SP No
. index
“ia Location Codes (] % 1 International International Destination D_BornCriex_I No
I extensions ] 2 Internatonal International  Destinaton D_BonnCFiex I No
»_ Destinations and Routes O 4 s International Internatonal  Destinaton D_BonnCFiex I No
O L .: 4 Internatonal International Destination D_BoonCFlex_1 No
O i w International National Destination D_BonnCFlex_N No
s 1= 4915 International e Destination D_BonnCFlex_N No
o = Mobi
D o i. 4916 International Mobile Destination D_BornCFlex_N No
[0 =& 417 Internatonal Moble Destination D_BonnCFiex_N No
O 49228 International Local Destination D_BornCFlex_S No
O 5 International Internatonal  Destination D_BornCrlex I No
O 6 International International Destination D_BonnCFlex_I No
O 7 International International  Destination D_BonnCriex I No
O 8 International International Destination D_BonnCFlex_I No
O 9 International Internatonal  Destination D_BornCriex_I No v
Find in page Highlight Al Match Case  Match Djacritics  Whole Words X
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uniFy ! nag nt Plat ) Domain:

User: administrator@system | Settings | Help | Logout

Configuration | Maintenance User Management Fault Management Performance Management Accounting ) 13 2 0
| OpenScape Voice OpenScape Branch OpenScape SBC RG8700 Unified Communications cmp Device Management
.+ | simpitelekom ~ i [simpitelekom] - [telekom] - [NP_Bonn-CFlex] - Prefix Access Codes ?
ﬂ a Iﬁa ) The Prefix Access Code (PAC) is the code entered in the numbering plan. A call can only be routed if the dialed digits are matching & PAC,
Business Group ) o B
» Quick Tasks Search for in [Code | | Search | | showAll | | Advanced.. |
" Business Group List Add Edit ‘VD:Iclci
| telekom v
S cresy sfPage: [200_ ]| At46 | &)
» Profiles (| & Min/Max Length Prefix Type Nature Of Address Destination Type Destination Remark )
» Teams O = 1/30 On-net Access Unknown BG Common Destination Ne_Common No
» Statistics (] . 1/30 On-net Access Unknown BG Common Destination NP_Common No
» Display Number Modification O 001 4130 Off-net Access Unknown None No
#% Branch Office List 0O % + 1/30 Off-net Access Unknown BG Common Destination NP_Common No
H! Hala = ~<! || 0 /30 Off-net Access Unknown 8G Common Destination Ne_Common No
» Membe
ommesit (] 0 1/3 On-net Access Unknown BG Common Destination NP_Common No
44 Private Numbering Plan List
O 00 4730 Off-net Access Unknosn 8G Common Destination NP_Common No
|4+ | NP_Bonn-CFlex <
4
v Tremslaii O 000 /30 Off-net Access Unknown BG Common Destination NP_Common No
(] 0010 5/30 Off-net Access Unknomn None No
Prefix Access Cod’s
Destination Codes O 0013 4/30 Off-net Access Unknown None No
Domain Codes 0O <& oo 4/30 Off-net Access Unknoan None No
Code Indexes O <= oo 4/30 Offnet Access Unknon Nane o
“ia Location Codes .
O 00700 5/30 Offnet Access Unknomn None No
I extensions
D Disihaiions and Boubes O 00800 5/30 Off-net Access Unknown None No
(] 00900 5/30 Offnet Access Unknomn None No
O 0110 4/4 Off-net Access Unknown None No
O 8 o2 4/4 Offnet Access Unknown None No
O +“& oms 4/4 Off-net Access Unknown None No
| 3 o016 4/7 Off-net Access Unknown None No
O <& ous 417 Off-net Access Unknoan None No
O *& owz s/s Off-net Access Unknomn None No
(] 019222 6/6 Off-net Access Unknomn None No
O 048700 6/30 Off-net Access Unknown None No
(] 045800 6/30 Offnet Access Unknown None No
O 048900 6/30 Off-net Access Unknown None No
[ s AR e = e S b4
F Highlight All  Match Case  Match Djacritics  Whole Words X
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Domain: system

User: administral stem | Settings | Help | Logout
snance User Management Fault Management Performance Management Accounting 0 13 %N
| OpenScape Voice | OpenScape Branch OpenScape SBC RG8700 Unified Communications cMp Device Management
1+ | simpitelekom i [simpitelekom] - [telekom] - [NP_Bonn-CFlex] - Prefix Access Codes ?
) @) The Prefix Access Code (PAC) is the code entered in the numbering plan. A call can only be routed i the dialed digits are matching a PAC.
Search for in [Code | | search | | showall | | Advanced.. |
(] (o] (pote
5ek:0 | Items/Page Al:46 | )
» General uv - OL" \;-u]oh D VLI/ ' ). UL ALLESS UKot e " 7S
> Profiles O 3 0137 5/5 Off-net Access Unknomn None No
ki desws O & owm22 6/6 Offnet Access Unknoan None No
> statistis O & om0 6/30 Off-net Access Unknown None No
» Display Number Modification "
E} Branch Office List O "% osen0 6/30 Offnet Access Unknown None No
2 Hain Office | |1 6/30 Offnet Access Unknomn None No
ke O =% 1 4730 Off-net Access Unknown BG Common Destination NP_Common No
44 Private Numbering Plan List [:l :5 1 1/3 On-net Access Unknown B8G Common Destination NP_Common No
|44 | NP_Bonn-CFlex “i0 *§ 1o 3/3 Offnet Access Unknown None No
v Translation O i 12 3/3 Offnet Access Unknown None No
i Prefix Access Cods O 4 w2 s/s OffnetAccess  Unknown None No
PN Destiantion Codes O :5 2 4/30 Off-net Access Unknown BG Common Destination NP_Common No
Domain Codes -
B Code Indexes O - 2 1/3 On-net Access Unknown BG Common Destination NP_Common No
“a Location Codes o =% s 4/30 Off-net Access Unknomn BG Common Destination NP_Common No
I extensions O : 3 1/3 On-net Access Unknonn 8G Common Destination NP_Common No
> Destinations and Routes O % = 4/30 Off-net Access Unknomn BG Common Destination NP_Common No
D -'.: 4 1/3 On-net Access Unknown BG Common Destination NP_Common No
O % s 4/30 Off-net Access Unknown BG Common Destination NP_Common No
O :E 5 1/3 On-net Access Unknown BG Common Destination NP_Common No
0O “% s 4/30 Off et Access Unknomn 8G Common Destination NP_Common No
O % 6 1/3 On-net Access Unknown 86 Common Destination NP_Common No
O =& 7 4/30 Offnet Access Unknown BG Common Destination NP_Common Ne
O 7 1/3 On-net Access Unknown 8G Common Destination NP_Common No
] d 8 4/30 Off-net Access Unknown BG Common Destination NP_Common Ne
D 8 1/3 On-net Access Unknown B5G Common Destination NP_Common No
O 2 o9 4/30 Off-net Access Unknomn BG Common Destination NP_Common No
O % 9 1/3 On-net Access Unknown BG Common Destination NP_Common No v
Find in page Highlight Al Match Case  Match Djacritics  Whole Words X

Domain:

User Management Fault Management Performance Management Accounting

OpenScape SBC RG8700 Unified Communications cMP Device Management

|_OpensScape Voice | OpenScape Branch
“i2 [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Destinations ?
) Destinations are used to route a call to an endpoint representing a gateway.

»  Quick Tasks Searchfor [ ] in [DestnatonName . ] Search Show All

Business Group List Add... Edit... Delete

telekom v

e:[200 ]| Al:8
» General [" ) vl
» Profiles O Media Server Number of Routes
» Teams [0 =i D_BonnCFlexI False 1
» Statistics O ':E D_BonnCFlex_N False :
» Display Number Modification O *3 D_BonnCFlex_S False 1
E& Branch Office List [0 *# D_BonnCFlex_SE False 1
g | Main Office ¥ =& D_BonnCFlex_sP False 1
» Members .
s [0 = D_BonnCriex_sP1 False 1
4 _Private Numbering Plan List o
[0 =& D_BonnCFlex_SP2 False 1
I NP_Bonn-CFlex v -
SR T [0 =& D_BonnCFlex_SPu False 1

¥ Destinations and Routes

g
“4 Routes
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User Management

icape Branch OpenScape SBC
© i [simphtelekom] - [telekom] -

@) Destinations are used to route a call i

© & ht

@ [simpltelekom)] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_| — Mozilla Firefox

5.//10.82.53.233/management/portal/Applications/Operation/OSV/BusinessGroup,/Destinations =»* w

£ [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_I

@) Destinations are used for routing a call to an endpoint.

General ‘ Routes‘ Route Lists Destination Codes

Search for Routes

Sel:0 | Items/Page:

Name &
=  D_BonnCFlex_I
=i D_BonnCFlex_N
= D_BonnCFlex_s

D_BonnCFlex_SE

Fil

D_BonnCFlex_SP

11

D_BonnCFlex_SP1

D_BonnCFlex_SP2

gooooodoono
il

gl

D_BonnCFlex_SPu

@) Multiple routes can be used for prioritizing the routes to the gateways.

Sel:0 | Items/Page: [200 ]| All:1
|:] m -
O

%

Endpoint Route Type

SBC_Bonn_CFLEX1 SIP-Endpoint

Scape Branch OpenScape
i [simpltelekom] - [

@) Destinations are used to route a g

Delete

Insert

@ |simpitelekom)] - [telekom] - [NP_Bonn-LHex| - Edit Uestination: U_BonnLHex_N — Mozilla Hiretox

- [m] X

| Add... | [ Edit.. | | Delete
Nature of Address
International

- u X

© & hitps//10.82.53.233/management/portal/Applications/Operation/O5V/BusinessGroup/DestinationA *»» & ¥ =

General ‘ Routes‘ Route Lists Destination Codes

Search for me

Sel:0 | Items/Page:

©) Multiple routes can be used for prioritizing the routes to the gateways.

Hame &+

':E D_BonnCFlex_I

i D_BonnCFlex_N Sel:0 | Items/Page: | All:1

=§  D_BomnCFlex_s O o Endpoint Route Type
D_BonnCFlex_SE O A.‘ 10 SBC_Bonn_CFLEX1 SIP-Endpoint

<
.
i

D_BonnCFlex_SP

D_BonnCFlex_SP1

"
[

D_BonnCFlex_SP2

<

Ooooooooodg
il

o

D_BonnCFlex_SPu

:nScape Branch OpenScape
< [simpltelekom] - [telekon
)

Destinations are used to route a

Search for

——3

Sel:0 | Items/Page: | All:8
Name &
- D_BonnCFlex_I

*i& D_BonnCFlex_N

Delete

£+ [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_N

@) Destinations are used for routing a call to an endpaint.

Insert

W |SIMpREEKomM| - [TEIEKOM] - [INF_BONN-LrIEX| - COIT VESTINATION: U_GONNLIIEX > — WVIOZIN2 FIrerox

(O https://10.82.53.233/management/portal/Applications/Operation/OSV/BusinessGroup/DestinationA *** ﬁ =

“ii [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_S

@) Destinations are used for routing a call to an endpoint.

General || Routes |

Route Lists Destination Codes

Routes

@) Multiple routes can be used for prioritizing the routes to the gateways.

Sel:0 | Items/Page:

& D _BonnCFlex_S 0 m - Endpoint Route Type
— D_BonnCFex 5 O % w» SBC_Bonn_CFLEX1 SIP-Endpoint
= =%  D_BonnCFlex_sP

*#  D_BonnCFlex_SP1
= “  D_BonnCFlex_SP2

Ooooooooogd

*%  D_BonnCFlex_SPu
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Delete

0

Insert

?

[ Add— | [ Edit.. | | Delete |

Nature of Address

International

- o ~

[(Add. | [ Edit— | [ Delete

Nature of Address

International
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lance

anScape Branch

- i} [simphtelekom] - [telekom]

@) Destinations are used to route a call

OpenScape SBC

Seschfor [ | General || Routes | Routelists | Destination Codes

Sel:0 | Items/Page:

Name :

D_BonnCFlex_I

#

D_BonnCFlex_N

#

D_BonnCFlex_S

#

= D_BonnCFlex_SE
~ 'E D_BonnCFlex_SP
“4  D_BonnCFlex_SP1
—T 'E D_BonnCFlex_SP2

ooooooood
F ol

D_BonnCFlex_SPu

&

Management
enScape Branch OpenScape SB
v i [simpltelekom] - [telekor

©) Destinations are used to route a d

Search for

Sel:0 | Items/Pag | Al:8

Name +

*:a D_BonnCFlex_I
*& D_BonnCFlex_N

D_BonnCFlex_SE
D_BonnCFlex_SP
D_BonnCFlex_SP1
D_BonnCFlex_SP2
D_BonnCFlex_SPu

ooooooooo

User Management

ienScape Branch OpenScape SBC

- i [simpitelekom] - [telekom] |

@) Destinations are used to route a call 4

Search for

Sel:0 | Items/Page: [200 . ]| Al:8

(| Name &
[0 =4 D_BonnCFlexJ
O ':i D_BonnCFlex_N
n [0 & D_BonnCFlexs
[0 =3 D_BonnCFlex_SE
¥IIO =4 D_BonnCHex_SP
[0 =4 D_BonnCFlex_SP1
[0 i D _BonnCFlex_sP2
v
[

e

D_BonnCFlex_SPu

O
D_BonnCFlex_S O L..

© & https/1 0.82.53.233/management/portal/Applications/Operation/OSV/BusinessGroup/DestinationA *** ® %
“ia [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_SE

@) Destinations are used for routing a call to an endpoint.

@ [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_SE — Moszilla Firefox

- [m} X

Routes

l} Multiple routes can be used for prioritizing the routes to the gateways.

Sel:0 | Items/Page: | All:1

O m Endpoint Route Type
O

SBC_Bonn_CFLEX1 SIP-Endpoint

O & //10.82.53.233/manager

portal/Appl

General || Routes | Routelists = Destination Codes |

Routes

©) Multiple routes can be used for prioritizing the routes to the gateways.

Endpoint Route Type

10 SBC_Bonn_CFLEX1 SIP-Endpoint

O & nit

= [simpltelel

1- [
@) Destinations are used for routing a call to an endpoint.
General Route Lists

| Routes | Destination Codes

Routes

@) Multiple routes can be used for prioritizing the routes to the gateways.

Sel:0 | Items/Page: [200 ]| Al:1
D & Endpoint

O Route Type
O 4% w©

SBC_Bonn_CFLEX1 SIP-Endpoint
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Delete

ns/Operation/OSV/BusinessGr

Delete

Delete

Insert

@ [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_SP — Mozilla Firefox

s [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_SP
©) Destinations are used for routing a call to an endpoint.

Insert

@ [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_SP1— Mozilla Firefox
4\ ://10.82.53.233/management/portal/Applications/Operation/OSV/BusinessGroup/DestinationA *** ww

lekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_SP1

Insert

| Add... I IW} | pelete

Nature of Address

Unknown

- u X

/DestinationA *»+ & ﬁ

[ Add-. | [ Edit.. | [ Delete |
Nature of Address
International

- m] X

[ Add.. | [ Edit.. | [ Delete |

Nature of Address

International
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@ [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_SP2 — Mozilla Firefox

10.82.53.233

enScape Branch

OpenScape SBC .

“‘a [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_SP2

v i [simpltelekom] - [telekom] { ) ) )
) Destinations are used for routing a call to an endpoint.

< ) Destinations are used to route a call tg
General Routes Route Lists Destination Codes
Search for " Routes
) Multiple routes can be used for prioritizing the routes to the gateways.
0] 200 .|| Al:8
Name
"l D_BonnCFlex_I
" D_BonnCFlex_N ol 2
n “  D_BonnCFlex_s O U] Route Type Delete Insert
D_BonnCFlex_SE 0 4% w SIP-Endpoint 2 9

D_BonnCFlex_SP

fad

D_BonnCFlex_SP1

D_BonnCFlex_SP2

oOooooooonno

[

D_BonnCFlex_SPu

@ [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_SPu — Mozilla Firefox

0 &

“‘a [simpltelekom] - [telekom] - [NP_Bonn-CFlex] - Edit Destination: D_BonnCFlex_SPu

tenance

1 user Management - e
! 10.82.53.233
JpenScape Branch OpenScape SBC
v =i [simpltelekom] - [telekom] -
* @) Destinations are used for routing a call to an endpoint.
) Destinations are used to route a call td

General Routes Route Lists Destination Codes
Search for [ T
O Multiple routes can be used for prioritizing the routes to the gateways.
- ol 200 | Al:8
D Name
[} D_BonnCFlex_I
D D_BonnCFlex_N ol 200 || 1
ion O D_BonnCFlex_S O 1] Endpoint Route Type Delete Insert
O D_BonnCFle: O 4 wn SIP-Endpoint 1
=4[] D_BonnCFle:
[0 =& D_BonnCFlex_SP1
ist .
[0 =& D_BonnCFlex_SP
- [0 =& D_BonnCFlex_SPu

[4
Add... | | Edit. Delete
Nature of Address
International
— m} X
- @ % =
¢
Add. | [ Edit. | | Delete |

Nature of Address

Unknown
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DeutschlandLAN SIP Trunk:
The following configurations are done via Voice Assistant.

Central SBC Endpoint

The following figure shows the general settings:

= [simpltelekom] - [telekom] - [Main Office] - Edit Endpoint : SBC_BonnSP1
[ General | sIP | Attributes | Aliases | Routes | Accounting
Endpoint

) Define the connection data of an endpaint, e.g. you may use this to add a gateway to a switch.

Name: SBC_BonnSP1

Central SBC connection to Telekom SIP Trunk - port

Remark: 50000 (mapped from THIGsbe from 50002 to 50000)
Registered:
Profile: EPP_che -] | ZUGANGSDATEN
- Vertraulich, bitte aufbewahren!
Branch Office: . Datum 01. Marz 2018
Ortsvorwahl 0228
) ) —— Durchwahlnr. 12345
Assodiated Endpeint: - Abfragestelle 0 ‘
- Registrierungsrufnummer
Defauit Home DN +f | +49228123450
Rufnummernblock
Location Domain von 000 bis 299

Endpoint Template: -
Endpoint Type: Central SBC

Max number of users:

Open Scape Voice — How To: Configure SIP Trunk for CompanyFlex
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Telekom specifies in INVITEs received over the SIP trunk in the P-Asserted-Identity SIP header the SIP
trunk ID which has not to be displayed on the called phone. Therefore SIP Privacy Support has to be
set to Full Send in the SBC Endpoint Profile. This causes the P-Asserted-ldentity header to be ignored

for incoming calls but supported for outgoing calls.

&4 [simpltelekom] - [telekom] - Edit Endpoint Profile : EPP_cSbc
) Please enter the profile data.

General | Endpoints Services

Name: EPP_cShc

Remark:

Numbering Plan: NP_Bonn =
Management Information

@) Please enter the data for the following fields in the corresponding screens.

Class of Service: E]
Routing Area: RA_Bonn T
Calling Location: T
Time Zone: Europe/Beriin E]
SIP Privacy Support: Full Send ~ |
Failed Calls Intercept Treatment: Disabled v

Language:

In the SBC endpoint on tab SIP in section Security has be configured the telephony authentication
credentials to enable Voice to reply to Digest Authentication challenges from Telekom:

SoftSwitch Default (German) ~

Y Lsimpielekom] - SIP Configuration - Mozills Fir

@2 R hitps/] @ B meps://172.17.04:44¢ Q0N =00 = l
. [simpitelokom ] - SIP Configuration ? E
In this section you can configure Realm attrbutes, Port(s) e.9. 47134717, T
° REALM, User snd Password, "_-—J
Seasity [ Testa
Red Sky E911 Manager
Trusted entity: 1%
Outgong Call Supervisia Priman
Tierer {res): (@) Al Ports
Proxy & 5 ] (O Port Range
Timer (ms):
Treat endpoint as sea] 'Ot RANOE: 10.32.52
10.82.5:
Local Reaim: sp-trurk. tedekom. de
Telefonie eimrichlen
0 siim el L0CH User Name: I < [Tccione Benutzemame: 5511205012345
Telelorve-Passwoet: Yni2Fi4
Local Password: bt 7 Outbound-Proxy: rag.sipdruni tetekom de
Sel: 1 | HtemsPage: |2 - 3
Sel:1 | ME R = e Regatrar: Siptrunk tolelom da
O Trusted
o Rermote Reaim:
Remobe User Name:
Remote Password:
Confirm Remote Password:
oy
K| | Concel | B | cancel )
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The following figures show the SBC endpoint attributes used:

=, [simpltelekom] - [telekom] - [Main Office] - Edit Endpoint : SBC_BonnSP1

General SIP Attributes Aliases Routes Accounting
Ittributes

@) Attributes available for this SIP endpoint

Supports SIP UPDATE Method for Display Updates
UPDATE for Confirmed Dialogs Supported

Survivable Endpoint

O O o d

SIP Proxy

Central SBC

Route via Proxy

o O

Allow Proxy Bypass

K

PublicfOffnet Traffic

|

Accept Biling Mumber

Use Billing Mumber for Display Purposes

Allow Sending of Insecure Referred-By Header
Override IRM Codec Restriction

Transfer HandOff

Use Subscriber Home DN as Authentication Mumber O
Set NPL/TON to Unknown

Incude Restricted Numbers in From Header O
SIPQ Truncated MIME

Enable Session Timer
Ignore Answer for Announcement

Enable TLS RFC5625 Ping

Enable TLS Dual Path Method

Ignore Receipt of 181 Call is Being Forwarded

Use extended max. count for loop prevention

Do Mot Audit Endpaint

Use Proxy,/SBC AMAT settings for calls to subscribers

Support for Callback Path Reservation

Send Progress to Stop Call Proceeding Supervision Timer O
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Send P-Preferred-Identity rather than P-Asserted-Identity

Send domain name in From and P-Preferred-Identity headers

o 0o O

Send Redirect Mumber instead of calling number for redirected calls

Do not send Diversion header
Do not Send Invite without SDP |
Send International Mumbers in Global Number Format (GMF)

Rerouting Direct Incoming Calls

Rerouting Forwarded Calls

Enhanced Subscriber Rerouting

o o o o

Automatic Collect Call Blocking supported

&

Send Authentication Mumber in P-Asserted-Identity header

Send Authentication Number in Diversion Header

Send Authentication Number in From Header

Use SIP Endpoint Default Home DN as Authentication Mumber

Limited PRACK Support

Support Media Redirection

Voice Mail Server

O O o0 odpg o o

Disable Long Call Audit

Send/Receive Impact Level

Do not send alphanumeric SIP URI

Send alphanumeric SIP URI when available

Support Peer Domains

Reserve &

Allow endpoint to Unregister Stale Registrations

Enable Media Termination Paint (MTP) Flow

video call allowed

o oo o o oo o

Trusted Subscriber

Enable Fast Connect

Circuit Connector Appliance

Add Route Header:

Disable SRTP

Indude OSV SIF User-Agent header field

Do Mot Allow URNs in R-URL/TO Header for NG311 Calls

Reserve 8

O oo oo o g

Accept x-channel header
Suppress SPE in SIPQ

Reserve § O
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Avoiding Re-Invite during Session Refresh

When in a long duration call Voice usually send regularly INVITEs to refresh the session. If the SDP o-
line version info is different between INVITE and the related 200 OK then Voice detects a change for
the session so Voice needs to inform the peer by sending a re-INVITE. To avoid this Voice will send
SIP UDPATE messages instead of re-INVITEs by setting the parameter
Srx/Sip/UpdateMethodSessionTimingEnable to RtpTrue, as shown below:

Configuration Maintenance User Management Fault Management

User: Administrator @system | Settings | Help | Logout

Performance Management Accounting Za 17 9l

OpenScape Branch OpenScape SBC RG8700 Unified Communications cMp Device Management
~
7. [simpltelekom] - RTP Management ?
@) On this page you can manage RTP Parameters
= 7 s Search for in |Name v [757eard| ] | Show All ]
General Settings
Accounting Management [ View/Edit...
*_ Endpoint Templates R =
PO pia Sel:0 | Items/Page: [ 200 + || Al:217) ] » w )
1“4 Routing Gateways RG2700 Spe—
- vs J & Srx/Spjenable_security_notification_3rd_party_devices RipFalse RtpFalse Yes "~
A0 cor ) A < -
f‘ SOAP/XML t D #  Sex/Sp/iidcardedResponsibleDomains Yes
- Clien!
¥4 Operation Mode O I ©  sex/Sp/updateMethodsessionTimingEnable RipTrue Update_Session_Timing_Enable No I
wl o O @ sex/SofTrunk_Context = Yes
W[ Database O @ sex/Sp/SuppressOns RipFalse RipFaise Yes
Q‘ 'S 2
#5055 syncheomization O © sx/se/SpQMaxTransitCount 5 5 Yes
I; O ’; Srx/Sip/Session_Timer YES YES Yes
¥ TPacket Filter Rules O ’_;‘ Srx/Sp/ResponseCodeForCauseVYalue 18 408 408 Yes
© ezp O © sx/SpReleaseAckTimer 5000 5000 Yes
»  Media Servers M M coxmbafar ana - Van
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Disabling to send Diversion SIP Header

Because Telekom doesn’t support the Diversion header in SIP messages, sending this header should
be prevented in the SIP attributes of the SBC endpoint by enabling Do not send Diversion header:

Configuratio @ https:/172.17.0.4:446/management/portal/Applications,/Operation/O5V
|_OpenScape Voice |  OpenScape Branch OpenScape SBC RGB700 Unifié =, [simpltelekom] - [telekom] - [Main Office] - Edit Endpoint : SBC_BonnSP1
Fes |simdtu|elnom o . [simpltelekom] - [telekom] - [Main Office] - General SIP | Attributes | Aliases Routes Accounting
ﬂ ﬁ & L 40 Endpoints represent Network to Network Interface connections. I Do not send Deversion header E I
Business Group
> Quick Tasks Seand g [ | Do not Send Invite without SDP (m|
/' Business Group List
= Send International Numbers in Global Number Format (GNF) %
telekom — Sel:0 | Ttems/Page: [200 . | | Ak8
. = 0 Name & Numbering Plan | REfouting Drect Incoming Calls O
> Profiles Ea PS5 P,
o ; * ~fann Rerouting Forwarded Calls O
> Teams [0 ®a ©DEPEBonn NP_Bann
*  Statistics O Ea er_Mediasvi NP_Bann Enhanced Subscriber Rerouting O
*  Display Humber Modification [0 s e _xpressions Ne_Bonn
§4 Branch Office List 0O &, Automatic Colect Call Blocking supparted O
Main Office w E
& I = [0 g, | sec_sennsey NP_Bonn
¥ Members O u — Send Authentication Number in P-Asserted-Identity header (%)
SBC_Bonn_OP NP,
B subscribers ’ - _Boain_! _Bann
H. Endpoints O Sa sberhige 1iP_Bonn Send Authentication Number in Diversion Header O
44  Private Numbering Plan List
% | WP_Common (Default, Common - Send Authentication Number in From Header 0O
F  Tr
] Use SIP Endpaint Default Home DN as Authentication Number O
P Destinations and Routes
Use Subscriber Home DN as Authentication Humber O
Set NPI/TON to Unknown
Include Restricted Humbers in From Header O

Sending External Numbers with leading +
In Voice Assistant can be configured any phone number for a subscriber in the External Caller ID field
to be displayed on a called phone using feature CLIP:
I [simpltelekom] - [telekom] - [BO_Bonn] - Edit Subscriber : 492284220436101
@) subscriber Desaription
General || Displays | Routing | Connection | Security = Keyset  Groups | Features  Applications
Extension

il This is the default extension number which is displayed for internal calls to or from this subscriber in case the Display Nember Modification tables &

Displayed Extension Mumber: 101
Spedal Identities

il The External Caller 1D, if provisioned, is the subscriber's identity which i used for all external calis,

External Caler ID 49800123456789
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To enable Voice to send this number with a leading + via Central SBC to Telekom two preconditions
must be met:

1. Inthe SBC endpoint must be enabled the attribute Send International Numbers in Global

Number Format (GNF):
=. [simpltelekom] - [telekom] - [Main Office] - Edit Endpoint : SBC_BonnSP1 ?
General SIP Attributes Aliases Routes Accounting
Do not send Diversion header I
Do not Send Invite without SOP ]
Send International Numbers in Global Number Format (GNF) k1
Rerouting Direct Incoming Calls O

This cause Voice to send a number in international number format with a leading + sign.

2. To recognize an External Caller ID as a number in international format the country code used
must be configured as a Display Number Modification Definition, as shown for the German
country code below:

® £ https://172.17.0.4:446/management/portal/A
Domain: system
" i [simpitelekom]- Display Number Definition
m Maintenance User Management Fault Management Performance Mana GHENESTEEA
_ OpenScape Voice | OpenScape Branch  OpenScape SBC  RG8700  Unified Communication O Selected numbering plan.
2 | simpitelekom © i [simpitelekom] - [telekom] - Display Number Definitions J
i Business Group: telekom
ﬁ a |§P N ) Define a display number in terms of country code, area code and local office code to strip &
|
Business Group - ==y beri : ANY
Search for - in |Numbering Plan Name § g Plan: -
»  Quick Tasks s
Business Group List plusbor Defioton
- To define a public number, enter country code, area code, local
r ek1 | Items/Page: [200 « || A4 o digits to skip in the Local Office Code to create an extension. Te
I telekom % = = and possibly a skip position that defines the number of digits to
> iness Group mbering Plan our minimum and maximum number of digits in the fully qu. nun
Gesieral O Bus G Numbering Pla: NP1 Cout ber of f sified
> Profiles O i teckom NP_Bonn Publc 49
Numbering plan indicator Public | v
> Teams O & teekom NP_OSMO Private
> Statistics O & telekom NP_Bonn Private ICountrv/LZ Code: 49 ]
¥  Display Number Modification = Ig! tedekom ANY Publc 49]
I iV Definitions I Area/L1 Code:
=i Prefixes
5 Modifications Local Office/L0 Code:
% Normalizations
#5 Conversions Number of digits to skip: 0
4 Local Toll
gL Branch Office List Min, Digits:
Hlﬂahoiﬁce v
» Members Max. Digits:
4 Private Numbering Plan List Local Tol
.'QI NP_Common (Default, Common v
@) ALocal Tol table may define the format of public network numb
» Translation
» Destinations and Routes
Local Toll:
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Sending Special Numbers without leading 0

Unless not already fixed in WebCDC in the Destinations D_xxx_SP for traffic type Premium Rate and
D_xxx_SE for traffic type Emergency in the phone numbering plan in each route must be deleted the
leading O:

x\lmm et Qmi U & hips/172.17.04:446/management/portal/Applications/Operation/OSV/E
3 [simpitelekom] - [telekom] - [WP_Bonn] - Edit Destination: D_Boan_SE

Search for ; ) Destnatons are used for routng a call 19 an endpoint.

Dusiness Group List General | Routes Route Lists Destimation Codes
Routes

Name ) Mutsple routes can be used for priociang the routes t $e gateways,

P Statmstics

> Display Number Modification
21 oranch Office List

Bl Main Office

oooooo
L L L L

.'; )
313 5

0_Sorn_SP :] 1] Endpoint Route Type Dedete Insert Matwre of Ad

O
o

SC_BoreGP L SP-Ondpont 1 Unimown

& Private Nembenng Plam List
| WP _Boan

»  Translation

¥ Destisations and Routes
i Destinations

Caller ID Suppression
To allow subscribers to use the feature Caller ID Suppression the subscribers must be assigned the

feature Outgoing CID suppression and Delivery per Call by, which is activated by using the prefix *51
by default. This assignment can be done on subscriber level or via Feature Profile.
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L+ | simpltelekom v

Ll Bl & PR
Business Group
»  Quick Tasks
. Business Group List

» Display Number Modification
B Branch Office List
&3 | 80_Bonn v
¥ Members
163 subscribers
. Endpoints
ﬂ Media Servers
4 Private Numbering Plan List
.'@I NP_Common (Default, Common]
»  Translation
» Destinations and Routes
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@ [simpltelekom)] - [telekom)] - [BO_Bonn] - Edit Subscriber : 492284220436100 - Moxzilla ... - a

@ & https://172.17.0.4:446/management/portal/Applications/Operation/O

I [simpltelekom] - [telekom] - [BO_Bonn] - Edit Subscriber : 492284220436100

- QY

& [simpltelekom] - [

@) subscriber Description

) Click the Subscriber ID to edt §

Search for [

Sel:0 | Items/Page:

Directory Number
I8 452284220436100
I8 <s2234220436101
1B 492284220436102
B 492284220436103
I8 452284220436104
I8 492284220436105
B 492284220436106
I8 492284220436107
IE  492284220436108
432284220436109
I8 292284220436113
B 492284220436300
I8 492284220435301
I 452284220436302
1B +52284220435303
I8 492284220436304
1B 492284220436305
I8 452234220436306
I8 492284220436307
I8 492284220436308

000000000000 0O0O0o0oOoOooonno
#

O

Name Active  Assignment

o Comgleton o o Resly © [mew |

Call Completion to Busy Subscriber o [Inherted v

Cal Forwarding Dependable ] m—vl

Call Forwarding InternalfExternal ] | Inherited v

Call Forwarding No Reply G

Cal Forwarding on Busy @

Call Forwarding to Voice Mail @

Cal Forwarding Unconditional V]

Call Pickup Directed o

Call Transfer o

CSTA Access o Inherited |

Do Not Disturb @ Inherited v

Enhanced Forwarded-Cal Info Qo Inherited v

Large Conference (V] Inherited v

Last Incoming Number Redial o [Inhented V]

Last Outgoing Number Redial ] [Inherited v

Malidous Call Trace Q Switch-vide v

Music On Hold o Inherited v

Name Permanent Presentation Status ] ‘M v_]

Number Permanent Presentation Status ] | Inherited v

One Number Service ] Inherited v

Qutgoing CID Suppression @ Inherited v
I Outgoing CID Suppression and Delbvery Per Cal o [Inherted v I

Park to Server 3 Inhented ~|

Groups | I—_F:atuns |

~
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SIP Phones

Packet Size
It has to make sure that the Packet Size has to be set to 20 ms on the SIP phones:

Telefonnummer492284220436101

OpenScape
-penscape IPv4-Adresse

Jesk Phone IP 172.17.0.11

des Telefons
DNS-Name 492284220436101

Benutzerseiten Abmeldung

Admin Login
Network
System

System |dentity Silence suppression O
SIP interface Allgw "HD" icon |

Registration - = |I
SKMP Packet size | 20ms ]

Features G.722 ranking @ Q()
Security

File transfer G.711 ranking @ ® ®

Local functions

Date and time G.729 ranking @ ®

Speech
Codec preferences Submit Reset
Audio settings

General information

Security and Policies

Ringer Setting

Mobility

Diagnostics

Maintenance
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OpenScape Xpressions

Adding Extension Range
The Xpressions Extension Range to be added manually:

< XPR Monitor - XPRESSIONS\ADMINISTRATOR
File Edit WView S#ttingt Windew Hilp
(3 PRESSIONS Connected TCR [AM10.82 53,
w O3 «Tepics» Hotifscation Senvice
5 clines> Extensions and bound Protocols ) i ConfPL
= <Pre - This list shows the binding of protocol to extension ranges for inbownd calls ¥ Unifued Messageng
= ... e HTTP-{hent
W Edit Sestings r HTTR
Frotocols | Voice mad | Edensions | Device | Locatiors
= 4 Tepapt I | | Sentp
w4 Musilapl SAPSmap
- 4lly Nowipl ! VPirn
# ifh conapl T cA9IPRAZIADG1A 1004 9I2RAZI04TE14 . | Fe Group 3 (anslog) e Lear : Runeing
@ 4fly Webtipl - — 12 Telephony
-4l Senkpapl
w4l Hpmagl
- ' Fdipl
o4l Lear
= 4 wapl
W Advanced Settings
{2 DTS _37
£ ] » "
) ing
18,05 24 278 1% mia
18. 10:52-38. 145 mia
18. 1120000 1056 s >
8. 11:00:01. 110 min Version £.11.1.19207 " Bt
18, 11:00:01. 110 mis oo g fbadapgorel bt
10.11:50011%  mia - [
LR Sl LY M b nmm T Diwele N D e Chmrbm Snrks SO mb i relnek Euomers roeeed —soral dessee VOO0 CCCTC TVCTIN fla = rrsrneeses e o e
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Known limitations, restrictions and things to know:

Release Note from CompanyFlex Testcenter:

Das Leistungsmerkmal Call Routing von CompanyFlex wird nur unterstutzt, wenn fir jede
Verbindung ein eigener OpenScape SBC installiert wird. Unify arbeitet derzeit an einer
Weiterentwicklung des SBC damit mehrere unabhangige WAN Verbindung mit
unterschiedlichen Gateways unterstitzt werden. Erst dann kann ein OpenScape SBC
mehrere Verbindungen fur Call Routing tber unterschiedliche Internetzugange realisieren.

Bekannte Limitierungen:

Bei Unterbrechung der VolP Verbindung kann es bis zu 480 Sekunden dauern bis Telefonie
wieder funktioniert. Der vorgeschaltete NAT Router muss einen hohen NAT Timeout fiir TCP
haben (mehr als 300 Sekunden). Grund dafur ist das TCP Session Verhalten des OSSBC.
Voraussichtlich stellt Unify hier noch einen Hotfix im Dezember bereit.

Jegliche Telefonie mit der OSV / OSEE erfolgt Giber den ,Gatekeeper” da bestimmte SIP
Header und Funktionen nicht unterstiitzt werden. Unify muss hier die in der 17TR114
geforderte Unterstiitzung fur Early-Media noch integrieren.

T.38 Faxibertragungen mit einem Mediatrix 4102S waren nicht erfolgreich. Die Analyse ist
hier noch offen.

In bestimmten Callszenarien erfolgt innerhalb von 3 Sekunden kein non-100 Response von
der OSV /OSEE. Die CompanyFlex Plattform bricht dann den Call ab, da z.B. ein Fehler
vorliegen kdnnte. Derzeit muss als Workaround im CompanyFlex Portal der Timeoutwert von
3 Sekunden auf bis zu 10 Sekunden erhéht werden. Problem tritt in der Regel bei
Rufweiterleitungen zu Mobilfunk auf.
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