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Overview 

Telekom Deutschland GmbH launched the new CompanyFlex trunk in 2020. CompanyFlex is the 
successor of the DeutschlandLAN SIP Trunk. From configuration point of view, it has just a few deltas 
which were introduced on top with CompanyFlex. Therefor the old DeutschlandLAN SIP Trunk 
Configuration Guide was re-used in this document and the delta or the configuration screenshots 
from the CompanyFlex certification lab were simply added in the beginning of each chapter. This 
document is an extended version of the DeutschlandLAN SIP Trunk Configuration Guide with 
CompanyFlex deltas and configurations.  

This document describes the configuration of the OpenScape Enterprise Express Deployment V10 to 
connect to Telekom Deutschland GmbH CompanyFlex SIP trunk as it was configured during a 
certification test in the Telekom Deutschland certification lab.  

This document and the described configuration are valid also for OpenScape Voice with OpenScape 
SBC deployments. Telekom Deutschland GmbH is hereinafter referred to as Telekom. 
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Trunk Configuration Data provided by Telekom Deutschland GmbH  
Trunk Name: CompanyFlex 

Trunk connection: Registered Trunk. 

Supported Connectivity: SBC with private IP behind NAT (Telekom CompanyFlex uses special NAT traversal to 
detect if SBC is located in a private Class A, B or C network; no need to configure external Firewall on SBC); SBC 
with public IP 

Documentation: Installations- und Konfigurationshilfe CompanyFlex 
https://hilfe.companyflex.de/de/einrichtung/anschalteszenarien 

Bitte auch hier entsprechende Hinweise zum Thema Notruf-Routing beachten. 

 

The configuration data needed to setup the SIP trunk will be provide from within the Telekom 
CompanyFlex administration and configuration portal, e. g.  

 
 

  

https://hilfe.companyflex.de/de/einrichtung/anschalteszenarien
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OpenScape SBC Configuration 
For the certification test SBC version V10 R0.5.1 (10.00.05.01-1) on the Central SBC and THIG SBC was 
used.  

DNS 

It must be configured a DNS server which can resolve the Telekom DNS records configured in the 
Remote Endpoints: 

 
 

Quality of Service (QoS) 

Telekom has specified in their 1TR114 document QoS requirements which must be applied on the 
SBC: 
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Media Profile 

CompanyFlex Config/Delta: 

 
 

DeutschlandLAN SIP Trunk Config: 

Depending on whether the SIP trunk is encrypted via TLS or not, two Media Profiles were prepared: 
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For an unencrypted SIP trunk the Media Protocol RTP was used: 

 
 

For an encrypted SIP trunk the Media Protocol SRTP and SDES to negotiate the cryptographic 
parameters was used. MIKEY may not be enabled because it’s not supported by Telekom. 



 

Open Scape Voice – How To: Configure SIP Trunk for CompanyFlex 9 

 
The application of the Media Profile used for the SIP trunk is described in the section Remote 
Endpoint below. 

 

Remote Endpoint 

CompanyFlex - Central SBC – Config/Delta: 
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CompanyFlex – THIG – Config/Delta: 
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DeutschlandLAN SIP Trunk: 

On the Central SBC must be activated Enable Remote Endpoints: 
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When opening the Remote Endpoints window the SIP Service Provider Profile and the Remote 
Endpoint has to be configured: 
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In the SIP Service Provider Profile window must be selected as default SSP profile DTAG/NGN 
Registration Mode. The registration interval has to be set to 480 seconds:  
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In the Remote Endpoint Configuration window the SIP Service Provider Profile shown above has to be 
selected: 
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If a NAT router is in between SBC and SIP Trunk Open external firewall pinhole must be enabled so 
the SBC will open the RTP port on the NAT router by sending UDP packets to let the NAT router pass 
RTP packets from a PSTN phone. 

 

The figures below show the Remote Location Domain window for an unencrypted SIP trunk using TCP 
and RTP on the left and for an encrypted SIP trunk using TLS and SRTP on the right:  
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Preparing and Installing TLS Certificates 

For using TLS and SRTP over the SIP trunk, uploading and configuration of the Deutsche Telekom CA 
certificates on the SBC is required. The actual Telekom CA certificates can be downloaded here: 

• Download the Telekom Root-CA-Certificate T-TeleSec GlobalRoot Class 2 from URL  

https://www.telesec.de/assets/downloads/PKI-Repository/T-TeleSec_GlobalRoot_Class_2.cer 
 

Important note:  
Please make sure that the certificates are still valid. In case they are expired or not available 
anymore, please contact Telekom Deutschland GmbH or use the ones from the public websites, e. g. 

https://www.telesec.de/de/root-programm/informationen-zu-ca-zertifikaten/root-ca-zertifikate/ 

 

 

Because the OpenScape SBC supports only certificates in pem format the Telekom ‚ Root-CA-
Certificate‘  certificate T-TeleSec_GlobalRoot_Class_2.cer has to be converted 

 

• via Linux shell e.g. on the OpenScape SBC via command  

openssl x509 -inform der -in T-TeleSec_GlobalRoot_Class_2.cer -out T-

TeleSec_GlobalRoot_Class_2.pem 

• or via e.g. online converter https://www.sslshopper.com/ssl-converter.html 

 
 

Click on Convert Certificate and save the converted certificate with file extension .pem. 

 

Create in the next step a chained certificate based on the certificates Root-CA-Certificate named e.g. 
dt-chain-ca.pem and copy the content of this certificate files into it in the following order: 

-----BEGIN CERTIFICATE----- 

<dt-root-ca-2.cer> 

-----END CERTIFICATE----- 

-----BEGIN CERTIFICATE----- 

< T-TeleSec_GlobalRoot_Class_2.cer> 

-----END CERTIFICATE----- 

 

Then the chained certificate should look like as below: 

-----BEGIN CERTIFICATE----- 

https://www.telesec.de/assets/downloads/PKI-Repository/T-TeleSec_GlobalRoot_Class_2.cer
https://www.telesec.de/de/root-programm/informationen-zu-ca-zertifikaten/root-ca-zertifikate/
https://www.sslshopper.com/ssl-converter.html
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MIIGiTCCBXGgAwIBAgIIMBWLWM1WMfUwDQYJKoZIhvcNAQELBQAwcTELMAkGA1UE 

... 

nfKouiXc6eG1ojopwckO/uEu0JVEnyMOzGoIPU2/PhFvG6aAPsB4tvv/AHzR 

-----END CERTIFICATE----- 

-----BEGIN CERTIFICATE----- 

MIIDnzCCAoegAwIBAgIBJjANBgkqhkiG9w0BAQUFADBxMQswCQYDVQQGEwJERTEc 

... 

Cm26OWMohpLzGITY+9HPBVZkVw== 

-----END CERTIFICATE----- 

 

Then upload this certificate via GUI at Security -> General -> Certificate Management into OpenScape 
SBC in the in section CA Certificates by selecting this certificate and clicking on Upload. Then the 
certificate appears in the CA certificates list: 

 

 
 

 

 

To replace the OpenScape SBC default certificates provided by installation execute the following 
steps: 

The in Certificate Creation section enter e.g. ossbc in the Name field an click on Create leaving Self 
signed as CA file unchanged: 

 
 

 

In the CA certificates, X.509 Certificates and Key files windows appears now the new certificates: 
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In the Certificate Profiles section click on Add: 
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Create a new Certificate Profile selecting the certificates created before: 
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Finally the created Certificate Profile has to be configured in the Remote Location Domain window: 
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OpenScape Voice Configuration 
 

CompanyFlex Config/Delta: 
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DeutschlandLAN SIP Trunk: 

The following configurations are done via Voice Assistant. 

Central SBC Endpoint 

The following figure shows the general settings: 
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Telekom specifies in INVITEs received over the SIP trunk in the P-Asserted-Identity SIP header the SIP 
trunk ID which has not to be displayed on the called phone. Therefore SIP Privacy Support has to be 
set to Full Send in the SBC Endpoint Profile. This causes the P-Asserted-Identity header to be ignored 
for incoming calls but supported for outgoing calls. 

 
 

In the SBC endpoint on tab SIP in section Security has be configured the telephony authentication 
credentials to enable Voice to reply to Digest Authentication challenges from Telekom: 
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The following figures show the SBC endpoint attributes used: 
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Avoiding Re-Invite during Session Refresh 

When in a long duration call Voice usually send regularly INVITEs to refresh the session. If the SDP o-
line version info is different between INVITE and the related 200 OK then Voice detects a change for 
the session so Voice needs to inform the peer by sending a re-INVITE. To avoid this Voice will send 
SIP UDPATE messages instead of re-INVITEs by setting the parameter 
Srx/Sip/UpdateMethodSessionTimingEnable to RtpTrue, as shown below: 
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Disabling to send Diversion SIP Header 

Because Telekom doesn’t support the Diversion header in SIP messages, sending this header should 
be prevented in the SIP attributes of the SBC endpoint by enabling Do not send Diversion header: 

 
 

Sending External Numbers with leading + 

In Voice Assistant can be configured any phone number for a subscriber in the External Caller ID field 
to be displayed on a called phone using feature CLIP: 
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To enable Voice to send this number with a leading + via Central SBC to Telekom two preconditions 
must be met:  

 

1. In the SBC endpoint must be enabled the attribute Send International Numbers in Global 
Number Format (GNF): 
 

 
 
This cause Voice to send a number in international number format with a leading + sign. 
 

2. To recognize an External Caller ID as a number in international format the country code used 
must be configured as a Display Number Modification Definition, as shown for the German 
country code below: 
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Sending Special Numbers without leading 0 

Unless not already fixed in WebCDC in the Destinations D_xxx_SP for traffic type Premium Rate  and 
D_xxx_SE for traffic type Emergency in the phone numbering plan in each route must be deleted the 
leading 0: 

 
 

Caller ID Suppression 

To allow subscribers to use the feature Caller ID Suppression the subscribers must be assigned the 
feature Outgoing CID suppression and Delivery per Call by, which is activated by using the prefix *51 
by default. This assignment can be done on subscriber level or via Feature Profile. 
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SIP Phones 

Packet Size 

It has to make sure that the Packet Size has to be set to 20 ms on the SIP phones:   
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OpenScape Xpressions 

Adding Extension Range 

The Xpressions Extension Range to be added manually:  
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Known limitations, restrictions and things to know: 
 
Release Note from CompanyFlex Testcenter: 

• Das Leistungsmerkmal Call Routing von CompanyFlex wird nur unterstützt, wenn für jede 
Verbindung ein eigener OpenScape SBC installiert wird. Unify arbeitet derzeit an einer 
Weiterentwicklung des SBC damit mehrere unabhängige WAN Verbindung mit 
unterschiedlichen Gateways unterstützt werden. Erst dann kann ein OpenScape SBC 
mehrere Verbindungen für Call Routing über unterschiedliche Internetzugänge realisieren. 

 

Bekannte Limitierungen: 

• Bei Unterbrechung der VoIP Verbindung kann es bis zu 480 Sekunden dauern bis Telefonie 
wieder funktioniert. Der vorgeschaltete NAT Router muss einen hohen NAT Timeout für TCP 
haben (mehr als 300 Sekunden). Grund dafür ist das TCP Session Verhalten des OSSBC. 
Voraussichtlich stellt Unify hier noch einen Hotfix im Dezember bereit. 
 

• Jegliche Telefonie mit der OSV / OSEE erfolgt über den „Gatekeeper“ da bestimmte SIP 
Header und Funktionen nicht unterstützt werden. Unify muss hier die in der 1TR114 
geforderte Unterstützung für Early-Media noch integrieren. 
 

• T.38 Faxübertragungen mit einem Mediatrix 4102S waren nicht erfolgreich. Die Analyse ist 
hier noch offen. 
 

• In bestimmten Callszenarien erfolgt innerhalb von 3 Sekunden kein non-100 Response von 
der OSV /OSEE. Die CompanyFlex Plattform bricht dann den Call ab, da z.B. ein Fehler 
vorliegen könnte. Derzeit muss als Workaround im CompanyFlex Portal der Timeoutwert von 
3 Sekunden auf bis zu 10 Sekunden erhöht werden. Problem tritt in der Regel bei 
Rufweiterleitungen zu Mobilfunk auf. 

 


