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Important information

The information contained in thisdocument is believed to be accurate in all respects but is not
warranted by Mitel Europe Limited. The information is subject to change without notice and
should not be construed in any way as a commitment by Mitel or any of its affiliates or sub-
sidiaries. Mitel and its affiliates and subsidiaries assume no responsibility for any errors or omis-
sionsin thisdocument. Revisions of thisdocument or new editions of it may be issued to
incorporate such changes. No part of thisdocument can be reproduced or transmitted in any
form or by any means - electronic or mechanical - for any purpose without written permission
from Mitel Networks Corporation.

For safety reasons, the telephone should only be supplied with power:

e using the original power supply unit.
¢ over aLAN with PoE (Power over Ethernet), which complies with the IEEE
802.3af standard.

Never open the telephone. Should you encounter any problems, consult your
administrator.

Use only original accessories.
The use of other accessoriesis hazardous and will render the warranty, extended
manufacturer's liability and the CE and other markingsinvalid.

> B P

Trademarks

The trademarks, service marks, logos, and graphics (collectively “Trademarks”) appearing on
Mitel'sinternet sitesor in its publications are registered and unregistered trademarks of Unify Soft-
ware and Solutions GmbH & Co. KG (MNC) or its subsidiaries (collectively “Mitel), Unify Software
and Solutions GmbH & Co. KG or its affiliates (collectively “Unify”) or others. Use of the trade-
marks is prohibited without the express consent from Mitel and/or Unify. Contact our legal
department at iplegal@mitel.com for additional information.

For alist of the worldwide Mitel and Unify registered trademarks, refer to the website:
http://www.mitel.com/trademarks.



mailto:iplegal@mitel.com
http://www.mitel.com/trademarks
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Software update

During a software update, the phone must not be disconnected from the power supply unit or
the LAN. An update action isindicated by messages on the display and by flashing LEDs.

Online documentation

Thisdocument along with additional information is available online at:
https://www.unify.com/ - Support.

Technical notes, current information about firmware updates, frequently asked questions and
lotsmore can be found on the Internet at: https://wiki.unify.com/.

Location of the telephone

¢ Thetelephone may only be operated using the LAN cabling internally in the building. The
device should be connected to the IP infrastructure using a shielded LAN cable: Cat-5 for
100 Mbpsor Cat-6 for 1000 Mbps. Make sure in the building installation that this cable
shielding is earthed.

¢ When using the additional Wi-F dongle CP10 when connecting the phone to the net-
work, make sure that the network security standards (e.g. encryption) and availability are
met

¢ Thetelephone isdesigned for operation in a protected environment within atemperature
range of 5 °C to 40 °C.

¢ Do notinstall the telephone in aroom where large quantities of dust accumulate; this can
considerably reduce the service life of the telephone.

¢ Do not expose the telephone to direct sunlight or any other source of heat, asthisisliable
to damage the electronic components and the casing.

¢ Do notinstall the telephone in bathroomsor shower rooms.

Product-oriented environmental protection

Unify iscommitted in terms of its product strategy to bringing environmentally friendly products
to market, taking account of the entire product life cycle. Unify strivesto acquire the relevant
environmental labels for its productsin the event that the environmental label programs permit
qualification for individual Unify products.

Special setting instructions for energy-efficient use of telephones can be found in section
"Energy saving" - page 108.


http://wiki.unify.com/
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Energy Star

ENERGY STARis a USEnvironmental Protection Agency voluntary program
that helps businesses and individuals Save money and protect our climate
through superior energy efficiency.

Productsthat earn the ENERGY STAR prevent greenhouse gas emissions by
ENERGY STAR eeting strict energy efficiency criteria or requirements set by the US Envir-
onmental Protection Agency.

Unify isan ENERGY STAR partner participating in the ENERGY STAR program for Enterprise Serv-
ersand Telephony.

The Unify products OpenScape Desk Phones have earned the ENERGY STAR. Learn more at
energystar.gov

License information

For further information about EULA (End User License Agreement) and Open Source licenses,
consult your administrator or the web-based management (WBM, see "How to accessthe web
interface (WBM)" - page 30).

MARKS
CONFORMSTO
B ANSI/UL STD 62368-1
c US CERTIFIED TO
LISTED CAN/CSAC22.2 No. 62368-1
Intertek

3187698


https://www.energystar.gov/
../../../../../Users/a808367/OneDrive - Atos/Documents_folder_2021/MadCap Flare testing/August_25_htm_backup/intertek_logo_conforms.png
../../../../../Users/a808367/OneDrive - Atos/Documents_folder_2021/MadCap Flare testing/August_25_htm_backup/intertek_logo_conforms.png
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Overview

About this manual

The instructions within thismanual will help you in administering and maintaining OpenScape
Desk Phone CPtelephones. The instructions contain important information for safe and proper
operation of the phones. Follow them carefully to avoid improper operation and get the most
out of your multi-function telephone in a Network environment.

This guide isintended for service providers and Network administrators who administer VoIP ser-
vices using the OpenScape Desk Phone CP and who have a fundamental understanding of VoIP,
SIP, IP networking, and telephony. The tasks described in this guide are not intended for end
users.

These instructions are laid out in a user-oriented manner, which meansthat you are led through
the functions of the OpenScape Desk Phone CP step by step, wherever expedient. For the users,
a separate manual is provided.

You can find further information on the official Unify website (https:.//www.unify.com/)and on
the Unify Wiki (https://wiki.unify.com/).

Maintenance notes

Warning Do not perform maintenance work or servicing of the telephone in environments
where there isa danger of explosions.

Note Use only original accessories. Using other accessories may be dangerous and
will invalidate the warranty and the CE mark.

Note Never open the telephone or akey module. If you encounter any problems, con-
tact system support.

Conventionsfor thisdocument

The termsfor parametersand functions used in thisdocument are derived from the web inter-
face (WBM). In some cases, the phone’slocal menu uses shorter, less specific terms and abbre-
viations. In afew casesthe terminologies differ in wording. If so, the local menu term isadded
with a preceding "/".


https://www.unify.com/
https://wiki.unify.com/

Overview

For the parameters described in thisdocument, a WBM screenshot and the path to the item in

the local phone menu is provided.

Thisdocument describes the software version 5.0.

The OpenScape Desk Phone CP G2

OPENSCAPE DESK PHONE CP110

0g Mitel
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You can make and receive callsas normal using the handset.

The Notification LED (“AlertBar LED”) displays the phone connection status. Incom-

ing callsand new voice mails are visually signalled.

The display showsinformation during telephone operation (three lines with up to
32 characters each).

The programmable function keys can be set to various functions.

The function keys (hon-programmable) are assigned to the following functions
during acall:

E: Provides accessto the user menu for locally controlling the phone set-
tings.

B: Allows voicemailsto be managed.

: Increases or decreases the speaker or headset volume.
: Activates or deactivates the microphone.

: Activate or deactivates the speakerphone during an active call.

: Activates or deactivates the headset.

The navigation keys help you navigating through the various phone functions,
applications and configuration menus.

The dialpad can be used to enter phone numbers and write text.

You can speak without the handset using the microphone.
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OPENSCAPE DESK PHONE CP210
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1 You can make and receive callsas normal using the handset.

2 The Notification LED (“AlertBar LED”) displays the phone connection status. Incom-
ing callsand new voice mails are visually signalled.D.

3 Thedisplay showsinformation during telephone operation (three lines with up to
32 characterseach).

4 The programmable function keys can be set to various functions.
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5 The function keys (non-programmable) are assigned to the following functions

during acall:

E: Provides accessto the user menu for locally controlling the phone set-
tings.

m: Allows voice mailsto be managed.

“: Hold or retrieve the active call.

: Transfer acall to another contact.

: Enable accessto the conference functions.
: Increases or decreases the speaker or headset volume.
: Activates or deactivatesthe microphone.

: Activate or deactivates the speakerphone during an active call.

B Activates or deactivates the headset.

The navigation keys help you navigating through the various phone functions,
applications and configuration menus.

7 Thedialpad can be used to enter phone numbers and write text.

8 You can speak without the handset using the microphone.
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OPENSCAPE DESKPHONE CP410
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1 You can make and receive callsasnormal using the handset.

2 The Notification LED (“AlertBar LED”) displays the phone connection status. Incoming
callsand new voice mails are visually signalled.

3 Thedisplay showsinformation during telephone operation.

4 The fixed function keys on the right of the display correspond to the fixed functionson
the display.
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5 The function keys (non-programmable) are assigned to the following functions during

acall:

E: Provides accessto the user menu for locally controlling the phone settings.
m: Allows voice mailsto be managed.

“: Hold or retrieve the active call.

: Transfer acall to another contact.

n: Enable accessto the conference functions.

: Increases or decreases the speaker or headset volume.

: Activates or deactivates the microphone.

: Activate or deactivates the speakerphone during an active call.

el Activates or deactivates the headset.

6

The navigation keys help you navigating through the various phone functions, applic-
ations and configuration menus.

7 The dialpad can be used to enter phone numbers and write text.

8

You can speak without the handset using the microphone.
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OPENSCAPEDESKPHONECP710
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1 Youcan make and receive callsasnormal using the handset.

2 The Notification LED (“AlertBar LED”) displays the phone connection status. Incom-
ing callsand new voice mails are visually signalled.

3 Thedisplay showsinformation during telephone operation.

4 The programmable function keyson the left of the display can be set to various
functions.

The fixed function keys on the right of the display correspond to the fixed func-
tionson the display.
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5 The function keys (non-programmable) are assigned to the following functions
during acall:

E: Provides accessto the user menu for locally controlling the phone set-
tings.

m: Allows voice mailsto be managed.

n: Hold or retrieve the active call.

: Transfer acall to another contact.

: Enable accessto the conference functions.
: Increases or decreases the speaker or headset volume.
: Activates or deactivatesthe microphone.

: Activate or deactivates the speakerphone during an active call.

: Activates or deactivates the headset.

6 The navigation keys help you navigating through the various phone functions,
applications and configuration menus.

7 Thedialpad can be used to enter phone numbers and write text.

8 You can speak without the handset using the microphone.

Administration interfaces

You can configure the OpenScape Desk Phone CP by using any of the methods described in this
section.

WEB-BASED MANAGEMENT (WBM)

Thismethod employsaweb browser for communication with the phone viaHTTPS. It isapplic-
able for remote configuration of individual IP phonesin your Network. Direct accessto the
phone isnot required.

I Note To use thismethod, the phone must first obtain IP connectivity.
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Licenses

This area provides the user with the information about EULA (End User License Agreement) and
Open Source licenses. This section ison the main area within WBM, which is not password pro-
tected to allow access for the user (see "Manual registration" - page 42).

LOCAL PHONEMENU

This method provides direct configuration of the OpenScape Desk Phone CP viathe local phone
menu. Direct accessto the phone isrequired.

I Aslong asthe IP connection isnot properly configured, use this method to set up the phone.

DLSYDMS (OPENSCAPE DEPLOYMENT SERVICE/ DEVICE
MANAGEMENT SERVICE)

The OpenScape Deployment Service (DLS) and Broadsoft Device Management Service (DMS)
are management applications for administering phonesin both OpenScape and non-
OpenScape networks.

I Note To use thismethod, the phone must first obtain IP connectivity.

I For further information, refer to the DLSor DMS Administration Guide.
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Startup

Prerequisites

The OpenScape Desk Phone CP acts as an endpoint client on an IP telephony Network, and has
the following Network requirements:

* An Ethernet connection to aNetwork with SIP clients and servers

Note Only use switchesin the LAN to which the OpenScape Desk Phone CP
phoneisconnected. An operation at hubs can cause serious malfunctions
in the hub and in the whole Network.

¢ OpenScape Voice or OpenScape 4000 and other SIP server types

¢ An FTP server for file transfer, e. g. firmware, configuration data, application software
¢« An SNTPtime server (required if secure interfaces are used)

¢ ADHCP (Dynamic Host Configuration Protocol) server (recommended).

¢ DLS(OpenScape Deployment Service) for advanced configuration and software deploy-
ment (recommended)

Any secure interface, such as IEEE_802.1x, requires areliable time source. Hence, an SNTP
server is essential for these interfaces. For additional information see: https://wiki.uni-
fy.com/wiki/IEEE 802.1x

Assembling and installing the phone

SHIPMENT

e Phone

¢ Handset

e Handset cable

¢ Placement supports

¢ Sub-package: Document "Information and Important Operating Procedures"


https://wiki.unify.com/wiki/IEEE_802.1x
https://wiki.unify.com/wiki/IEEE_802.1x

Startup

CONNECTORSAT THEBOTTOM SIDE

OpenScape Desk Phone CP110
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1 Network LAN port 2 PC LAN port
3 Optional power supply 4 Headset port

5 Handset port
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OpenScape Desk Phone CP210
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1 Network LAN port 2 PC LAN port
3 USB-Aport 4 Optional power supply
5 Headset port 6 Handset port
7 Key module port

Note The key module is not “hot-swappable”: Always switch off the phone before
removing or connecting a key module.
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OpenScape Desk Phone CP410
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1 Network LAN port

2 PC LAN port

4 Optional power supply

3 USB-Aport
5 Headset port 6 Handset port
7 Keymodule port
Note The key module is not “hot-swappable”: Always switch off the phone before

removing or connecting a key module.




Startup

26

OpenScape Desk Phone CP710
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1 Network LAN port 2 PC LAN port

3 USB-Aport 4 Optional power supply
5 Headset port 6 Handset port

7 Keymodule port

I Note

The key module is not “hot-swappable”: Always switch off the phone before
removing or connecting a key module.
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ASSEMBLY

1 Insert the plug on the long end of the handset cable into the jack ) on the base of the
telephone.

2. Pressthe cable into the groove provided.
3. Insertthe plug on the short end of the handset cable into the jack on the handset.

HOW TO CONNECT THEPHONE VIA LAN CABLE

When using a CP10 connector, all phones can be connected to the network vie WiF. They may
require a Power-over-Ethernet (POE) connection to power them if not connected to apower
source viathe power connection.

1. Plugthe LAN cable into the connector at the bottom of the telephone and connect
the cable to the LAN or switch.

Note If POE (Power over Ethernet) is used, the PSE (Power Sourcing EqQuipment) must
meet the IEEE 802.3af specification.

For details about the required power supply, see the following table:

Model Power supply

e PoE (Power Class 1)

OpenScape Desk Phone CP110
e Powerchord

e PoE (Power Class 2)

OpenScape Desk Phone CP210
e Power chord

OpenScape Desk Phone CP410 « PoE (Power Class 2)

e Only 1key module can be connected using POE * Powerchord

OpenScape Desk Phone CP710

e When the power supply for the USB portisset to 120 mA, | * PoE(Power Class 3)
up to 4 key modules can be connected. e Power chord

e When the power supply for the USB port is set to 500 mA,
only up to 2 key modules can be connected.

2. If Power over Ethernet (POE) is not provided by the system, plug the power supply unit
into the mains.

3. Connectthe power supply unit to the power connector O at the bottom of the phone
(see "Connectorsat the bottom side" - page 23). Up to 4 key modules can be connected
to CP710 or CP410 when using a mains power supply.
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Plug-in power supply Order no.
Power supply, power cable and plug (Type E+F) for EU L30250-F600-C141
Power supply, power cable and plug for Great Britain L30250-F600-C142
Power supply, power cable and plug for USA L30250-F600-C143
Power supply, power cable and plug for Switzerland L30250-F600-C182
Power supply, power cable and plug for Italy L30250-F600-C183
Power supply, power cable and plug for Australia L30250-F600-C184
Power supply, power cable and plug for South Africa L30250-F600-C185
Power supply without power cable L30250-F600-C148

4. If applicable, connect the following optional jacks:
« LAN connection to PC EJ
* Headset (accessory) D

HOW TO USELAN CONNECTIONS

You may connect one additional network device (e. g. a PC) directly via the telephone to the
LAN. The direct connection functionality from phone to PC needsto be activated first. This type
of connection allowsyou to Save one network connection per switch with the advantage of less
network cables and shorter connection distances.

Note Do not use thisconnection to connect additional OpenScape Desk Phone CP
phones, OpenScape Desk Phone IP phones, or OpenStage phones!

Fg.: 4-1. LAN connections (example)
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HOW TO CONNECT THEPHONEVIAUSB WI-FH DONGLE

Note Configuring the USB accessis possible only for phoneswith a USB port (see
"Connectors at the bottom side" = page 23).

The phone can also be connected to awireless network viathe USB type A port with the Wi-FH
USB dongle CP10 (see "The OpenScape Desk Phone CP G2" - page 13).

I Do not unplug the USB dongle during calls, as this disrupts the network connection.

Insert the USB Wi-F dongle into the USB port.
Check that USB is enabled (see "Configuring the USB access" - page 174).
Checkthat Wi-Fi isenabled (see "Wi-H settings" - page 80).
If applicable, connect the following optional jacks:
¢ Headset (accessory)

P WDNp

KEY MODULES

Akey module provides additional program keys. The following table showswhich key modules
can be connected to the particular phone types.

Key module | Number of key modules Additional keys per
Phone type
(K™m) (max.) module

OpenScape Desk Phone

KM410 4 16
CP410
OpenScape Desk Phone

KM710 4 12
CP410
OpenScape Desk Phone

KM410 4 16
CP710
OpenScape Desk Phone

KM710 4 12
CP710

I The configuration of a key on the key module isidentical to the configuration of a phone key.

Quick start

This section describesthe typical setup of an OpenScape Desk Phone CP endpoint in an envir-
onment using a DHCP server and the web interface. For different scenarios, cross-referencesto
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the corresponding information of the administration sections are given.

Alternatively, the DLS (Deployment Service) administration tool can be used. Its Plug & Play
functionality allowsto provide the phone with configuration data by assigning an existing data
profile to the phone’s MAC address or E.164 number. For further information, see the Deploy-
ment Service Administration Manual.

Note Any settings made by a DHCP server are not configurable by other configuration
tools.

HOW TO ACCESSTHE WEB INTERFACE (WBM)

Prerequisites

¢ The phone IP address or URL isrequired for accessing the phone web interface viaaweb
browser. By default, the phone will automatically search for a DHCP server on start-up
and try to obtain IP data and further configuration parameters from that central server.

¢ Ifno DHCP server isavailable in the IP network or if the DHCP parameter is disabled, the
IP address, subnet mask and default gateway /router must be defined manually.

Procedure

1. Accessthelocal phone admin menu (see "Accessvialocal phone" - page 31).

e If DHCPisenabled (default): In the admin menu, navigate to Network > IPv4 con-
figuration > IP address. The IP address is displayed.

e If DHCPisdisabled orif no DHCP server is available in the IP Network, the IP
address, Subnet mask and default router or gateway must be defined (see "Basic
network configuration" - page 32).

2. Open aweb browser and enter the IPaddress, e.g. https://192.168.1.150r
https://myphone.phones. For configuring the phone DNSname, refer to "Terminal
host name" - page 71.

3. Ifthe browser displays a certificate notification, accept it.
4. Clickthe tab "Administrator settings".
5. Enterthe admin password. The default password is“123456".

Admin login

Enter Admin password

Login Reset

The main page of the “Administrator settings” page is displayed. The left column contains the
menu tree.

¢ Clicking on an item printed in normal style opensthe corresponding page.
e Clicking on an item printed in bold letters opens a sub-menu containing further items.
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ACCESSVIALOCAL PHONE

OpenScape Desk Phone CP110
* Press 130 simultaneously. You will be prompted to enter the administrator password.

* Enter the administrator password (default password is 123456). It is highly recommended
to change the password after your first login.

* Confirm with the OKkey.

OpenScape Desk Phone CP210

* Press 130 simultaneously. You will be prompted to enter the administrator password.

* Enter the administrator password (default password is 123456). It is highly recommended
to change the password after your first login.

* Confirm with the OKkey.

OpenScape Desk Phones CP410 / CP710

1 Accessthe administration menu:
¢ Press“130”simultaneously.
¢ Use the Up arrow, Down arrow and OK keys consecutively to select the admin-
istration menu.
2. Enter the administrator password. The default password is"123456". It isrecommended to
change the password after first login.
For changing the mode, press “#” once or repeatedly, depending on the desired char-
acter. The “#” key cycles around the input modes as follows: (Abc) -> (abc) -> (123) ->
(ABC) -> back to start.
3. Navigate within the administration menu.
4. Select aparameter. If a parameter is set by choosing avalue from a selective list, an arrow
symbol isdisplayed in the selected parameter field.
5. Press OKto enter the selective list. Use the Up Arrow and Down Arrow keysto scroll up
and down in the selection list.
6. To select alist entry, press OK.
7. Enter the parameter value for selecting numbers and characters, use special keys.
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Key function

Key Key function during text input when held
down

e 2seconds:
Ringer off
Enter special characters. * 3seconds:
Beep sound
instead of
ringer

Toggle between lowercase characters, uppercase char-
acters, and digitsin the following order: (Abc) -> (abc) ->
(123) -> (ABC) -> back to start.

Phonelockon/
off.

1. Usethe keypad for entering parameter values. Use the navigation keys or navigation block
to navigate and execute administrative actionsin the administration menu.

2. Select Save & exit and click OK.

HOW TO CONHGURE THE TERMINAL NUMBER

Prerequisites

If the user and administrator menus are needed for setup, the terminal number must be con-
figured first. The Terminal number is by default identical with the phone number. When the
phoneisin delivery status, the terminal number input form is presented to the user/ admin-
istrator right after booting, unlessthe Plug & Play capability of the DLSis used.

Procedure

With the WBM, the terminal number is configured as follows:

1 Logonasadministrator to the WBM by entering the access data for your phone.

2. Inthe Administrator menu (left column), select System > System Identity to open the "Sys-
tem Identity" dialog.

3. Enterthe terminal number.

BASIC NETWORK CONFGURATION

For basic functionality, DHCP must provide the following parameters:

¢ |P Address: IP Address for the phone.
¢ Subnet Mask (option # 1): Subnet mask of the phone.

e Default Route (option # 3 "Router"): IP Address of the default gateway which isused for
connections beyond the subnet.
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* DNSIP Addresses (option #6 "Domain Server"): IP Addresses of the primary and sec-
ondary DNSservers.

If no DHCP server is present, see "Manual configuration of the IP address" - page 65 for IP
address and subnet mask, and "Default router / gateway" - page 66 for the default route.

DHCP RESILIENCE

Prerequisites

It is possible to sustain Network connectivity in case of DHCP server failure. If “DHCP reuse” is
activated, the phone will keep its DHCP-based IP address even if the lease expires. To prevent
address conflicts, the phone will send ARP requestsin 5 second intervals. Additionally, it will send
discovery messages periodically to obtain anew DHCP lease.

Procedure

1 Open Network > Wired settings.
2. Select the checkboxto enable DHCP lease reuse.

Wired settings

LAN connection

Use LLDP-MED
Use DHCP
DHCPv6 enabled
Use DHCP reuse
VLAN discovery
VLAN ID

LLDP-MED operation

DATEAND TIME/ SNTP

ASNTP (Smple Network Time Protocol) server provides the current date and time for Network
clients. The IP address of a SNTP server can be given by DHCP or can be configured manually
(see "Settingsvia SNTP" > page 110).

Consistent time for peer entitiesisrequired to allow secure interfacesto operate correctly. To
provide the correct time, it isrequired to give the time zone offset, i.e. the shift in hoursto be
added to the UTC time provided by the SNTP server.

The following DHCP options are required:

e SNTPIP Address (option #42 "NTP Servers"”): IP Address or hostname of the SNTP server
to be used by the phone.
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¢ Time zone offset (option # 2 "Time Offset"). Offset in secondsin relationship to the UTC
time provided by the SNTP server. For manual configuration of date and time see "Date
and time" - page 109.

SIP SERVER ADDRESS

The IP address or host name of the SIP server can be provided by DHCP or can be configured
manually.

The option name and code are asfollows;

e Option # 120 "SIP Servers DHCP Option". For manual configuration of the SIP server
address, see "SIP addresses and ports" 2> page 111.

EXTENDED NETWORK CONHGURATION

To have constant accessto other subnets, you can enter atotal of two more network des-
tinations. For each further domain/subnet you wish to use, first the IP address for the destination,
and then that of the router must be given. The option’sname and code are asfollows:

e Static Routing Table (Option # 33): For manual configuration of specific/static routing, see
"Specific IProuting" - page 67.

Also the DNSdomain wherein the phone islocated can be specified by DHCP. The option’s
name and code are asfollows:

¢ Domain Name (Option # 15): For manual configuration of the DNSdomain name, see
"DNSdomain name" - page 70.

VENDOR-SPECIFIC VLAN DISCOVERY AND DLSADDRESS

Note The VLAN ID can also be configured by LLDP-MED (see "Automatic VLAN dis-
covery using LLDP-MED" - page 53).

If a DLS (Deployment Service) server isin use, its IP address must be provided. It isrecommended
to configure the DLSserver address by DCHP, asthis method enablesfull Plug & Play: having
received the DLSaddress from DHCP, the phone will contact the DLSduring start-up. Provided
that the DLSis configured appropriately, it will send all necessary configuration datato the
phone. Additionally, thismethod isrelevant to security, asit ensures the authenticity of the DLS
server.

¢ For manual configuration of the DLS server address see "Configuration & update service"
- page 73.
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¢ Forthe configuration of vendor-specific settings by DHCP, there are two alternative meth-
ods:

®m Using avendor class (see "Using vendor class" - page 37)
= Using the DHCP option #43 (see "Using option # 43 "Vendor Specific™ - page 55)
e For DMSfollow the instructionsin "Setting the DMSaddress via DHCP" - page 42.

VLAN discovery

If the phone islocated in a VLAN (Virtual LAN), a VLAN ID must be assigned, see "VLAN" - page
52.

If the VLAN is provided by DHCP, VLAN Discovery must be set to "DHCP". The corresponding
DHCP option is vendor-specific, thus a specific procedure is necessary.

e Forautomatic configuration via LLDP-MED see "Automatic VLAN discovery using LLDP-
MED" - page 53.

¢ Forautomatic configuration via DHCP see "Automatic VLAN discovery using DHCP" >
page 54.

¢ For manual configuration see "Manual configuration of a VLAN ID" - page 56.

I For information on how to use avendor class, refer to "Using vendor class" - page 37

DLSserver address

This setting only appliesif aDLS (Deployment Service)/ DMSserver isin use.

Itisrecommended to configure the DLS/ DMSserver address by DCHP, as this method
enablesfull Plug & Play and ensuresthe authenticity of the DLS server.

¢ For manual configuration of the DLS server address see "Configuration & update service"
- page 73.

¢ Forthe configuration of vendor-specific settings by DHCP, there are two alternative meth-
ods: 1)the use of avendor class, or 2) the use of DHCP option 43.

Setting up the DLS Server

1. Inthe Windows Start menu, select Start > Programs > Administrative Tools > DHCP.
2. Selectthe DHCP server and the scope.
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3. Select "Configure Options"in the context menu using the right mouse button.

J Action  Wiew |J = = | |

Tree I

Scope Options

=5 orce

E@ server3l.opera.local [192.168.3.3]
J.[Z] Scope [192.168,3.0] Subnet 3
{2 Address Pool

@ Address Leases

-8 Reservations

L-[ZF Server Options
Wigw

Help

Configure Opkians...

L3

Refresh
Export List. ..

COption MNarme | Wendor | Yalue

4. Enterthe IPaddressand port number of the DLSserver.

Scope Options ﬂﬂ
General |Advanced|
Available Options | Description AI
[ 040 MIS Domain Name Mame of Ne
[0 041 WIS Servers Addresses c
[ 042 MTP Servers Addresses c
043 Yendaor Specific Infa Embedded « +
4| | >
—Data entry
Data: Binary: ASCI
0000 01 0& 53 69 65 6D 65 GE Siemen
ooo0g 73 03 19 73 64 oC 70 34 s..=dlp:
0010 2F 2F 31 39 32 2E 31 36 ~-192 16
0018 38 2E 33 2E 33 30 34 31 8§.3.30:1
0o0z0 38 34 34 33 8443
0k I Cancel Apply

5. Click Apply.
6. Click OK.

Using option #43 "Vendor Specific"

Alternatively, DHCP option # 43 can be used for setting up the DLSaddress. Two tags are

required:

e Tag 001 Vendor name
e Tag 003: DLSIP address

Additionally, you can enter a host name for the DLSserver:

e Tag 004: DLShostname

The datais entered in hexadecimal values. Note that the length of the information contained in a

tag must be given.

The Vendor name tag iscoded asfollows (the first line indicates the ASCII values, the second line

containsthe hexadecimal values):
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Code Length Vendor name
1 7 S i e m e n S
01 07 53 69 65 6D 65 6E 73

The DLSIP address tag consists of the protocol prefix "sdlp://", the IP address of the DLS server,
and the DLSport number, which is "18443" by default. The following example illustrates the syn-
tax:

Cod-| Lengt- DLSIP address

e h
3 25 s [d [l p I 11 {9 |2 1 (6 |8 2 119 1 (8 (4 (4 |3
03 19 73 |64 [6C |70 |3A [2F |2F |31 |39 |32 [2E (31|36 (38 [2E |32 |2E |31 |39 [3A |31 |38 [34 (34 |33

Using vendor class

Itisrecommended to define avendor class on the DHCP server, thus enabling server and phone
to exchange vendor-specific data exclusively. The datais disclosed from other clients. If not
done already, create avendor class by the name of "OptilpPhone".

The following steps are required for the configuration of the Windows DHCP server.

Setup using the Windows DHCP Server

1 Inthe Windows Start menu, select Start > Programs > Administrative Tools > DHCP.

2. Inthe DHCP console menu, right-click the required DHCP server and select Define
Vendor Classes... in the context menu.

=10l |

| Acion  View |J<}=- #||X|I§|J

Tres | disw10nr03 [218.1.92.27]
Conkents of DHCP Server | Status
= . Wmsplay etabetice. i [213..1.92.01 |ab Ak H
- e Cpkions

Mew Scope, ..
[ew Superscope, ..
Mew Multicast Scope. ..

Reconcile &ll Scopes. ..

Define User Classes. ..
Define Wendor Classes. .. | _*I

Define vendor spe 3et Predefined Options, | | |
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3. Click Add.
DHCP ¥endor Classes 21|
Available classes:
Mame | Diescription | Add...
Microzoft Options Microzoft vendor-specific option... -
Microzoft Windows 20...  Microsoft vendor-specific option... Edit,..

Microzoft Windows 98 .. Microzoft vendor-specific option...

i

Femove

Cloze

4. Define anew vendor class with the name OptilpPhone and enter a description of this

2|

Dizplay name:

IDptinF’hone

Drescription:

IVendor class for OpenStage Phones

1D: Binary: ASCII:

0000 4F 70 74 69 49 70 50 68 OptilIpFh
0008 &F 6E 65 one

()8 I Cancel |

5. Click OK. The new vendor class now appearsin the list.
6. Close the window.

Add optionsto the new vendor class

Two optionsor tagsisadded to the vendor class. Two passes are needed:

¢ In the first pass, tag # 1with the required value "Semens"is entered.
¢ Inthe second pass, the DLSaddressis entered astag # 3.

Note For DHCP servers on a Windows 2003 Server (pre-SP2): Windows 2003 Server
contains a bug that preventsyou from using the DHCP console to create an
option with the ID 1for a user-defined vendor class. Instead, this entry must be
created with the netsh tool in the command line (DOSshell).

You can use the following command to configure the required option (without error message)
so that it also appears later in the DHCP console:

netsh dhcp server add optiondef 1
"Optipoint element 001" STRING 0
vendor=0OptiIpPhone comment="Tag 001
for Optipoint"

The value SEMENSfor optiPoint Element 1 can then be re-assigned over the DHCP console.
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I This error was corrected in Windows 2003 Server SP2.

1

In the DHCP console menu, right-click the DHCP server in question and select Set Pre-
defined Options from the context menu.

=101 x|

dlsv10nr03 [218.1.92.27]

Contents of DHCP Server | Skatus
: [ ASraneM7158.1.92.0] lab ok by
Dlsplay Skatiskics, biors

Mew Scope. ..
[New Superscope. ..

Mew Multicast Scope. .

Reconcile all Scopes. ..

|F'.|:I|:L remaoyve or chan

Define User Classes, .,

Define Yendor Classes. ..

Set Predefined Options. .,

In the dialogue, select the previously defined OptilpPhone class and click on Add... to add

anew option.

Predefined Options and ¥alues

};?‘

L

Option clazs: IDptinF’the j
Optiok hame: IEIEI'I OptilpPhone element 01 j
add.. |[ Edt. | Deke |

D ezcription: Itag 1 for OptilpPhone class
—alue

String;

Siemens

k. Cancel

Enter the following data for the new option:

e Hrst Pass: Option 1
= Name: Free text, e. g."OptilpPhone element 01"
= Datatype: "String"

= Code:"I"

Description: Free text.
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¢ Second Pass: Option 3
= Name: Free text, e. g. "OptilpPhone element 03"
= Datatype: "String"
= Code:"3"
® Description: Free text.

Clags: OptilpPhone
M arme: IEIptinF'hu:une element 01
[Nata ype; IString j ™ &may
[Cade: |1
Ciescription: Itag 1 for OptilpPhone class
Ok Cancel

4. Enterthe value for thisoption.
e FHrst Pass: "Semens”

e Second Pass: DLSaddress The DLSaddress hasthe following format:
PROTOCOL:://IP ADDRESS OF DLS SERVER:PORT NUMBER Example:
sdlp://192.168.3.30:18443

Predefined Options and Yalues d |
Option clazs: IDptinF‘the j
Diption name: IDD'I OptilpPhone element 01 j
sod.  |[ Edt. |  Deete |
Description: Itag 1 for OptilpPhone class
—Yalue
String:
Siemens
ak Cancel
5. Click OK.

6. Repeat steps2to 5forthe second pass.
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Defining the scope for the new vendor class

1. Select the DHCP server in question and the Scope and right-click Scope Options. Select
Configure Options... in the context menu.

=10 x|

J&ctinn Wiew |J<1= -P||||§|J

Tree I Scope Options
DHCR Cption Mame | Ye,,, f | Yalue
E'@ dlsw10nr03 [218.1.92.27] ﬁDDS R.ouker Standard  218.1.92.4

El@ Scope [218.1.92.0] la ﬁéﬂdﬂ Yendor Specific Info Standard 01 07 53 69 65 6d 65 6& 7
- {[7) Address Pool

{3 Address Leases
| Reservations

P55

_____ CE Server Cptions Configure Options. ..
1] Yien 3 | ﬂ

|C|:|nFi|;|ure sCope opkions

Refresh | |

2. Select the Advanced tab. Under Vendor class, select the class that you previously defined
(OptilpPhone) and, under User class, select Default User Class.

General .ﬁ.dvancedl

Wendor class:

IJger class: IDefauIt I1zer Claszz j
Auvailable Options | D ezcription |
001 Optipaint element 1 taqg 1 far OptilpPhore clazs

003 OptilpPhone element 03 tag 3 for OptlpPhone class

|— [rata entry |

3. Activate the optionsthat you want to assign to the scope (in thisexample, 001and 003).

4. The DHCPconsole showsthe information that is transmitted for the corresponding work-
points. Information from the Standard vendor is transmitted to all clients, whereasinform-
ation from the OptilpPhone vendor istransmitted only to the clients (workpoints) in this
vendor class.

Setup using a DHCP server on Unix/Linux

The following snippet from a DHCP configuration file (usually dhcpd.conf) shows how to set up
aconfiguration using a vendor class and the "vendor-encapsulated-options" option.
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class "OptiIpPhone" ({
option vendor-encapsulated-options
# The vendor encapsulated options consist of hexadecimal values for
the option number (for instance, 01), the length of the value (for in
stance, 07), and the value (for instance, 53:69:65:6D:65:6E:73). The
options can be written in separate lines; the last option must be fol
lowed by a ’;’ instead of a ’:’.
# Tag/Option #1: Vendor "Siemens"
#1 7 S 1 emen s
01:07:53:69:65:6D:65:6E:73:
# Tag/Option #3: DLS IP Address (here: sdlp://192.168.3.30:18443)
#3 25sd 1 p : // 1 9 2. 1 6 8 . 3. ...etc.
03:19:73:64:6C:70:3A:2F:2F:31:39:32:2E:31:36:38:2E:33:2E:33:30:
3A:31:38:34:34:33;
match if substring (option vendor-class-identifier, 0, 11) =

"OptiIpPhone";

MANUAL REGISTRATION

Open the web interface of the phone using its IP address.
Open the tab “Administration” and enter the admin password.
Open System > Registration.
Enter the following data:

e SIPserver address

¢ SlPregistrar address

¢ SPgateway address

5. Inthefield “User ID”, enter the internal extension number of the phone. It can be 1to 24
characterslong.

6. Enterthe user password of the subscriber.
Click Submit.

P WD p

SETTING THEDMSADDRESSVIADHCP

When an IP phone isbooting, it first obtains an IP address via DHCP. The DHCP server can
provide the DMSaddressto the phone via Option #43 or Option # 66.

Note The DMSaddress is mutually exclusive with a possibly provided DLSaddress. A
phone can either connectto aDLSor DMSserver.

Using option #43

DHCP vendor specific option # 43 can specify avoice VLAN ID and URL of a BroadSoft DMS
server. IP phoneswill recognize vendor specific options only, if vendor string (here: "Semens")
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matches correctly. All values are given in hexadecimal numbering format.

Example
Tag Length Content (Example)
01 07 5369656d656e73
02 04 00000065
03 d 68747470733a2f2f3933 ... 3131342E39363a3434332f646d73
ff

Each tag has an explicit length value and is closed by the ending “ff".

e Tag O1lspecifiesthe vendor (here: Semens)

® Tag: 01; Length: 07; Value: Semens

¢ Tag 02 specifies VLAN ID of Voice VLAN (here: 101)

® Tag: 02; Length: 04; Value: 65 (Hex)

e Tag 03 specifies IP address of Broadsoft DMS
® Tag: 03; Length: 1d; Value: https://93.122.114.96:443/dms (Hex)

« End ofrecord

= End: ff (Hex)

Providing a VLAN ID is optional. You can find details for configuration of a VLAN ID here:
http://wiki.unify.com/wiki/VLAN ID Discovery over DHCP.

Using option # 66

The DHCP server needsto be configured to provide the DMSserver URL via Option 66. Here isa

detailed description of the Option 66 bytes.

Option Length

Content (Example)

42 1d

68747470733a2f2f39332e3132322e3131342e39363a3434332f646d7-

3

Option #66 does not have specific tags, only alength and content field. The above example

providesthe following URL in the content field.

¢ DHCP option field:

® 42(Hex)

= |[ength: 1d

= Content: https://93.122.114.96:443/dms (Hex)
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CLOUD DEPLOYMENT

This section describeshow a phone progresses through the cloud deployment process from
factory start-up until the cloud service provider considersit to be ready for use by its user.

The phone determinesthat a cloud deployment processisto be used based on the IP settings it
receivesfrom the DHCP at the customer site. The “Unify Redirect” server redirectsthe phoneto a
DLSWPI based management system operated by the cloud service provider. This management
system completesthe configuration of the phone with all the information required for it to be
usable and may also customize the phone for the cloud service provider's "house" style.

If zero touch deployment is available the phone isautomatically connected to the management
system. However, if zero touch deployment is not possible, then a cloud deployment pin must
be entered at the phone. ThisPIN isa code that determineswhich cloud service provider is
responsible for the phone. The code is provided as part of a pin supplied from the cloud organ-
ization to the user.

Process of cloud deployment

The following flow chart showsthe way from afactory start-up until a user prepared OpenScape
Desk Phone CP family phone, deployed by arelevant DLS-WPI based management system.

Preconditions:

e The phoneisnot running

e The phoneissetto factory default values

e The phone hasaLAN connection

¢ The LAN connection provides accessto the public internet

Start

Phone broadcasts a DHCP request The phone hasall the information that it needsto
contact aDNSserver. ADLSaddressis not
provided.

ADHCP server respondswith IP addresses

|

The phone detectsthat acloud deploy- « DHCPisavailable

ment is required « IPaddressallocated to the phone
¢ DNSaddressisavailable

¢ Subnet mask is available

¢ Router addressis available

¢ No DLSaddress available
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¢ No SIP addresses available

}

The phone starts the zero touch cloud The phoneislocked so that the mode keys and
deployment process FPKs etc cannot be used

|

The phone obtainsthe IP address of the Mitel redirect server ("cloud-setup.com") from the
DNS

}

Phone contacts the Mitel redirect server using DLS-WPI

}

Phone displays the Progress prompt

}

Phone receives configuration itemsfrom | « Dl Saddress (set to the name of the Deploy-
the Unify Redirect server ment server)

e Language (optional)

e DLSport (optional)
Phone savesthe configuration data If the language is changed the display is updated

}

Phone updates, and displays the progress prompt

|

The phone obtainsthe IPaddressof the | The stored DLSaddress is not changed by the res-
deployment server from the DNSby look- | ult of the DNSlook-up.

ing up the DLSaddress if appropriate.
NOTE: For zero touch deployment, the redirect

server must already know the MAC address of the
phone and usesit to identify the DLSaddress to
provide to the phone. If the redirect server does
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not recognize the phone by its MAC address then
is expects a pre-distributed pin to be provided by
the phone.

}

Phone contactsthe deployment server The hash of the pin isprovided as an inventory
using DLSWPI item to the deployment server

}

Deployment server configuresthe phone and the phone savesthe changes

}

Deployment server terminatesthe DLS'WPI session

|

The phone exitsthe cloud deployment process and enablesthe mode keys and FPKs etc. to
actasnormal

}

Phone removesthe progress prompt and displays atimed success pop-up, indicating that
cloud deployment isdone

|

The phone verifiesthat it now hasan e164 number

}

registered

Reducing deployment time with a deployment parameter

To reduce the installation time of aphone connected to a DLS, the administrator enters a deploy-
ment parameter and leavesthe installation processto the DLS.

1. Pressthe key and connect the phone to the power supply or POE.

2. When the phone displays the screen for entering the PIN, enter one of the following
numbers:
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¢ The el64-number of the phone that enablesthe DLSto recognise it.

¢ The deployment pin of the redirect server to identify the appropriate DLSthat can
provide the correct plug & play data for installation.

e Asecurity pin if the DLSneedsto bootstrap the phone into secure mode com-
munication with the DLS.

3. Conclude input with B . The installation proceeds.

Aborting cloud deployment process by user

The phone detectsthat acloud deployment is required and startsthe cloud deployment pro-
cess. The phone expectsthe input of the PIN by the user. At this point the user hasthe option to
cancel the process. If the user confirms hisdecision, the deployment processis aborted.

Re-trigger cloud deployment

Cloud deployment may be restarted by triggering a factory reset:

¢ The DLS'WPI requests a restart to factory defaults of the phone.
¢ The phone restart then triggersthe cloud deployment process.

Deployment errors

During deployment the display will always show deployment specific information. A persistent
warning displays the information that is shown in an idle screen error after deployment failed.

¢ |tisshown to notify the phone User that deployment failed to complete as expected.
e |tisanon-timed warning popup

¢ |tisnon-dismissible by user action

e ltisshown over theidle screen only

¢ |tisshown/re-shown whenever the idle screen isdisplayed or redisplayed to the user

¢ |tisformatted asthe warning icon followed by awarning text which endsin a code dis-
played in round brackets.

¢ The warning text is= "Deployment incomplete"

¢ |t displaysonly the highest priority error condition should more than one error condition
apply (note that priority listhe highest)

Code Priority Cause
AU 1 Abandoned by user Occurswhen the pin prompt is dismissed
RS 1 Unable to get the address for the Mitel redirect server DNSlookup failed
RN 3 Unable to establish contact with Mitel redirect server —no reply
RR 2 Unable to establish contact with Mitel redirect server —refused
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Code

Priority Cause
DS 1 Unable to get the addressfor the Deployment server DNSlookup failed
DN 3 Unable to establish contact with Deployment server —no reply
DR 2

Unable to establish contact with Deployment server —refused
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Administration

This chapter describes the configuration of every parameter available on the OpenScape Desk
Phone CP phones.

e Foraccessviathe local phone menu, see the following section.

¢ Foraccessusing the web interface (WBM), see "How to accessthe web interface (WBM)"
- page 30.

Bluetooth interface

I Note Thisfeature is available only on OpenScape Desk Phone CP710.

You can activate and deactivate the Bluetooth interface. If the Bluetooth interface is deactivated
no Bluetooth services are available.

Administration via WBM

1. Open Bluetooth.

Bluetooth

Feature access

Enable bluetooth interface

Localization client

Enable

Server address | |
Server port  |8080 |

Zone |0 |
| Submit | | Reset |

Enable or disable the Bluetooth interface.

If the phone isused to detect BLE advertisements, enable the localization client.
Provide the server address and port number, aswell asthe zone.

Click Submit.

ok wn

Administration vialocal phone

| === Bluetooth
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Configuring the USB access

Note Configuring the USB accessis possible only for phones with a USB port (see
"Connectors at the bottom side" - page 23).

Administration via WBM

1. Open Admin > System > Features > Feature access.

Services

Bluetooth
USB device access
USBE power using PoE [120mA (up to 4 KMs) v
Web based manag. RELGITRIELNID)
Feature toggle L200mAlupto2 Kis)

Phone lock
Limited FPK set | No limitation v

2. In“Services’, enable “USB device access’”. When enabled, the user is able to use the USB
port for communication and data exchange (see "How to connect the phone via USB Wi-
Hdongle" > page 29).

3. Select “USB power using POE"to configure the power supply optionswhen powering the
phone via POE. The power supply via PoEislimited and can only supply the following com-
binationswhen USB is enabled (refer to "How to connect the phone via LAN cable" >
page 27).

¢ When the power supply for the USB portisset to 120 mA, up to 4 key modulescan
be connected.

¢ When the power supply for the USB port isset to 500 mA, only up to 2 key modules
can be connected.

4. Click Submit.

LAN settings

LAN PORT SETTINGS

The OpenScape Desk Phone CP phones provide an integrated switch that connectsthe LAN, the
phone and a PC port. By default, the switch will auto negotiate the transfer rate (10/100/1000
Mbps), autosensing, configurable, and duplex method (full or half duplex) with the equipment
connected. Optionally, the required transfer rate and duplex mode can be specified manually
using the LAN port speed parameter.
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Note In the default configuration, the LAN port supports automatic detection of cable
configuration (passthrough or crossover cable) and will reconfigure itself as
needed to connect to the network. If the phone is set up to manually configure
the switch port settings, the cable detection mechanism is disabled. In this case
care must be taken to use the correct cable type.

The PC Ethernet port (default setting: disabled) is controlled by the PC port mode parameter.

¢ [f setto "Disabled”, the PC port isinactive.
¢ |f setto "Enabled", the PC port is active.

¢ [f set to "Mirror”, the data traffic at the LAN port ismirrored at the PC port. This setting isfor
diagnostic purposes. If, for instance, a PC running Ethereal / Wireshark isconnected to
the PC port, all network activities at the phone’s LAN port can be captured.

I Note Do not use thisconnection for further phones!

Note Removing the power from the phone or aphone reset or reboot will result in the
temporary loss of the network connection to the PC port.

When PC port autoMDIXis enabled, the switch determines automatically whether aregular MDI
connector or aMDI-X (crossover) connector is needed, and configuresthe connector accord-

ingly.
Administration via WBM

1 Open Network > Wired settings.

LAN port
LAN port status 100 Mbps full duplex
LAN port speed |Any hd

IPv4 routing

Route 1 IP address

Route 1 gateway | |
Route 1 mask | |
Route 2 IP address | |
Route 2 gateway | |

Route 2 mask

IPv6 routing

Route 1 dest.

Route 1 prefix len | |
Route 1 gateway | |
Route 2 dest. | |

|

|

Route 2 prefix len |

Route 2 gateway |
| Submit | | Reset |

¢ LAN port status: Representsthe connected (i.e. negotiated) speed (or "Link down" if not
connected). Thisis read-only item.
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¢ LAN port speed: Settingsfor the Ethernet port connected to a LAN switch.

= Value range: "Any,""10 Mbps half duplex”, "10 Mbps full duplex", "100 Mbps half
duplex","100 Mbps full duplex", "Gbps full duplex"

= Default: "Any"

¢ PC port status: Representsthe connected (i.e. negotiated) speed (or "Link down"if not
connected). Thisisread-only item.
¢ PC port speed: Settingsfor the Ethernet port connected to a PC.

= Value range: "Any,""10 Mbps half duplex”, "10 Mbps full duplex", "100 Mbps half
duplex","100 Mbps full duplex", "Gbps full duplex"

= Default: "Any"
¢ PC port mode: Controlsthe PC port.
= Value range: "disabled", "enabled", "mirror".
= Default: "disabled"
e PC port autoMDIX: Switchesbetween MDI and MDI-Xautomatically.
® Value range: "On", "Off"
® Default: "Off"

¢ LAN port disabled (only with CP10): You have the option to disable the LAN port con-
nection when a Wi-F network is configured.

Administration vialocal phone

| === Admin
| -—- Network
|-—-- Wired settings
|--- LAN port configuration
| -—- LAN port disabled
| -—— LAN port status
| -—— LAN port speed
--- PC port configuration
|--- PC port status
| -—— PC port speed
|--- PC port mode
|-—— PC port autoMDIX

VLAN

VLAN (Virtual Local Area Network) isatechnology that allows Network administrators to partition
one physical Network into a set of virtual networks (or broadcast domains).

Partitioning a physical Network into separate VLANs allows a Network administrator to build a
more robust Network infrastructure. Agood example is a separation of the data and voice net-
worksinto data and voice VLANSs. Thisisolates the two networks and helps shield the endpoints
within the voice Network from disturbancesin the data Network and vice versa.

Note The implementation of avoice Network based on VLANs requires the Network
infrastructure (the switch fabric) to support VLANS.
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¢ Inalayer-1VLAN, the ports of a VLAN aware switch are assigned to a VLAN statically. The
switch only forwards traffic to a particular port if that port isa member of the VLAN that
the traffic isallocated to. Any device connected to a VLAN assigned port isautomatically a
member of this VLAN, without being a VLAN aware device itself. If two or more Network
clientsare connected to one port, they cannot be assigned to different VLANs. When a
Network client ismoving from one switch to another, the switches’ ports have to be
updated accordingly by hand.

¢ With alayer-2 VLAN, the assignment of VLANsto Network clientsisrealized by the MAC
addresses of the Network devices. In some environments, the mapping of VLANs and
MAC addresses can be stored and managed by a central database. Alternatively, the VLAN
ID, which definesthe VLAN whereof the device isamember, can be assigned directly to
the device, e. g. by DHCP. The task of determining the VLAN for which an Ethernet packet
isdestined is carried out by VLAN tags within each Ethernet frame. Asthe MAC addresses
are (more or less) wired to the devices, mobility does not require any administrator action,
asopposed to layer 1VLAN.

The phone must be configured as a VLAN aware endpoint if the phone itself isamember of the
voice VLAN, and the PC connected to the phone’s PC portisamember of the data VLAN.

When a Voice VLAN ID is configured

¢ The CPU port already rejects all packetsthat do not have the Voice VLAN ID. If the packets
are received at the LAN port and have the Voice VLAN ID, they reach the CPU port.

¢ Untagged LAN port packets are tagged with Management VLAN tag
e 1

¢ CPU port doesnot receive untagged packets with Management VLAN tag 1unless port
mirroring is active.

When aVoice VLAN ID isNOT configured

e PC port untagged packetsreceive an internal Data VLAN ID from the phone. PC port
accepts VLAN tagged framesthat have the internal Data VLAN ID. All other tagged frames
are dropped.

e CPU port doesnot receive packetstagged with the Data VLAN ID, asit's not part of that
VLAN.

e Packetstagged with the internal Data VLAN ID, become untagged when exiting the LAN
port.

There are 3 waysfor configuring the VLAN ID:

e By LLDP-MED (with fallback to DHCP)
e ByDHCP
e Manually

Automatic VLAN discovery using LLDP-MED

Thisisthe default setting. The VLAN ID is configured by the network switch using LLDP-MED
(Link Layer Discovery Protocol-Media Endpoint Discovery). If the switch provides an appropriate
TLV (Type-Length-Value) element containing the VLAN ID, this VLAN ID isused. If no appropriate
TLVisreceived, DHCPisused for VLAN discovery.
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Administration via WBM

1. Open Network > Wired settings.

Wired settings

LAN connection

Use LLDP-MED
Use DHCP
DHCPv6 enabled
Use DHCP reuse
VLAN discovery
VLAN ID

LLDP-MED operation

O @aC

aC

Time to live (seconds) |120 A

2. Enable “Use LLDP-MED".
3. Set“VLAN discovery”to “LLPD-MED”.

4. Selectthe “Timeto live” (TTL) in seconds.

¢ Value range: 40..400 seconds
¢ Default: 120 seconds
5. Click Submit.

Administration vialocal phone

| -—— Administration
| -—- Network
|--- Wired settings
| --=- LAN connection
| -—— Use LLDP-MED
--- LLDP-MED operation
|-—— TTL

|-—— TTL (secs)

Automatic VLAN discovery using DHCP

To automatically discover a VLAN ID using DHCP (except LLDP-MED), the phone must be con-
figured as “DHCP". The DHCP server is configured to supply the Vendor Unique Option in the
correct VLAN over DHCP format (see "Using option #43 "Vendor Specific™ - page 55).

If aphone configured for VLAN discovery by DHCP failsto discover its VLAN, it will proceed to

configure itself from the DHCP within the non-tagged LAN. Under these circumstances, network

routing may not be correct.
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Administration via WBM

1. Open Network>Common settings.

Common settings

Protocol mode | IPv4_Pvé v
DNS domain fritz.box

Primary DNS 192.168.1/78.1
Secondary DNS

IPTTL 64 v

Parse DHCP option 43
Parse DHCP option 66
[Submn] [Resﬂ]

2. To enable VLAN discovery via DHCP, select “IPv4_IPv6” in Protocol mode.
3. Open Network > Wired settings.

Wired settings

LAN connection

Use LLDP-MED
Use DHCP
DHCPv6 enabled
Use DHCP reuse
VLAN discovery
VLAN ID

LLDP-MED operation
Time to live (seconds) |120 A

0@ C

aC

4. Deselect “Use LLDP-MED".
5. Select “DHCP”in the VLAN discovery option.
6. Click Submit.

Administration vialocal phone

| === Administration
| === Network
| -—- Common settings
| -—- Protocol mode
--- Wired settings

| -—— LAN connection
| ——— Use LLDP-MED
| -—— VLAN discovery

Using option #43 "Vendor Specific”
Alternatively, option #43 can be used for setting up the VLAN ID. Two tags are required:

e Tag 001 Vendor name
e Tag 002: VLAN ID
e Tag 003: DLSIP address

Optionally, the DLSaddress can be given in an alternative way:
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e Tag 004: DLShostname
The Vendor name tag is coded as follows (the first line indicates the ASCII values, the second line

containsthe hexadecimal values):

Code Length Vendor name
1 7 S i e m e n S
01 07 53 69 65 6D 65 6E 73

The following example shows a VLAN ID with the decimal value "10":

Code Length VLAN ID

2 4 0 0 1 0

00 00 00 0A

02 04

The DLSIP addresstag consists of the protocol prefix "sdlp://", the IP address of the DLS server,
and the DLSport number, which is"18443" by default. The following example illustrates the syn-

tax:
Cod-| Lengt- DLSIP address

e h
3 |25 s |d |l |p I 1119 |2 116 |8 3 3 |0 118 [4 (4 |3
03 19 73164 |6C |70 |3A|2F |2F |31]39 |32 |2E (31|36 (38 |2E (33 |2E |33 [30 [3A |31 (38 |34 |34 |33

Manual configuration of a VLAN ID
To configure VLAN manually, the phone must be provided with a VLAN ID between 1and 4095.

If you misconfigure aphone to an incorrect VLAN, the phone will not connect to

Note
the network. If in static IPmode, no server connectionsis possible.
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Administration via WBM

1. Open Network > Wired settings.

Wired settings

LAN connection

Use LLDP-MED a
Use DHCP
DHCPv6 enabled O
Use DHCP reuse
VLAN discovery | DHCP v
VLAN ID

2. Deselect “Use LLDP-MED".
3. Set “VLAN discovery”to “Manual”.
4. Click Submit.

Please select mode
VLAN discovery|Manual  v|
vowmo |

[ submit | [ Reset|

5. Enterthe VLAN ID.
6. Click Submit.

Administration vialocal phone

| -—= Administration
| === Network
|-—-- Wired settings
| --- LAN connection
| --- Use LLDP-MED
| -—— VLAN discovery

IP Network parameters

QUALITY OF SERVICE (QOS)

The QoStechnology based on layer-2 and the two QoStechnologies Diffservand TOS/ IP Pre-
cedence based on layer-3 are allowing the VoIP application to request and receive predictable
service levelsin termsof data throughput capacity (bandwidth), latency variations (jitter), and
delay.

Note Layer-2 and -3 Qo Sfor voice and signaling transmission can be set via LLDP-
MED (see "Automatic VLAN discovery using LLDP-MED" - page 53). The value
cannot be changed by another interface.
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Layer 2/ 802.1p

QoSon layer-2 isusing 3 Bitsin the 802.1q/p 4-Byte VLAN tag which must be added in the Eth-
ernet header.

The CoS(class of service) value can be set from 0 to 7. 7 isdescribing the highest priority and is
reserved for Network management. 5 isused for voice (RTP-streams) by default. 3 is used for sig-
naling by default.

Three Bits Used for CoS
; {User Priority)

FREAM. | SFD | DA EA-I’T DATA FC5

Administration via WBM

1. Open Network>QoS.

Service

Layer 2 _
Layer 2 voice |5 v
Layer 2 signalling |3 v
Layer 2 default|o v]

Layer 3
Layer 3 voice |er v
Layer 3 signalling | AF31 v

¢ Layer x: Activates or deactivates QoSon layer 2.
= Value range: "Yes","No"
®m Default: "Yes"
¢ Layer xvoice: Setsthe CoS(Class of Service) value for voice data (RTP streams).
= Valuerange: 0-7
= Default: 5
e Layer xsignalling: Setsthe CoS(Class of Service) value for signaling.
= Valuerange: 0-7
= Default: 3
Layer x default: Setsthe default CoS(Class of Service) value.
® Valuerange: 0-7
= Default: 0
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Administration vialocal phone

| === Admin
| -—- Network
=== QoS
| -—— Service
|-—-- Layer 2
| -—— Layer 2 voice
|-—— Layer 2 signalling
| -—— Layer 2 default

Layer-3/ Diffserv
Diffserv assigns a class of service to an IP packet by adding an entry in the IP header.

Traffic flows are classified into 3 per-hop behavior groups:

¢ Default: Any traffic that doesnot meet the requirements of any of the other defined
classesis placed in the default per-hop behaviour group. Typically, the forwarding has
best-effort forwarding characteristics. The DSCP (Diffserv Codepoint) value for Default is
"000000"

e Expedited Forwarding (EFreferred to RFC 3246): Expedited Forwarding is used for voice
(RTP streams) by default. It effectively creates a special low-latency path in the Network.
The DSCP (Diffserv Codepoint) value for EFis"101110".

¢ Assured Forwarding (AFreferred to RFC 2597): Assured forwarding is used for signaling
messages by default (AF31). It is less stringent than EFin a multiple dropping system. The
AFvalues are containing two digits Xand Y (AFXY), where Xis describing the priority class
and Ythe drop level.
Four classes X are reserved for ARXY: AFLY (low priority), AR2Y, AF3Y and AFAY (high pri-
ority).
Three drop levels Y are reserved for AFXY: AFX1 (low drop probability), AFX2 and AFX3
(High drop probability). In the case of low drop level, packets are buffered over an exten-
ded period in the case of high drop level, packets are promptly rejected if they cannot be
forwarded.
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Administration via WBM

1. Open Network>QoS.

Service

Layer 2 _
Layer 2 voice |5 v
Layer 2 signalling |3 v
Layer 2 default|o v]

Layer 3
Layer 3 voice |er v
Layer 3 signalling | AF31 v

e Layer 3: Activates or deactivates QoSon layer 3.
= Value range: "Yes","No"
®m Default: "Yes"
¢ Layer 3 voice: Setsthe CoS(Class of Service) value for voice data (RTP streams).

® Valuerange: "BE", "AF11", "AF12", "AF13", "AR21", "AR22", "AF23", "AF31", "AF32", "AR33",
"AF41", "AF42", "AR4 3", "EF', "CS7", "CS3", "CH#A", "CS5", 0, 1, 2 ... through 63.

= Default: "EF'
¢ Layer 3 signaling: Setsthe CoS(Class of Service) value for signaling.

= Value range: "BE", "AF11", "AF12", "AF13", "AF21", "AF22", "AF23", "AF31", "AF32", "AF33",
"AF41", "AF42", "AF4 3", "EF", "CS7", "CS3", "CHA", "CSE", 0, 1, 2 ... through 63.
m Default: "AF31"

Administration vialocal phone

| === Admin
| -—- Network
=== QoS
| -—— Service
|-—— Layer 3
|--— Layer 3 voice
|-—- Layer 3 signalling
MLPP

MLPP stands for “Multi-Level Precedence and Preemption”. MLPP allows higher priority calls to
be delivered instead of lower priority calls (preemption). It does this by defining a set of priorities
(precedence) that can be associated with calls.

¢ Specifying a precedence level for an outgoing call
¢ QoSimpactsof precedence calls

¢ Displaying the precedence level for an outgoing, incoming or connected call MLPP pri-
ority shown.
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¢ Ringer/tone impacts of precedence calls
¢ Pre-emption of calls (MLPP Pre-empting calls)
= | ocal call pre-emption
® Network pre-emption
= MLPPimpactsfor configuration (MLPP restrictions on call handling)

Administration via WBM

1 Open Network>QoS.

MLPP

Priority | eF v

Immediate | eF v

Flash | er v |

Flash override | eF v |
Submit [ Reset

S TENENNNN WSS

e Priority

= Default: "EF"
¢ Immediate

= Default: "EF"
e Hash

= Default: "EF"
¢ Hash override

= Default: "EF"

PROTOCOL MODEIPV4 ] IPV6

¢ An IPv4 address consistsof 4 number blocks, each between 0 and 255, separated by ".
= Example: 1.222.44.123
¢ An IPv6 address consists of 8 hexadecimal number blocks, separated by ":" The IPv6 pro-
tocol provides awider range of IP addresses that can be used in anetwork.

= Example: 2001:0db8:85a3:08d3:1319:8a2e:0370:7347 or, if not all blocks are used:
2000:1::3
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Administration via WBM

1. Open Network>Common settings.

Common settings

Protocol mode | Pv4_IPvé v
DNS domain fritz.box

Primary DNS 192.168.1/78.1
Secondary DNS

IPTTL |64 v

Parse DHCP option 43
Parse DHCP option 66
[Subnﬂt] [Reset]

2. For“Protocol mode”, select one of the following options:
e “IPv4_IPv6” usesboth protocols
e “|Pv4” usesonly the IPv4 protocol
e “IPv6” usesonly the IPv6 protocol

3. Click Submit.

Administration vialocal phone

| === Admin
| -—— Network
| -—— Common settings

| -—— Protocol Mode

USEDHCP

If this parameter is set to "Yes" (default), the phone will search for a DHCP server on start-up and
try to obtain IP data and further configuration parameters from that central server.

Note The data obtained via DHCP cannot be changed with DHCP enabled. Also, when
DHCPisenabled, the dataread from the server overwrites current values on the
phone

If no DHCP server is available in the IP network, deactivate this option. In this case, the IP address,
subnet mask, and default gateway / route must be defined manually.

Note The change will only have effect if you restart the phone. The phone isable to
maintain its IP connection even in case of DHCP server failure. For further inform-
ation, refer to "Resilience and survivability" > page 124.

Note The phone will wait for a DHCP response from one of the DHCP servers that
includesthe required configuration data for a vendor class of “OptilpPhone”,
which includes option 43. This may delay the boot sequence by approximately
20s.
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DHCP parameters

The following parameters can be obtained by DHCP:

¢ Basic Configuration
= |P Address
® Subnet Mask
¢ Optional Configuration
= Default Route (Routers option 3)

= |PRouting/ Route 1& 2 (Static Routes option 33), Classless static route option 121,
Private / Classless Static Route (Microsoft) option 249

® SNTPIP Address (NTP Server option 42)

= Timezone offset (Time Server Offset option 2)
® Primary/ Secondary DNS(DNS Server option 6)
= DNSDomain Name (DNSDomain option 15)

® SIP Addresses/ SIP Server & Registrar (SIP Server option 120)

= VLAN ID, DLSaddress (Vendor specific Information option 43)

DHCPv6 parameters

The following parameters can be obtained by DHCPv6, which performsasimilar function as
Ipv4, but for the IPv6 protocol:

¢ Basic Configuration
= Global Address
= Global Address Prefix Length
¢ Optional Configuration
= Primary/ Secondary DNS(DNSrecursive name server option 23)
® SNTPIP Address (Smple Network Time Protocol Server option 31)

= S P Addresses/ SIP Server & Registrar (SIP Server Domain Name List option 21, SIP
Server IPv6 Address List option 22)

= VLAN ID, DLSaddress (Vendor specific Information option 17)

DHCPv6 options are preferred in Dual Stack Mode if a parameter is configured both via DHCP
and viaDHCPv6, for instance DNSor SNTP server addresses.
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Administration via WBM - IPv4

1. Open Network > Wired settings.

Wired settings

LAN connection

Use LLDP-MED O
Use DHCP

DHCPv6 enabled [
Use DHCP reuse
VLAN discovery

VLAN ID

LLDP-MED operation

Time to live (seconds) [120 v|
LAN port
LAN port status 1 Gbps full duplex
LAN port speed [Any v|

2. Select “Use DHCP".
3. Click Submit.

Administration via Local Phone - IPv4

| === Admin
| -—— Network
|--- Wired settings

| -—— LAN connection

Administration via WBM - IPv6

1 Open Network > Wired settings.
Wired settings

LAN connection
Use LLDP-MED O

Use DHCP O
DHCPv6 enabled B

Use DHCP reuse

VLAN discovery
VLAN ID

LLDP-MED operation

Time to live (seconds) [120  ~]
LAN port
LAN port status 1 Gbps full duplex
LAN port speed [Any v|

2. Select “DHCPv6 Enabled” (default setting is Enabled).

3. Click Submit.
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Administration via Local Phone - IPv6

| === Admin
| === Network
|--- Wired settings

| -—— LAN connection

MANUAL CONHGURATION OF THE IP ADDRESS

If not provided by DHCP dynamically, you must specify the phone IP address and subnet mask
manually.

IP addresses can be entered in the following formats:

¢ Decimal format. Example: 11.22.33.44 or 255.255.255.0 (no leading zeroes).

¢ Octal format. Example: 011.022.033.044 (leading zeroes must be used with every address
block)

¢ Hexadecimal format. Example: 0x11.0x22.0x33.0x44 (prefix Ox must be used with every
address block)

By default, IP configuration by DHCP and LLDP-MED is enabled. For manual IP configuration,
proceed asfollows:

Datarequired

¢ |Paddress: used for addressing the phone.
¢ Subnet mask: subnet mask that is needed for the subnet in use.

Administration via WBM

1 Open Network > Wired settings.
Wired settings

LAN connection

Use LLDP-MED
Use DHCP
DHCPv6 enabled
Use DHCP reuse

VLAN discovery lanua
VIAND [ ]

LLDP-MED operation

Time to live (seconds) [120  v|
LAN port
LAN port status 1 Gbps full duplex

LAN port speed [Any v]
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2. Deselect “Use LLDP-MED”, “Use DHCP”, and “DHCPv6 enabled”.

IPv4 routing
Route 1 IP address

Route 1 gateway | |
Route 1 mask | |

|

|

Route 2 IP address |
Route 2 gateway |

Route 2 mask
________________________________

3. Inthetab “IPv4 routing” or “IPv6 routing” (depending on the settingsin Protocol Mode),
enter the IP address, the gateway, and the (subnet) mask for Route 1.

4. If applicable, enter the datafor route 2.
5. Click Submit.

Administration vialocal phone

| === Admin
| -—- Network
|--- Wired settings
| -—— LAN connection
| -—— Protocol mode
-—— Admin
| -—= Network
|--- Wired settings
|--- IPv4 routing
| -—— Route 1 IP
| -—— Route 1 gateway
--- Admin
| -—- Network

|--- Wired settings
|--- IPv6 routing
| -—— Route 1 IP
|--- Route 1 gateway

DEFAULT ROUTER/ GATEWAY

If not provided by DHCP dynamically, enter the IP address of the router that links your IP network
to other networks. If the value was assigned by DHCP, it is read-only.

I Note The change will only have effect if you restart the phone.
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Administration via WBM - IPv4

1. Open Network > Wired settings.

IPv4 routing
Route 1 IP address

Route 1 gateway | |
Route 1 mask | |
Route 2 IP address | |
Route 2 gateway | |

Route 2 mask
________________________________

2. Enterthe default route, i.e.the IP address of the router that links your IP network to other
networks.

3. Click Submit.

Administration vialocal phone - IPv4

| -—— Admin
| -—- Network
|--- Wired settings
| -—— LAN connection

|-—— IPv4 routing

Administration via WBM - IPv6

1. Open Network > Wired settings.

IPv6 routing
Route 1 dest.

Route 1 prefix len | |
Route 1 gateway | |
Route 2 dest. | |

|

|

Route 2 prefix len |
Route 2 gateway |

2. Enterthe IPaddressof the global gateway that links your IP network to other networks.
3. Click Submit.

Administration via Local Phone - IPv6

| === Admin
| -—- Network
|--- Wired settings
| -—— LAN connection

|-—- IPv6 routing

SPECIFIC IPROUTING

For constant accessto network subscribers of other domains, enter a second set of network des-
tinations, in addition to the default route or gateway. Thisis useful if the LAN has more than one
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router or if the LAN isdivided into subnets.

¢ |Pv4 route configuration
® Route 1/2 IP address: IP address of the selected route.
® Route 1/2 gateway: IP address of the gateway for the selected route.
= Route /2 mask: network mask for the selected route.
¢ |Pv6 route configuration
® Route 1/2 destination: IPv6 address of the selected route.
® Route 1/2 prefix len: Prefix length for the selected route.
= Route 1/2 gateway: IPv6 address of the gateway for the selected route.

Administration via WBM - IPv4

1 Open Network > Wired settings.
2. Go to tab "IPv4 routing™.

IPv4 routing
Route 1 IP address

Route 1 gateway | |
Route 1 mask | |
Route 2 IP address | |
Route 2 gateway | |

Route 2 mask
________________________________

3. Entertherequired data:
¢ For Route 1. Route 11P address, Route 1 Gateway, and Route 1 mask.
¢ For Route 2: Route 2 IP address, Route 2 Gateway, and Route 2 mask.
4. Click Submit.

Administration vialocal phone - IPv4

| -—— Admin
| -—— Network

|--- IPv4 routing

|--- Route 1 IP

|-—— Route 1 gateway
|--—- Route 1 mask
|-—-— Route 2 IP

| -—--— Route 2 gateway
|-—— Route 2 mask
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Administration via WBM - IPv6

1. Open Network > IPv6 configuration.
2. Go to tab “IPv6 routing”.

IPv6 routing
Route 1 dest.

Route 1 prefix len | |
Route 1 gateway | |
Route 2 dest. | |

|

|

Route 2 prefix len |
Route 2 gateway |

3. Entertherequired data:
¢ For Route 1: Route 1Dest., Route 1 Prefix Len, and Route 1 Gateway.
¢ For Route 2: Route 2 Dest., Route 2 Prefix Len, and Route 2 Gateway.
4. Click Submit.

Administration vialocal phone - IPv6

| === Admin
| -—= Network
|--— IPv6 routing

|-—— Route 1 dest

|-—— Route 1 prefix len
|-—— Route 1 gateway
|--- Route 2 dest

|-—— Route 2 prefix len
|--- Route 2 gateway

DNS

The main task of the domain name system (DNS)isto translate domain namesto IP addresses.
For some features and functions of the OpenScape Desk Phone CP phone, itisnecessary to con-
figure the DNSdomain the phone belongsto, aswell asthe name servers needed for DNSresolv-

ing.
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DNSdomain name

Thisisthe name of the phone’slocal domain.

Administration via WBM

1 Open Network>Common settings.

Common settings

Protocol mode | Pw_IPv6 v |
DNS domain  |fritzbox |
Primary DNS  |192.168.178.1 |

Secondary DNS | |
PTIL (8¢ ~]

Parse DHCP option 43
Parse DHCP option 66 _ .
[Submﬂ] [Resﬁ]

2. Enterthe DNSdomain the phone belongsto.
3. Click Submit.

Administration vialocal phone

| -—— Admin
| -—- Network
| -—— Common settings
| -—— DNS domain

DNSservers

If not provided by DHCP, a primary and a secondary DNSserver can be configured.

I When DHCP is enabled, the DNSserver isread-only.

Note Depending on the configuration chosen for survivability, DNS SRV is required.

For details, refer to "Resilience and survivability" = page 124.

Administration via WBM

1. Open Network>Common settings.

Common settings

Protocol mode | 1Pva_1Pv6 v

DNS domain  |fritzbox |

Primary DNS  [192.168.178.1 |
Secondary DNS | |
IPTIL (64 v)

Parse DHCP option 43

Parse DHCP option 66

| Submit | | Reset |

<<
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2. Enterthe name of the DNSdomain.

3. Enterthe IP addresses of the Primary DNSand the Secondary DNSserver.
¢ Primary DNS: IP address of the primary DNSserver.
¢ Secondary DNS: IP address of the secondary DNSserver.

4. Click Submit.

Administration vialocal phone

| -—— Admin
| -—- Network
| -—— Common settings
| -—— DNS domain
|--—- Primary DNS
| -—— Secondary DNS

Terminal host name

The phone host name can be customized.

Note DHCP and DNSmust be appropriately connected and configured at the cus-
tomer site.

Note Itisrecommended to inform the user about the DNSname of the phone. The
complete WBM address can be found under User menu > Network information >
Web address.

The DNSname isconstructed from pre-defined parameters and free text. ltscompaosition is
defined by the DNSnhame construction parameter Administration > System > System Identity >
DNSname construction. The following options are available:

Administration via WBM

1 Open System > System Identity.

Terminal number
Terminal name

Display identity | |

Enable ID
Web nome
DNS name construction | only number v
(oot (os)
_________

2. Selectthe DNSname construction.
¢ None: No host name issend to the DHCP server during DHCP configuration.

¢ MAC based: The DNSname is built from the prefix "OIP" followed by the phone’s
MAC address.

¢ Web name: The DNSnhame is set to the string entered in Web name.

e Only number: The DNSnhame is set to the Terminal number, i.e. the phone’scall
number (E.164).
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¢ Prefixnumber: The DNSname is constructed from the string entered in Web
name, followed by the Terminal number.

3. Click Submit.

Administration vialocal phone

| === Administration
|-—— System
|--- Identity
| -—— Web name
| -—— DNS name construction
IPTTL

Definesthe “Time-To-Live” (TTL) value in seconds within the IP header for any packet being sent
by the phone. The default value is “64".

I Note This parameter can be set through the WBM interface, the local phone or DLS.

Administration via WBM

1. Open Network>Common settings.

Common settings

Protocol mode | Pva_Pv6 v
DNS domain fritz.box
Primary DNS 192.168.178.1

Secondary DNS

HTTP proxy | |
IPTTL [&4 v
Parse DHCP option 43
Parse DHCP option 66
(s Reset

2. Selectthe desired value for “IP TTL".
¢ Values: 64 or 128 (seconds)
3. Click Submit.

Administration vialocal phone

| === Admin
| === Network
| -—- Common settings

|-—— IP Time to live
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GRATUITOUSARP CONTROL

As an administrator, you can enhance security by preventing maliciously fabricated ARP frames,
including Gratuitous ARP.

Blocking of gratuitous ARP frames can be configured via WBM, DLSand local settings.

Administration via WBM

Gratuitous ARP control  [Allow all v|
Submit Reset

1 To drop gratuitous ARP frames before they can be used in an ARP attack, set option Gra-
tuitous ARP control to "Block all".

¢ Default: Allow all.
2. Click Submit.

Note Blocking of gratuitous ARP frames s available only in an IPv4 network. If protocol
mode IPv6 is configured, the option Gratuitous ARP control is set to read-only.

For information on preventing packets from the PC port being received on the CPU port when a
Voice VLAN ID is configured, see "VLAN" - page 52.

Administration vialocal phone

| === Admin
| -—= Network
|-—- Common settings

| -—— Gratuitous ARP control

CONHGURATION & UPDATE SERVICE

All items can be administered by management applicationsin both OpenScape and non
OpenScape networks. Among the most important features are:

e Security (e.g. PSSgeneration and distribution within an SRTP security domain)
¢ Mobility for OpenScape SIP phones

¢ Software deployment

e Plug & play support

e FError and activity logging.

OpenScape Deployment Service (DLS) address, i.e. the IP address or host name of the DLS
server, and default mode port, i.e. the port on which the DLSserver is listening, are required to
enable proper communication between phone and DLS.

The mode (labeled “Mode” in the local phone administration menu) determines the security level
for the communication between the phone and the DLS. Mutual authentication establishes a
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higher security level of the connection by mutually exchanging credentials between the DLSand
the phone. After this, the communication is encrypted, and a different port is used, thus ensuring
that the phone isunambiguously connected to the correct DLSserver.

It ispossible to operate the DLSserver behind a firewall or NAT (Network Address Translation),
which preventsthe DLSfrom sending “Contact-Me” messages directly to the phone:

¢ The DLSserver requeststhe phone to contact it by sending aHTTP “Contact-Me” request
or by leaving arequest at the DCMP poll server for the phone to check periodically.

¢ The phone always establishesthe connection to the DLS server.

Only outbound connections from the phone are allowed. To overcome thisrestriction,aDLS
“Contact-Me” proxy (DCMP) can be deployed. The phone periodically pollsthe DCMP, which is
placed outside of the phone network, for pending contact requests from the DLS. If there are
contact requests, the phone will send arequest to the DLSin order to obtain the update, just as
with aregular DLSconnection.

Note The URI of the DCMP, as well as the polling interval, are configured by the DLS.
For this purpose, it is necessary that the phone establishes afirst contact to the
DLS, e. g. by phone restart or local configuration change.

Administration via WBM

1 Open Network > Update Service (DLS).

Update service

Select either DLS or DMS for use by
providing an address, but only for one of them

Deployment service (DLS)

Disable DLS-WPI O
DLS address | o]
Default mode port [18443 |
Lock DLS address O
Revert to default security O
Mode
Security PIN | r5)|

Device management service (DMS)

DMS address

Username | |

Password [ ®]

Minimum update check (seconds) [300 |
Update check during working hours
Ignore software update from config file O
Check for update Now

Deployment service (DLS)

It ispossible to operate the DLSserver behind afirewall or NAT (Network Address Translation),
which preventsthe DLSfrom sending Contact-Me messages directly to the phone. Only out-
bound connectionsfrom the phone are allowed. To overcome thisrestriction, a DLS Contact-
Me proxy (DCMP) can be deployed. The phone periodically pollsthe DCMP (DLS Contact-Me
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proxy), which is placed outside of the phone’s network, for pending contact requests from the
DLS. If there are contact requests, the phone will send arequest to the DLSin order to obtain the
update, just aswith aregular DLSconnection.

* Disable DLS-WPI: Disable the DLS-WPI interface completely. The phone will not use the
DLS-WPI at all, neither as aresult of a Contact-Me request nor due to local events (e.g.
local changes, security log, etc.).

When enabled, DMSaccessis not affected. Cloud deployment is affected, as redirect
Service will no longer work.

¢ DLSaddress: IPaddressor host name of the server on which the Deployment Service is
running.
¢ Default mode port: Port on which the DLSDeployment Service islistening.
®m Default: 18443.

* Lock DLSaddress: Lock "Contact-Me"messages to exclusively use the DLSWPI address
configured on the phone. Adifferent DLSaddress given by the contact-me message will
be ignored by the phone.

If a DLS-"WPI address has not be configured and this setting is enabled, the phone will
not contact a DLS/DLI until an addressis configured.

¢ Revert to default security disables mutual authentication and returnsto DEFAULT mode.
SECURE mode related settings are reset and certificates are removed.

¢ Revert to default security: When set, security mode is set to default. When using local
phone administration, thisis set by selection option “Default security”.

¢ Mode: Determineswhether the communication between the phone and the DLSis
secure. Value range: "Default”, "Secure", "Secure PIN". This parameter isread-only.

= Default: "Default".
e Security PIN: Used for enhanced security.

Note A security PIN can be provided which isused for decrypting data provided by the
DLSduring bootstrap.

Bootstrapping isthe process by which an initial non-secure connection to the DLSis elevated to
asecure connection. Once the connection has been elevated to secure mode it will stay in that
mode for subsequent connectionsto the same DLS.

For further information, refer to the DLSdocumentation.

Device management service (DMS)

The DMSis a configuration file based deployment service which can be used instead of aDLS.
The DMSaddress can be provided manually or via DHCP for afull plug & play installation (see
"Setting the DMSaddress via DHCP" - page 42).

The DMSis compatible to the Broadsoft DMSand the RingCentral provisioning server. A detailed
description can be found here: https://wiki.unify.com/wiki/Device Management System
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¢ DMSaddress: IP address or host name of the server on which the DMSis running.

¢ Username: User name for authentication.

e Password: Password for authentication.

¢ Minimum update check (seconds): Time between two configuration requeststo the DMS.

¢ Update check during working hours: Enables checking for updates during office hours,
which may decrease performance.

¢ Ignore SW update from config file: Any software link provided by the DMSwill be ignored.
¢ Checkfor Update: Now forcesthe phone to an immediate check for anew configuration.

Administration vialocal phone

| ——— Admin
| -—- Network
| -—- Deployment Service
|-—- Disable DLS-WPI
|-—-— DLS address
|-—— Default mode port
|--- Revert to default security
SNMP

The Smple Network Management Protocol (SNMP) is used by Network management systems
for monitoring Network-attached devices for conditions that warrant administrative attention. An
SNMP manager surveys and, if needed, configures several SNMP elements, e.g. VoIP phones.

I OpenScape Desk Phone CP phones support SNMPvL
There are currently 4 trap categoriesthat can be sent by the phones:

¢ Standard SNMP traps: OpenScape Desk Phone CP phones support the following types of
standard SNMP traps, as defined in RFC 1157:

= coldStart: sent if the phone does a full restart.
= warmStart: sent if only the phone software isrestarted.
= JinkUp: sent when IP connectivity isrestored.

¢ QoSRelated traps: These traps are designed specifically for receipt and interpretation by
the QDC collection system. The traps are common to SIP phones, HFA phones, Gate-
ways, etc.

e Trapsforimportant high level SIPrelated problems: Currently, these traps are related to
problemsin registering with a SIP Server and to afailure in remotely logging off amobile
user. These traps are aimed at a non-expert user (e.g. a standard Network Management
System) to highlight important telephony related problems.

¢ Traps specific to OpenScape Desk Phone CP: Currently, the following traps are defined:

= TraceEventFatal: sent if severe trace eventsoccur; aimed at expert users.
= TraceEventError: sent if severe trace eventsoccur; aimed at expert users.
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Note Starting from V2R1, OpenScape CPx10 phones support secondary SNMP server
configuration, enabling redundant trap management and improved network
monitoring reliability.

Administration via WBM

1 Open System > SNMP.

Generic traps

Trap sending enabled O
Trap destination | |
Trap destination port 1162 |
Trap community
Queries allowed O
Query password

Secondary destination enabled O
Secondary Trap destination | |
Secondary Trap destination port 1162 |
Secondary Trap community

Diagnostic traps

Diagnostic sending enabled O
Diagnostic destination | |
Diagnostic destination port | |
Diagnostic community | |
Diagnostic to generic destination

Secondary destination enabled
Secondary Diagnostic destination | |

Secondary Diagnostic| port | |
Secondary Diagnostic community | |

QoS report traps

00

QoS traps to QCU O
QCU address | |
QCU port 112010 |
QCU community onees |
QoS to generic destination OJ
Secondary QCU enabled O
Secondary QCU address | |
Secondary QCU port (12010 |
Secondary QCU community uee |

Generic traps

¢ Trap sending enabled: Enables or disables the sending of a TRAP message to the SNMP
manager.
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= Value range: "Yes","No"
= Default: "No"
e Trap destination: IP address or host name of the SNMP manager that receives traps.
¢ Trap destination port: Port on which the SNMP manager is receiving TRAP messages.
= Default: 162
e Trap community: SNMP community string for the SNMP manager receiving TRAP mes-
sages.
®m Default: "SNMP"
¢ Queriesallowed: Allows or disallows queries by the SNMP manager.
¢ Query password: Password for the execution of aquery by the SNMP manager.

e Secondary destination enabled: Enables or disables the sending of TRAP messagesto the
secondary SNMP manager.

e Secondary Trap destination: IP address or host name of the secondary SNMP manager
that receivestraps.

e Secondary Trap destination port: Port on which the secondary SNMP manager isreceiv-
ing TRAP messages.

e Secondary Trap community: Secondary SNMP community string for the SNMP manager
receiving TRAP messages.

Diagnostic traps

¢ Diagnostic sending enabled: Enables or disables the sending of diagnostic datato the
SNMP manager.

= Valuerange: "Yes","No"
= Default: "No"
¢ Diagnostic destination: IP address or host name of the SNMP manager receiving dia-
gnostic data.

¢ Diagnostic destination port: Port on which the SNMP manager is receiving diagnostic
data.

e Diagnostic community: SNMP community string for the SNMP manager receiving dia-
gnostic data.

¢ Diagnostic to generic destination: Enables or disables the sending of diagnostic datato a
generic destination.

= Valuerange: "Yes","No"
= Default: "No"
¢ Secondary destination enabled: Enables or disables the secondary destination.

¢ Secondary Diagnostic destination: IP address or host name of the secondary SNMP man-
ager receiving diagnostic data.

e Secondary Diagnostic port: Port on which the secondary SNMP manager is receiving dia-
gnostic data.

e Secondary Diagnostic community: Secondary SNMP community string for the SNMP
manager receiving diagnostic data.

QoSreport traps
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QoStrapsto QCU: Enables or disables the sending of TRAP messagesto the QCU server.
= Value range: "Yes","No"
= Default: "No"
QCU address: IP address or host name of the QCU server.
QCU port: Port on which the QCU server islistening for messages.
= Default: 12010.
QCU community: QCU community string.
= Default: "QOSCD".

QoSto generic destination: Enables or disablesthe sending of Qo Strapsto a generic des-
tination.

= Value range: "Yes","No"

= Default: "No"
Secondary QCU enabled: Enables or disablesthe secondary QCU.
Secondary QCU address: IP address or host name of the secondary QCU server.
Secondary QCU port: Port on which the secondary QCU server islistening for messages.

Secondary QCU community: Secondary QCU community string.
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Administration vialocal phone

| === Admin
|-—— System
| ——— SNMP

| -—- Generic traps

Trap sending enabled

Trap destination

Trap destination port

Trap community

Queries allowed

Query password

Secondary destination enabled
Secondary Trap destination
Secondary Trap destination port

Secondary Trap community

--- Diagnostic traps

Diagnostic sending enabled
Diagnostic destination

Diagnostic destination port
Diagnostic community

Diagnostic to generic destination
Secondary destination enabled
Secondary Diagnostic destination
Secondary Diagnostic port

Secondary Diagnostic community

-—— QoS report traps

Wi-H settings

Note Wi-F operation requires a CP10 to be plugged in to the USB port of CP710,
CP410 and CP210, and the USB port must be enabled (see "Feature access" >

page 142).

QoS traps to QCU

QCU address

QCU port

QCU community

QoS to generic destination
Secondary QCU enabled
Secondary QCU address
Secondary QCU port

Secondary QCU community

Wi-F parameters can be configured via WBM and local settings. You can activate or deactivate
Wi-F network access and set up new Wi-F networksthat isadded to Stored Wi-F networks, to

be used by the phone.
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Wi-H connection with encryption type WPA2-PSK with pre-shared key using AESare char-
acterized as secure network. Only the EAP-TLSauthentication protocol is supported.

Wi-F connections with no encryption type, WEP or WPA are characterized as non-secure net-
works.

The authorization by name and password is optional. User certificate and root certificate are also
optional. The administrator can upload both certificatesto phone viaDLS. If more than one cer-
tificates are uploaded, the administrator can choose which certificate is used.

Certificates are uploaded to phone only viaDLS. There isthe option to upload common cer-
tificates to be used for all networks or SSID specific ones. Common sets of certificates will also
have common backup pair. For each SSID the administrator can use common or SSID specific
certificates.

Note If WPA-EAP Network isadded common certificates are used as default, with no
option to choose SSID specific certificates.
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Administration via WBM

1. Open Network > Wi-H settings.

Wi-Fi settings

Enable Wi-Fi interface O
Wi-Fi MAC address
Wi-Fi link status down
Last connected Wi-Fi network name
Wi-Fi country settings [united kingdom ~ ~ |

Advanced settings

Frequency band [ All (5 GHz + 2.4 GHz) v]
Allowed channels (5 GHz) [al v
Manual selection of allowed channels (5 GHz) :
Allowed channels (2.4 GHz) [ Al v|
IManual selection of allowed channels (2.4 GHz) :
Enable 802.11r (Fast BSS Transition)
Roaming RSSI threshold
(St [Reset]
Add new Wi-Fi network
Wi-Fi SSID
Hidden SSID O
Wi-Fi password | |
Encryption type [wPA2/WPA3-Personal v |
1P settings bHeP v
IP address | |

Subnet mask | |

Default route | |
Authentication protocol [ None v
EAP anonymous identity | |
EAP identity | |

EAP password | |
| Add Wi-Fi network | [Reset |

Stored Wi-Fi networks

Wi-Fi SSID Signal Encryption type IP settings Wi-Fi Password

No saved Wi-Fi networks

3. Enable the Wi-H interface. If disabled or without an inserted CP10 USB dongle, the phone
can only connect via Ethernet cable.

¢ Wi-H MAC Address: MAC address of the Wi-F interface, normally the LAN MAC address +
2.
= Read from the device and read-only
e Last connected Wi-F network name: SSID of last connected WLAN network.
= Read-only
¢ Wi-F link status: "down", "up", "connected", "failure".
= Read-only

¢ Wi-H country settings: 1ISO 3166 2 letter country code used to customise the Wi-FH oper-
ation (independent of the phone's country setting)

¢ For Advanced settings see "Advanced Wi-H settings" - page 84

Add new Wi-F network: Allows a WLAN network to be defined and saved
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¢ Wi-FH SSID: The Service Set Identifier that isyour network'sname.

e Hidden SSID: Enable thisto not show the SSID in the list of saved networks.

¢ Wi-H password: The encryption type is either "None" or "EAP".

¢ |Psettings: Setsthe discovery mode as "DHCP" or "manual".

¢ |Paddress/ Subnet mask/ Default route: The discovery mode is"manual’”.

¢ Authentication protocol: Either "None", PEAP", "TLS’, "LEAP" or "FAST"(when the Encryp-
tion type is "EAP").

¢ EAPanonymousidentity: Name to display rather than real identity, when authentication is
one of "PEAP", "TLS' or "FAST".

¢ EAPIidentity: Full user name when authentication is"NONE".

¢ EAP password: When authentication isone of "PEAP", "TLS' or "FAST".

e Stored Wi-F networks: Asummary list of saved WLAN networks.

Administration vialocal phone

| === Admin
| -—— Network

|-—-- Wi-Fi settings

SETTING UPAWIH CONNECTION

When a WiH-enabled phone is set up for the first time using only Wi-Fi to establish a LAN con-
nection, atemporary Wi-H connection isused. The device isconnected to a predefined WiF
with the following configuration:

e SSID: AWSINIT
e Security key: WPA-PSK/ WPA2-PSK
¢ WPA-PSK passphrase: AWS-INIT

All other Network parameters are at their default settings:

¢ DHCPmode: On

e l11protocol: 802.11b/g/n

e 11b/g/n channels: 1,6,11

¢ World mode regulatory domain: World mode (802.11d)

If the phone is not successfully connected to this Wi-F within ten seconds, it will try to connect
to an unsecured Network for ten seconds. If this also fails, it will continue to try these two altern-
ativesfor ten seconds each until one succeeds. This process can also be interrupted by con-
figuring the phone either through the local phone menu or through the DLSusing prestaging. As
soon asone of the Networks A-D has a SSID filled in, probing of AWS-INIT will stop.

Wi-H discovery requires that the DHCP server is configured to return avalid DLSIP address as
part of the DHCP response sent to the phone. The DLSIP address is sent using DHCP Option 43
(vendor specific data).
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Once the phone hasacquired a DLSaddress, it will open up a secure connection to DLSfor
downloading configuration parameters using the WPI protocol. Any certificates needed for Wi-H
authentication or SIP/ TLSwill also be downloaded as a part of this process. If a DLSaddress is
specified in the downloaded configuration, that DM is used subsequently. If not, the DLSdis-
covery procedure isused for each time the phone is started. The downloaded configuration
should also contain anew Network configuration, which will cause the phone to disconnect
from the AWS-INIT SSID.

DISABLE LAN PORT

The OpenScape Desk Phones CP210, CP410, and CP710 provide the option to disable the LAN
port connection when a Wi-F network is configured.

Administration via WBM

1. Open Network > Wired settings.

LAN port disabled
LAN port status 100 Mbps full duplex

LAN port speed |Any v

2. Enable or disable the LAN port.
¢ When the LAN portisdisabled, the Ethernet connection is not supported.

¢ The LAN port may be disabled whether Wi-F LAN is enabled or disabled. When the
LAN port isdisabled the Wi-F LAN isautomatically enabled, if not already enabled,
and cannot be disabled.

3. Click Submit.

Administration vialocal phone

| -—— Admin
| -—- Network

|-—— LAN port configuration

ADVANCED WI-H SETTINGS

The OpenScape Desk Phones CP210, CP410, and CP710 provide advanced Wi-H optionsto
reduce downtime during Wi-FH roaming process.

Advanced Wi-FH options

1. Select one of the following optionsto set the frequency band:
e All(5GHz+ 2.4 GHz)
e 5GHz
e 24 GHz
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2. Selectone of the following optionsto configure only a specific subset of allowed fre-
quencies during Network scan and Wi-H operation:

o All

¢ Non DFS
¢ UNII-1

e UNII-3

e UNII-1, UNII-2

e UNII-1, UNII-2, UNII-3
e UNII-1, UNII-2 Extended

Channel denomination for 5 GHz

Channel denomination

Channels

Non DFS 36,40, 44,48, 149, 153, 157, 161, 165
UNII-1 36,40,44,48
UNII-2 52,56, 60, 64

UNII-2 Extended

100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140

UNII-3

149, 153, 157, 161, 165

Manual selection of allowed channels (5GHZz)

Allowed channels can be specified asacomma separated list of channel numbers, i.e. you can
manually allow UNII-1channels by alist "36, 40, 44, 48"

Invalid inputs are rejected:

¢ Allowed characters are numbers, comma and optional white space characters.

¢ Invalid channel numbersfor 5 GHz. If selected list of allowed channelsisin conflict with
active regulatory domain, then only channels valid for active regulatory domain are used.

¢ If new inputisinvalid but previous value of Manual selection of allowed channels (5 GHz)
was valid, then the new value isrejected and the previousvalue is kept (to prevent from

invalid configuration).

¢ If new input isinvalid and previous value was empty, then value of field Allowed channels
(5 GHz)isautomatically changed to All when user leavesthe dialog and discardsthe
changes (to prevent from invalid configuration).

Allowed channels (2.4 GHz)

1. Select one of the following optionsto configure only a specific subset of allowed fre-
guencies during Network scan and Wi-F operation:

e Al
« 16,11
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Manual selection of allowed channels (2.4 GHz)

Allowed channels can be specified asacomma separated list of channel numbers, i.e. you can
manually allow channelsby alist "1, 2, 3, 4"

Invalid inputs are rejected:

¢ Allowed characters are numbers, comma and optional white space characters.

¢ Invalid channel numbersfor 2.4 GHz. If selected list of allowed channelsisin conflict with
active regulatory domain, then only channels valid for active regulatory domain are used.

e If new inputisinvalid but previous value of “Manual selection of allowed channels (5 GHz)”
isvalid, the new value isrejected and the previous value is kept (to prevent from invalid
configuration).

¢ If new input isinvalid and previous value isempty, then value of field “Allowed channels (5
GHz)"isautomatically changed to “All” when user leaves the dialog and discards the
changes (to prevent from invalid configuration).

Enable 802.11r (Fast BSS Transition)
Select one of the following values:

e True
e False

Roaming RSSl threshold

1. Edit the text field to configure the roaming RSSl threshold. Value can be set as a negative
integer (RSS value in dBm).

Invalid inputsisrejected:
¢ Valid input is negative integer from range -30 to -90. Any other input is considered invalid
(alphabetic characters except minus sign, positive integers or integers outside of the spe-
cified range).

Administration via WBM

1 Open Network > Wi-H settings > Advanced settings.

Advanced settings

Frequency band | All (5 GHz + 2.4 GHz) v |

Allowed channels (5 GHz) (Al v
Manual selection of allowed channels (5 GHz)
Allowed channels (2.4 GHz) X v|
IManual selection of allowed channels (2.4 GHz) :
Enable 802.11r (Fast BSS Transition)
Roaming RSSI threshold
[submit [Reset]

FHelds are the same asin Local, except:
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¢ “Manual selection of allowed channels (5 GHz)” and “Manual selection of allowed chan-
nels (2.4 GHz)” do not dynamically change their read-only status (they are always writ-
able).

e If “Allowed channels (5 GHz)"is not set to “Manual selection”, any input in “Manual selec-
tion of allowed channels (5 GHz)"isignored.

¢ If field “Allowed channels (2.4 GHz)" is not set to “Manual selection”, any input in field
“Manual selection of allowed channels (2.4 GHz)" isignored.

Administration vialocal phone

| === Admin
| -—- Network
|--— Wi-Fi settings

| -—— Advanced settings

Security and policies

OpenScape Desk Phone CP phones support secure (i.e. encrypted) speech transmission via
SRTP. For enabling secure (encrypted) calls, a TLSconnection to the OpenScape Voice server is
required.

If “Use secure calls” is activated, the encryption of outgoing callsis enabled, and the phone is cap-
able of receiving encrypted calls. When the phone is connected to an OpenScape Voice system,
call security isindicated to the user asfollows:

¢ Aniconinthe call view tellsthe user whether a call is secure (encrypted) or not.

¢ [f an active call changesfrom secure to insecure, e. g. after atransfer, apop-up window
and an alert tone will notify the user.

Note For secure (encrypted) calls, it isrequired that both endpoints support SRTP. The
secure call indication tellsthe user that the other endpoint has acknowledged
the secure connection. In order to use SRTP, the phone must be configured for
NTP (for further information please see Date and Time). The reason is that the
key generation usesthe system time of the particular device as a basis. Thus,
encryption will only work correctly if all devices have the same UTC time.

Note If the SIP server type isset to ZOOM, the phone does not need to verify whether
SRTPisbeing used, and the secure call icon is not displayed. Zoom always uses
SRTP and TLS.

If SIP server certificate validation or Backup SIP server certificate validation is activated, the phone
will validate the server certificate sent by the OpenScape Voice server in order to establish a TLS
connection. The server certificate is validated against the root certificate from the trusted cer-
tificate authority (CA), which must be stored on the phone first.

I For delivering the root certificate, a DLS (OpenScape Deployment Service) server isrequired.
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SYSTEM

If thisoption isenabled and you try to load a new software bind onto the phone, there isa check
that the new software bind has a validated signature. In case the validation fails, the new software
bind isrejected and there isan error message.

I By default this feature is enabled.

Administration via WBM

1. Open System > Security > System.

Validate SW upgrade
DoS protection

| Submit | | Reset |
— —

2. Enable or disable the validation of the software update or upgrade.

3. Enable the DoS(Denial of Service) protection to help prevent the phone from being used
by malicious software.

4. Click Submit.

Administration vialocal phone

| -—— Administration
|-—— System
| === Security
| -—— System
|-—— Validate SW upgrade

| -—— DoS protection

SRTP CONHGURATION

The SRTP (Secure Real-time Transport Protocol) type setsthe key exchange method for SRTP.
Use secure calls activates the encryption of outgoing calls, i.e. the phone is capable of receiving
encrypted calls.

Note For secure (encrypted) calls, it isrequired that both endpoints support SRTP (and
TLS). The secure call indication tells the user that the other endpoint has acknow-
ledged the secure connection.



Administration 89

Administration via WBM

1. Open System > Security > SRTP configuration.

SRTP config
O

Use secure calls

Use SRTCP

Insecure call periodic alert
SRTP key mode

SDP mode

Crypto context update

AES_256_SHA1_ 80 (SDES) ranking

@
®

AES_256_GCM ranking

AES_128_GCM ranking

OO®
OI0IC)
PO

AES_128_SHA1_80 ranking

®
®

AES_128_SHA1_32 ranking

Submit

pel
@
@
o

SRTP kew mode

The SRTP type setsthe key exchange method (negotiation method) for secure calls via SRTP.
The following encryption key exchange methods are available:

e DTLS
e SDES
* MIKEY

The SRTP Type and Use SRTCP options are only available for secure (encrypted) calls, i.e. these
parametersare only enabled if Use secure callsis activated and SRTP key mode isnot configured
as MIKEY.

When Use SRTCP is activated (together with “Use secure calls”), the phone will use SRTCP
(Secure RTCP) to transmit and receive RTP control packets.

Note If SRTPis enabled, ANAT interworking is only possible if SDESis configured asthe
key exchange protocol for SRTP (see "Media/ SDP " > page 118).

Insecure call periodic alert

When enabled, the phone user hears a periodic tone (every 15 seconds) while an insecure call is
active.

When disabled (default), the phone user hearsthe tone only at the start of the call.
SDP mode

The SDP negotiation parameter specifies whether the use of SRTPisforced by the phone. The
choicesare the following:

e 0=RTP+ SRTP (2mline)
e 1=SRTP+ RTP (2mline)
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e 2=SRTPonly
e 3= SRTPor RTP (Imline)

¢ “2mline” meansthat sdp type (RTP or SRTP) hasitsown line in the sdp with the ordering of
these linesidentifying their priority.

¢ “Imline” meansthere isasingle line in the sdp and the phones makes a 'best effort' to sup-
port SRTP but will fall back to RTP if necessary.

The following choices are available:

¢ RTP+ SRTP - Both non-encrypted (non-secure) and encrypted (secure) media con-
nections are offered. Non-encrypted connections are preferred over encrypted con-
nections, i.e. the phone usesthe non-encrypted RTP connection if the remote party
acceptsit and only switchesto SRTPif RTP is not accepted.

e With SRTP only, only an encrypted (secure) media connection isallowed; if the remote
party should not support SRTP, no connection is established.

¢ With SRTP + RTP, the phone will try to establish an SRTP connection, but fall back to RTP
if this should fail. Thisisthe recommended option.

Crypto context update

The Crypto context update item allows changing to a different mechanism how the cryp-
tographic context is updated.

* FRull crypto context reset (default) - CP phone recreatesthe locally stored SRTP crypto con-
text whenever it either receives new SRTP key generated by the other party (Rx direction)
or when it generates its own new SRTP master key (Tx direction). The "Full crypto context
reset" particularly appliesto the ROC (Roll Over Counter) that must be in this case reset
backto 0.

¢ Key update (RFC compliant)- Upon refreshing the SRTP keys, CP phone only updatesthe
respective crypto context (Rx or Tx), without recreating it. Therefore, ROC preservesits
value throughout the key update.

For encryption algorithms, the ranking for each crypto-suite for negotiation can be defined, or
they can be enabled or disabled:

* AES 128 SHAL 80 - Available for both SDESand DTLS.
* AES 128 SHAL 32 - Available for both SDESand DTLS.
* AES 256_SHAL 80 - Available only for SDES.

* AES 256_GCM - Available for DTLS, providing authenticated encryption with associated
data (AEAD) for enhanced security.

* AES 128 GCM - Available for DTLS, providing authenticated encryption with associated
data (AEAD) for enhanced security.
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Administration vialocal phone

|--=— Administration
|-—— System
| --- Security
| === SRTP config

| -—— Use secure calls
| -—— Use SRTCP
| -—— Insecure call periodic alert
| -—— SRTP key mode
| -—— SDP mode
| --- Crypto context update
|-—- AES 256 SHAl1 80 (SDES) ranking
|-—- AES 256 GCM (DTLS) ranking
|--- AES 128 GCM ranking
|--- AES 128 SHA1l 80 ranking
|-—- AES 128 SHAl1 32 ranking

ACCESSCONTROL

Administration via WBM

1. Open System > Security > Access control.

Access control

CCE access |Enable
Factory reset claw

Serial port |:L.Inavailable W |
WBM TLS interface| Only latest TLS versions v |

Server TLS interface| All TLS versions v |
|_ Submit | | Reset |

e The CCEaccess parameter controls TCP and UDP accessfor the CCE (CommsChannel
Extender). This affectsthe local CTl access and HPT access. When Disable is selected,
both TCP and UDP are disabled. With Enable, there are no restrictions.
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¢ With Factory reset claw, the 'hooded claw’ keypad mechanism to initiate a factory reset
without requiring an authenticated access can be enabled or disabled.

e The Serial port parameter controlsaccessto the serial port. When set to No password, a
terminal connected to the port can interact with the phone’s operating system without
restrictions. When “Passwd reqd” is selected, the serial port requires a password for access
(root user is not available). When Unavailable is chosen, the serial port isnot accessible.

¢ Asaprerequisite, the root user needsto create a user and to define a password via Serial
Access, so that access can be granted when the Password required prompt isissued.

¢ WBM TLSinterface allowsthe web server to support obsolete TLSversions (TLS1.0 and
TLS11)aswell asthe latest versions (current latest version is TLS 1.2). By default only the
latest TLSversion isallowed. Other interfaces (e.g. SIP) are not affected by this setting.

e Server TLSinterface allows all interfaces, except the web server, to support obsolete TLS
versions (TLS1.0 and TLS1.1) aswell asthe latest versions (current latest version is TLS 1.2).
By default all TLSversions are allowed. The web server interface is not affected by this set-
ting.

Administration vialocal phone

| -—— Administration
|-—— System
| === Security
| -——— Access control

|-—— CCE access
| -—- Factory reset claw
| -—- Serial port
| -—— WBM TLS interface
| -—— Server TLS interface

SECURITY LOG

Acyclic security log is used to capture important security specific events. It can be exported as
CSVdatato an external application for analysis.

I Note The security log cannot be disabled.

Administration via WBM

1. Open System > Security > Logging.

Max. lines 500
Automatic archive to DLS 0O
Archive when at  [50% ]
Last archived -
| submit | | Reset |

¢ The Max. lines parameter definesthe maximum number of entry lines that can be kept in
the security log before old entries are overwritten by new entries.
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¢ Automatic Archive to DLScontrolswhether the log is sent to the DLS. When activated, the
DLSisused to automatically archive the security log so that no log entriesislost.

¢ Archive when at: Thisvalue setsthe trigger for log archiving. Automatic archiving of new
security log entries will occur when the percentage of unarchived entriesin the log isas
specified or more. The possible values are "0% 1096, "2096', "3094', "359¢', "4094', "4594,
"5096', "559¢', "6094', "65%6', "709¢', "809¢', 909",
® The value may be set to 0%by both the phone and the DLSand this value will prevent
the phone from archiving or telling the DLSthat it needs archiving. The security log
upload may be accomplished in two ways:

e If "Automatic archive to DLS'is enabled, if the security log reachesthe threshold
%for unarchived entries, the phone will initiate an upload.

e |If "Automatic archive to DLS'isNOT enabled and the security log reachesthe
threshold %for unarchived entries, the phone only setsthe "archive-me"flag, it
doesnot initiate the archive.

Itisup to the DLSto recognize the flag and initiate an upload.

¢ Last archived showsthe date when the security log was last archived to the DLS.

Administration vialocal phone

| ---— Administration
|-—- System
| --- Security
| -—— Logging
|--- Max. lines
| -—— Archive to DLS
| -——— Archive when at

| -—— Last archived

SECURITY-RELATED FAULTS

The security related faults can be automatically notified to the DLSas alog file. There isalso an
entry in the faultslist to indicate when a security log entry waslost. It should appear the same as
the other entries, i.e. "Security log entry" may be shown without atime-stamp (if no log entries
have been lost), whereas "by Admin access" may have atime-stamp if there had been too many
admin password failures.

Note The entriesin thislist are only displayed until they are reported to the DLS. After
that, the entries are automatically deleted from the phone.
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Administration via WBM

1. Open System > Security > Faults.

Security log entry 20211217-1134
OCSR failure 20211005-003¢

Admin access
IUser access
Cancel faults | Al v

| Submit | | Reset |

e OCSRfailure: Showsthe date and time when the phone was unable to connect to any cer-
tificate checking server for revoked certificates.

¢ Admin access: Showsthe date and time when the phone encountered multiple con-
secutive failuresto enter the admin password.

¢ User access: Showsthe date and time when the phone encountered multiple con-
secutive failuresto enter the user password.

¢ If the entries are not deleted automatically, they can be deleted manually using the
Cancel faults parameter.

Administration vialocal phone

| -—— Administration
| -—— System
| --- Security
| -—— Faults
|-—- Security log entry
| -—— OCSR failure
| -—— Admin access

| -—— User access
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PASSWORD POLICY

Generic policy

Administration via WBM

1. Open Security and Policies > Password > Generic Policy.

Generic policy

Expires after (days) D
Warn before (days) D
Force changed O

Tries allowed |3 v

No change for (hours) D

Suspended for (mins)
History valid for (days) |180 -
| Submit _Reset

¢ Expires after (days): Setsthe maximum validity period of a password.

¢ Warn before (days): Specifieswhen the user or admin is notified that his password will
expire.

¢ Force changed: Only affectsthe User password. When Force changed is activated, the
user isforced to change the password at next login. Thisonly appliesto users, not to
administrators.

¢ Triesallowed: Specifiesthe maximum number of password entry trials before the pass-
word is suspended.

= Values: 0 (no limits), 2, 3,4,5
¢ No change for (hours): Specifiesa period before a password is allowed to be changed
again.
® Valuerange: 0 to 99

¢ Suspended for (mins): Defineshow long a password is suspended after the number of
failed retries has exceeded.

® Valuerange: 0 to 99

¢ History valid for (days): Defines a period in days during which the history is valid. Pass-
wordsno longer used are kept in history lists for the user and admin passwordsto prevent
reuse of past passwords. Thislist is organized as FIFO (First In, Frst Out) so that it always
containsthe latest passwords.

Display password change prompt

The admin can make the phone prompt the user to change the password immediately. Such a
prompt may be triggered by the use of "Force changed" viathe WBM in the Administration sec-
tion or by asimilar request by the DLS. It may also be triggered if the user password has expired
or otherwise been invalidated. The prompt is shown when the user attemptsto use their pass-
word.

If the user ignoresthe prompt and does not change the password, the prompt is displayed
again. This only affectsthe user password.
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Admin policy
Administration via WBM

1. Open Security and Policies > Password > Admin Policy.

Admin policy

Expiry date Never
Minimum length|6

Password history|o
Current status Active

| Submit | | Reset |

¢ Expiry date: Showsthe date and time when the admin password will expire.
¢ Minimum length: Definesthe minimum number of charactersfor the admin password.

¢ Password history: Specifiesthe number of entriesto be kept in the admin password his-
tory. New passwords must not match any password in the history.

¢ Current status: Determinesthe status for the admin password. When set to "Active", the
admin password is available for use. With "Suspended", the admin password is not avail-
able for aperiod or until reset. When set to "Disabled", all access viathe admin password is
disabled. The status of the admin password can only be set viaDLS. It ischanged internally
to "suspended"when the password has been entered incorrectly more times than
allowed.

Character set

The composition of the password can be configured.

Administration via WBM

1. Open Security and Policies > Password > Character set.

Character set
Ucase chars reqd. |0

Lcase chars reqd. |0 |
Digits required |0 |
Special chars reqd. |0 |
|

|

Bar repeat length |0
Min char difference |0
|_ Submit | | Reset |

e Ucase charsreqd.: Definesthe minimum number of uppercase characters.
® Valuerange: 0to 24

e Lcase charsreqd.: Definesthe minimum number of lowercase characters.
= Valuerange: 0to 24
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¢ Digitsrequired: Definesthe minimum number of digits.
= Valuerange: 0to 24

e Special charsreqd: Definesthe minimum number of special characters. The set of pos-
sible charactersis™ -=[];"#\,./ Am1"AE$ %" &* ()_+{}: @~|<>?
= Valuerange: 0 to 24
¢ Bar repeat length: Specifiesthe maximum number of consecutive uses of a character.

= Value range: 0 to 24, but not 1 (with 1set asvalue, no password would be valid,
because it would be forbidden to use any character once).

¢ Min char difference: Specifiesthe minimum number of characters by which anew pass-
word must differ from the previous password.

= Valuerange: 0to 24
Changing a password
The passwordsfor user and administrator can be changed.

I Note The administrator password should be changed after the first login.

The default password for the user is not set. The default password for the administrator is
"123456".

By default, password entry isin numeric mode and aminimum length of 6 characters.

I Usable charactersare 0-9 A-Z a-z ."™*# ,2'+-()@ :_

Default passwords

e Admin menu: 123456

e User menu: no password

¢ Factory Reset: 124816

¢ Soft Restart: Press keys 1-4-7 simultaneously and enter Admin password.

¢ Factory Reset: Press keys 2-8-9 simultaneously and enter Reset password.

Changing the administrator password

1 Open Security and Policies > Password > Change admin password.

Change admin password

Current password
New password
Confirm password

Submit Reset

2. Enterthe current admin password and the new password.
3. Confirm the new admin password and click Submit.
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Changing the user password
1. Open Security and Policies > Password > Change user password.

Change user password

Admin password

New password

Confirm password
Submit

2. Enter the admin password and the new user password.
3. Confirm the new user password and click Submit.

Administration vialocal phone

|-—— Admin
|--- Security and policies
| -—— Change admin password
| | -—= Current admin
| |-——  Admin
| |-—— Confirm admin
| -——— Change user password
| === Admin password
|--- New user password

| -—— Confirm new user

Retrieve alost password

Lost user password

If auser password islost, the administrator may reset the user password.

Lost administrator password

If the administration or user password islost, and if no DLSis available, new passwords must be
provided.

In case of lost administration password, afactory reset is necessary.

1. Onthe phone, pressthe number keys 2-8-9 simultaneously. The factory reset menu
opens. If not, the key combination is deactivated due to security reason.

2. Intheinput field, enter the special password for factory reset "124816".
3. Confirm by pressing OK.
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CERTIHCATE POLICY

Authentication policy

For individual certificates provided by specific servers, the level of authentication can be con-
figured. When "None"is selected, no certificate check is performed. With "Trusted", the cer-
tificate isonly checked against the signature credentials provided by the remote entity for
signature, and the expiry date ischecked. When "Full"is selected, the certificate is fully checked
against the credentials provided by the remote entity for signature, the fields must match the
requested subject or usage, and the expiry date is checked.

Administration via WBM

1 Open Security and Policies > Certificates > Authentication policy.

Authentication policy

Secure file transfer [None  ~|
Secure send URL [Mone v|
Secure SIP server [Mone v|
Secure 802.1x server | Trusted v
LDAP via TLS [None v|
Secure DMS server [Mone v
Secure XSI server [None v|
Secure Exchange server [None v|
Secure Circuit server [Mone v
Secure E/A Cockpit server [Mone v|
Secure OpenScape UC server [None v|
Wi-Fi WPA-Enterprise server | Trusted v|
[ Submit | [ Reset |
— ——

¢ Secure file transfer sets the authentication level for the HTTPS server to be used (see
"Common FTP/ HTTPS settings (defaults)" > page 239).

¢ Secure HFA gateway setsthe authentication level for the HFA gateway connected to the
phone (see "HFA gateway settings" > 1).
e Secure 802.1x server setsthe authentication level for the 802.1x authentication server.

Administration vialocal phone
| -—— Admin
| -—— Security and policies
| -——- Certificates
| -—— Authentication policy
| -—— Secure file transfer

| -—— Secure HFA gateway


../../../../../../../Content/AdminGuides/HFA/Administration/System/sys-hfa-gateway.htm
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-—- Secure 802.1x server

Online certificate check

The Online Certificate Status Protocol (OCSP) is used to check if a certificate to be used has
been revoked. This protocol isused to query an Online Certificate Status Responder (OCSR) at
the point when the certificate is being validated. The address of an OCSR can be configured on
the phone and can also be obtained from the certificate to be checked (which will have the pri-
ority).

Administration via WBM

1 Open Security and Policies > Certificates > Generic.

0CSP check O

OCSR 1 address |:|
OCSR 2 address |:|

Confirm 802.1x installation o
| Submit | | Reset |

¢ OCSPcheck: When activated, the configured OCSRisrequested to check if the certificate
has been revoked.

¢ OCSR1address: Specifiesthe IP address (or FQDN) of a primary OCSP responder.

¢ OCSR?2 address: Specifiesthe IP address (or FQDN) of a secondary OCSP responder.
OCSR2istried automatically if there isno response from OCSR L

e Confirm 802.1x installation: When activated, the phone displays a toast notification after
all 802.1X certificates have been installed.

Server authentication policy

For individual certificates provided by specific servers, the level of authentication can be con-
figured. When "None"is selected, no certificate check is performed. With "Trusted", the cer-
tificate isonly checked against the signature credentials provided by the remote entity for
signature, and the expiry date ischecked. When "Full" is selected, the certificate is fully checked
against the credentials provided by the remote entity for signature, the fields must match the
requested subject / usage, and the expiry date is checked.
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Administration via WBM

1

Admin

SCEP

SCEP
tificate

Open Security and Policies > Certificates > Authentication policy.

Authentication policy

Secure file transfer Mone w

Secure send URL Hone v

Secure SIP server Mone v

Secura 802.1x server Trusted -

LDAR via TLS Mong w

Secure DMS server Hone v

Secure XSI server Mone v

Secure aute configuration server Hone v
Subenil | Feae |

Secure file transfer sets the authentication level for the HTTPS server to be used (see
"Common FTP/ HTTPSsettings (defaults)" > page 239).

Secure send URL setsthe authentication level for the server to which special HTTP
requests are sent on key press (“Send URL" function, see "Send request viaHTTP/ HTTPS"
- page 197).

Secure SIP server sets the authentication level for the SIP server connected to the phone
(see "SIPregistration” - page 113).

Secure 802.1x server setsthe authentication level for the 802.1x authentication server.
LDAP via TLSsets the authentication level for LDAP access.

Secure DMSserver setsthe authentication level for a Device Management Server (DMS).
Secure XSl server setsthe authentication level for a Broadsoft Extended Server.

Secure auto configuration server sets the authentication level fora TR-069 auto con-
figuration server

istration vialocal phone

Admin
|--- Security & policies
|--- Certificates
| --- Authentication policy
| -—— Secure file transfer
| -—— Secure send URL
| -—— Secure SIP server
| -—= Secure 802.1x
| -—— LDAP via TLS
| -—— Secure DMS server
| -—— Secure XSI server

| -—— Acs. Authentication

Simple Certificate Enrollment Protocol) allows automatic provisioning and renewal of cer-
son the phone. SCEP server supportsonly one certificate per device. If there isanother

request, it isrejected or the previous certificate is overwritten, based on server settings.

To set

SCEP

up SCEP, the following parameters must be configured:
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¢ Address: SIP address configured for SCEP.
e Url: Name of the Url, e.g. scep.
¢ Port (optional item): Port configured for SCEP, e.g. 8080.

e Secret (optional item): Shared secret is a certificate hash verifying the authenticity of the
certificate. CA authenticates the device with shared secret.

¢ CAfingerprint (shal) (optional item): CAfingerprint is a certificate hash verifying the
authenticity of the certificate. Device authenticates the CAwith fingerprint. Shalencryp-
tion isused.

¢ Renew before expiry: The device sends arequest for anew certificate a given number of
daysin advance. Possible options are:

=0

= 10
= 20
= 30

Certificate configuration

For certificate generation, Common (CN) field ismandatory. The parameters Country (C),
Province (ST), City (L) and Orgnaization (O) are optional and can be configured for customer spe-
cific identification.

e Country (C)

e Province (ST)

e City (L)

¢ Organization (O)
¢ Common (CN)

¢ Signature algorithm: Algorithm of the root CA certificate for the SCEP server. The fol-
lowing options are available:

= SHA256
= SHA512
¢ Key length: The following options are available:
= 1024
= 2048
= 4096
¢ Certificate type: The following options are available:
= None
= SIP/ HFAclient
® Radius802.1x

Note Since HFAV1R6.5.0 and SIP V1R6.5.0, the following are available: DLScli-
ent, https client, LDAP client, BWDMSclient, Acs client.

I Note For the CP710 phone the WLAN client option is also available.

¢ Action: The following options are available:
= None
= Enroll
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= Renew

= Delete

® Cancel pending

= Assign existing cert
¢ Certificate status

The phone contactsthe SCEP gateway and asks for a certificate on the following occasions:

¢ After start-up (if SCEP is configured but no certificate received yet).
¢ Ondemand (viathe Admin page).
¢ When the certificate expiration date is within the configured range.

Certificate renewal

Before making requests for renewal, the phone checks for server capabilities based on the con-
figuration. The following capabilities are mandatory:

e SHA256
e Renew

If the server does not support all mandatory capabilities, the phone does not attempt to request
any certificates.

Thisislogged as ERRORto atrace file and the security log. If the certificate request was aresult
of immediate action (On demand), an error message “SCEP server does not have required cap-
abilities” is displayed.

After the phone sends a SCEP request, the SCEP server returns a CA certificate and the fin-
gerprint. The phone checksthe validity of the received CA certificate against the fingerprint. If
the validity check fails, the phone rejects this certificate and creates an ERRORIog in the trace
file and security checklist. If the certificate request was the result of immediate action (On
demand), an error message “Certificate error” is displayed.

Note For existing certificates, the phone asks the SCEP server for a certificate renewal
by updating the existing enrolled certificate with anew one.

Note: In case SCEP returns multiple CA certificates, they all needthe to be stored in proper loc-
aton and used in servicesthey belong to.

Once certificate isdownloaded, it needs to be copied with correct name for all certificate paths
it issupposed to be used. Certificate change isthen published to all observing services.

Handling pending status

When the phone sends arequest to SCEP server, server can reply with status PENDING. This may
mean it iswaiting for manual approval from administrator or any other action which preventsit
to deploy certificate immediatelly.
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In that case, phone needsto resend enroll request to check whether status has changed. Phone
will resend the request in the following intervals (the interval getslonger every time PENDING is
returned) : 5min, 10 min, 30min, 1hour, 6 hours, 24hours. If certificate isnot provided at the last
attempt (after 24 hours), request isno longer sent and Admin must trigger the action again manu-
ally.

Note: In case of SCEP server change or replacement, phone certificates deployed by the pre-
vious SCEP must be deleted before deployment from the new SCEP server. In case the pending
certificate was approved by SCEP admin, phone admin should re-request the certificate enroll-
ment to launch the deployment.

Administration via WBM

Security and Policies > Certificates > SCEP

SCEP
Address:

Url:
Port:

| |
| |
Secret: | |
CA fingerprint (shal): | |
Renew before expiry: 0 hd

Certificate configuration

Country (C):

Province (ST
City (L
Organization (O
Common (CN)

[ -

Signature algorithm: |SHA256 v/
Key length: [1024 v/
Certificate type: |[None v|
Action: [None v

Certificate status:

Submit Reset
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Administration via Local Phone

| === Admin
|--- Security & policie
|-—— Certificates
| -—— SCEP

-—— Cerifi

System settings

S

Adress
Url
Port

Secret

CA fingerprint (shal)

Renew before expiry
cate configuration
Country (C)
Province (ST)

City (L)
Organization (O)
Common (CN)
Signature algorithm
Key length
Certificate type
Action

Certificate status

TERMINAL AND USER IDENTITY

Terminal identity

Within a SIP environment, the “Terminal Number” may serve as a phone number. The “Terminal
Name” provides textual name that may be used to identify a call party (asa contact name). The
values are used in the user information part of SIP URIs.

To register with a SIP registrar, the phone sends REGISTER messagesto the registrar containing

the contents of Terminal number.
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Administration via WBM

1 Open System > System Identity.

System identity

Terminal number
Terminal name [ |

Display identity | |

Enable ID
el name
DNS name construction [ Only number v
[ submit | [Reset |

e Terminal number: Number to be registered at the SIP registrar.
¢ Terminal name: Name to be registered at the SIP registrar.
Administration vialocal phone

| -—— Admin
|-—— System
|--- Identity
| -—= Terminal number

| === Terminal name

Display identity

If an individual name or number is entered as “Display identity” and “Enable ID” is activated, it is dis-
played in the idle screen aswell asthe CP710 status bar instead of the Terminal number.

Administration via WBM

1 Open System > System Identity.

System identity

Terminal number
Terminal name

Display identity | |

Enable ID
Web name
DNS name construction [ Only number v|
(seom) (et
I

Administration vialocal phone

| ——— Admin
|--- System
|--- Identity
|--- Display identity
| -—= Enable ID
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EMERGENCY AND VOICE MAIL

It isimportant to have an emergency number configured. If the phone islocked, a dialer menu
option for making an emergency call is created.

Note If more than one emergency number is needed, additional numbers can be con-
figured in the canonical dial settings (‘Canonical dialing configuration” - page
225).

Administration via WBM

1. Open System > Features > Configuration.

Configuration

General

Emergency number L
Voice mail number :

2. Enterthe emergency number.
3. Ifamailboxlocated at aremote server is used, enter the Voice mail number.

Administration vialocal phone

| === Admin
|-—- System
| -—- Features
| -—— Configuration
| -—— General
| -—— Emergency number

| -—— Voicemail number

Configuring location discovery and emergency calling (Zoom)
Prerequisite:
1 The phoneisconnected to Zoom.

When connected to aZoom SIP server, the CP phone keepsthe serverinformed of the identity
of the local router.

The location discovery processisautomatic once the phoneisconnected to the Zoom SIP
server. No additional configuration isrequired from the phone administrator.

The phone automatically:
- Detects and reports network information (SSID for WiH, LLDP data for Ethernet)
- Sendslocation datato the Zoom server via SIP REGISTER messages

- Updateslocation information when the phone movesto different network locations
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Note Administrators should ensure that LLDP is enabled on network switches if using
Ethernet connectionsfor optimal location accuracy.

ENERGY SAVING

Backlight time setting

Note Thisfeature is available only on OpenScape Desk Phone CP410 and CP710
phones.

After the phone has been inactive within the time span specified, the display backlight is
switched off to save energy.

I This parameter can also be configured by the user.

Administration via WBM

1. Open User settings > Phone > Energy saving.

Energy saving

Activate after 1min/&mins 2]
Backlight dim 1 minute
Backlight off 5 minutes

Submit Reseat

2. Setthe backlight time interval.

¢ Value range: 1minute, 5 minutes, 30 minutes, 60 minutes, 2 hours, 4 hours, or 8
hours.

¢ Default value: 1minute.

Administration vialocal phone

| -—-- User settings
| === Phone

| -—-= Energy saving

Energy efficient Ethernet

The OpenScape Desk Phone CP110 / CP210 / CP410 / CP710 phonessupport the standard IEEE
802.3az (Energy efficient Ethernet).
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The energy saving benefit provided by this standard can only be received when the phone iscon-
nected to anetwork component which also is able to support the IEEE802.3az standard.

TRANSLATION SET CHANGE

Provides a set of customized translations, e.g. “Call Log” instead of “Conversation” in a specific
environment.

The translation set isnot customer-specific and available for any customer to configure at admin
level.

Administration via WBM

1. Open Local functions > Call logging menu.

FAC prefixes

Network call log O
Translation set | Default v |

| Submit | Default

Setl

2. Select between multiple preset options (0 - "Default”, 1- "Set 1").

+ "Default"meansthat no dialect is selected and the default translation labels are
used.

e "Set 1"uses special translations to customize the selected screen labels.
3. Click Submit.

DATEAND TIME

If the DHCP server in the Network provides the IP address of the SNTP server, no manual con-
figuration is necessary. If not, you have to set the SNTP IP address parameter manually.

For correct display of the current time, the Timezone offset must be set appropriately. Thisisthe
time offset from UTC (Universal Time Coordinated). If, for instance, the phone islocated in
Munich, Germany, the offset is+1 (or simply 1); if itislocated in Los Angeles, USA, the offset is -8.
For countries or areas with half-our time zones, like South Australia or India, non-integer values
can be used, for example 10.5 for South Australia (UTC +10:30).

If the phone islocated in acountry with DST (Daylight Saving Time), you can choose whether
DSTistoggled manually or automatically.
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¢ For manual toggling, disable “Auto time change” and enable or disable “Daylight saving”;
the change isin effect immediately.

e Forautomatic toggling, enable “Auto time change”. Daylight saving is controlled by the
DST zone / time zone parameter. This parameter determines when DST starts or ends,
and must be set according to the location of the phone.

The difference (minutes) parameter defines how many minutesthe clockis put forward for DST.
In Germany, for instance, the value is +60.

Note The Difference (minutes) must be specified both for manual and automatic DST
toggling.
Settingsvia SNTP

Administration via WBM

1 Open Date and time.

Date and time
Time source

SNTP primary
SNTP backup
Timezone offset (hours)
Daylight saving
Daylight saving
Difference (minutes)
Auto time change
DST zone|Not set v
Submit | Reset |

e SNTPprimary: IP address or host name of the SNTP server

¢ SNTPbackup: Secondary SNTP server

¢ Timezone offset (hours): Shift in hours corresponding to UTC.

¢ Daylight saving: Enables or disables DST in conjunction with "Auto time change”.
= Value range: "Yes", "No".

¢ Difference (minutes): Time difference when DST isin effect.

¢ Auto time change / Auto DST: Enables or disables automatic control of daylight saving

time according to the DST zone.

® Valuerange: "Yes", "No".
®m Default setting is Yes. After afactory reset, the system isreset to thisvalue.

e DST zone: Areawith common start and end date for daylight saving time.

® Value range: "Australia 2007 (ACT, South Australia, Tasmania, Victoria)", "Australia
2007 (New South Wales)", "Australia (Western Australia)", "Australia 2008+ (ACT, New
South Wales, South Australia, Tasmania, Victoria)", "Brazil", "Canada", "Canada (New-
foundland)", "Europe (Portugal, United Kingdom)", "Europe (Finland)", "Europe (Rest)",
"Mexico", "United States", "New Zealand", "New Zealand (Chatham)".

®m Default setting for USis"United States". After a factory reset, the system isreset to this
value.
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Administration via Local Phone

| --— Administration
| -—-— Date and Time
| -—— Time source
| -—— SNTP primary
| -——— SNTP backup

| -—— Timezone offset

--- Daylight saving
| -—- Daylight saving
|--— Difference (mins)
| -—— Auto DST

|-—— DST zone
Setting date and time without the SNTP server
If no SNTP server is available, date and time must be set manually.

Note The manual setting of time and date is described in the user manual, not in the
administrator manual.

SIP ADDRESSESAND PORTS

SIP addresses

In thisgroup of parameters, the IP addresses or host namesfor the SIP server, the SIP registrar,
and the SIP gateway are defined.

Administration via WBM

1. Open System > Registration.

Registration

SIP addresses

SIP server address
SIP registrar address 192.168.20.9

SIP gateway address

e SPserver address: IP address or host name of the SIP proxy server. SIP server address
providesthe IP address or host name of the SIP proxy server (OpenScape Voice). Thisis
necessary for outgoing calls.

¢ SPregistrar address: IP address or host name of the registration server. SIP registrar
address containsthe IP address or host name of the registration server, to which the

phone will send REGISTER messages. When registered, the phone isready to receive
incoming calls.
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¢ SPgateway address: IP address or host name of the SIP gateway. SIP gateway address
givesthe IP address or host name of the SIP gateway. If configured, the SIP gateway is
used for outgoing calls; otherwise the server specified in SIP server addressis used. A SIP
gateway is able to perform aconversion of SPto TDM, which enablesto send calls dir-
ectly into the public network.

Note Enhanced survivability using DNS SRV is available. To make use of it, a special
configuration isrequired (see "Resilience and survivability" - page 124).

Administration vialocal phone

| -—— Admin
|-—— System
| --- Registration
| -—— SIP Addresses
|-—— SIP server
|-—— SIP registrar
|--— SIP gateway
SIP ports

In this group of parameters, the portsfor the SIP server, the SIP registrar, and the SIP gateway are
defined), aswell asthe SIP port used by the phone (SIP local) (see "SIP addresses" - page 111).

I The port values are editable unless obtained from the DHCP server.

Administration via WBM
1. Open Network > Port number configuration.

Port number configuration

SIP server|so060

SIP registrar|5060
SIP gateway|5060
SIP local |5060

RTP base|5010
LDAP 5erver|389
HTTP proxy|ﬂ

| Submit | | Reset |

|
|
|
Backup proxy|5060 \
1
|

e SlPserver: Port of the SIP proxy server.
= Default: 5060.

e SPregistrar: Port of the server at which the phone registers.
= Default: 5060.
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e SPgateway: Port of the SIP gateway.
= Default: 5060.
¢ SPlocal: Port used by the phone for sending and receiving SIP messages.
= Default: 5060.
e Backup proxy: Port used for backup of the phone data.
= Default: 5060
¢ RTPbase: Port used for delivering real-time data, e.g. audio.
= Default 5010
¢ LDAP server: Port used for communicating with the directory server.
= Default: 389

¢ HTTP proxy: Sitsbetween an HTTP client and server to manage data content (caching,
security etc.).

Note When changing the SIP Transport protocol from UDP/ TCPto TLS, the SIP port
now also have to be changed correspondingly (e.g. SIP port from 5060 to 5061)
and on changing vice versa.

Administration vialocal phone

| -—— Admin
| -—- Network

|--- Port Configuration
|--- SIP server
|--- SIP registrar
|-—— SIP gateway
|--— SIP local
| -—— Backup proxy
| -—— RTP base
| -—— LDAP Server port
| -—- HTTP proxy

SIP REGISTRATION

Registration isthe process by which centralized SIP Server / Registrars become aware of the
existence and readiness of an endpoint to make and receive calls. The phone supportsanumber
of configuration parametersto allow thisto happen. Registration can be authenticated or unau-
thenticated depending on how the server and phone is configured.

Unauthenticated registration
For unauthenticated registration, the following parameters must be set on the phone:

¢ Terminal number or Terminal name (see "Terminal identity" > page 105)
¢ SlPserver and SIP registrar address (see "SIP addresses" - page 111).
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In unauthenticated mode, the server must pre-authenticate the user. This procedure is server
specific and isnot described here.

Authenticated registration

The phone supportsthe digest authentication scheme and requires some parametersto be con-
figured in addition to those for unauthenticated registration. By providing a User ID and a Pass-
word which match with a corresponding account on the SIP registrar, the phone authenticates
itself. Optionally, a Realm can be added. This parameter specifies the protection domain wherein
the SIP authentication is meaningful. The protection domain is globally unique, so that each pro-
tection domain hasits own arbitrary user names and passwords.

Note Achallenge from the server for authentication information isnot only restricted
to the REGISTER message, but can also occur in response to other SIP mes-
sages, e. g. INVITE.

Note If registration has not succeeded at startup or registration fails after having been
previously successfully registered the phone will try to re-register every 30
seconds. Thisis not configurable.

If the registration is not answered at all, the phone will try to re-register every 60
seconds by default. Thisis configurable (see "Maximum registration backoff
timer" > page 129).

Administration via WBM

1. Open System > Registration.

Session timer enabled

Session duration (seconds) [3800 |
Registration timer (seconds) [3600 |
Subscription timer (seconds) [3600 |
Refresh minimum (seconds) [0 |

Server type [0S Voice ~|
Realm [realm3 |
User ID 49897224012 |
Password [senee |

MLPP base

MLPP domain

I Other domain

¢ Registration timer (seconds): Expiry time of the registration in seconds.
m Default value: 3600.
¢ Servertype: Specifiesthe type of server the phone will register to. When selected, certain
features may adjust their behavior to comply with the server's expected operation.

= Value range: "Other", "OSVoice", "HiQ8000", "Genesys", "Broadsoft", "Google Voice",
"Ring Central", "ZOOM".
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» Foroperation with an OpenScape Voice server, set Server type to "OSVoice".

* From V2.R0.18.0 and onwards, the SIP server type can be set to "ZOOM". When
the SIP server type is set to "ZOOM?", the phone:

* Processes authentication exchangesfor SIP request messages.
* Addsthe phone’'s MAC addressto the User-Agent header.

* Example: User-Agent: Desk _Phone_ IP_CP710_V2.R0.18.0 SIP 221114
M ac = XX: XX XX: XX: XX: XX

* Doesnot display the secure call alert icon (Zoom always uses SRTP and TLS
and all calls are considered secure).

¢ When HiQ8000 isused, set it to "HIQ8000". The expiry time of aregistration can
be specified by Registration timer.

® Default value: "OSVoice"
¢ Realm: Protection domain for authentication.
User ID: User name required for an authenticated registration.
e Password: Password required for an authenticated registration.
Subscription timer (seconds): Expiry time of subscription in seconds.
® Range: 60-7200
® Default value: 3600
® Server type: Available for all server types

Re-registration timer

Administration via WBM

1. Open System > Registration > SIP session.

Session timer enabled

Session duration (seconds) [3600 |
Registration timer (seconds) [3600 |
Subscription timer (seconds) [3600 |
Refresh minimum (seconds) [0 |

Server type [0S Voice ~|
Realm [realm3 |
User ID 49897224012 |
Password == |

MLPP base

MLPP domain dsn+uc v

Other domain

Note The new dataitem is controlled by the administrator, and also part of the user
profile for mobility. It isnot changeable during a call.
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For REGISTER event, the “expirestime” must be configurable by a“guard time”. The

"expirestime"is provided by the SIP server in itsresponse to a REGISTER request by the

phone. The SIP standard states that the devices can refresh from half of the expirestime

to the end. If the answer from SIP server is arefresh time of 600 sec. thismeansthe

devices can send the refresh after 300 sec up to 600 sec later.

e “Guard time” can be configured on the phone in order to reduce the refresh time using
the "Refresh minimum" setting.

¢ Inthe previouscase, if the answer from SBC is 600 sec and the guard time is 15 sec, the
refresh from device will sent between 585 sec (600-15) and 600 sec after a previous regis-
tration.

¢ In case of SUBSCRIBE for every event or group of events (the same type), the Subscription

refresh time is also configured by the guard time.

SIP COMMUNICATION

Outbound proxy

Administration via WBM

1. Open System > SPinterface.

SIP interface

Outbound proxy
Default OBP domain [::::::::::]
SIP transport |uop v|

e Outbound proxy: Determineswhether an outbound proxy isused or not. If thisoption is
set to "Yes", the phone routes outbound requests to the configured proxy. The outbound
proxy will fulfill the task of resolving the domain contained in the SIPrequest. If "No"is set,
the phone will attempt to resolve the domain by itself.

= Value range: "Yes", "No"

= Default: "Yes"; when System > Registration > Server type is set to "HIQ8000" (firmware
version V3 onwards): "Yes"
¢ Default OBP domain: Alternative value for the domain that is given in the outbound
request. If a Default OBP (Outbound Proxy check box) domain is set and the number or
name dialed by the user does not provide adomain, this value isappended to the name or
number. Otherwise, the domain of the outbound proxy is appended.

Administration vialocal phone

| -—— Admin
| -—— System
|-—- SIP Interface
| -—— Outbound proxy
| -—— Default OBP domain
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Selecting the SIP transport protocol

Administration via WBM

1. Open System > SPinterface.

SIP interface

Outbound proxy
Default OBP domain :
SIP transport [ <]
SIP connection [Ustenng ]
TLS renegotiation [ Secure (RFCs745) ~ |

e “SPtransport” selectsthe transport protocol to be used for SIP messages.
= Value range: "UDP","TCP", and "TLS"
= Default is"UDP"

= Default when System > Registration > Server type is set to "HIQ8000" (firmware ver-
sion V3 onwards): "TLS".

Administration vialocal phone

| ——— Admin
|--- System
|--— SIP Interface
|--- SIP transport

SIP connection

When using persistent connections the phone isalways acting as connection client, no listening
port getsopened to allow incoming connection attempts.

A persistent connection for SIP-TCP will result in only a single client connection to the SIP server
—the SIP server will reuse the available TCP connection for sending SIP requeststo the phone
(like at SIP-TLS).

Administration via WBM

1 Open System > SPinterface.

SIP interface

Outbound proxy
Default OBP domain \:\
SIP transport [we ]
SIP connection [Listening v
TLS renegotiation [ Secure (RFCS746) v |

¢ Persistent (SB): Persistent connection with Switchback.
= Value range: "Listening", "Persistent (SB)"
= Default: "Persistent (SB)"
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Administration vialocal phone

| === Admin
|-—— System
|-—-— SIP Interface

| -—— SIP connection

Media/ SDP

OpenScape Desk Phone CP phones support IPv4/1Pv6 media address negotiation in SDP using
ANAT (Alternative Network Address Types). ANAT allows for the expression of alternative net-
work addresses (e. g., different IP versions) for a particular media stream.

Administration via WBM

1 Open System > SPinterface.

SIP interface

Outbound proxy
Default OBP domain \:\
SIP transport [wr V]
SIP connection [Listening v
TLS renegotiation [ secure (RFcs746) ~ |
Failover on [tmeoutonly  v|
Event check-sync [ challenge v
Call transaction response timer (ms)
NonCall transaction response timer (ms)
Ringing state termination timer (seconds)
Reg. backoff (seconds)
Connectivity check timer (seconds)
Subscription failure retry timer (seconds) 180
Keep alive format [Sequence ]
Media negotiation [ single P v
Media IP mode [ 1Pva_tPvs v
Earlhv 122 racnnnen M

¢ When Media negotation is set to "ANAT", ANAT is supported; the phone will re-register
with the SIP server and advertise ANAT support in the SIP header.

¢ When set to “Single IP” or “ICE", ANAT support is disabled.

¢ When set to "ICE"the phone will negotiate the best route for the media stream (see "Inter-
active connectivity establishment (ICE)" = page 131)

Note If SRTPis enabled, ANAT interworking is only possible if SDESis configured asthe
key exchange protocol for SRTP (see "System" - page 88).

¢ MedialP mode defineswhich IP version isused for voice transmission.
= With "IPv4", only IPv4 is used
= With "IPv6", only IPv6 is used
= With "IPv4_IPv6", both IPv4 and IPv6 can be used, but IPv4 is preferred
= With "IPv6_IPv4", both IPv6 and IPv4 can be used, but IPv6 is preferred.
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Administration vialocal phone

| === Admin
|-—— System
|-—-— SIP Interface
| --- Media negotiation
| -—-— Media IP mode

Early 183 response

Administration via WBM

1. Open System > SPinterface.

SIP interface

Outbound proxy
Default OBP domain \:\
SIP transport [uop v
SIP connection [Lstenng  v]
TLS renegotiation [ secure (RFcs746) ~ |
Failover on [tmeoutonly v
Event check-sync [ challenge v
Call transaction response timer (ms)
NonCall transaction response timer (ms)
Ringing state termination timer (seconds)
Reg. backoff (seconds)
Connectivity check timer (seconds)
Subscription failure retry timer (seconds) 180
Keep alive format [ sequence v|
Media negotiation [single P v
Media IP mode [1Pva_tPve v
Early 183 response
Keep resolved DNS records

e If True, in response to an initial SDP offer in a SIP INVITE the phone will generate a SIP 183

response that includes an SDP answer with all the attributes that is provided in a sub-

sequent 200 OK.

¢ If False, the phone will not generate a SIP 183 response, with early SDP answer, to a SIP

INVITE.

Administration vialocal phone

| === Admin
|-—— System
|-—-— SIP Interface
|--- Early 183 response

Keep resolved DNSrecords

The administrator can activate the functionality locally on the device, WBM or via DLS.
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Administration via WBM

1. Open System > SPinterface.

SIP interface

Qutbound proxy
Default OBP domain [::::::::::j
SIP transport | upp v
SIP connection [Lstening  v]
TLS renegotiation [ secure (rRFCS746) v |
Failover on [tmeoutonly |
Event check-sync | challenge v
Call transaction response timer (ms)
NonCall transaction response timer (ms)
Ringing state termination timer (seconds)
Reg. backoff (seconds)
Connectivity check timer (seconds)
Subscription failure retry timer (seconds) 180
Keep alive format [sequence v
Media negotiation [singer v
Media IP mode [ Pva_tPve v
Early 183 response 0O
Keep resolved DNS records (]
Nl TONAR b dv e Alrlnis i a m

If thisoption is set enabled, when there is a negative DNSanswer while trying to establish a SIP
connection, the previous successful DNSrecords are used until the next successful DNSlook
up. Thiswill allow the user to place callswhen there isa DNSserver issue.

Note There must be at least one successful DNSlook-up where the phone can keep
and use the DNSrecordsfor the future work. After a device reboot, DNSrecords
are not retained and there isanew look-up.

If this option isdisabled, the DNSrecordswill not be retained. Every attempt to resolve an IP
address must be successful in order to establish a SIP connection.

Administration vialocal phone

|--- Administrator settings
|--- System
|---— SIP Interface
| -—- Keep resolved DNS records
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Prefer FROM header

Administration via WBM

1. Open System > SPinterface.

SIP interface

Outbound proxy
Default OBP domain [::::::::::j
SIP transport [ V]
SIP connection | Listening v
TLS renegotiation | secure (RFC5746) |
Failover on | timeout only v |
Event check-sync | challenge v
Call transaction response timer (ms)
NonCall transaction response timer (ms)
Ringing state termination timer (seconds)
Reg. backoff (seconds)
Connectivity check timer (seconds)
Subscription failure retry timer (seconds) 180
Keep alive format IEEE&;E;_____TH
Media negotiation | single v
Media IP mode [Pare v
Early 183 response O
Keep resolved DNS records 0O
Prefer FROM header for display name O
DNS-SRV fallback on re-registration (]

If “Prefer FROM header for display name” is enabled, the phone display will use the information
provided by the "FROM Header" field.

In any other case (not activated) the display information is provided by the "P-Asserted-id Header"
(PAI Header). If not provided, the FROM header information isused. The signalled name isonly
used if the phone does not match the call number to acontact on the phone.

I By default, the feature is disabled.

Administration vialocal phone

| ——— Admin
|--- System
|--- SIP Interface
| --- Prefer FROM header for display name

DNS-SRV fallback on re-registration

If thisoption isset to True and SBC server isused, the phone sends an INVITE message directly
to the SBC where it isregistered while doing re-registration (DNS-SRV fallback), and not to the
primary SBC first.

If False, the phone will alwaystry to reconnect to the primary SBC when doing re-registration. If
the attempt is not successful, the call succeedsthrough the secondary SBC since the phone has
already registered.
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I Note Blacklisted IPs remains blacklisted, unless there is a re-registration attempt.

The administrator can activate the functionality locally on the device, WBM or via DLS.

Administration via WBM

1. Open System > SPinterface.

SIP interface

Outbound proxy
Default OBP domain \:l
SIP transport [ ]
SIP connection [Listening ]
TLS renegotiation [ secure (RFcs746) v |
Failover on [tmeoutonly v
Event check-sync [ challenge v
Call transaction response timer (ms)
NonCall transaction response timer (ms)
Ringing state termination timer (seconds)
Reg. backoff (seconds)
Connectivity check timer (seconds)
Subscription failure retry timer (seconds) 180
Keep alive format [Sequence v
Media negotiation [ single P v
Media IP mode [ 1Pva_tPv6 v

Early 183 response

Keep resolved DNS records

Prefer FROM header for display name
DNS-SRV fallback on re-registration

Support provisional response (PRACK)

Crmd Al cadacs v CMN Amranne

JgoOO0O0ODO

Administration vialocal phone

|--- Administrator settings
|-—— System
|-—- SIP Interface
| -—— DNS-SRV fallback on re-registration

Failover on SIP 5XX server response

An administrator can make the phone failover to the next SRV priority IP addresson 500/503
server responses, so that the users can continue to use their desk phones on temporary issues.
The failover will happen when there isNO! response from the current connected remote end
but the DNS-SRV query has revealed at least 1more IP address that the phone can connect to. It
can also be triggered on a500 or 503 error response.

I The administrator can activate the functionality locally on the device, WBM or via DLS.
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Administration via WBM

1. Open System > SPinterface.

SIP interface

Qutbound proxy
Default OBP domain \:I
SIP transport [wr ]
SIP connection [Lstening v
TLS renegotiation [ secure (RFcs746) ~ |
Failover on
Event check-sync timeaut only
Call transaction response timer (ms) \ timeout and error
NonCall transaction response timer (ms) 3

2. Set"Failover on"to "Timeout and Error".

The following criteriamust be fulfilled in order to failover to the next SRV priority on a500 or 503
error response:

e “Failover on”isset to "Timeout and Error".

¢ The Desk Phone CP device has avalid DNS-SRV configuration.
e Atleast 11P discovered via DNS-SRV s not blacklisted.

¢ The Desk Phone CP device has sent any SIP request.

When receiving a500 or 503 error response on a SIP request (with "Failover on" set to "Timeout
and Error"), the phone will failover immediately without taking any timersinto account (e.g. trans-
action timer). When set to "timeout only" the failover will only occur if there isno response.

Note All other functionality regarding survivability remains untouched from this
enhancements, e.g.

¢ Blacklisting IP addresses if unreachable or replied with a SIP500 or 503
error code (Penalty Box management)

¢ Fallback after IP addresses removed from blacklist
e Survivability event packages

SIP SESSION TIMER

Session timers provide a basic keep-alive mechanism between 2 user agents or phones. This
mechanism can be useful to the endpoints concerned or for stateful proxiesto determine that a
session is still alive. Thisis achieved by the phone sending periodic re-INVITEs to keep the ses-
sion alive. If no re-INVITEisreceived before the interval passes, the session is considered ter-
minated. Both phones are supposed to terminate the call, and stateful proxies can remove any
state for the call.

Thisfeature is sufficiently backward compatible such that only one end of a call needsto imple-
ment the SIP extension for it to work.
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The parameter Session timer enabled determines whether the mechanism shall be used, and
Session duration (seconds) sets the expiration time, and thus the interval between refresh re-
INVITEs.

Note Some server environments support their own mechanism for auditing the health
of asession. In these cases, the Session timer must be deactivated. For
OpenScape Voice, the Session timer should be deactivated.

Administration via WBM

1. Open System > Registration.

Session timer enabled

O
Session duration (seconds)
Registration timer (seconds)
Subscription timer (seconds)
Refresh minimum (seconds) D
Server type (oSvoice |
Realm L 1
User ID
Password
MLPP base ol v
MLPP domain [dsn+uc v

Other domain

|

e Session timer enabled: Activates or deactivates the session timer mechanism.
= Value range: "Yes","No"
= Default value: "No"

¢ Session duration (seconds): Setsthe expiration time for a SIP session.
= Default: 3600

Administration vialocal phone

| === Admin
|-—- System
|--- Registration
| -—— SIP session
| -—— Session timer

| -—— Session duration

RESILIENCE AND SURVIVABILITY

To allow for stable operation even in case of Network or server failure, OpenScape Desk Phones
have the capability of switching to afallback system. The switchover is controlled by various con-
figurable check and timeout intervals.

DNSSRV can be used for enhanced survivability in two ways:
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¢ In ascenario with a survivability proxy
¢ In ascenario with multiple primary SIP servers.

The DNSserver providesthe phone with a prioritized list of SIP servers via DNSSRV. The phone
fetchesthislist periodically from the server, depending on the TTL (time to live) specified for the
DNSSRVrecords.

Enable DNS SRV requests

To enable DNS SRV requests from the phone, make the following settings:

1. Forascenario with multiple "primary" SIP servers enter the corresponding DNS SRV
domain name under SIP server and SIP registrar and set the SIP server and SIP registrar
portsto 0.

¢ The web interface paths are specified in "System > Registration > SIP server
address/SIP registrar address" and "Network > Port configuration > SIP server/ SIP
registrar” (see "SIP addresses" - page 111and "SIP ports" - page 112).

2. Forascenario with a survivability proxy enable the use of an outbound proxy for routing
outbound requests.

¢ The web interface path is System > SIP interface > Outbound proxy (see "Outbound
proxy" - page 116).
3. Enterthe DNSSRV domain name as SIP gateway address and set the SIP gateway port to
“OH.
¢ The web interface paths are "System > Registration > SIP gateway address"and "Net-

work > Port configuration > SIP gateway" (see "SIP addresses" - page 111 and "SIP
ports' - page 112).

Note Depending on the solution design the values for the SIP server and SIP registrar
settings for a scenario with a survivability proxy "enabled” could be a standard
DNSname,aDNSSRV name or an IP and should reflect the corresponding SIP
domain from the primary SIP Server(s).

A survivability proxy acts as arelay between the phone and the primary SIP server. Thus, the
address of the survivability proxy is specified as gateway or SIP server at the phone (see "SIP regis-
tration" - page 113).

When the TCP/TLSconnection between the survivability proxy and the SIP server breaks down,
e. g. because of server failure, the survivable proxy itself acts as areplacement for the primary SIP
server. Vice versa, in case the phone can not reach the survivability proxy itself, it will register dir-
ectly with the primary SIP server, provided that it is specified in the DNS SRV server list.

The survivability proxy notifies the phone whenever the survivability changes, so it can indicate
possible feature limitations to the user. Furthermore, to enhance survivability, the phone is kept
up-to-date about the current survivability state even after a restart.

Survivability with distributed SIP servers

Another way to realize survivability is the use of multiple, geographically separated SIP servers.
Normally, the phone isregistered with that server that hasthe highest priority in the DNS SRV
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server list. If the highest priority server failsto respond to the TCP/ TLS connectivity check or SIP
messages the phone will register with the server that hasthe second highest priority (see "TLS
connectivity check" - page 126). The availability is verified continuously in the background
when using TLSor TCP as SIP transport protocol via an ongoing connectivity-check (see "TLS
connectivity check" - page 126 for TLSconnectivity check and "TCP connectivity check" >
page 127 for TCP connectivity check).

Survivability with a backup SIP server

Along with the registration at the primary SIP server, the phone is registered with a backup SIP
server. In normal operation, the phone usesthe primary server for outgoing calls. If the phone
detectsthat the connection to the primary SIP server islost, it usesthe backup server for out-
going calls. Thisconnection check isrealized by 2 timers (see "Response timer" - page 128 and
"Non-INVITE transaction timer" - page 128).

For configuring the backup server, refer to "Backup SIP server" - page 130.

Note In survivability mode, some features will presumably not be available. The user is
informed by a message in the Call View display.

TLSconnectivity check

Aregular check ensuresthat the TLSlink to the main SIP server is active.

Administration via WBM

1 Open System > SPinterface.

SIP interface

Outbound proxy

Default OBP domain :
SIP transport [uop v|
SIP connection | Listening v
TLS renegotiation [ secure (RFCS746) v |
Failover on | timeout only v |
Event check-sync | challenge v
Call transaction response timer (ms)
NonCall transaction response timer (ms)
Ringing state termination timer (seconds)
Reg. backoff (seconds)
Connectivity check timer (seconds)

Subscription failure retry timer (seconds) 180
Kaan aliva farmat | canuanra w

¢ When the Connectivity check timer is set to a non-zero value, test messagesis sent at the
defined interval. If the link isfound to be dead, the phone uses DNS SRV to find another
SIP server. For this, the DNS SRV records must be properly configured in the DNSserver.

= Value range: 0 (off), and 10 to 3600 sec.

There are three different mechanismsfor the phone to do the continuous connectivity check in
the background: Sequence (a proprietary mechanism), CRLFand TCP keep-alive.
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For Sequence or CRLFmechanism, the SIP server needs to add “connectivity-check” to the
Server header in the response to aregistration request. Both mechanismswill send payload via
the established connection to verify the connectivity.

If the SIP server does not add “connectivity-check” to the Server header, the phone will use stand-
ard TCP keep-alive messages. Those messages do not contain payload and are done on TCP
socket level.

If no other primary SIP server is found via DNS SRV, the phone will switch over to a backup
server for making receiving calls. For configuring the backup server, refer to "Backup SIP
server" - page 130.

TCP connectivity check

Aregular check ensuresthat the TCPlink to the main SIP server is active.

The same mechanisms as described in “TLS connectivity check” also apply for "TCP con-
nectivity check” (see "TLS connectivity check" - page 126).

If no other primary SIP server is found via DNS SRV, the phone will switch over to a backup server
for making receiving calls. For configuring the backup server, refer to "Backup SIP server" - page
130.

Administration via WBM

1 Open System > SPinterface.

SIP interface

Outbound proxy

Default OBP domain :
SIP transport [ ]
SIP connection | Listening v
TLS renegotiation | secure (RFC5746) |
Failover on | timeout only v |
Event check-sync | challenge v
Call transaction response timer (ms)
NonCall transaction response timer (ms)
Ringing state termination timer (seconds)
Reg. backoff (seconds)
Connectivity check timer (seconds)

Subscription failure retry timer (seconds) 180
Waan aliva farmat | canuanra w

¢ When the Connectivity check timer is set to a non-zero value, TCP keep live messages is
sent at the defined interval. If the link isfound to be dead, the phone uses DNS SRV to find
another SIP server. For this, the DNS SRV records must be properly configured in the DNS
server.

® Value range: 0 (off), and 10 to 3600 sec.
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Response timer

The Call transaction response timer is started whenever the phone sendsanew INVITE message
to the SIP server.

Administration via WBM

1 Open System > SPinterface.

SIP interface

Qutbound proxy
Default OBP domain [iiii::::::]
SIP transport | uop v
SIP connection [ustenng v
TLS renegotiation [ secure (RFC5745) ~ |
Failover on | timeout only v
Event check-sync [challenge  +]
Call transaction response timer (ms)
NonCall transaction response timer (ms)
Ringing state termination timer (seconds)

¢ If the call transaction timer expires before the phone gets aresponse from the SIP server,
the phone assumesthat the server had died and then attemptsto contact the backup
server, if configured. If there isno backup server configured, the phone just tidiesup
internally.

® The dataisgiven in milliseconds.
® The default value is 32 000.
= For OpenScape Voice, the recommended setting is 3.7 seconds (3700 ms).

Administration vialocal phone

| -—— Admin
|-—— System
|-—= SIP Interface

|-—— Call trans. (ms)

Non-INVITE transaction timer

The NonCall transaction response timer is started whenever the phone sendsanon-INVITEmes-
sage to the SIP server. If the timer expires before the phone getsaresponse from the SIP server,
the phone assumesthat the server had died and then attemptsto contact the backup server, if
configured. If no backup server is configured, the phone will just tidy up internally.
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Administration via WBM

Open System > SIPinterface.

SIP interface

Outbound proxy
Default OBP domain \:\
SIP transport [uop v
SIP connection [Listening v
TLS renegotiation [ secure (RFcs746) ~ |
Failover on [tmeoutonly  v|
Event check-sync [ challenge v
Call transaction response timer (ms)
NonCall transaction response timer (ms)
Ringing state termination timer (seconds)
Reg. backoff (seconds)

¢ The dataisgiven in milliseconds.
® The default value is 32 000.
¢ For OpenScape Voice, the recommended setting is 6 seconds (6000 ms).

Administration vialocal phone

| -—— Admin
|-—— System
|--= SIP Interface

| -—— NonCall transactions (ms)

Maximum registration backoff timer

If aregistration attempt should result in atimeout, the phone waits arandom time before send-
ing another REGISTER message. The Reg. backoff (seconds) parameter determinesthe max-
imum waiting time.

Administration via WBM

1. Open System > SPinterface.

SIP interface

Outbound proxy
Default OBP domain :
SIP transport b ]
SIP connection [ustenng v
TLS renegotiation | Secure (RFCs746) v ]
Failover on [tmeoutonly v
Event check-sync | challenge v
Call transaction response timer (ms)
NonCall transaction response timer (ms)
Ringing state termination timer (seconds)
Reg. backoff (seconds)
Connectivity check timer (seconds)
Subscription failure retry timer (seconds) 180
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2. Settheregistration backoff timer.
¢ Values: 60 to 600 secs
¢ Default: 60s

Administration vialocal phone

| -—— Admin
|-—— System
|---— SIP Interface
|--- Reg. Dbackoff

Backup SIP server

Administration via WBM

1. Open System > Registration.

SIP survivability

Backup registration allowed

Backup proxy address :
IBackup registration timer (seconds)

Backup transport [uor v |
Backup connection [ Listening v|
Backup OBP flag 0

e Backup registration allowed / Backup registration flag: Determines whether or not the
backup proxy isused as a SIP Registrar. The Backup registration allowed flag indicates
whether or not the phone treats the backup proxy server as a SIP registrar. If set to "Yes",
the phone triesto register its SIP address with the server whose IP address or host name is
specified by Backup proxy address.

® Value Range: "Yes", "No"
® Default: "Yes"

e Backup proxy address: IP address or host name of the backup proxy server.

e Backup registration timer: Expiry time of the registration in seconds. The Backup regis-
tration timer determinesthe duration of aregistration with the backup SIP server.

= Default: 3600

e Backup transport: Transport protocol to be used for messagesto the backup proxy. The
Backup transport option displays the current transport protocol used to carry SIP mes-
sagesto the Backup proxy server.

= Value range: “TLS’, “TCP”, “UDP”
= Default: "UDP"

¢ Backup Connection: SIP connection type of the Backup Connection (listening or per-
sistent with Switchback) (see "SIP connection" > page 117).

= Value range: "Listening", "Persistent (SB)"
® Default: "Persistent (SB)"

¢ Backup OBP flag: Determineswhether or not the backup proxy isused as an outbound
proxy. The Backup OBP flag indicates whether or not the Backup proxy server isused as
an outbound proxy.



Administration 131

® Valuerange: "Yes", "No"
® Default: "No"

2. Open Network > Port configuration.

Port number configuration

SIP server|5060

SIP registrar| 5060 |
SIP gateway|5060 |
SIP local|5060 |
|
|
|

Backup proxy|5060
RTP base|5010
LDAP server|389

Reset

¢ Network > Port Configuration > Backup proxy: Port of the backup proxy server.
® Default: 5060

INTERACTIVE CONNECTIVITY ESTABLISHMENT (ICE)

ICEargumentsin the SDP are sent to negotiate media with the purpose of improving the avail-
ability of the phone to establish amedia connection (audio and video) from a peer device. For
ICEto provide thisimprovement both peers must support ICE.

ICEworks by adding to the SDP several candidate addresses by which the peer device may con-
tact the phone. It isused to provide adirect media connection between Circuit clients and the
phone.

Note ICE Lite is also supported, according to Section 8.2 of RFC 5245. The phone con-
tinuesto use the full ICEimplementation to work with the ICE Lite imple-
mentation on Google Voice server.

General

Administration via WBM

1. Open System > ICE > General.

Enabled O
Update SDP allowed O
TURN IP mapping O

| Submit | | Reset |

¢ Enabled: Letsthe phone include ICE attributesin an SDP offer and provide ICE attributes
in an SDP answer to an SDP offer that included ICE attributes for subsequent calls.


https://tools.ietf.org/html/rfc5245#section-8.2
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¢ Update SDP allowed: Indicates that the phone will generate an updated SDP offer or
answer as required by the ICE standard.

e TURN IP mapping: The TURN server will provide an address mapping between IPv4 and
IPv6 peer endpoints. In other case (not activated) only endpoints supporting the required
IP family may be addressed.

Administration vialocal phone

| -—=- Administration
|-—— System
|--- ICE
| -—— General
| -—— Enabled
| -—- Update SDP allowed
| -—— TURN IP mapping
Addressing

Administration via WBM

1 Open System > ICE> Addressing.

Addressing

Server type | None v |
Main address |
Main pDrt|34?8

|

|

Main username| |
Main password | |
|

|

|

|

Backup address |
Backup port 3478
Backup username |

Backup password |

[Subnﬂt] [Reset]

e Main server: Select None, if no ICE server isused, STUN if the ICE servers are both STUN
servers and will only return Server reflexive candidates, or TURN if the ICE servers are both
TURN servers and will return Relayed and Server reflexive candidates.

¢ Main address: Address of the ICE server.

¢ Main port: Port of the ICE server.

¢ Main username: User name for authentication with the ICE server.
¢ Main password: Password for authentication with the ICE server.

e Backup server: Select none, if no Backup ICE server isused, STUN if the ICE servers are
both STUN servers and will only return Server reflexive candidates, or TURN if the ICE serv-
ersare both TURN servers and will return Relayed and Server reflexive candidates..

e Backup address: Address of the Backup ICE server.
e Backup port: Port of the Backup ICE server.
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¢ Backup username: User name for authentication with the Backup ICE server.
¢ Backup password: Password for authentication with the Backup ICE server.

I The Main server is tried first but if this is unavailable, the Backup server is tried.

Administration vialocal phone

| -—— Administration
| -—— System
| -—— ICE
| --- Addressing
| -—— Main server
| -—- Main address
| -—- Main port
| -——- Main username
| -——- Main password
| -—— Backup server
| -—- Backup address
| -—- Backup port
| -——- Backup username

| -—— Backup password

Candidates

Administration via WBM

1 Open System > ICE > Candidates.

Checl pairs max
Max check (me)
Gathering timeout (ms)

| Submit | [ Reset |

¢ Check pairs max: Maximum number of candidate pairs for connectivity checking.
¢ Max Check (ms): Setsthe amount of time in milliseconds allowed to perform the con-
nectivity checks.

¢ Gathering timeout (ms): Setsthe amount of time in milliseconds allowed to gather all
local candidates.

Administration vialocal phone

| -—— Administration
| -—— System
| -—— ICE
| -—- Candidates
| -—- Check pairs max
| -——— Max Check (ms)

| -——- Gathering timeout (ms)
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Technical

Warning  Thisnode contains configuration that only experts should change!

Administration via WBM

1 Open System >ICE> Technical.

Gather Ta timer (ms)

o
Check Ta timer (ms)
Check Tr timer (ms)

Check RTO timer (ms) [100
| Submit | | Reset |

e Gather Tatimer (ms): Setsthe Tatimer value in milliseconds which controlsthe pacing of
the candidates gathering.

e Gather RTO timer (ms): Setsthe RTO timer value in millisecondswhich controlsthe
pacing of the ICE Gathering retransmissions sent on a candidate pair.

e Check Tatimer (ms): Setsthe Tatimer value in millisecondswhich controlsthe pacing of
the ICE Connectivity Checks sent on a candidate pairs.

¢ Check RTO timer (ms): Setsthe RTO timer value in millisecondswhich controlsthe
pacing of the ICE Connectivity Check retransmissions sent on a candidate pair.

Administration vialocal phone

|--- Administration
|--- System
| -—-= ICE
| -—— Technical
| -—— Gather Ta timer (ms)
| -—— Gather RTO timer (ms)
| -——— Check Ta timer (ms)
| -—— Check RTO timer (ms)
FEATURES
Direct video

On CP710 phonesit ispossible to stream video content to the phone display by controlling an
external supported cameraviaa URL, triggered by a freely programmable key or menu item. Up
to 4 cameras can be configured.

Note Phonesfully support RTSP video stream up to 640 x 480 px resolution. If a higher
resolution video feed isreceived, it isdisplayed in a smaller video window to
maintain high-quality performance even under hardware limitations.
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Administration via WBM

1. Open System > Features > Direct video.

Direct video

Direct video enabled O

Camera 1

Name Camera 1
Protocol |RTsP v
Address

URL
Port 0
Username

Password
Door opener  None v

Name Camera 2

¢ Direct video enabled (mandatory): check to enable the feature.

¢« Name (mandatory): freely selectable name for the camera (can be custom name or alpha-
numeric).

¢ Protocol: protocol to transmit video: RTSP, RTMP, HTTP, HTTPS, RTSPS, RTMPS

¢ Address (mandatory): IP address or DNSname of the video server (e.g 10.10.10.1or myca-
mera.local.net)

¢ URL (optional): URL path of the camera, e.g /videoapi/ stream/

¢ Port (optional): target port at the server, if it isnot entered 80 isused.
¢ Username: enter user name for the camera.

e Password: enter password for the camera.

¢ Dooropener (optional): name of the associated door if it configured.
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Administration vialocal phone

| === Admin
| -—-System
| -—- Features
|-—— Direct video

| --— Feature access
| -=— Enabled

--- Camera 1
| === Name
| --— Protocol
| -—— Address
| -—- Port
| -—-= URL
| -—— Username
| === Password
| -——— Door opener

--- Camera 2
(as Camera 1)

--- Camera 3
(as Camera 1)

-—— Camera 4

(as Camera 1)

Door opener

Note Thisfeature is available only on OpenScape Desk Phone CP410 and CP710

phones.

The OpenScape phonessupport up to 4 door openers. Each of them can be controlled inde-

pendently by using one of the available control methods under the Door opener menu.

Administration via WBM

1. Open System > Features > Door opener.

Door opener

Door opener 1 - type| Disabled v | Edt|
Door opener 2 - type| Disabled vHEEﬂ
Door opener 3 - type| Disabled vHEEﬂ
Door opener 4 - type| Disabled v ]I_E]

2. Selectan option. The available options are:
¢ Disabled
e Callto opendoor
e HTTPrequestto open door
e HTTPSrequestto open door

3. Click Edit to configure the door opener. The configuration of the door openersdepends

on the selected control method.
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4. Ifthe selected control method is“Call to open door”, enter the following fields:

DoorOpener 1

Door opener type - Call to open door

Name
Phone Number :
Pin ]
FPK confirm_ation to open door

| Submit | | Reset |

¢ Name (mandatory): freely selectable name for the door opener (can be custom
name or alphanumeric).

¢ Phone Number (mandatory): the phone number controlling the door opener.

¢ Pin (mandatory): the PIN to open the door, same PIN as configured at Door opener
device.

¢ FPKconfirmation to open door (optional): confirmation key to open the door,
default value istrue.

5. Ifthe selected control method isHTTPrequest to open door fill in the following fields:

DoorOpener 1

Door opener type - HTTP request to open door

Name DoorQOpener 1

Method |POST v
Address |
Port |
Username |
Password |
|

|

|

URL path
URL parameters

Phone Number

FPK confirmation to open door
|_ Submit | | Reset |

¢ Name (mandatory): freely selectable name for the door opener (can be custom
name or alphanumeric).

¢ Address (mandatory): IP addressor DNSname of the door opener server e.g
10.10.10.1or mydoor.local.net

¢ Port (optional): target port at the server, if it isnot entered 80 isused.

¢ URL path (optional): URL path of the door opener, e.g/doorl/opencommand/

¢ URL parameters (optional): parametersinside the URL path e.g. user=name&a-
auth=123456

¢ Phone Number (optional): associated door phone number, it isused to recognize
ineoming call from doorphone

e FPKconfirmation to open door (optional): confirmation key to open the door,
default value istrue.
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6. Ifthe selected control method isHTTPSrequest to open door fill in the following fields:

DoorOpener 1

Door opener type - HTTPS request to open door

Name DoorOpener 1

Method |POST v)
Address
Port
Username

0

URL path

URL parameters
Phone Number

|
|
|
Password |
|
|
|

FPK confirmation to open door
|_ Submit | | Resat |

« Name (mandatory): freely selectable name for the door opener (can be custom
name or alphanumeric).

¢ Address (mandatory): IP address or DNSnhame of the door opener server e.g
10.10.10.1or mydoor.local.net

¢ Port (optional): target port at the server, if it isnot entered 80 isused.

¢ URL path (optional): URL path of the door opener, e.g /doorl/opencommand/

¢ URL parameters (optional): parametersinside the URL path e.g. user=nameé&a-
auth=123456

¢ Phone Number (optional): associated door phone number, it isused to recognize
ineoming call from doorphone

e FPKconfirmation to open door (optional): confirmation key to open the door,
default value istrue.
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Administration vialocal phone

| === Admin
| -—-System
| -—- Features

| -—— Door opener 1

| -—— Door opener type

|___
|--- call
| [
| —_
| —_
| —_—
HTTP
| —_
| —_
| —_—
| [
| —_
| —_
| —_—
| [
| —_

Disabled

to open door

Name

Phone number

PIN

FPK confirmation to open door
request to open door
Name

Method

Address

Port

Username

Password

URL path

URL parameters

Phone number

FPK confirmation to open door

--—- HTTPS request to open door

(as HTTP request to open door)

--— Door opener 2
(as Door opener

--- Door opener 3
(as Door opener

--- Door opener 4

(as Door opener

Note

1)

1)

1)

If “Direct video” is enabled, the following lines are added at the bottom of the

menu list for each Door opener type.

| -—— Associated Camera

| -—— Automatic Door Video

SYSTEM

OpenScape Desk Phone CP phones support the following security option:

¢ PKI-based SPE (Signaling and Payload Encryption)

The signalling transport main / standby parameter selectsthe protocol to use for signalling. TCP
and TLSare avaliable.
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Certificate validation showswhether the phone certificate used for encrypted logon via TLSis
checked against the certificate on the server (and the level of checking). For configuration see
"Authentication policy" - page 99.

Note For further information on deploying SPE, refer to the manual of the OpenScape
system in use, and to the Deployment Service Administration manual.

Administration via WBM

1. Open System > Security > System.

System
Validate SW upgrade

DoS protection
| Submit |

¢ Validate SW upgrade: validates if the uploaded Phone software is compatible with the
phone.

¢ DoSprotection: activates protection against “Denial-of-service” attacks that may cause
the networkto overload.

Administration vialocal phone
| -—— Administration
| -—— System
| -—- Security

| -—— System

Access control

Administration via WBM

1 Open System > Security > Access control.

Access control

CCE access | Enable v |
Factory reset claw
Serial port |Unavailable v|
WBM TLS interface[ Only latest TLS versions v |
Server TLS interface| All TLS versions v |I
_Submit| [Reset
S

¢ The CCEaccess parameter controls TCP and UDP access for the CCE (CommsChannel
Extender). This affects the operation of the local CTl access, and HPT access. When Dis-
able isselected, both TCP and UDP are disabled. With Enable, there are no restrictions.
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¢ With Factory reset claw, the “hooded claw” keypad mechanism to initiate a factory reset
without requiring an authenticated access can be enabled or disabled.
e The Serial port parameter controlsaccessto the serial port.
= When set to “No password”, aterminal connected to the port can interact with the
phone operating system without restrictions.
= When “Passwd reqd” is selected, the serial port requires a password for access (root
user is not available). When Unavailable is chosen, the serial port isnot accessible.
= Asaprerequisite, the root user needsto create a user and to define a password via
Serial Access, so that access can be granted when the Password required prompt is
issued.
¢ WBM TLSinterface allowsthe web server to support obsolete TLSversions (TLS1.0 and
TLS11)aswell asthe latest versions (current latest version is TLS 1.2). By default the latest
TLSversion isallowed. Other interfaces are not affected by this setting.
e Server TLSinterface allowsthe web server to support obsolete TLSversions (TLS1.0 and
TLS11)aswell asthe latest versions (current latest version is TLS 1.2). By default the latest
TLSversion isallowed.

Administration vialocal phone

| -—— Administration
|-—— System
|--- Security
| -—— Access control

| -—— CCE access

| --- Factory reset claw

| -—— Serial port

| -——— WBM TLS interface

| -—— Server TLS interface
Security log

Acircular security log isused to capture important security specific events. It can be exported as
CSVv datato an external application for analysis.

I Note The security log cannot be disabled.

Administration via WBM

1. Open System > Security > Logging.

Logging
Max. lines 500
Automatic archive to DLS (]
Archive when at | 50% v
Last archived
[ Submit | [Reset |

e The Max. lines parameter definesthe maximum number of entry linesthat can be kept in
the security log before old entries are overwritten by new entries.
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¢ Automatic archive to DLScontrolswhether the log is sent to the DLS. When activated, the
DLSisused to automatically archive the security log so that no log entriesislost.

¢ Archive when at: Thisvalue setsthe trigger for log archiving. Automatic archiving of new
security log entries will occur when the percentage of unarchived entriesin the log isas
specified or more. The value may be set to 0%by both the phone and the DLSand this
value will prevent the phone from archiving or telling the DLSthat it needs archiving.

¢ The security log upload may be accomplished in two ways:

= [f"Automatic archive to DLS'isenabled, if the security log reachesthe threshold %for
unachieved entries, the phone will initiate an upload.

= |f"Automatic archive to DLS'isNOT enabled and the security log reachesthe
threshold %for unachieved entries, the phone only sets the "archive-me"flag, it does
not initiate the archive.
Itisup to the DLSto recognize the flag and initiate an upload.

¢ Last archived showsthe date when the security log was last archived to the DLS.
Administration vialocal phone
| -—— Administration
| -—— System
| -—-- Security
| --- Logging

| -—= Max. lines

| -—— Automatic archive to DLS

| -—— Archive when at

| -——— Last archived

Feature access

Administration via WBM

1. Open System > Features > Feature access.
2. Enable or disable the following features and interfaces:

¢ Blind transfer (see "Blind call transfer" - page 183)

¢ 3rd call leg (consultation from a second call; see user manual)

e Call establish

Callback (see "Callback" - page 191and "Callback URIs" - page 158)
Call pickup (see "Directed pickup" > page 190)

Group pickup (see "Group pickup" - page 186)

Call deflection (see "Deflect a call" > page 184)
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®m Call forwarding (see "Call forwarding (standard)" - page 180)

= Caller ID: Enablesthe user to change the default caller ID when calling via RingCen-
tral APl > 1

= Do notdisturb (see "Do not disturb" - page 186)
¢ Refuse call (see "Allow “Refuse Call™ - page 144)
¢ Repertory dial key (see "Repertory dial" - page 186)
e Ext/intforwarding (see "Call forwarding by call type" > page 181)
¢ Phone booklookups (see user manual)
e DSSfeature (see "Direct Station Select (DSS)" 2 page 216)
¢ BLFfeature (see "BLFkey" > page 195)
¢ Agent feature (see "Call center agent" - page 160)
¢ Video calls (CP710 only, see "Direct video" - page 134)
e CTlcontrol (see "Configuring the uaCSTA interface" > page 163)
¢ Bluetooth (CP710 only, see "Bluetooth interface" - page 49)
¢ USBdevice access (only for phoneswith aUSB port, see "Connectors at the bottom side"
- page 23)
e USBpower using POE (CP710 only, see "Configuring the USB access" - page 174)
¢ Web based manag. (see "Web-based management (WBM)" - page 20)
e Feature toggle (see "Feature toggle" - page 187)
¢ Phone lock (see user manual)
¢ Limited FPK set (see "Free programmable keys' - page 174)


../../../../../../../Content/AdminGuides/SIP/Administration/RingCentral/admin-rc-caller-ID.htm
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Administration vialocal phone

| === Admin
|-—-— System
| -—— Features
|--- Feature access

|--- Call control
|--- Blind transfer
|--= 3rd call leg

--— Call establish
|--- Callback
|--- Call pickup
| --=— Group pickup
|-—— Call deflection
|--- Call forwarding
|-—- Call establish
|-—— Do not disturb
|---— Refuse call
|--- Repertory dial key
|--- Ext/int forwarding

--— Call associated
| -—— Phone book lookups
|--— DSS feature
|--— BLF feature
|--- Agent feature
| -—— Video calls

-—-- CTI
| === CTI control

--— Services
| =—-= Bluetooth
|-—— Web based manag.
|-—— USB device access
| --— USB power using PoE
|-—-— Feature toggle
| -—-= Phone lock
|---— Limited FPK set

Feature configuration

ALLOW “REFUSE CALL”

I This parameter defineswhether the “Refuse Call” feature is available on the phone.
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Note This parameter can also be configured under System > Features > Feature access
(see "Feature access" - page 142).

Administration via WBM

1. Open System > Features > Configuration.

Configuration

General

Emergency number L ]
Voice mail number :

MWI LED (Key & AlertBar v |

Missed call LED (Key & AlertBar v |
Allow refuse ]

Hot/Warm phone (Noaction |

2. Enable or disable “Allow refuse”.

Administration vialocal phone

|-—— Admin
|--- System
| --- Features
| -—— Configuration
| -—— General

|-—— Allow refuse
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HOT ORWARM PHONE

Administration via WBM

1. Open System > Features > Configuration.

Configuration

General

Emergency number

Voice mail number [123456 |
MWTI LED AlertBar only v
Missed call LED
AlertBar LED hint ]
Allow refuse ]
Hot/Warm phone

Hot/Warm destination
Initial digit timer (seconds)
Allow uaCSTA

Server features

Not used timeout (minutes)
Transfer on hangup
Bridging enabled

Dial plan enabled

FPK program timer

w
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Selected Dial Action on calls
DSS monitored O
Show icon for all forwarding types O
Automatic key module switchback
Simultaneous key module switching
Use simple CallLog O
Allow user downloads

BLF alert

Group pickup alert Ring burst v

Group pickup tone interval [15 |
Group pickup visual alert Prompt v
MLPP ringer
Callback ringer
Impact level ringer

Bluetooth
Enable bluetooth interface

Call recording

Recorder address

Recording mode Disabled ~

Audible notification Off v
Submit [ Reset |

If the phone isconfigured as hot phone, the number specified in “Hot warm destination” is dialed
immediately when the user goes off-hook. For this purpose, Hot or warm phone must be set to
"Hot phone". If set to "Warm phone", the specified destination number is dialed after a delay
which isdefined in “Initial digit timer (seconds)” (also refer to "Initial digit timer" - page 147).

During the delay period, the user can dial anumber which isused instead of the hot/ warm des-
tination. In addition, the user is provided with a dial tone during the delay period. With the setting
"No action", hot phone or warm phone functionality is disabled.



Administration 147

Administration vialocal phone

| === Admin
|-—— System
| -—- Features
|--- Configuration
| -—— General
| -—- Hot / warm phone
| -—— Hot / warm destination

|-—— Initial digit timer

INITIAL DIGIT TIMER

Thistimer is started when the user goes off-hook, and the dial tone sounds. When the user has
not entered a digit until timer expiry, the dial tone isturned off, and the phone changesto idle
mode. The “Initial digit timer (seconds)” parameter definesthe duration of thistime span.
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Administration via WBM

1. Open System > Features > Configuration.

Configuration

General

Emergency number
Voice mail number [123456
MWI LED AlertBar only

Missed call LED AlertBar LED v
AlertBar LED hint
Allow refuse
Hot/Warm phone No action
Hot/Warm destination
Initial digit timer (seconds)
Allow uaCSTA
Server features
Not used timeout (minutes)
Transfer on hangup
Bridging enabled
Dial plan enabled
FPK program timer
Selected Dial Action on calls No action
DSS monitored
Show icon for all forwarding types
Automatic key module switchback
Simultaneous key module switching
Use simple CallLog
Allow user downloads

w
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BLF alert
Group pickup alert Ring burst
Group pickup tone interval

Beep

-

Group pickup visual alert Prompt
MLPP ringer

Callback ringer

Impact level ringer

Bluetooth
Enable bluetooth interface
Call recording

Recorder address

Recording mode Disabled ~
Audible notification Off v

Submit Reset

Administration vialocal phone

| === Admin
|-—— System
| -—— Features
| -—— Configuration
| -—— General

|-—— Initial digit timer
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SHOW FORWARDING ICON

Administration via WBM

1. Open System > Features > Configuration.

Configuration
General

Hot/Warm destination
Initial digit timer (seconds)

Not used timeout (minutes)

Selected Dial Action on calls

Show icon for all forwarding types
Automatic key module switchback

Alerting

Group pickup tone

Bluetooth

Call recording

Submit

Simultaneous key module switching
Use simple
Allow user downloads

Group pickup visual alert

Enable bluetooth interface

Emergency number L
Voice mail number
MWI LED
Missed call LED
AlertBar LED hint O
Allow refuse ]
Hot/Warm phone
L ]
o
Allow uaCSTA O
Server features ]
[
Transfer on hangup (]
Bridging enabled (]
Dial plan enabled ]
FPK program timer
DSS monitored ]
O
CallLog o
BLF alert
Group pickup alert
interval
MLPP ringer
Callback ringer v
Impact level ringer
Recorder address [
Recording mode
Audible notification

The parameter “Show icon for all forwarding types” enables a call forwarding icon on the display
for any type of call forwarding. If disabled, only “Forwarding conditional” isindicated by the icon.

¢ Values: Enabled or disabled
¢ The default is disabled.

Administration vialocal phone

| ——— Admin
|--- System
| -—— Features
| === Conf

iguration

| -—- General

|-—- Show icon for all forwarding types

ALLOW USERDOWNLOADS

Administration via WBM

1. Open System > Features > Configuration.
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Configuration

Emergency number

Voice mail number [123456
MWTI LED AlertBar only ~
Missed call LED AlertBar LED v
AlertBar LED hint
Allow refuse
Hot/Warm phone No action
Hot/Warm destination
Initial digit timer (seconds)
Allow uaCSTA
Server features
Not used timeout (minutes)
Transfer on hangup
Bridging enabled
Dial plan enabled
FPK program timer
Selected Dial Action on calls No action
DSS monitored
Show icon for all forwarding types
Automatic key module switchback
Simultaneous key module switching

Use simple CallLo
I Allow user downloads I

The Allow user downloads parameter controls whether users can download files.

L
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If this option isdisabled, the three file transfer options—Sideshow Images, Avatar images, Ring-
tones, and Contactstransfer —are not available in the User Settings area of the phone’s Web-
Based Management (WBM). In this case, the user cannot transfer files from their PC to the
phone.

¢ Values: Enabled or disabled
¢ The default isenabled.

Administration vialocal phone

| === Admin
|-—— System
| -—- Features
| --- Configuration
|-—- General

|---— Allow user downloads
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REDIAL ORIGINAL FORWARDED

Administration via WBM

Configuration

General

Emergency number \ |

Voice mail number [123456 |
MWI LED [ AlertBar only v
Missed call LED [AlertBar LED v|
AlertBar LED hint O
Allow refuse O
Hot/Warm phone [ No action v|
Hot/Warm destination |
Initial digit timer (seconds) [30 |
Allow uaCSTA O

Server features

Not used timeout (minutes) [2 v
Transfer on hangup O
Bridging enabled O
Dial plan enabled O

FPK program timer [On v

Selected Dial Action on calls [ No action v]
DSS monitored O
Show icon for all forwarding types O
Automatic key module switchback
oo

Simulta
Redial original forwarded

The parameter “Redial original forwarded” controls the display order and redial behavior for for-
warded outgoing calls. If enabled, it moves the originally called entry above the connected party
entry in the Conversationslist and ensures the Redial function callsthe originally dialed number
instead of the forwarded destination.

¢ Values: Enabled or disabled
¢ The default is disabled.

Administration vialocal phone

| -—— Admin
|-—— System
| --— Features
| --- Configuration

| ——— General

|-—- Redial original forwarded

MULTIPLE-PARTY CONFERENCE CALL

As an administrator, you must explicitly allow phonesto use Multi Party Conference (MPC) func-
tionality.

Prerequisite: The SIP Server type isset asOSV or Zoom.
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Administration via WBM

1. Open System > Features > Addressing.

Addressing

General
MW server URI

Conference | |

Group pickup URI | |

Directed pickup URI | |

| |

| |

| |

Callback: FAC
Callback cancel all

BLF pickup code

BLF resource list URI

2. Inthe Conference field, enter the value *96 to enable conference functionality on the
phone devices.

3. Assign an FPKto the Conference feature (ID=22).

GROUP PICKUP

Note Thisfeature is only available when enabled in System > Features > Feature access
(see "Feature access" > page 142).

Feature code

Thisfeature allows a user to answer a call from any alerting phone that isin the same pickup
group.

¢ The phone must be assigned to a pickup group on OpenScape Voice.

¢ The phone must be displaying a group pickup alert to pick up the call. (If this alert isnot dis-
played, pressthe corresponding pickup key.)

¢ The corresponding URI of the call pickup group service provided by the server is con-
figured on the phone.

An example pickup URIis"**3" (see "Pickup alert" = page 153 for options on visual and audible
indication).
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Administration via WBM

1. Open System > Features > Addressing.

Addressing

General
MW server URI

Conference | |

Group pickup URI | |

Directed pickup URI | |

| |

| |

| |

Callback: FAC
Callback cancel all

BLF pickup code

BLF resource list URI

Note The BLF pickup code parameter is only relevant when the phone isconnected to
an Asterisk or RingCentral server.

The RingCentral Group Pickup makesit possible to be a part of more than one group, and each
of them can be configured per specific key (see "BLFkey" - page 195).

Pickup alert

If desired, an incoming call for the pickup group can be indicated acoustically and visually if
Group pickup visual alert is configured.

Administration via WBM

1. Open System > Features > Configuration.

Alerting

BLF alert (Beep  ~|

Group pickup alert [Ring burst |

Group pickup tone interval
Group pickup visual alert |:Pr0mm:—*':|
MLPP ringer v

Callback ringer v

Impact level ringer v

The “Group pickup tone allowed” parameter activates or deactivates the generation of an acous-
tic signal forincoming pickup group calls.

¢ The default is active.

¢ If enabled, “Group pickup alert” determinesif the current ring tone or an alert beep isused
and a pickup group call is signaled by a short ring tone; the currently selected ring tone is
used.

e |f disabled, apickup group call is signaled by an alert tone.
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Depending on the phone state and the setting for “Group pickup alert”, the group pickup tone
comesfrom the loudspeaker, the handset, or the headset. The volumes can be set in the local
user menu, in “Audio > Volumes”. The following table showsthe group pickup alert behavior for
each possible scenario:

Phone state

Group pickup as
ringer enabled

Group pickup as
ringer disabled

Ring tone
Idle Beep speaker
speaker
Ring tone
Handset Beep Handset
speaker
Beep
Handset open Beep Handset
. listening and speaker Handset and
Ringer on
speaker
In call
Ring tone
Headset Beep headset
speaker
Headset open Beep headset Beep headset
listening and speaker and speaker
Hands-free Beep speaker Beep speaker
Idle Nothing Nothing
Handset Nothing Beep Handset
Handset open Beep Handset Beep Handset
listening and speaker and speaker
Ringer off
In call Headset Nothing Beep headset

Headset open
listening

Beep headset
and speaker

Beep headset
and speaker

Hands-free

Beep speaker

Beep speaker

Group pickup visual alert definesthe user action required to accept a pickup call.

e |f Promptisselected, an incoming pickup call is signaled by the “Pickup call” prompt on
the display and by the flashing pickup key. As soon asthe user goes off-hook or presses
the speaker key, the pickup call isaccepted. Alternatively, the user can pressthe cor-
responding function key, if configured.
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¢ |f Notify is selected, an incoming pickup call is signaled by the “Pickup call” prompt on the
display and by the flashing Pick up key. To accept the call, the user must confirm the alert
by pressing OK or by pressing the flashing pickup key.

e If “FPKonly” (default setting) is selected, an incoming call is signaled only by the flashing
pickup key. To accept the call, the user must pressthe flashing Pick up key. “Pickup call”is
shown on the display, and the user can either lift the handset or press the speaker key or
the headset key to accept the call.

Administration vialocal phone

|-—— Admin
|--- System
| --- Features
| -—— Group pickup

| -—— Group pickup tone

| -——— Group pickup as ringer
| -—— Group pickup visual

CALL TRANSFER

Transfer on ring

If this function is active, a call can be transferred after the user has dialed the third participant’s
number, but before the third party has answered the call.

I Note Thisfeature is enabled or disabled in the User menu.

Administration via WBM
1 Open User > Configuration > Outgoing calls.

Outgoing calls

Autodial delay (seconds) |6
Callback

Busy when dialling
Transfer on ring

Immediate dialling
| Submit |

R < BB

=
(4]
m
e

¢ The default is"Yes".
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Administration vialocal phone

| -—- User
| --- Configuration
| --- Outgoing calls

|--- Transfer on ring

Transfer on hang-up

Thisfeature appliesto the following scenario: While Aistalking to B, C calls A. Aacceptsthe call,
so Bison hold and the call between Aand C is active. If Transfer on hangup is enabled, and A
goeson-hook, B getsconnected to C. If disabled, C isreleased when Ahangs up, and Ahasthe
possibility to reconnect to B.

By default, the feature is disabled.
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Administration via WBM

1. Open System > Features > Configuration.

Configuration

General

Emergency number
Voice mail number [123456
MWI LED AlertBar only

Missed call LED AlertBar LED v
AlertBar LED hint
Allow refuse
Hot/Warm phone No action
Hot/Warm destination
Initial digit timer (seconds)
Allow uaCSTA
Server features
Not used timeout (minutes)
Transfer on hangup
Bridging enabled
Dial plan enabled
FPK program timer
Selected Dial Action on calls No action
DSS monitored
Show icon for all forwarding types
Automatic key module switchback
Simultaneous key module switching
Use simple CallLog
Allow user downloads
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BLF alert
Group pickup alert Ring burst
Group pickup tone interval

Beep

-

Group pickup visual alert Prompt
MLPP ringer

Callback ringer

Impact level ringer

Bluetooth
Enable bluetooth interface
Call recording

Recorder address

Recording mode Disabled ~

Audible notification Off v

Submit Reset

2. Enable or disable “Transfer on hangup”.

Administration vialocal phone

| === Admin
|-—- System
| -—- Features
| -—— Configuration
| -—- General

| -—— Transfer on hangup
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CALLBACKURIS

The callback option allowsthe user to request a callback on certain conditions. The callback
request is sent to the SIP server. The callback action depends on the state of the remote phone:
it requests a callback if the line isbusy, i. e. if there isa conversation on the remote phone. It
requests a callback when the call isnot answered, i. e. if the handset is not picked up or the call is
not accepted in any other way.

Note The callback feature can be enabled or disabled in System > Features > Feature
access (see "Feature access" > page 142).

Administration via WBM

1 Open System > Features > Addressing.

Addressing

General

MW server URI

Conference

| |
Group pickup URI | |
Directed pickup URI | |
| |

| |

| |

Callback: FAC
Callback cancel all

BLF pickup code

BLF resource list URI

¢ Callback: FAC: Access code that is sent to the server for all kinds of callback.
e Callback cancel all: Access code for canceling all callback requests on the server.

Administration vialocal phone

|-—— Admin
|--- System
| --- Features
| -—— Addressing
| -—— Callback: FAC
|-—- Callback: Cancel all
MESSAGE WAITING ADDRESS

The MWI (Message Waiting Indicator) is an optical signal which indicates that voice mail mes-
sages are on the server. Depending on the SIP server / gateway in use, the Message waiting
server address, that is the address or host name of the server that sends message waiting noti-
ficationsto the phone, must be configured.

With OpenScape Voice, this setting is not typically necessary for enabling MWI functionality.



Administration

159

Administration via WBM

1. Open System > Features > Addressing.

Addressing

General
MW server URI

Conference | |

Group pickup URI | |

Directed pickup URI | |

Callback: FAC | |

| |

| |

Callback cancel all

BLF pickup code

BLF resource list URI

Administration vialocal phone

| -—— Admin
|-—— System
| --— Features

| --=- Addressing

|-—— MWI server URI

SYSTEM-BASED CONFERENCE CALL

The Conference URI provides the number or URI used for system based conference calls, which

can involve 3to 16 members.

I Note Thisfeature isnot available on every system.

Administration via WBM

1. Open System > Features > Addressing.

Addressing

General

MW server URI

Conference

Group pickup URI
Directed pickup URI
Callback: FAC
Callback cancel all

BLF pickup code
BLF resource list URI

e

Enter the conference URI or number in “Conference”.
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Note Itisrecommended not to enter the full URI, but only the user part. For instance,
enter "123", not "123@SIP SERVER ADDRESS'. A full addressiin this place might
cause a conflict when OpenScape Desk Phone CP uses multiple nodes.

RTCP-XR SERVER

The RTCP-XR (Real Time Control Protocol Extended Reports) transmits voice quality reports
after the conclusion of acall.

Administration via WBM

1 Open System > Features > Addressing.

RTCP-XR server

RTCP-XR server URI |

RTCP-XR server port |EI |
| Submit | | Reset |

¢ RTCP-XRURI: URI to be used for transmitting voice quality reports after the conclusion of
acall.

e RTCP-XRport: Port value of RTCP-XR server.

If RTCP-XR port value is not configured or is empty, the RTCP-XR port value istaken from the
SIP server port value.

CALL CENTERAGENT

Administration via WBM

1. Open System > Features > Feature access.

Call associated

Phone book lookups
DSS feature

BLF feature

O

Agent feature

2. Enable Agent Feature.
3. Click Submit.
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4. Open System > Features > Configuration.

Configuration

General

Emergency number
Voice mail number [123456
MWI LED AlertBar only

Missed call LED AlertBar LED v
AlertBar LED hint
Allow refuse
Hot/Warm phone No action
Hot/Warm destination
Initial digit timer (seconds)
Allow uaCSTA
Server features
Not used timeout (minutes)
Transfer on hangup
Bridging enabled
Dial plan enabled
FPK program timer
Selected Dial Action on calls No action
DSS monitored
Show icon for all forwarding types
Automatic key module switchback
Simultaneous key module switching
Use simple CallLog
Allow user downloads

w

BLF alert Beep
Group pickup alert Ring burst
Group pickup tone interval
Group pickup visual alert Prompt
MLPP ringer
Callback ringer

Impact level ringer

-
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Bluetooth
Enable bluetooth interface

Call recording

Recorder address

Recording mode
Audible notification

Submit Reset

5. Enable Server features.
6. Click Submit.
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Administration vialocal phone

| === Admin
|-—-— System
| -—— Features
|--- Feature access
|--- Call associated
|--— Agent feature
--- Configuration
| -—= General

|--— Server features

Broadsoft agent log-on / log-off

Note Thisfeature is available only on OpenScape Desk Phone CP410 and CP710
phones.

Afeature key called "Broadsoft Call Center" can be configured by the admin. This key can be
assigned to an attached key module.

Note Configuring the key uses a server feature that is activated at the server. The server
type must be set to “Broadsoft” (see "SIP registration” = page 113).

Administration via WBM

1. Open System > Features > Key module (x).
2. Select akeyitem that has not been associated with afunction.
3. Select “Broadsoft Call Center” and click Edit.

Xsi Call Center Name

Key label 3
Call Center Name
Call Center Related Line

[ submit | [ Reset |
—— —

4. Provide aname for the “Key label”. Depending on the key module, the key label can be
printed (KM410) or is displayed on the screen (KM710) of the attached key module.

5. Name the call center.

6. Reference aline configured with an XSl user name for the specific call center based on
the index of the configured line key (see "Line key configuration" - page 208). For
example, the first key on the key module hasthe index "1"and so on.

7. Click Submit.
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SERVER-BASED FEATURES

Note The server features parameter, despite the name similarity, is not related to the
server feature functionality as described in "Server feature" - page 195.

The use of server based call forwarding and server based DND can be enabled or disabled. When
phone based DND and phone based call forwarding is used, Server features must be deac-
tivated. Thisisthe default setting.

For using server based Call Forwarding or server based DND, it must be activated.

Note Server features is deactivated automatically if System > Registration > Server type
is set to "HIQ8000" (see "SIP registration" - page 113).

Itisrecommended to set Server features when setting up the phone, and avoid further
changes, as possible.

CONHGURING THEUACSTA INTERFACE

User Agent CSTA (uaCSTA)isalimited subset of the CSTA protocol, which allows external CTI
applicationsto interact with the phone viathe OpenScape Voice server.

Note Accessto the users “CTI calls” menu in User > Configuration >Incoming Calls
can be allowed or disallowed (see "Feature access" - page 142).

If “Allow uaCSTA" is enabled, applications that support the uaCSTA standard will have accessto
the OpenScape Desk Phone CP phone.
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Administration via WBM

1. Open System > Features > Configuration.

Configuration

General

Emergency number

Voice mail number

MWTI LED

Missed call LED

AlertBar LED hint

Allow refuse

Hot/Warm phone

Hot/Warm destination

Initial digit timer (seconds)

Allow uaCSTA

Server features

Not used timeout (minutes)
Transfer on hangup

Bridging enabled

Dial plan enabled

FPK program timer

Selected Dial Action on calls

DSS monitored

Show icon for all forwarding types
Automatic key module switchback
Simultaneous key module switching
Use simple CallLog

Allow user downloads

BLF alert

Group pickup alert

Group pickup tone interval
Group pickup visual alert
MLPP ringer

Callback ringer

Impact level ringer

Bluetooth
Enable bluetooth interface
Call recording

Recorder address
Recording mode
Audible notification

Submit

]

[123456
AlertBar only
AlertBar LED -

No action

w

No action

Beep
Ring burst

-
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Disabled -
Off hd

Reset

2. Enable “Allow uaCSTA".
3. Click Submit.

Administration vialocal phone

| === Admin
|-—— System
| -—— Features
| -—— Configuration

| -—— General

Allow uaCSTA
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External CSTA server configuration

If adifferent CSTA server must be configured, there is a possibility to do it via WBM.

Administration via WBM

1. Open System > Registration.

Server address

Server port

|. Submit | | Reset |

2. Enterthe CSTAserver IP address and port number.
¢ Default port number: “5060".
3. Click Submit.

CONHGURING THELOCAL MENU TIMEOUT

The timeout for the local user and admin menu is configurable. When the time interval is over,
the menu isclosed and the administrator or user islogged out. The timeout may be helpful in
case auser doesalong presson aline key unintentionally, and thereby invokes the key con-
figuration menu. The menu will close after the timeout, and the key will return to normal line key
operation.

Note The current position in the user or admin menu is kept in case the user or admin
has exited the menu, e.g. for receiving a call. Thus, if the user or admin re-enters
the menu before the time-out, he isdirected to that submenu, or parameter,
which he has been editing before.
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Administration via WBM

1. Open System > Features > Configuration.

Configuration

General

Emergency number
Voice mail number [123456
MWI LED AlertBar only

Missed call LED AlertBar LED v
AlertBar LED hint
Allow refuse
Hot/Warm phone No action
Hot/Warm destination
Initial digit timer (seconds)
Allow uaCSTA
Server features
Not used timeout (minutes)
Transfer on hangup
Bridging enabled
Dial plan enabled
FPK program timer
Selected Dial Action on calls No action
DSS monitored
Show icon for all forwarding types
Automatic key module switchback
Simultaneous key module switching
Use simple CallLog
Allow user downloads

w

BLF alert
Group pickup alert Ring burst
Group pickup tone interval

Beep

-
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Group pickup visual alert Prompt
MLPP ringer

Callback ringer

Impact level ringer

Bluetooth
Enable bluetooth interface
Call recording

Recorder address

Recording mode Disabled ~
Audible notification Off ~
Submit [Reset |

2. Selectthe timeout.
¢ Thetimeout rangesfrom 1to 5 minutes.
e The default value is 2 minutes.

3. Click Submit.
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Administration vialocal phone

| === Admin
|-—— System
| -—- Features
| -—— Configuration
| -—— General

|-—— Not used timeout

CALL RECORDING

Call recording is possible for OpenScape Desk Phone CP using an “ASC Voice Recorder”. The
implementation is similar to alocal conference, with the recording device acting as the third con-
ference member. To start recording, the phone callsthe recording device and providesit with
the mixed audio data. Unlike atrue local conference, the call used for recording can not trans-
port audio from the recording device to the phone.

Administration via WBM

1 Open System > Features > Configuration.

Call recording

]

Recorder address

Recording mode | Disabled v
Audible notification | Repeated v
| Submit | | Reset |

¢ With the Recorder address/ Recorder number parameter, the SIP address of the call
recorder is specified.
e With the Call recording mode / Recording Mode parameter, the behavior of the feature is
determined:
= "Disabled"; The user cannot turn recording on.
= "Manual™ The user starts and stopsrecording manually using the menu or a free pro-
grammable key. Call recording stays enabled when the phone returnsto idle mode.
= “Auto-start™ The recording starts automatically for each call. The user can stop it
manually only during a call. When the call ends, call recording is automatically avail-
able for the next call.
= "All Calls": The recording starts automatically for all recordable calls; the user can not
stop the recording manually.
® "One call": The user starts and stops recording manually during a call using the menu
or afree programmable key. When the call finishes, call recording is automatically
turned off again.
e The Audible indication / Audible Notification parameter determinesif and how the parties
in acall are informed when acall isbeing recorded:
= "Off": No audible indication is given.
® "Single-shot™ Asingle audible indication is given when recording commencesor
resumes.
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= "Repeated" An audible indication is given when recording commences or resumes,
and repeated periodically during the recording.

Administration vialocal phone

| === Admin
|-—— System
| -—- Features
|--- Configuration
|-—- Call Recording
|-—— Recorder number
|--— Recorder mode
|--- Audible notification
ROLLOVER VISUAL ALERT
Note Thisfeature is available only on OpenScape Desk Phone CP410 and CP710
phones.

Thisfeature allows user to have avisual indication of rollover calls so that the user can directly
see the call related information. Arollover call isone that has been received on aphone that is
busy with a call on adifferent line, e.g. the call may have been routed from abusy line to another
line on the same phone.

Administration via WBM

1. Open System > Features > Keyset operation.

Keyset operation

Rollover ring ' alert beep v
Rollover visual alert ' no indication v |
LED on registration
Originating line preference idle line v |
Terminating line preference ' ringing line v
Line action mode hold v
Reservation timer (seconds) 60 |
Forwarding indicated O
S [Reset]
——— —

¢ No indication (default): when "Rollover visual alert"is set to "no indication", the phone
doesnot provide any visual indication of an incoming rollover call on the main display.

¢ available for the next call: when "Rollover visual alert"is set to "visual alert", the phone will
provide avisual indication in form of a sausage-shaped notification on the bottom of the
current screen for an incoming rollover call.

The information provided to the user on a single incoming rollover call:
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¢ Line key label on the left side
¢ Remote party information on the right side

The information provided on multiple incoming rollover calls:

¢ The amount of incoming calls

LANDING SCREEN

Note Thisfeature is available only on OpenScape Desk Phone CP410 and CP710
phones.

Based on defined trigger conditionsthe phone may automatically show one of the following
screens asthe landing screen (i.e. top of the Ul stack):

e Conversation list
¢ Favourites
¢ Main menu

I Note The default landing screen is “Conversations’”.

Administration via WBM

1 Open User >Phone > Display.

Brightness | Default
Key module brightness | Default
Landing screen | Main menu
Key module text level Conversations

|. Submit | Favourites

Main menu

2. Selectthe landing screen.

DSSMONITORING

If “DSSmonitored” is enabled on asingle line phone, the single line phone can monitor other
phonesusing a DSSkey, so the monitoring phone does not have to be configured or behave asa

multiline phone.
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Administration via WBM

1. Open Admin > System > Features > Configuration.

Configuration

General

Emergency number
Voice mail number [123456
MWI LED AlertBar only

Missed call LED AlertBar LED v
AlertBar LED hint
Allow refuse
Hot/Warm phone No action
Hot/Warm destination
Initial digit timer (seconds)
Allow uaCSTA
Server features
Not used timeout (minutes)
Transfer on hangup
Bridging enabled
Dial plan enabled
FPK program timer
Selected Dial Action on calls No action
DSS monitored
Show icon for all forwarding types
Automatic key module switchback
Simultaneous key module switching
Use simple CallLog
Allow user downloads

w

BLF alert
Group pickup alert Ring burst
Group pickup tone interval

Beep

-

w ) ) (=]
=
Iul <] == 0o0o| |00 0o
< < € <€ £ L4 L4

Group pickup visual alert Prompt
MLPP ringer
Callback ringer
Impact level ringer

Bluetooth
Enable bluetooth interface

Call recording

Recorder address

Recording mode Disabled ~
Audible notification Off v
| Submit | [ Reset |
2. Enable “DSSmonitored”.
3. Click Submit.
BRIDGED CALL APPEARANCE

The “Bridged Call Appearance” (BCA) feature allows you to use multiple appearances of the line
and handle multiple callson the same line when connected to a RingCentral server.
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A CP phone can be configured with the use of Multiple Call Arrangement (MCA) can have mul-
tiple line keys (up to six, depending on hardware), where all of the line keys (MCA keys) have the
same E164 number configured. The BCAisan enhancement of the existing MCA that allowsthe
use of shared lines and multiple BCA keys can have the same URI (also refer to "Multiple call
arrangement” - page 222).

Administration via WBM

1. Open System > Registration > SIP Session.

Session timer enabled O
Session duration (seconds)
Registration timer (seconds)
Subscription timer (seconds)
Refresh minimum (seconds) D
Server type (0Svoice |
Realm L 1
User ID
Password
MLPP base ol |
MLPP domain (dsmtuc v
Other domain l—\

2. Set“Subscription timer”to 3600.
3. Setthe "Server Type"to “RingCentral”.
4. Click Submit.

MWI LED

This configurable item isadded to the administrator settings to allow the administrator to control
how new voice mails are indicated to the user: viathe LED of the mailbox keym only, viathe

AlertBar LED only, or via both LEDs.

Administration via WBM

1. Open System > Features > Configuration.

Configuration

General

Emergency number ]
Voice mail number :

MWTI LED [Key & AlertBar v |
Missed call LED [Key & AlertBar v |
Allow refuse O

2. For MWI LED, select one of the following options:
e "Key only" (default)
¢ "Key & AlertBar"
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e "AlertBar only"

Administration vialocal phone

| === Admin
|-—-— System
| -—— Features
|--- Configuration
|-—— MWI LED

MISSED CALL LED

This configurable item is added to the administrator settingsto allow the administrator to control
how new missed calls are indicated to the user via LEDs on the phone: viathe LED of the mail-
box keym only, viathe AlertBar LED only, viaboth LEDs, or no LED indication.

Administration via WBM

1 Open System > Features > Configuration.
Configuration

General

Emergency number L ]
Voice mail number :

MWI LED [Key & AlertBar v |

Missed call LED [Key & AlertBar v |
Allow refuse a

Hot/Warm nhone [Noaction v |

2. For“Missed call LED”, select one of the following options:
¢ "Key only" (default)
e "Key & AlertBar"
e "AlertBar only"
¢ "No LED"

IMPACT LEVEL NOTIFICATION

Communicationsfor the Public Sector Network (PSN) is seen as originating from or terminating
to zoneswith differing 'impact' levels (the impact level indicates how the phone user should
handle the call conversation). The purpose isto notify the userswhen they are connecting orin a
call where another party in the call isin alower Impact Level (IL) zone.

Thisfeature uses a Ul mechanism to notify or remind the phone user that the call may require
special treatment. Thisinvolves special icons, text indications, and special audio (ringer or tone
as appropriate). There are no restrictions on call handling as aresult of any special status for the
call.
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Thusthe Impact Level Notification feature only involves Ul changes that are triggered by receiv-
ing new SIP headers and affects the following:

e Promptspresented to alert forincoming calls

¢ Promptspresented to monitor progress for outgoing calls
¢ Connected call displays

¢ Call scenariosinvolving multiple calls

¢ Retrieving aheld call

However, since there are no call restrictions explicit for the “Impact Level Notification” feature
the solution needsto consider some additional scenarios:

e Group pickup

¢ Directed pickup

e Callback

e CTlaction

¢ Shared lineson a keyset

Thisfeature cannot be turned off at the phone since it isdriven solely by the OSV.

The OSVisresponsible for being aware of the impact level of the phone (the phone does not
have control of itsown level) and the impact levels of all other endpoints that are participating in
acall with the phone. The OSV usesthisinformation to signal (viaanew SIP header) the phone
when the call isto be treated asfrom alower impact level. It does this during the start of acall or
anytime during a call.

Administration via WBM

1. Open System > Features > Configuration.

Alerting

BLF alert Beep v

Group pickup alert [ Ring burst v ]

Group pickup tone interval
Group pickup visual alert [ Prompt = j|
MLPP ringer [ v

Callback ringer v

Impact level ringer ( v

2. Selectthe Impact level ringer.

The phone playsthe configured Impact Level Notification ringer when the call isfrom alower
impact level. The ringer must be configured in the ringer setting table (see "Ringer setting" >
page 233).

¢ Impact level ringer: Identifies one of the named distinctive ringersto be used in place of
the normal ringer for callsfrom alower impact level. Value range: the offered values are
those defined in "Ringer Settings" > Distinctive", e.g. "Bellcore-dr1" or any arbitrary name.
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Administration vialocal phone

| === Admin
|--- System
| -—- Features
|--- Configuration
|--- Alerting

|--- Lower IL ringer

CONHGURING THEUSB ACCESS

Note Configuring the USB accessis possible only for phoneswith a USB port (see
"Connectors at the bottom side" > page 23).

Administration via WBM

1 Open Admin > System > Features > Feature access.

Services

Bluetooth
USB device access
USB power using PoE |120mA {up to 4 KMs) v
Web based manag. RELIELLD)
Feature toggle L200mAlupto 2 Kis)

Phone lock
Limited FPK set | No limitation v

2. In“Services’, enable “USB device access’”. When enabled, the user is able to use the USB
port for communication and data exchange (see "How to connect the phone via USB Wi-
H dongle" - page 29).

3. Select “USB power using POE"to configure the power supply optionswhen powering the
phone via POE. The power supply via PoEislimited and can only supply the following com-
binationswhen USB is enabled (refer to "How to connect the phone via LAN cable" >
page 27).

¢ When the power supply for the USB port isset to 120 mA, up to 4 key modules can
be connected.

¢ When the power supply for the USB port isset to 500 mA, only up to 2 key modules
can be connected.

4. Click Submit.

Free programmable keys
The key programming can be accessed viathe WBM, viathe local phone and viaDLS/ DMS.

e The OpenScape Desk Phone CP710 comeswith 12 free programmable keys with LED
(red / green/ amber), all of which can be programmed on two separate levels. The 6 first
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programmable keys are permanently displayed on the left panel. The 6 last pro-
grammable keys are available in “Favorites”. The number of programmable keys can be
increased by attaching one or more OpenScape key modulesto the phone, with up to
four KM710 providing 12 FPKs each or up to four KM410 providing 16 FPKs each.

¢ The OpenScape Desk Phone CP410 phone provides 16 free programmable keys (FPKs)
when akey module isnot plugged in, which can be associated with special phone func-
tions. These are called ,Phone keys". Alternatively, the OpenScape Desk Phone CP410
can have up to four key modules KM410 providing 16 FPKs each, or up to four KM710
providing 12 FPKs each.

¢ The OpenScape Desk Phone CP210 phone providesfour free programmable keys (FPKSs).
Thisis called ,Phone keys".

¢ The OpenScape Desk Phone CP110 phone providesthree free programmable keys
(FPKs). These are called ,Phone keys".

HOW TO CONHGURE FREE PROGRAMMABLE KEYS

Free programmable keys (FPKs) can be configured viathe WBM.

e The following screen showsthe setting on a CP710 phone.
e The same menu item on CP410 has a different name and allows for 16 keys.

¢ The same menu item for CP210 & CP110 is also different and allows up to 4 or 3 keys
respectively

Administration via WBM

1. Open System > Features > Permanent Favourites.

Permanent Favourites

@ To assign a new function to a key, select from the
drop down list box. To view or modify the parameters
associated with the key, use the Edit button.

Page 1 Key Page 2
| Unallocated ~ | |E| 1 | Unallocated ~ | |@|
| Unallocated ~ | |E| 2 | Unallocated ~ | |E|
| Unallocated ~ | |E| 3 | Unallocated ~ | |@|
| Unallocated ~ | |E| 4 | Unallocated w | |E|
| Unallocated ~ | |E| 5 | Unallocated ~ | |@|
| Unallocated ~ | |E| 0 | Unallocated ~ | |E|
| Unallocated ~ | |E| 7 | Unallocated ~ | |@|
| Unallocated ~ | |E| 8 | Unallocated ~ | |@|
| Unallocated ~ | |E| 9 | Unallocated ~ | |@|
| Unallocated ~ | |E| 10 | Unallocated ~ | |@|
| Unallocated ~ | |@| 11 | Unallocated ~ | |@|
| Unallocated ~ | |E| 12 | Unallocated ~ | |@|

2. To assign anew function to akey, select afunction from the drop down list.
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3. To view or modify the parameters associated with the key, click Edit.
4. After editing the selected key, save the changes.

KEY MODULE SETTINGSFORBROADSOFT

I Note Thisfeature is available only on OpenScape Desk Phone CP410.

The “Favourites” screen is displayed permanently even when key modules are attached, with an
independent set of 12 programmable keys. These keys are not associated with any of the keyson
any key modules. When Favouritesis configured thisway, it isreferred to as “Permanent Favour-
ites”.

Permanent Favouritesis available when the phone isin Broadsoft mode. If “Server Type” is set
to “Broadsoft”, the Permanent Favouritesis enabled.

I Note This condition will not check if phone isindeed connected to a Broadsoft server.

Administration via WBM

1. Open System > Features > Permanent Favourites.

Permanent Favourites

@ To assign a new function to a key, select from the
drop down list box. To view or modify the parameters
associated with the key, use the Edit button.

Page 1 Key Page 2
[nallocated | [Edit| 1 [unallocsted v | [edt]
| Unallocated v | |E| 2 | Unallocated v | |E|
| Unallocated w | |@| 3 | Unallocated ~ | |@|
| Unallocated ~ | |E| 4 | Unallocated ~ | |E|
| Unallocated W | |E| 5 | Unallocated ~ | |@|
| Unallocated w | |@| [ | Unallocated ~ | |@|
| Unallocated ~ | |E| 7 | Unallocated ~ | |E|
| Unallocated ~ | |E| 8 | Unallocated ~ | |@|
| Unallocated v | |@| 9 | Unallocated v | |E|
| Unallocated v | |E| 10 | Unallocated v | |E|
| Unallocated w | |@| 11 | Unallocated ~ | |@|
| Unallocated ~ | |E| 12 | Unallocated ~ | |E|

¢ To assign anew function to a key, select from the drop-down list box.
¢ To view or modify the parameters associated with the key, click Edit.
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ENABLING "LONG PRESS' FOR FPKS

I Note The long press feature isenhanced for the CP210.

Prerequisites

At the phone, the configuration menu for a specific programmable key is called by along press
on the related key. However, the other methodsfor key programming remain enabled.

For keyset and DSSfunctionality, refer to "Multi-line appearance / “keyset™ - page 207.
The "long press" feature can be enabled or disabled by setting the FPK program timer parameter.
Administration via WBM

1. Open System > Features > Configuration.

Configuration

General

Emergency number L ]
Voice mail number :

MWTI LED [ Alertgar only v

Missed call LED [ AlertBar LED v|
AlertBar LED hint O
Allow refuse O

Hot/Warm phone [ Mo action v

Hot/Warm destination :
Initial digit timer (seconds)
Allow uaCSTA
Server features
Not used timeout (minutes) (2 v
Transfer on hangup O
Bridging enabled O
Dial plan enabled O
FPK program timer [on v
Selected Dial Action on calls [ No action v
DSS monitored
Show icon for all forwarding types
Automatic key module switchback
Simultaneous key module switching

B@o0o

2. Setthe FPKprogram timer to On or Off.
e Parameterto On: long presswill accessthe setting menu to program the pressed
key.
e Parameter to Off:
= CP110 and CP210 - Feature on 2"d level of the FPK is accessed with long press.
® CP410 and CP710 - Long pressis disabled.

3. Click Submit.
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SELECTED DIAL ACTION ON CALLS

Thisfeature allowsthe user to perform a certain action, while a selected dialing FPK is pressed

during an active or held call.

Administration via WBM

1 Open System > Features > Configuration.

Configuration

General

Emergency number

Voice mail number

MWTI LED

Missed call LED

AlertBar LED hint

Allow refuse

Hot/Warm phone

Hot/Warm destination

Initial digit timer (seconds)

Allow uaCSTA

Server features

Not used timeout (minutes)
Transfer on hangup

Bridging enabled

Dial plan enabled

FPK program timer

Selected Dial Action on calls

DSS monitored

Show icon for all forwarding types
Automatic key module switchback
Simultaneous key module switching

| AlertBar only
[ AlertBar LED

O
O

[ no action

[on
| No action

a@o0o

v

v)

The available options are:

e Consult: the action performed is a consultation transfer to the destination configured in
the Selected Dialing Key menu which has been pressed.

¢ Transfer: the action performed isa blind transfer to the destination configured in the
Selected Dialing Key menu which has been pressed.

¢ No Action: no action will take place. The call will continue to be active or held based on

what the user has selected.

m Default value: No Action.

Administration vialocal phone

| === Admin
|-—- System

| -—— Features

| --- Configuration
| -—— General
| -—— Selected Dial Action on Calls
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Renaming or resetting the name of akey

This parameter is available on all program keys.

Administration via WBM

1. Open System > Features > Program keys (or “Key module x7).
2. Selectthe key and click “Edit”.

Call log

Key label 1[calllog |

| Submit | | Reset |

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" > page 175.

SELECTED DIALLING

On key press, a predefined call number is called. The call number defined in the “Dial number”
parameter isdialled on key press.

1. Open System > Features > Program keys.
2. Selectthe key assigned to “Selected dialling” and click “Edit”.

The label displayed to the right of the key is defined in "Key label".

3. Use the field "Key label"to define or change the name (label) of the key.
4. Enterthe phone number.
5. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" - page 175.

REPEAT DIALLING (“REDIAL”)

On key press, the call number that has been dialed lastly is dialled again.
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Administration via WBM

1. Open System > Features > Permanent Favourites.
2. Selectthe key assigned to “Redial” and click “Edit”.

Repeat.dialling

Key label 1[Redial |

| Submit | | Reset |

The text field to the right of the key number defines the key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

CALL FORWARDING (STANDARD)

This key function controls call forwarding. If forwarding is enabled, incoming callsto the pre-
defined call number are forwarded, depending on the current situation.

Note To use phone based call forwarding, server features must be switched off (see
"Call center agent" - page 160). Thisfeature can be enabled or disabled under
System > Features > Feature access (see "Feature access" - page 142).

Note If the SIP server type is set as “Z0O0M?”, call forwarding is set for all lines (shared or
private).

Administration via WBM

1. Open System > Features > Program keys.

2. Select the forwarding type. The forwarding type parameter determinesthe forwarding
behaviour.

¢ |f"Unconditional"is selected, any incoming call is forwarded.

¢ If "no reply"is set, the call isforwarded when the user has not answered within a
specified time span.

Note The time span is configured in the WBM user pagesin User > Con-
figuration > Incoming calls > Forwarding > No reply delay
(seconds).

e If "busy"isselected, incoming callsis forwarded when the phone isbusy.
3. Select the key assigned to forwarding and click “Edit”.
4. Use the Key label field to define or change the name (label) of the key.

5. Enterthe phone number. If aphone numberisnot entered, the key indicateswhen the for-
warding type is enabled regardless of the destination, and can enable or disable the for-
warding type.

6. Click Submit.
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Call forwarding by call type

Thisfeature enhancesthe call forwarding (standard) operation by adding support for additional
call forwarding settings explicitly for external and internal calls, as well as the existing capability to
forward any call, using functional menusthat extend the existing “Call Forwarding UI” (see "Call
forwarding (standard)" - page 180).

Note To use extended call forwarding, “Server features” and “Allow uaCSTA” must be
switched on (see "Call center agent" - page 160).

Thisfeature can be enabled or disabled under System > Features > Feature access > Ext/int for-
warding (see "Feature access" > page 142).

Administration via WBM

1 Open System > Features > Program keys.
2. Selectthe key assigned to forwarding and click “Edit”.
¢ Forwarding type: Determines forwarding behaviour.

= Value range: ,CF Unconditional any“, ,CFno reply - any*, ,CFbusy - any*, ,CF
unconditional - ext.”, ,CFunconditional - int.“, ,CFno reply - ext.“, ,CFno reply -
int., ,CFbusy - ext.“, ,CFbusy - int"

= Default: ,CFUnconditional any*
¢ Destination: Destination number of call forwarding.

The label displayed to the left of the key is defined in key label. It is possible to have extra keys
defined for each call forwarding type.
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3. Open Configuration > Incoming calls > Forwarding.

Forwarding

Settings
All calls O
Favourites / recently used [ Mot set v ]
Direct destination | \
Busy O
Favourites / recently used | Not set v |
Direct destination | \
No reply O
Favourites / recently used | Not set v |
Direct destination | \
Privacy mode
Visual
Audible
Forwarding party | Display last v |
Visual alert time (secs) 5 v
Server features currently unavailable

RINGER OH-

Turnsoff the ring tone. Incoming calls are indicated via LEDs and display only.

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to “Ringer off” and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" > page 175.
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HOLD

The call currently selected or active is put on hold. Aheld call can be retrieved by pressing the
key asecond time.

Administration via WBM

1 Open System > Features > Program keys.
2. Selectthe key assigned to holding the call and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" - page 175.

ALTERNATE

Toggles between two calls; the currently active call is put on hold.

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to “Alternate” and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

BLIND CALL TRANSFER

Acall istransferred without consultation, as soon asthe phone goeson-hook or the target
phone goesoff-hook.

Note Thisfeature can be enabled or disabled under System > Features > Feature
access (see "Feature access" - page 142).

Administration via WBM

1. System > Features>Program keys.
2. Selectthe key assigned to “Blind transfer” and click “Edit”.
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The text field to the right of the key number defines the key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different waysto configure program keys, refer to "How to configure free
programmable keys" - page 175.

TRANSFER CALL

Call transfer, applicable when there is one active call and one call on hold. The active call and the
held call are connected to each other, while the phone that hasinitiated the transfer is dis-
connected.

Administration via WBM

1 Open System > Features > Program keys.
2. Selectthe key assigned to transferring a call and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" - page 175.

DEFLECT ACALL

On key press, an incoming call is deflected to the specified destination.

Thisfeature can be enabled or disabled under System > Features > Feature access (see
"Feature access" > page 142).

The target destination is defined in the Destination parameter.

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to deflecting a call and click “Edit”.

The text field to the right of the key number definesthe key label.
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3. Define or change the display name (label) of the key.
4. Click Submit.

SHIFT LEVEL

Shift the level for the programmable keys. When activated, the functions assigned to the shifted
level are available on the keys.

Administration via WBM

1 Open System > Features > Program keys.
2. Selectthe key assigned to toggling between the key levels and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" - page 175.

CONFERENCE CALLS

Establishes a multi-party conference call, either as conference call from an active call, from a
held call, or by adding a call to a server-based conference call.

Administration via WBM

1 Open System > Features > Program keys.
2. Selectthe key assigned to starting a conference call and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" - page 175.
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DO NOT DISTURB

If this feature is activated, incoming calls will not be indicated to the user.

Note Thisfeature can be enabled or disabled in System > Features > Feature access
(see "Feature access" > page 142).

I Note If the SIP server type is set as“ZOOM”, DND is set for all lines (shared or private).

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to the feature “Do not disturb” and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

GROUP PICKUP

On key press, a call for a different destination within the same pickup group isanswered.

For RingCentral the Group pickup function is configured as atype of BLF. RingCentral Group
Pickup enablesto be a part of more than one group, and each of them can be configured per
specific key (see "BLF key" > page 195).

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to agroup pickup call and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

REPERTORY DIAL

Thisfeature is similar to the selected dialing function, but additional special calling functions are
possible. The desired number or function is selected via the “Dial string” parameter.

Note Thisfeature can be enabled or disabled under System > Features > Feature
access (see "Feature access" - page 142).
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Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to “Repertory dial” and click “Edit”.

Repertory dial

Key label 1

Use the following characters in the dial string field
Release

Consult
Okay
Pause

Dial string
| Submit |

The following call functions are available:

e "<"disconnect acall.
"~"start a consultation call.
= Example "~3333>"
e ">"(preceded by a call number) start a call.
= Example "3333>"
e ""enter apause, e. g.for exit-code or international dialing.
= Example "0-011511234567>"

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

FEATURE TOGGLE

Thisfeature may be used for different purposes, e.g. hunt groups or whispering. If the userisa
member of a hunt group and wants another member of the hunt group to pick up an incoming
call, he can signal "Busy status" using the Feature toggle function.

Note Thisfeature can be enabled or disabled under System > Features > Feature
access (see "Feature access' - page 142).
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Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to “Feature toggle” and click “Edit”.

Feature toggle

Key label 2

Feature code|o
Descripticn|

| Submit | | Reset |

The text field to the right of the key name definesthe key label.

3. Define or change the display name (label) of the key.

4. Enterthe feature code and a description. The feature code is defined in OpenScape Voice
| SIP Server. For Hunt Group, e.g. the code “Busy status”is used.

5. Click Submit.

MOBILITY

The mobility feature enables usersto transfer their personal settings, such as their key layout, or
personal phone book, from one phone to another. The data is stored and managed by the DLS
(Deployment Service).

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to “Mobility” and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" > page 175.

Mobility administration

The Mobility feature requires the OpenScape Deployment Service (DLS). If the phone is mobility
enabled by the DLS, amobile user can log on to the phone and thereby have hisown user set-
tingstransferred to the phone. These user data are stored in the DLSdatabase and include, for
instance, SIP registration settings, dialing properties, key layouts, aswell asthe user's phone
book.
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If the mobile user changes some settings, the changed data is sent to the DLSserver. This
ensuresthat his user profile is updated if necessary.

Administration via WBM

1 Open Mobility.

Unauthorised logoff trap ]

Logoff trap delay |[300 |

Timer medium priority |60 |
Mobility feature
Managed profile

Error count local 0
Submit Reset

Unauthorized logoff trap: An SNMP trap is sent on an unauthorized log-off attempt. If
“Unauthorized Logoff Trap”is set to "Yes", a message is sent to the SNMP server if an unau-
thorized attempt ismade to log off the mobile user.

= Value range: "Yes","No"

= Default: "No"
Logoff trap delay: Time span in seconds between the unauthorized log-off attempt and
the SNMP trap. Logoff Trap Delay definesthe time span in seconds between the unau-
thorized log-off attempt and the trap message to the SNMP server.

= Default: 300
Timer medium priority: Time span in seconds between a data change in the phone and its
transfer to the DLSserver. Timer Medium Priority determinesthe time span in seconds
between achange of user datain the phone and the transfer of the changesto the DLS
server.

®m Default: 60
Mobility feature: Indicates whether the mobility feature is enabled. The Mobility Feature
parameter indicates whether the mobility feature is enabled by the DLSor not.
Managed Profile: Display only field.
Error Count Local: Display only field.

Administration vialocal phone

| === Admin

|-—— Mobility
| === Unauthorized Logoff Trap
|--- Logoff Trap Delay
|-—— Timer Medium Priority
|--- Mobility Feature
| -—- Managed Profile
|--- Error Count Local

Bluetooth mobility

I Note This feature is available only on OpenScape Desk Phone CP710.
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Bluetooth specification requires pairing of devices before connecting. Pairing is a security mech-
anism during which several parameters unique to both devices (among others Bluetooth hard-
ware addresses of both devices) are combined in anumber called alink key. The link key is then
used to establish a session over secure channel. Bluetooth hardware addressisthe only datum
that needsto be transferred together with the link-key setr for the link-keysto work on different
hardware.

The Bluetooth hardware addressis part of the mobile user data profile and is assigned to the
device on log-on. When the user logs off, Bluetooth addressis again unassigned. Thisway the
Bluetooth hardware address and the link-keys travel with the mobile user and the user can seam-
lessly use the paired Bluetooth devices.

The pool of mobile Bluetooth addresses, which can be assigned to device, must be set up on the
DLSserver.

In case of large installations, DLSadmin must ensure that any chance of address collision in
possible mobile scenariosis avoid.

Disable HFU
With this feature, the administrator can disable HFU-x (car kit) functionality.

Administration via WBM

1. Open Bluetooth.

Bluetooth

Feature access
Enable bluetooth interface
Localization client
Enable O
Server address :
Server port
Zone o]

|. Submit | \.Reset |

2. Enable the Bluetooth interface.

3. Ifrequired, enable the localization client.

4. Provide the server address and the port number.
5. Provide the zone.

6. Click Submit.

DIRECTED PICKUP

Thisfeature enablesthe user to pick up a call which isringing at another phone. On pressing the
key, amenu openswhich requeststhe call number of the target phone.
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Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to “Directed pickup” and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" > page 175.

CALLBACK

When the remote phone called isbusy or does not reply, the user can send a callback request to
the server by pressing this key.

Note Thisfeature can be enabled or disabled under System > Features > Feature
access (see "Feature access' - page 142).

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to “Callback” and click “Edit”.

The text field to the right of the key number defines the key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Cancel callbacks
With this function, the user can cancel all callback requests on the server.

Note Thisfeature can be enabled or disabled under System > Features > Feature
access (see "Feature access" - page 142).

Administration via WBM

1 Open System > Features > Program keys.
2. Selectthe key assigned to canceling callbacks and click “Edit”.

The text field to the right of the key number definesthe key label.
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3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" > page 175.

Pause callbacks

Note Thisfeature is only available for Asterisk systems, see "Call completion " - page
1

With this function, the user can pause the execution of all pending callback requests.

Note Thisfeature can be enabled or disabled under System > Features > Feature
access (see "Feature access" > page 142).

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to pausing callbacks and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" > page 175.

Resume callbacks

Note Thisfeature is only available for Asterisk systems, see "Call completion " - page
1

With this function, the user can resume the execution of pending callback requests.

Note Thisfeature can be enabled or disabled under System > Features > Feature
access (see "Feature access' - page 142).

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to resuming callbacks and click “Edit”.

The text field to the right of the key number defines the key label.
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3. Define or change the display name (label) of the key.
4. Click Submit.

CONSULTATION

When the phone is engaged in an active call, this function opensadialing menu to make acon-
sultation call.

Administration via WBM

1 Open System > Features > Program keys.
2. Selectthe key assigned to consultation calls and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" - page 175.

CALL WAITING

Enables or disables the call waiting feature. If enabled, calls from athird party are allowed during
an active call.

Note The Call Waiting feature cannot be disabled if System > Registration > Server type
isset to "HIQ8000" (see "SIP registration” > page 113).

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to “Call waiting” and click “Edit”.

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" > page 175.
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CALL RECORDING

Starts or stops call recording.

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to call recording and click “Edit”.

The text field to the right of the key number defines the key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" > page 175.

Auto answer with zip tone

Thisfeature is primarily designed for call centers. If activated and a headset is used, the phone
will automatically accept incoming calls without ringing and without the necessity to press a key.
Moreover, additional signaling information from OpenScape Voice is not required.

To indicate anew call to the user, azip tone is played through the headset when the call isaccep-
ted.

Note The feature is available for OpenScape Desk Phone CP phonesthat provide a
headset jack; it only operatesif the headset is plugged in.

If the key for feature activation has been pressed before the headset is connected, the feature is
automatically activated when the headset is plugged in.

Administration via WBM

1 Open System > Features > Program keys.
2. Selectthe key assigned to “AICS ZIP tone” and click “Edit”.

Key label 1]aicszip |

ACD Only O

| Submit | | Reset |

3. Select “ACD Only” to automatically answer only calls from ACD systems.

The text field to the right of the key number defines the key label.

4. Define or change the display name (label) of the key.
5. Click Submit.



Administration 195

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different waysto configure program keys, refer to "How to configure free
programmable keys" > page 175.

SERVER FEATURE

Invokes a feature on the SIP server. The status of the feature can be monitored viathe LED asso-
ciated to the key.

Note Thisfunction isintended primarily for operation with an Asterisk SIP server. For
details, refer to the Administration Manual for OpenScape Desk Phone CPon
Asterisk.
BLFKEY

This function offersthe possibility to monitor another extension, and to pick up callsfor the mon-
itored extension.

Note Thisfeature can be enabled or disabled under System > Features > Feature
access (see "Feature access" - page 142).

Thisfunction isintended primarily for operation with an Asterisk and Zoom SIP server. For
details, refer to the Administration Manual for OpenScape Desk Phone CP on Asterisk.
Broadsoft, RingCentral and Zoom are also supported.

RingCentral supports also Call park keysindependent of BLF.

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to “BLF and click “Edit”.

Key label S-1 | |
Monitored phone| \
Pickup code | |
Audible alert
Popup on alert
Action on calls |Group pickup v/
\ Subnﬁl] \ Reset\
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¢ Key label: Label for the key.
¢ Monitored phone: Internal phone number to be monitored for status changes.

¢ Pickup code: Required for Group Pickup when using the Zoom server. The system adds a
pickup code prefix to the call pickup URI to enable the function.

® Group PickupThe pickup code (e.g. *98) is added as a prefix to the configured Group
Pickup URI. This allowsthe BLFkey to monitor and pick up calls for any ringing exten-
sion within the group.

® Directed Pickup The pickup code (e.g. *97) isadded as a prefix to the URI of the target
user. Thisallows the BLF key to monitor and pick up calls for a specific extension.

¢ Auditable alert: Determineswhether an audible alert is played to indicate an incoming call
for the monitored phone.

e Popup on alert: Determineswhether an alert pop-up to indicate an incoming call for the
monitored phone.

¢ Action on calls: RingCentral feature. The BLFkey can be configured to perform a certain
action when it is pressed during a call. The available options are:

= Transfer: Configuration with Transfer allowsthe user to pass a call directly to another
phone configured in the BLFmenu (see "Blind call transfer" - page 183).

= Consult: Configuration with Consult allows the user to to make a consultation call by
pressing the BLFkey during the call (see "Consultation" - page 193).

= Group Pickup: When Group Call Pickup isused, group membersreceive an alert
when acall isringing on any other group member's device. Configuration with Group
Pickup allows agroup member to pickup agroup call (see "Group pickup" - page
186).

= Group pickup ID isconfigured as a BLF monitored phone (Group pickup ID - string
used by Ring Central to address the appropriate pickup group, used in SIP Header).
Group name is configured as BLF key label.

I Note User or extension can be amember of more than one group and

each of them can be configured per specific key.

BLF alerting

Administration via WBM for RingCentral

The BLFkey can be configured to enable audio notification when any of the monitored phones
isringing.
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1. Open System > Features > Configuration > Alerting.

Alcrting

ELF alert [Beep ~
Group pickup alert [ Off w
Group pickup tone interval [15 |
Graup pickup visual alert [ Prompt w
MLPF ringer v
Callback ringer W
Impact level ringer 1

¢ Beep: phone playsabeep sound.
¢ Ring burst: phone playsringer tone for afew seconds.
¢ Ring continuous: phone playsringer tone whilst any of the monitored phonesisringing.

Administration via WBM

1. Open System > Features > Addressing.

Addressing

General

MW server URI

Conference

| |
Group pickup URI | |
Directed pickup URI | |
| |

| |

| |

Callback: FAC
Callback cancel all

BLF pickup code

IBLF resource list URI

2. Enter the URIs and additional information to add BLFitems.

If aresource list URI is given, the phone subscribesto the given URI.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" > page 175.

SEND REQUEST VIAHTTP/ HTTPS

With this function, the phone can send a specific HTTP or HTTPSrequest to a server. The func-
tion isavailable at any time, irrespective of registration and call state. Possible uses are HTTP-con-
trolled features on the system, or functions on aweb server that can only be triggered by a
HTTPor HTTPSrequest, e. g.login or logout for flexible working hours.
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Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to sending a URL and click “Edit”.

Send URL

Key label 1

Message details

Protocol | HTTPS v)

Web server address | |

Port | |

Path | |

Parameters | |

(keyl=valuel&key2=value2)
Method | GET v
uhenicore phone

Web server user ID
Web server password

SIP response handling

LED controller URI :

Push support

Push support

Symbolic name | |
|_ Submit | | Reset |

¢ Key label: Label for the key.

¢ Protocol: Transfer protocol to be used. The Protocol parameter defineswhether HTTP or
HTTPSis used for sending the URL to the server.

® Valuerange: "HTTP","HTTPS'

¢ Web server address: IP address or DNSname of the remote server. The Web server
addressisthe IP address or DNSname of the remote server to which the URL is sent.

e Port: Target port at the server. The Port isthe target port at the server to which the URL is
sent.

¢ Path: Server-side path to the function.The Path is the server-side path to the desired func-
tion, i. e. the part of the URL that followsthe IP address or DNSname.

= Example: webpage/checkin.html

¢ Parameters: Optional parametersto be sent to the server. In the Parametersfield, one or
more key/value pairsin the format "key"="value" can be added to the request, sep-
arated by an ampersand (&).

® Example: phonenumber=3338&action=huntGroupLogon

Note The question mark is automatically added between the path and the parameters.
If aquestion mark has been entered at the start of the parameters, it is stripped
off automatically.

¢ Method: HTTP method used for transfer. The Method parameter determinesthe HTTP
method to be used, which can either be GET or POST. If GET is selected, the additional
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parameters (Parameters) and the user id/ password (Web server user ID/Web server pass-
word) are part of the URL. If POST is selected, these data form the body of the message.

= Valuerange: "GET","POST"
¢ Web server user ID: User id for user authentication at the server. If the web server requires
user authentication, the parameters Web server user ID and Web server password can be

used. If not null, the values are appended between the server-side path (Path) and the addi-
tional parameters (Parameter).

e Web server password: Password for user authentication at the server.

e LED controller URI: Indicates the state of the call number specified. If the LED controller
URIis given, the LED associated with this key indicates the state of the call number or SIP
URI specified, provided the SIP server sends a notification:

= Busy notification: LED is glowing.
= Ringing notification: LED is blinking.
= |dle notification (state=terminated): LED is dark.

¢ Push support : Enables or disables LED control by push requests from the server. If the
Push support parameter is activated, the LED is controllable by a combination of an HTTP
push request and an XML document.
For further information, see the XML Applications Developer’s Guide.

Note To use the HTTP push solution, ensure that the LED controller URI field is empty.
Otherwise, the phone will only use the SIP mechanism for LED control, and
ignore the push request.

¢ Symbolic name : Assigns a push request to the appropriate free programmable key or the
fixed function key. The Symbolic name isused to assign a push request from the applic-
ation server to the appropriate free programmable key resp. fixed function key. This value
must be unique for all keysinvolved.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different waysto configure program keys, refer to "How to configure free
programmable keys" > page 175.

BUILT-IN FORWARDING

As aprogrammable key function, thisisrelevant for OpenScape Desk Phone CP110 and CP210,
which have no fixed forwarding key.

Note On OpenScape Desk Phone CP110 / CP210 thisis also available on 2"d level. For
more information, see "Enable "Long Press"for FPKs on second level for CP210
Broadsoft "> 1

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to “Built-in forwarding” and click “Edit”.


../../../../../../../Content/AdminGuides/SIP/Administration/FPK/FPK-long-press-cp210.htm
../../../../../../../Content/AdminGuides/SIP/Administration/FPK/FPK-long-press-cp210.htm
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The text field to the right of the key number defines the key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" - page 175.

oND AL ERT

This function allows for monitoring and accepting a second incoming call. When a call isringing
while the user isdialing, the LED will light up. Assoon as the user pressesthe key, information
about the incoming call is presented, and the user can accept the call. If acall isringing, and
another call startsringing shortly after, the LED will light up, and the user has the possibility to
toggle between these calls via key press.

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to “2nd alert” and click “Edit”.

The text field to the right of the key number defines the key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" - page 175.

DIRECTORIES
I Note Thisfeature is only available for OpenScape Desk Phones CP110 / CP210.

These key functions opensamenu which enablesthe user to start the personal or the corporate
directory.

¢ Forfurtherinformation about the personal and corporate directories, refer to the user
guides for OpenScape Desk Phone CP family.

¢ Forinformation about the corporate directory, also refer to "Settings of the corporate dir-
ectory" > page 257.
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Administration via WBM

¢ Forthe personal directory, open System > Features > Program keys and select the key
assigned to the personal directory.

¢ Click Edit to rename the label.

¢ Forthe corporate directory, open System > Features > Program keys and select the key
assigned to the corporate directory.

¢ Click Edit to rename the label.

Network directories for Broadsoft

Available network directories (accessible by BroadSoft Xtended Services Interface, XSl) can be
activated or deactivated and supplied with customized names.

I To synchronize network directories, the XSI must be activated.

Administration via WBM

1. Open Local functions > Network directories.

Network directories

Group [ |My group

Enterprise [ | company

Group common [ Al group
Enterprise common [ | |

Personal (]| |
| Submit | | Reset |

2. Enter aspecific name for the directories.
3. Enable the network directories.
4. Click Submit.

On OpenScape Desk Phone CP110 / CP210 phones, thisfeature is also available on 2nd level.
For more information see "Enable "Long Press" for FPKs on second level for CP210 Broadsoft "
>1

RELEASE

On pressing this key, the current call isdisconnected.

Administration via WBM

1. Open System > Features > Program keys.
2. Selectthe key assigned to “Release” and click Edit.

The text field to the right of the key number definesthe key label.


../../../../../../../Content/AdminGuides/SIP/Administration/FPK/FPK-long-press-cp210.htm
../../../../../../../Content/AdminGuides/SIP/Administration/FPK/FPK-long-press-cp210.htm

Administration 202

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" > page 175.

STIMULUSMENU OPTIONS

You can have a preconfigured DTMFcode incorporated as an active call screen option so that
when pressing the option the preconfigured code is called automatically.

Administration via WBM

1. Open Local functions > Stimulus menu optionsinfo.

Stimulus menu options info

Stimulus menu option 1
Action type Disabled
Menu name
To be shown in  call
Menu position Implicit
Action sequence
Stimulus menu option 2

Action type Disabled
Menu name
To be shown in  call
Menu position Implicit
Action sequence

Stimulus menu option 3

Action type Disabled
Menu name
To be shown in  Call
Menu position Implicit
Action sequence

The RingCentral server supports features corresponding to idle screen options. These features
are ONLY available on idle screen and include the following:
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¢ Redial: Only available in Main menu screen (CP-HI) or Idle screen (CP-LO).

Note Since there is already an existing Redial option on the phones, it should be
removed as soon as the RC server side decidesto configure anew Redial
option.

¢ Two typesof Intercom: (one is activated with *84 and the other with *85)
e Login (*90)

e Logout (*91)

e Switch (*80)

¢ Messages (*86)

Examples of Idle Menu options:

Idle menu optionsdisplay on CP-HI:

¢ Favourites

e Conversations
e Settings

¢ Redial

e Intercom

e Login

e Logout

e Switch

¢ Messages

Idle menu optionsdisplay on CP-LO:

¢ Redial

¢ Ringer off

¢ Do not Disturb on
¢ Cancel Callbacks
e Pickup

¢ Intercom

e Login

e Logout

e Switch

¢ Messages

CALL PARKING (ZOOM)

Prerequisite: The phone isconnected to Zoom phone by your administrator.

Zoom supportsthree typesof call park: Public, Private, and AIM (Agent-In-Monitoring). Each type
determines how calls are parked and retrieved, who can see or retrieve them, and what level of
visibility they have.
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Administration via WBM

1. Open System > Features > Permanent Favourites (or any Key module x page)

Key label 7  |Private Call park |

Location code|*701 |
Dialog notifies|*701 |
Associated line|87154391760656756 |

I | Submit | | Reset | I

* Location code: The Zoom call park location, e.g. *844.

* Dialog notifies: The phone sends a SIP SUBSCRIBE to this URI for dialog notifications.

* Associated line: Identifies the line on this phone to use when retrieving a call parked at this
location.

I Note The Associated line parameter only appears for private call park.

For details about Zoom's call parking features and functionality, refer to Zoom's documentation.

Fixed function keys

Note Thisfeature is available only on OpenScape Desk Phone CP110 and CP210
phones.

The OpenScape Desk Phone CP110 comeswith three keys, which can be reprogrammed with
specific functions. The preset is:

e Calllog
¢ Directory
e Built-in forwarding

The OpenScape Desk Phone CP210 comeswith four keys, which can be reprogrammed with
specific functions. The preset is:

Calllog

e Directory

Built-in forwarding
¢ Redial

When resetting the phone, these keys are reset to the default factory settings.


https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0065454
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Administration via WBM

1. Open System > Features > Program keys.

2. To assign anew function to akey, select afunction from the drop down list.

e Onan OpenScape Desk Phone CP110, three keys can be configured.

Program keys

To assign a new function to a key, select from the
drop down list box. To view or modify the parameters

associated with the key, use the Edit button.

Normal Key Shifted
Calllog v |ﬂ| 1 [ unallocated v | [Edit]
Label: Call log - e
| Directory v ) Edt) 2 | Unallocated v | | Edit |

Label: Dirctory

| Built-in forwarding w | | Edit |
Label: FwdMenu

3 | Unallocated w | |E|

¢ On an OpenScape Desk Phone CP210, four keys can be configured.

Program keys
To assign a new function to a key, select from the
drop down list box. To view or modify the parameters

associated with the key, use the Edit button.

Normal Key Shifted
|- il hd | |ﬂ| 1 | Unallocated w | | Edit |
Label: Call log : e
|. Directory hd | |ﬂ| 2 | Unallocated v | | Edit |

Label: Directory

| Built-in forwarding v | | Edit | 3

|- Unallocated - | | Edit |
Label: Call forward : S —
Redial . v) |ﬂ| 4 [ unallocated v | [ Edit]
Label: Redial - e

3. To view or modify the parameters associated with the key, click Edit.
4. Click Submit.

SHOW PHONE SCREEN

Note

Thisfeature is available only on OpenScape Desk Phone CP110 and CP210

phones.

On pressing this key, the phone display switchesto call view mode.
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Administration via WBM

1. Open System > Features > Program keys.
2. Select Show phone screen and click Edit.

Show phone screen

Key label 1|Shnwh’|ain |

| Submit | | Reset |

The text field to the right of the key number definesthe key label.

3. Define or change the display name (label) of the key.
4. Click Submit.

Free Programmable Keys (FPKs) can be configured viathe WBM or on the local phone. For
detailsregarding the different ways to configure program keys, refer to "How to configure free
programmable keys" > page 175.

Main menu screen options

Note Thisfeature is available only on OpenScape Desk Phone CP410 and CP710
phones.

Four main menu screen options can be added by configuring the server type of the phone to be
"Broadsoft".

The OpenScape Desk Phone CP 410 and CP710 main menu is extended automatically with the
new options. After configuration, the fixed functions (“Directory”, “Call log”, "Voicemail”, “Pickup”)
are in the main menu below the Favourites menu option and the user can scroll to “Settings” and
“Conversation” with navigation keys, so that the main menu options of the phone are fixed.

The four menu options are not reconfigurable by the user. The options are displayed after the
phone configuration vialocal settings, WBM, and DMS (Broadsoft Device Management Service).

I Note The additional menu options can be displayed only if server type is Broadsoft.

MAIN MENU OPTION CONFHGURATION

Note Thisfeature is available only on OpenScape Desk Phone CP410 and CP710
phones.
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Standard Menu Extended Menu
Favourites Favourites
Conversations Voicemail
Settings Directories
Call Log
Pickup
Settings
Conversations
Note All entries are menu entries, no fixed function entries. They can be scrolled and

accessed via their corresponding soft key.

If the phone is configured by the administrator to be connected to a server of type "Broadsoft",
the extended menu isused instead of the standard menu with the following changes:

¢ Voicemail requires avalid Voicemail configuration.
¢ Directoriesrequire avalid XSl server and at least one enabled directory category. The

option pointsto Network directories.

¢ Calllog requiresa XS server configuration and enabled network call logs. The option

pointsto anetwork call log.

¢ Pickup requires a configured group pickup code. (Subscription does not suffice). The

option callsthe pickup code.

¢ With navigation down button the following hidden options can be displayed

® Settings
= Pickup

= Conversations pointing to the conversation list (may be hidden on CP710)

Multi-line appearance / “keyset”

Aphone that hasmore than one line associated to it, and therefore works as a multi-line phone,
isreferred to as "keyset". The lines are assigned to the phone by setting up a separate line key for

each line.

The multi-line appearance feature allows for multiple lines to be assigned to a keyset and for a
shared line to be assigned to multiple keysets. This feature requires configuration in OpenScape
Voice and in the telephone, and is particularly useful for executive-assistant arrangements.
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Note To configure the phone as a keyset, it isrequired to

¢ Use an outbound proxy (System > SIP interface > Outbound proxy, see
"Outbound proxy" - page 116), and

e Setthe server type to "OSVoice" (System > Registration > Server type, see
"SIP registration” - page 113).

For each keyset, a Primary Line/Main DN isrequired. The primary line is the dialing number for
that keyset.

There are two types of line:

¢ Private line: Aline with restricted line status signaling towards OSV.
¢ Shared line: Aline that is shared between keysets.

LINEKEY CONHGURATION

Note Itisrecommended to configure primary linesonly on keys 1to 6,0r 1to 5, if a
shift key isneeded. This ensuresthat the lines are still accessible when the user
migrates to a different phone with fewer keys viathe mobility feature.

Aline correspondsto a SIP address of record (AoR), i.e. aphone number. It is defined by the
address parameter. For registration of the line, a corresponding entry must exist on the SIP
server, or the SIP registrar server.

Alabel can be assigned to the line key by setting its key label.

Every keyset must necessarily have an accessible line key for the primary line. To configure the
key of the primary line, set Primary line to "true".

If “Ring on” is enabled, the line will ring when an incoming call occurs, and a pop-up window is
displayed on the display. If the option isdisabled, the incoming call isindicated only by the blink-
ing of the key's LED. If it is desired that the line rings with a delay, the time interval in seconds can
be configured by “Ring delay”.

When the user lifts the handset to initiate a call, the line to be used is determined by selection
rules. To each line, a priority is assigned by the “Selection order” parameter. Aline with the rank 1
isthe first line to be considered for use. If more than one line have the same rank, the selection is
made according to the key number. Note that “Selection order” isa mandatory setting; it is also
relevant to the “Terminating line” setting, aswell asto other functions.
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Note For the configuration of line keys, the use of the DLS (Deployment Service)/ DMS
isrecommended. For operating the DLS, please refer to the DLSuser’s guide. For
operating DMS, refer to Wiki page http://wiki.unify.com/wiki/Broadsoft DMS.
Alternatively, the web interface or the local menu can be used. Note that the cre-
ation of anew line key and the configuration of some parameters can not be
accomplished by the phone’slocal menu.

Generally, it isadvisable to restrict the user’s possibilities to modify line keys. This
can be achieved solely by the DLS. For further instructions, see the DLSAdmin-
istration Guide.

The Realm, a protection domain used for authenticated accessto the SIP server, worksas a
name space. Any combination of user id and password is meaningful only within the realm it is
assigned to. The other parameters necessary for authenticated access are User Identifier and
Password. For all three parameters, there must be corresponding entries on the SIP server.

The Shared type parameter determineswhether the line isa shared line, i. e. shared with other
endpoints, or a private line, i .e. available exclusively for this endpoint. Aline that is configured as
primary line on one phone can be configured as secondary line on other phones.

Note Shared lines are not available if System > Registration > Server type is set to
"HIQ8000" (see "SIP registration" - page 113).

If aline is configured as hot line, the number indicated in Hot warm destination is dialed imme-
diately when the user goes off-hook for that line. Thisnumber is configured in the user menu
under Configuration > Keyset > Lines > Hot/warm destination. To create a hot line, Hot warm
action must be set to "hot line". If set to "Warm phone", the specified destination number is dialed
after adelay which isdefined in Initial digit timer (seconds) (see "Initial digit timer" > page 147).

During the delay period, it is possible for the user to dial a different number which is used instead
of the hot/ warm line destination. In addition, the user is provided with a dial tone during the
delay period. With the setting "No action”, the line key will not have hot line or warm line func-
tionality.

Broadsoft feature

Different XSl users can be used per line. The XSl Username refersto auser on the XS server and
can be used to provide accessto various user features like caller lists and directories that can be
used to provide accessto various user features like caller lists and directories.


http://wiki.unify.com/wiki/Broadsoft_DMS
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Administration via WBM

1. Open System > Features > Key module x.
Select the key assigned to aline and click “Edit”.

Key label 1

Primary line
Ring on/off
Ring delay (seconds) |
Selection order |
Address |
|
|
|

Realm
User Identifier
Password
Shared type | shared v
Hot warm action |Noacion v |
Hot warm destination | |
XSI Username | |
| Submit | | Reset

¢ Key label: Set the label of the line key with the key number "n". Default: "Line"

¢ Primary line: Determineswhether the line isthe primary line. Value range: "Yes", "No"
Default: "No"

¢ Ring on/off: Determineswhether the line rings on an incoming call. Value range: "On",
"Off" Default: "On"

¢ Ring delay (seconds): Time interval in seconds after which the line startsringing on an
incoming call. Default: 0

e Selection order: Priority assigned to the line for the selection of an outgoing line. Default:
0

¢ Address: Address/phone number which hasacorresponding entry on the SIP server-
/reqistrar.

¢ Realm: Domain wherein user id and password are valid.
« User Identifier: User name for authentication with the SIP server.
¢ Password: Password for authentication with the SIP server.

¢ Shared type: Determineswhether the line is a shared line (shared by multiple endpoints)
or aprivate line (only available for this endpoint). Value range: "shared", "private",
"unknown". Default: "shared"

¢ Hotwarm action : Determinesif the lineisaregular line, ahot line, orawarm line. Value
range: "No action”, "hot line", "warm line"

e Hotwarm destination : The destination to be dialed from the hot/warm line when the
user goes off-hook.

¢ XSl Username: The XSl user name that is related to the configured line key on the tele-
phone.

Shared Call Appearance

For Shared Call Appearance refer to:
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¢ Wiki page https://wiki.unify.com/wiki/Device Management System# Shared call
appearance

e BroadSoft Partner Configuration Guide, Section 4.4.1 Shared Call Appearence Con-
figuration

Note Anew line key can only be added by use of the WBM or the DLS/ DMS. Once a
line key exists, it can also be configured by the local menu.

CONHGURING LINEKEYSFORKEYSET OPERATION

Administration via WBM

1 Open System > Features > Configuration > Keyset lines.

2. Selectthe key assigned to aline and click “Edit”.

3. IntheLine dialog, set the specific parametersfor the line key (see "Line key configuration
- page 208).

4. If hotline/ warm line isconfigured, open User settings > Configuration.

Line

Ring delay (seconds) 0

Address

Primary line

Ring on/off

Selection order 1

Hot line/Warm line Hot line v
Hot/Warm line destination |
' Submit |

Administration vialocal phone

Note The configuration of aline vialocal phone is only possible when the line key has
been created via Web interface or DLSbefore.


https://wiki.unify.com/wiki/Device_Management_System#Shared_call_appearance
https://wiki.unify.com/wiki/Device_Management_System#Shared_call_appearance
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--— Admin
|-—- System
| -—- Features
| --- Configuration
| --- Keyset lines
| -—- Details For Keyset Line xx

| -=—— Address

| -—- Ring on/off

| -—— Selection order

| -—— Hot/warm action

CONHGUREKEYSET OPERATION

The following parameters provide general settings which are common for all keyset lines.

Administration via WBM

1. Open System > Features > Keyset operation (CP410 / CP710).

Keyset operation

Rollover ring | alert beep v |
Rollover visual alert | no indication v

LED on registration
Originating line preference | idle line v
Terminating line preference [ringinglne ~ ~|
Line action mode | hold v
JReservation timer (seconds)

Forwarding indicated [m]

[ Submit | |'@|

2. Open System > Features > Keyset operation (CP110 / CP210).

Keyset operation

Rollover ring [alertbeep  ~|

LED on registration
Originating line preference [idle line v
Terminating line preference [ringingline  ~|
Line action mode [hold v

Show focus
JReservation timer (seconds)

Forwarding indicated O
Preselect mode [single button v
Preselect timer I:l

Preview mode O
Preview timer (8 v

[ Submit | |'@'|

¢ Rolloverring: Determinesif aring tone will signal an incoming call while a call is active.
The setting isused when, during an active call, an incoming call arrives on a different line.
If "no ring" is selected, the incoming call will not initiate aring. If "alert ring" is selected, a 3
secondsburst of the configured ring tone is activated on an incoming call; "alert beep”
selects a beep instead of aring tone. "Standard ring tone" selects the default ringer.

= Value range: "Standard ring", "No ring", "Alert beep", "Alert ring"
= Default: "Alert beep”
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e LED on registration: Determinesif line LEDs will signal SIP registration. The parameter
determineswhether the line LEDsis lit for afew secondsif they have been registered suc-
cessfully with the SIP server on phone start-up.

= Valuerange: "Yes","No"
= Default: "Yes"

¢ Originating line preference: Selectsthe line to be used for outgoing calls. The parameter
determineswhich line isused when the user goes off-hook or starts on-hook dialing.
When aterminating call exists, the terminating line preference takes priority over ori-
ginating line preference.
= Valuerange:

¢ "idleline™ Anidle line is selected. The selection is based on the Hunt ranking para-
meter assigned to each line (see "Line key configuration" - page 208).
e "primary": The designated Primary Line / Main DN is always selected for ori-
ginating calls.
e "last™ The line selected for originating callsisthe line that has been used for the
last call (originating or terminating).
¢ "none" The user manually selectsaline by pressing itsline key before going off-
hook or by pressing the speaker key, to originate a call.
® Default: "Idle line"
e Terminating line preference: Determineswhich line with an incoming call shall be selec-
ted for answering.
® Value range: "Ringing line", "Incoming", "Incoming PLP", "Ringing PLP", "None"
= Default: "ldle line"
¢ Line action mode: Determinesthe consequence for an established connection when the
line key is pressed. Line action mode determinesthe consequence for an established con-
nection when the line key is pressed. If "hold" is selected, the call currently active is set to
hold assoon asthe line key is activated. The user hastwo options: 1) to reconnect to the
remote phone by pressing the line key that correspondsto that call, or 2) to initiate
another call from the newly selected line. If "release" is selected, the previously established
callisended.
® Valuerange: "Hold", "Release"
m Default: "Hold"
¢ Show focus (only CP110 / CP210): Determines whether the line key LED blinks or is steady
when itisin use. If Show focusischecked, the LED of aline key flutterswhen the lineisin
use. Ifitisnot checked, the line key is lit steady when it isin use.
= Valuerange: "Yes","No"
®m Default: "Yes"
¢ Reservation timer: Setsthe period in seconds after which aline reservation is cancelled. If
set to 0, the reservation timer is deactivated. The Reservation timer setsthe period after
which the reservation of aline iscanceled. Aline isautomatically reserved for the keyset
whenever the user has selected aline for an outgoing call and hears a dial tone. The reser-
vation of aline isaccomplished by the OpenScape Desk Phone CP110/210/410 server,
which notifies all the endpoints sharing thisline.
® |fsetto O, the reservation timer is deactivated.
= Default: 60
e Forward indication: Activates or deactivates the indication of station forwarding. Forward
indication activates or deactivates the indication of station forwarding, i. e. the forwarding
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function of OpenScape Desk Phone CP110 / 210 / 410. If “Forward indication” is activated
and station forwarding is active for the corresponding line, the LED of the line key blinks.
= Value range: "Yes","No"
= Default: "No"

¢ Preselect mode (only CP110 / CP210): Determineswhether an incoming call isaccepted
by asingle press on the corresponding line key or adouble pressis needed. Preselect
mode determinesthe phone’s behaviour when acall is active, and another call isringing.
If the parameter is set to "Single button”, the user can accept the call asingle presson the
line key. If it is set to "Preselection”, the user must first pressthe line key to select it and
then pressit asecond time to accept the call. In both cases, the optionsfor aringing call
are presented to the user: "Accept”, "Reject", "Deflect".

= Value range: "Single button", "Preselection”
= Default: "Single button"

e Preselect timer (only CP110 / CP210): Setsthe timeout in seconds for accepting an incom-
ing call. Preselect timer isrelevant if Preselect mode is set to "Preselection”. The para-
meter setsthe timeout in secondsfor the second key pressthat isrequired to accept the
call. After the timeout has expired, the call isno longer available.

Administration vialocal phone (CP110 / CP210)

| === Admin
|-—-— System
| -—- Features
| --- Keyset operation
|--- Rollover rin
|--— LED on registration
|--- Orig line pref
|-—- Term line pref
|--- Line action mode
| === Show focus
| -—— Reservation timer
| -—- Forward
| -—— Preselect mode

|-—— Preselect timer

Administration vialocal phone (CP410 / CP710)

| -—— Admin
|-—— System
| --— Features
|--- Keyset operation
|--- Rollover ring
| -—— Rollover visual alert
|--- LED on registration
|--- Orig line pref
|-—=- Term line pref
|-—— Line action mode
| -—- Reservation timer

| --- Forward indicated
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Bridging

When Bridging enabled (Admin > Features > Configuration) is activated, the user may join into an
existing call on a shared line by pressing the corresponding line key. On key press, the
OpenScape Voice builds a server based conference from the existing call parties and the user. If
the call has already been in a server based conference, the user isadded to thisconference.

Note When bridging is used, it is highly recommended to configure the phone for a
system based conference (see "System-based conference call" > page 159). This
enables adding more usersto a system based conference that has been initiated
by bridging.

Administration via WBM

1. Open System > Features > Configuration.

Configuration

General

Emergency number
Voice mail number [123456
MWI LED AlertBar only

Missed call LED AlertBar LED v
AlertBar LED hint
Allow refuse
Hot/Warm phone No action
Hot/Warm destination
Initial digit timer (seconds) [30
Allow uaCSTA
Server features
Not used timeout (minutes)
Transfer on hangup
Bridging enabled
Dial plan enabled
FPK program timer
Selected Dial Action on calls No action
DSS monitored
Show icon for all forwarding types
Automatic key module switchback
Simultaneous key module switching
Use simple CallLog
Allow user downloads

oa
< <

=1

o e )
< NEN <N < NN ooagp oo
<] < <] < <

BLF alert Beep
Group pickup alert Ring burst
Group pickup tone interval
Group pickup visual alert Prompt ~
MLPP ringer

Callback ringer
Impact level ringer

=y

Bluetooth
Enable bluetooth interface

Call recording

Recorder address

Recording mode Disabled ~

Audible notification Off v

Submit Reset
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2. Enable Bridging. When enabled, the user isallowed to join acall on ashared line. For this
purpose, a server based conference is established.

Administration vialocal phone

| -—— Admin
|--- System
| -—— Features
|--- Configuration
| -—- General

|-—- Bridging enabled

DIRECT STATION SELECT (DSS)

I Note This feature requires OpenScape Voice.

Thisfeature can be enabled or disabled in System > Features > Feature access (see "Feature
access' - page 142).

ADSSkey is a special variant of aline key. It enables a direct connection to atarget phone, allow-
ing the user to pick up or forward a call alerting the DSStarget and make or complete acall to
the DSStarget.

I Unlike aline key no calls are made viathe DSSline itself.

General DSSsettings

These parameters define the behavior of all DSSkeys.

It is advisable to restrict the user’s possibilities to modify line keys, including DSSkeys. This can
be achieved solely by the DLS. For further instructions, see the DLS Administration Guide.

If the user picks up an incoming call for the DSStarget by pressing the associated DSSkey, the
callisforwarded to the user’'s primary line. Thereafter, the user’s phone rings and the user can
accept the call.

Note To enable the immediate answering of a call viathe DSSkey, Allow auto-answer
in the user menu must be activated. The complete path on the WBM is: User
Pages > Configuration > Incoming calls > CTI calls > Allow auto-answer.
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Administration via WBM

1. Open System > Features > DSS Settings.

DSS settings

Call pickup detect timer (seconds)
Deflect alerting call enabled O
Allow pickup to be refused O
Forwarding shown O
[Submit [Rest]

e The value of Call pickup detect timer (seconds) determinesthe time interval in which the
deflected call is expected at the primary line. When the call arrives within thisinterval, it is
given special priority and handling. If a second call arrives on the primary line during this
interval, it isrejected. If any call arrives outside the interval, it istreated just like any other
incoming call.

® The defaultis 3.

¢ If Deflecting call enabled is checked, the user can forward an alerting call to the DSStar-
get by pressing the DSSkey.

This parameter is configured under System > Features > Feature access (see "Feature
access' > page 142).

® The defaultis"No".

e If Allow pickup to be refused ischecked, the user is enabled to reject a call alerting on the
line associated with the DSSkey.

This parameter is configured under System > Features > Feature access (see "Feature
access' > page 142).

® The defaultis"No".

¢ The DSSkey can be configured to indicate the call forwarding state of the number rep-
resented by the DSSkey. This feature is activated when Forwarding shown is enabled.

Administration vialocal phone

| === Admin
| -—— System
| -—- Features
| -—— DSS operation
| -—— Deflect to DSS
| -—— Refuse DSS pickup
| -—— Forwarding shown
-—-— Admin
|-—- System
| -—- Features
| -—— Configuration
| -—— General

| -—- DSS Pickup timer
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Settings for a DSSkey

Administration via WBM

1. Open System > Features > Program keys (CP110 / CP210) or Permanent Favourites/ Key
module (for CP410 / CP710).

2. Select DSSand click Edit (for CP110 / CP210).

Key label 2 DSS

Monitor Only [ no v
Visual alert |FPKandinline v |
Audible alert |off v
Ring delay (seconds) |0
Address

User identifier

|.
|
Realm |
|
|

Password
Outgoing calls | Normal v|
Action on calls | Consult v |
Allow in overview
e (ese)
—

3. Select DSSand click Edit (for CP410 / CP710).

Key label 1 DSS

Monitor Only | No v
Visual alert [FPKandinlne |
Audible alert | off v
Ring delay (seconds) |o |
Address | |
Realm | |
User identifier | |
Password |esesse |
Outgoing calls | Normal v
Action on calls [consut  v|

| Submit | | Reset |

¢ Key label: Label to be displayed on the display. The Key label parameter providesthe DSS
key with alabel that is displayed on the graphic display on an OpenScape Desk Phone CP
phones. The label isalso user configurable.
= Default: "DSS'
¢ Monitor Only: Handling of an incoming call when pressing the DSSkey. "No": the user is
able to answer the call; "Yes" the user isable to monitor the call without answering it.
Monitor only allowsthe usersto use their DSSkeysto only monitor other phones.
= Valuerange: "No", "Yes"
= Default: "No"
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¢ Visual alert: An alerting DSScall can be indicated visually. "FPK and inline": a notification
message is displayed independent of any attached key module providing the caller inform-
ation; "FPK only" caller information is only displayed on the Favorites screen. If desired, an
alerting DSScall can be indicated acoustically and visually if Visual alert and Audible alert
are configured.

= Value range: "FPKonly", "FPK and inline"
= Default: "FPKand inline"
¢ Audible alert: An alerting DSScall can be indicated acoustically. "Ringer": a DSSkey is set

to play the configured ringer file or pattern; "Beep": a DSSkey is configured to only play a
single beep tone (only played once, not repeated); "Off": no audible alert.

= Value range: "Off", "Ringer", "Beep"
= Default: "Off"
¢ Ring delay (seconds): Time interval in seconds after which the line startsringing on an
incoming call. The Ring delay gives atime interval in secondsfor the DSScall to start
ringing.
= Default: "0"
¢ Address: SIP Address of Record of the destination that is assigned to the DSSkey. Address
containsthe call number of the line associated with the DSSkey.

¢ Realm: SIP Realm of the DSSdestination. The Realm parameter storesthe SIP Realm of
the line associated with the DSSkey.

e User ID: SIPuser ID of the DSSdestination. User Identifier givesthe SIP user ID of the line
associated with the DSSkey.

¢ Password: Password corresponding to the SIP user ID. Password providesthe password
corresponding to the SIP user ID.

e Qutgoing calls: Determines whether forwarding and DND at the target phone is over-
ridden on aDSScall. The Outgoing calls parameter determines the behavior of acall over
the DSSline at the target phone. If set to "Direct"”, any forwarding and Do not Disturb set-
tings on the target phone isoverridden, so that a call will always alert. If set to Line type is
set to "Normal”, thisis not the case, and the call istreated like aregular call.

= Value range: "Normal", "Direct"
= Default: "Normal"

¢ Action on calls: Handling of an active call when pressing the DSSkey. Action on calls
definesthe handling of an active call when pressing the DSSkey.

= |f setto "Consult”, the user has an option to start a consultation with the DSStarget.
= |f set to "Transfer”, the user can only transfer the call to the DSStarget.

= [f"No action"is selected, pressing the DSSkey will have no effect.

®m "Consult" the user can start a consultation with the DSStarget;

= "Transfer": the user can transfer the call to the DSStarget.

® Value range: "Consult”, "Transfer", "No action™

Default: "Consult"

¢ Allow in Overview (only CP110 / CP210): Determines whether the line appearsin the
phone’sline overview.
= Valuerange: "Yes","No"
= Default: "Yes"
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DISTINCTIVE RINGERS PER KEYSET LINES

For implicit mapping of line ringer names following format must be used:
"Line-DN of line-Reserved"

Thusfor aline with DN=1234 the mapped distinctive ringer name is "Line-1234-Reserved". (The
name is case-sensitive, mind the uppercase L and Rin name.)

The name needsto be manually constructed and configured by the administrator as anew
ringer name and each such name should be manually checked as being unique in the table.

Note When using “Distinctive Ringers per Keyset Lines”, it is not allowed to define
“bellcore_dr1”, “bellcore_dr2”, and “bellcore_dr3” in the same distinctive ringer
table. Otherwise these settings is used because of higher priority in SIP-INVITE
header. MLPP and Lowel Impact Level calls are also with higher priority.

The "User > Configuration > Keyset > Lines" form hasthe “Destination Number” of the line being
configured and this can be used to map directly to distinctive ringer namesin the "Admin>Ringer
setting"form. If adistinctive ringer with amatching name has not been configured into the table
then the ringer related items “Ringer”, “Ringer tone melody”, and “Ringer sequence” in the "User >
Configuration > Keyset > Lines"form is absent. If amatching distinctive ringer name isfound
then the "Ringer"items are editable with the initially shown value being the same asthe value in
the "Admin>Ringer setting" form. Changes made to the "Ringer"values by the user will also
change the matching distinctive ringer values in "Admin>Ringer setting".

I Note Destinctive ringers are not applicable for DSSKeys.
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Administration via WBM

1. Open Admin > Ringer setting > Distinctive.

This page allows you to set up interworking with other IP phone
systems that support distinctive ringing

Pattern Pattern Duration

Name Ringer sound melody sequence (sec) Audible
|Bellcore—dr1 || Pattern v || 2 v || 2 v || 60 || Ring v |
|Be||c0re—dr2 || Pattern w || 2 w || 2 w || 60 || Ring w |
|Be||c0re—dr3 || Pattern v || 2 v || 2 v || 60 || Ring v |
|a|er‘t—emergen||: Pattern w || 2 W || 2 v || 60 || Ring w |
| = vz S SE [ ng 9
| | Pattern v 2 v 2 v |60 | ring v|
| [ pattem 9k o2 <Jle [ ung 9
| | Pattern v](2 v](2 v | 60 (Ring v]
| | Pattern vl v(2 v | 60 (Ring v]
| | Pattern v[2 v|2 v |60 | ring v
| | Pattern v 2 v 2 v |60 | ring v
| | Pattern v|2 vz v |60 | Ring v
| | Pattern v](2 v](2 v | 60 (Ring v]
| | Pattern vl v)(2 v 60 [Ring v]
[ | Pattern vz v |2 v|[60 | ring v

| Submit | Reset|
— —

¢ Name: Destinctive ringer name .
® Value Range: "Line-Destination Number of line-Reserved"
¢ Ringer sound: Specifieswhether pattern, i. e. melody, or a specific sound file isused as
ringer.
® Default: 'Pattern’
¢ Pattern melody: Determinesthe melody pattern if Ringer sound is set to 'Pattern’.
= Value Range: 1,...,.8
e Pattern sequence: Determinesthe length and repetitions of pattern.

= Value Range: "1":1sec ON, 4 sec OFF,"2": 1sec ON, 2 sec OFF"3" 0.7 sec ON, 0.7 sec
OFF,0.7sec ON, 3sec OFF

m Default: "1"
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Administration vialocal phone

| === Admin
|-—- Ringer setting
| -—— Distinctive

|[-——— 1 .... 15
| -—= Name
|--- Ringer sound (= Ringer in UserMenu)
| -—-- Pattern melody (= Ringer melody in UserMenu)
| --- Pattern sequence (= Ringer tone sequence in User Menu)
| -—— Duration

| -—— Audible

MULTIPLE CALL ARRANGEMENT

Multiple Call Arrangement (MCA) is a BroadWorks feature that allows for multiple callsto be ori-
ginated concurrently from the same shared line. Hence, a second endpoint may place an out-
going call on the same shared line already in use by another endpoint. To achieve anon-
blocking configuration for agroup of endpoints sharing aline (meaning that all endpointsin that
group can always place an outgoing call) every endpoint in that group must have as many shared
line keys provisioned as there are endpointsin the group.

Administration via WBM

Example: Three linesneed to be configured for a user. For the first line, use the Key 1and choose
Edit.

Note The primary line should be checked out only for the first line. The selection order
must be growing. For all lines, the address must have the same phone number.

Open System > Features > Key module.

Select the key assigned to aline and click “Edit”.

Configure the line key (see "Line key configuration" - page 208).
Set up multiple lines accordingly.

Click Submit.

ok WD

E/ACOCKPIT SETTINGS

To allow accessto the integrated E/A cockpit application, the administrator needsto configure
the server address and port.



Administration 223

Administration via WBM

1. Open System > Registration > E/A Cockpit.

Server address :

Allow server push
Mobility logoff action | None v |
| Submit | | Reset |

¢ The phone will only allow secure connectionsto the server provided. The default port to
accessthe serveris 8443, if no portisconfigured in the server addressfield. The phone
will try to verify the given data and will allow the accessto the integrated E/ A cockpit
application viathe main menu screen if avalid host address (IP or FQDN) is given.

® myserver.com : 8443

e |f“Allow server push”is enabled, it allowsthe E/A Cockpit application to start up on server
push requests.

Supported formats:

e Format for HTTP: “http:// Server-IP/DN:Server port”

® |Paddressor FQDN: e.g.
http://172.25.8.67 or fqdn.tld

= |Paddress/FQDN + port: e.g.
http://172.25.8.67:8443 or fqdn.tld:8443

e ¢ Format for HTTPS: "Server-IP/DN:Server port"

® |Paddressor FQDN: e.g.
https://172.25.8.67 or fgdn.tld

= |[Paddress/FQDN + port: e.g.
https://172.25.8.67:8443 or fqdn.tld:8443

Note Asingle E/A cockpit group can consist of amaximum number of four executives
and four assistants.

Key modules

Note On an OpenScape Desk Phone CP110 / CP210 phone no key modules can be
connected.

¢ Onan OpenScape Desk Phone CP410 phone the key module KM410 provides 16 addi-
tional free programmable keys. The names of the assigned keys can be printed on labels.

¢ On an OpenScape Desk Phone CP710 the key module KM710 provides 12 additional free
programmable keys. The names of the assigned keys are displayed digitally and can have
multiple functions ("shifted") invoked by pressing the key cd- B

¢ The maximum number of key modulesthat can be attached dependson the phone
model, the key module type and whether Power over Ethernet (PoE) is used to power the
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phone. However, up to 4 key modules can be attached if the phone isnot powered by
PoE.

The configuration of akey on the key module is exactly the same asthe configuration of a
phone key.

Administration via WBM

1. Open System > Features > Key module X.
¢ The configured keys can be either be in “Normal” or “Shifted” level.

¢ When switching to the “Shifted” level, the phone switches automatically back to the
“Normal” level, unless configured otherwise.

2. Open System > Features > Configuration.

Configuration

General

Emergency number L
Voice mail number :

MWI LED [ AlertBar only v

Missed call LED [ Alertear LED v
AlertBar LED hint 0O
Allow refuse O

Hot/Warm phone [ Mo action v

Hot/Warm destination :
Initial digit timer (seconds)
Allow uaCSTA
Server features
Not used timeout (minutes) [ 2 v
Transfer on hangup O
Bridging enabled O
Dial plan enabled O
FPK program timer [on v
Selected Dial Action on calls [ Mo action v|
DSS monitored
Show icon for all forwarding types
Automatic key module switchback
Simultaneous key module switching

<} < Jmim|

3. To configure the phone to automatically switch back to the normal level, enable Auto-
matic key module switchback. The phone will start a 15 secondstimer and then switch to
the non-shifted level on all the attached key modules.

4. Click Submit.
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Dialing

CANONICAL DIALING CONHGURATION

Call numberstaken from adirectory application, LDAP for instance, are mostly expressed in
canonical format. Moreover, call numbers entered or imported (e.g. from Outlook) into the local
phone book are automatically converted and stored in canonical format, thereby adding "+",
local country code, local national code, and local enterprise number as prefixes.

The system usesthe length of anumber to be canonized to determineif itisalocally dialable
number (e.g. local PSTN) when the number had not been recognized by earlier canonical rules.
For thischeck a new configuration item isrequired to specify the maximum length for alocally
dialable number (thiscomplements the existing configuration item that specifies the minimum
length for such anumber).

Anumber that had not been canonized but matchesthe new rule iscanonized as alocal dial-
able number.

If the number to be canonized islonger than the maximum local number that could be dialed
then it already contains additional addressing digits and hence istreated as a national dialable
number. Otherwise it islocally dialable and needsto be prefixed with the local access codes.

e 49171558765432 exceedsthe length for alocal dialable number and is simply canonized
as +49171558765432

e 4917155876 fitsthe length for alocal dialable number and is canonized as
+498951594917155876

Example

The user entersthe extension "1234" the local country code is"49", the local national code is
"89", and the local enterprise number is"722". The resulting number in canonical format is
"+49897221234",

Note To enable the number conversion, all parameters not marked as optional must
be provided, and the canonical look-up settings must be configured (see "Canon-
ical dialing look-up" - page 295).
Changesto these parameters can impact the phone's ability to match callsto
contacts.

Administration via WBM

For generating an appropriate dial string, a conversion from canonical format may be required.
The following parameters determine the local settings of the phone, like local country code or
local national code, and define rulesfor converting from canonical format to the format required
by the PBX.
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1. Open Local functions > Locality > Canonical dial settings.

Canonical dial settings

Warning — changes to these settings could
prevent calls being matched to existing

conversations

Local country code

National prefix digit | |

Local national code | |

Minimum local number length | |
Local enterprise node | |

PSTN access code | |
| |

| |

| |

| |

International access code
Operator codes
Emergency numbers
Initial extension digits

Expect dial number O
|. Submit | | Reset |

¢ Local country code: E.164-type country code, e.g. "49"for Germany, "44" for
United Kingdom

= Maximum length: 5
¢ National prefix digit: prefix for national connections, e.g."0"in Germany and United
Kingdom
= Maximum length: 5

¢ Local national code: local areacode or city code, e.g. "89" for Munich, "20"for Lon-
don
= Maximum length: 6
¢ Minimum local number length: Thisis considered if the number has not been
recognized, nor does it qualify to be an extension number (by its 1st digit).
= |fthe numberislessthan or equal to the Minimum local number length it is
canonized asalocal number.
= |fthe number is greater than the minimum local number length it may be a
local number or an international number but the maximum local number
length determines how it is canonized.
¢ Maximum local number length: Thisis considered after the minimum local num-
ber length check and appliesthe following conditions:
= |fthe maximum local number length = 0 the number iscanonized asalocal
number by adding the appropriate prefixes.
= |f the number islessthan or equal to the maximum local number length the
number is canonized as alocal number by adding the appropriate prefixes,
= |fthe number is greater than the maximum local number length it iscon-
sidered acomplete number and canonized by adding the international prefix
character ("+".
¢ Local enterprise node: number of the company/ PBXwherein the phone isresid-
ing
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= Maximum length: 10 (optional)
¢ PSTN accesscode: accesscode used for dialing out from a PBXto a PSTN

= Maximum length: 10 (optional)
¢ International access code: international prefix used to dial to another country, e.g.

"00"in Germany and United Kingdom.

= Maximum length: 5

e QOperator codes: List of extension numbersfor aconnection to the operator. The
numbers entered here are not converted to canonical format

= Maximum length: 50 (optional)
¢ Emergency numbers: List of emergency numbersto be used for the phone. If
there are more than one numbers, they must be separated by commas. The num-
bersentered here are not converted to canonical format.

= Maximum length: 50 (optional)
Initial extension digits: List of initial digits of all possible extensionsin the local enter-
prise network. When a call number could not be matched as a public network num-
ber, the phone checksif it is part of the local enterprise network. Thisis done by
comparing the first digit of the call number to the value(s) given here. If it matches,
the call numberisrecognized as alocal enterprise number and processed accord-
ingly.
For instance, the extensions 3000-5999 are configured in the OpenScape Desk
Phone, each number will start with 3, 4, or 5. Therefore, the digitsto be entered are
3,4,5.
¢ Expect dial number: Indicateswhen PSTN access code and national prefix digit is
retained and not converted into the international access code

2. Open Local functions > Locality > Canonical dial.

Canonical dial

L]

Internal numbers | Local enterprise form v |
External numbers Local publicform v |
External access code | For external numbers v |
International gateway code | Use national code v |
Submit| | Reset
—

¢ Internal numbers

Note To enable the phone to discern internal numbers from external numbers,
it iscrucial that a canonical look-up table is provided (‘Canonical dialing
look-up" > page 295).

= " ocal enterprise form": Default value. Any extension number is dialed in its simplest
form. For an extension on the local enterprise node, the node ID isomitted. If the
extension ison adifferent enterprise node, then the appropriate node ID is prefixed to
the extension number. Numbersthat do not correspond to an enterprise node exten-
sion are treated as external numbers.

= "Always add node": Numbersthat correspond to an enterprise node extension are
always prefixed with the node ID, even those on the local node. Numbersthat do not
correspond to an enterprise node extension are treated as external numbers.

® "Use external numbers": All numbers are dialed using the external number form.
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e External numbers
® "Local public form": Default value. All external numbers are dialed in their simplest
form. Thusanumber in the local public network region does not have the region
code prefix. Numbersin the same country but not in the local region are dialed as
national numbers. Numbers for a different country are dialed using the international
format.
= "National public form": All numberswithin the current country are dialed as national
numbers, thus even local numberswill have aregion code prefix (as dialing from a
mobile). Numbersfor a different country are dialed using the international format.
= "International form™: All numbers are dialed using their full international number
format.
e External accesscode
= "Not required": The access code to allow a public network number to be dialed is not
required.
= "For external numbers" Default value. All public network numbersis prefixed with the
accesscode that allowsanumber acall to be routed outside the enterprise network.
However, international numbersthat use the + prefix will not be given access code.
¢ International gateway code:
® "Use national code™ Default value. All international formatted numbersis dialed expli-
citly by using the access code for the international gateway to replace the "+" prefix.
= "Leave as+" All international formatted numbersis prefixed with "+",

Administration vialocal phone

| ——— Admin
|--- Local Functions
|--- Locality
|--- Canonical settings
| -—— Local country code
| -—- National prefix digit
|-—- Local national code
|-—= Min (imum) local num(ber) length
| -—— Local enterprise node
| -—— PSTN access code
| --- International access code
| -—— Operator code
| -—— Emergency number
|-—— Initial extension digits
|--- Expect dial number
--- Admin
| -—— Local Functions
|--- Locality
| -—— Canonical dial
| -—— Internal numbers
|-—- External numbers
|-—— External access code

|---— Internat (iona)l access
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CANONICAL DIAL LOOK-UP

The parameters given here are important for establishing outgoing calls and for recognizing
incoming calls.

In the local phone book, and, mostly, in LDAP directories, numbers are stored in canonical
format. In order to generate an appropriate dial string according to the settingsin Internal num-
bersand External numbers, internal numbers must be discerned from external numbers(see
"Canonical dialing configuration" - page 225). The canonical look-up table provides patterns
which allow for operation.

Furthermore, these patterns enable the phone to identify callers from different local or inter-
national telephone networks by looking up the caller'snumber in the phone book. Asincoming
numbers are not alwaysin canonical format, their composition must be analyzed first. For this
purpose, an incoming number is matched against one or more patterns consisting of country
codes, national codes, and enterprise nodes. Then, the result of this operation is matched
against the entriesin the local phone book.

Note To make sure that canonical dial look-up works properly, at least the following
parameters of the phone must be provided:

e Local country code
e Local areacode
e Local enterprise code

You can view and edit the first five entries viathe WBM. The Local code 1..5 parameters define up
to 5 different local enterprise nodes, whilst International code 1..5 define up to 5 international
codes, that is, fully qualified E.164 call numbersfor use in a PSTN. The whole list of entries are not
visible on the phone but can be seen and handled using the DLS.

Administration via WBM

1. Open Locality > Canonical dial lookup.

Canonical dial lookup
@ Warning — changes to these settings could prevent calls being

matched to existing conversations

Equivalent number forms

Local code 1 International code 1

Local code 2 | International code 2 |
Local code 3 | International code 3 |
Local code 4 | International code 4 |

Local code 5 International code 5 |
|. Submit | | Reset |
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e Local code 1..5: Local enterprise code for the node / PBXthe phone isconnected to.
® Example: "7007"for Unify office in Munich.
¢ International code 1..5: Sequence of "+", local country code, local areacode, and local
enterprise node corresponding to one or more phone book entries.
= Example: "+49897007"for Unify office in Munich.

Administration vialocal phone

|--- Administrator settings
| -—— Local Functions
|--- Locality
| --—- Canonical dial lookup

| -—= Local code 1
| -—— International codel
| -—— Local code 2
|--- International code 2
| -—= Local code 3
| -—— International code 3
| -—-= Local code 4
|--- International code4
| -—= Local code 5

| -—— International codeb

PHONELOCATION
Note Thisfeature is available only on OpenScape Desk Phone CP410 and CP710
phones.

This parameter specifiesif phone location information are included in appropriate SIP messages
foremergency calls (referred to as “Avatars”) or not included in any SIP messages but such
information are allowed to be configured.

Administration via WBM
1. Open Locality >Phone Location.

Phone location

Phone location| Net signalled

| Submit | | Reset |

¢ Value range: "Signalled", "Not signalled"
= Default: "Signalled”
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Administration vialocal phone

| === Admin
| -—- Local Functions
|--- Locality
| -—— Phone location

| -——— Phone location

DIAL PLAN

OpenScape Desk Phone CP phones may optionally use a dial plan residing on the phone. By
means of the dial plan, the phone can infer from the digits entered by the user that acomplete
call number hasbeen entered, or that a particular prefix has been entered. Thus, the dialing pro-
cesscan start without the need to confirm after the last digit has been entered, without delay or
with a configurable delay.

Note The standard timer found on the WBM in User menu > Configuration > Outgoing
calls > Autodial delay (seconds), is overridden if a dial plan rule ismatched.

Adial plan consists of rules defining patterns, timeouts and actionsto be performed when a pat-
tern ismatched or atimeout has expired. The phone can store one dial plan, which can contain
up to 48 different rules.

It isvery important that the phone’s dial plan does not interfere with the dial plan in the SIP server,
PBX; or public network.

The dial plan can be created and uploaded to the phone using the DLS (please refer to the
Deployment Service Administration Manual). The DLScan also export and import dial plans as
*.csv file. For details about the compaosition of a dial plan, refer to "Example dial plan" - page
305.

The current dial plan, along with its status and error status can be displayed on the WBM via
Diagnostics > Fault trace configuration > Download dial plan file.

The Dial plan ID and the Dial plan statusis displayed in the local menu.

To make use of the dial plan facility, the following requirements must be met:

¢ Acorrect dial plan isloaded to the phone.

¢ Inthe user menu, Allow immediate dialing is enabled. This condition isonly necessary for
on-hook dialing, but not for off-hook dialing.

¢ Dial plan enabled is checked.
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Administration via WBM

1. Open User settings > Configuration > Outgoing calls.

Qutgoing calls

Autodial delay (seconds)  [6 v|
Callback
Busy when dialling
Transfer on ring
Immediate dialling O
[submi | [Reset

2. Enable “Allow immediate dialing” and click Submit.
3. Open Administrator settings > System > Features > Configuration.

Configuration

General

Emergency number
Voice mail number [123456
MWI LED AlertBar only

Missed call LED AlertBar LED v
AlertBar LED hint
Allow refuse
Hot/Warm phone No action
Hot/Warm destination
Initial digit timer (seconds)
Allow uaCSTA
Server features
Not used timeout (minutes)
Transfer on hangup
Bridging enabled
Dial plan enabled
FPK program timer
Selected Dial Action on calls No action
DSS monitored
Show icon for all forwarding types
Automatic key module switchback
Simultaneous key module switching
Use simple CallLog
Allow user downloads

w

BLF alert Beep
Group pickup alert Ring burst
Group pickup tone interval
Group pickup visual alert Prompt v

MLPP ringer

-

w o N =
=]
(< NN <N < NENN] ODoo) oo oo
<< << < < <

Callback ringer
Impact level ringer

Bluetooth
Enable bluetooth interface

Call recording

Recorder address

Recording mode Disabled ~
Audible notification
Submit [Reset |

4. Activate “Dial plan enabled”.
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Administration vialocal phone

| -—- User
| --- Configuration
| --- Outgoing calls
|-—- Immediate dialing
--— Admin
|-—— System
| -—- Features
|--- Configuration
| -—— General
|--- Dial plan
--— Admin
| -—— General Information
|--- Dial plan ID

|--- Dial plan status

Ringer setting

DISTINCTIVERINGING
I Note Thisfeature is not available on OpenScape Desk Phone CP110 phones.

The server may provide information indicating a specific type of call within an incoming call. The
phone can use thisinformation to choose aring tone according to the call type from the
"Distinctive ringer table".

The relevant information is carried as a string in the Alert-Info header. This string is configured in
the OpenScape Voice system (refer to the relevant OpenScape Voice documentation).
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Administration via WBM

1. Open Admin > Ringer setting > Distinctive.

systems that support distinctive ringing

@ This page allows you to set up interworking with other IP phone

Pattern Pattern Duration

Name Ringer sound melody sequence (sec) Audible
|Be||c0re—dr1 || Pattern v || 2 v || 2 v || 60 || Ring v |
|Be||c0re—dr2 || Pattern v || 2 v || 2 v || 60 || Ring v |
|Be||c0re-dr3 || Pattern v || 2 v || 2 v || 60 || Ring v |
|a|er‘t—emergen||: Pattern ~ || 2 ~ || 2 A || 60 || Ring ~ |
| [ patem “2 SE E [ ng 5
| | Pattern v|2 vz v |60 | Ring v
| = vz v <Jleo [ung 9
| | paten /2 vz <] g 8
| | patem 9F oz E [ g )
| | Pattern v[2 v 2 v |60 | ring v
| | Pattern v|2 vz v |60 | Ring v
| | Pattern v]2 v)(2 v | 60 [Ring v
[ | Pattern v|[2 ME v 60 | Ring v
| | Pattern v[2 v |2 v 60 | ring v
[ | Pattern v][2 v 2 v|[60 | ring v|

| Submit | Reset|
— —

¢ When the string sent via alert-info matchesthe string specified in the column "Name", the
corresponding ringer istriggered. For instance, the OpenScape Voice system may send
the string Be1l1core-drl to indicate that a call isfrom within the same business group,
and "Name"is set to "Bellcore-drl". To select a specific ring tone for callsfrom the same
business group, the other parameters corresponding to that "Name" must be set accord-

ingly.

¢ "Ringer sound"determinesif a pattern, i. e. melody, or a specific sound file shall be used as
ringer.

¢ "Pattern melody" selects the melody pattern that is used if "Ringer sound" is set to "Pat-
tern".

e "Pattern sequence"determinesthe length for the melody pattern, and the interval
between the repetitions of the pattern. There are 3 variants:

m "1™ 1sec ON, 4 sec OFF
m "2" 1sec ON, 2 sec OFF
m "3 0.7sec ON,0.7sec OFF, 0.7sec ON, 3sec OFF

e "Duration"determineshow long the phone will ring on an incoming call. The range is 0-
300 sec.

¢ With "Audible", the ringer can be muted. In this case, an incoming call isindicated only
visually.
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Special ringers

To make the special ringers available and configurable to the user the administrator must map
the call typesto specific ringers viathe “Ringer setting” mapping table in "Admin > Ringer setting
> Distinctive”. Each call type can be mapped to a specific ringer sound, pattern melody, and pat-
tern sequence.

Abstract names used for "Special Ringers":

¢ "Bellcore-drl"- normal (internal) alerting or ring-back;

¢ "Bellcore-dr2"- external alerting or ring-back;

e "Bellcore-dr3"- recall alerting or ring-back (e.g., following transfer).

e "alert-internal” - normal (internal) alerting or ring-back;

* "alert-external" - external alerting or ring-back;

e "alert-recall"- recall alerting or ring-back (e.g., following transfer)

e "alert-emergency"- emergency alerting or ring-back.

¢ "Line-DN of Line-Reserved" - distinctive alerting for aline with number "DN of Line"

Once made available the special ringersfor the call typeslisted can be selected and configured
viathe User menu.

Note The ringer settings may be locked by DLSand therefore also the special ringers
will not be available for the user. See DLSDocumentation for details.

Administration vialocal phone

| === Admin
|-—— Ringer setting
| -—— Distinctive
[--—— 1 .... 15
| -—— Name
| -—— Ringer sound
| -—— Pattern melody
| --— Pattern sequence
| -—— Duration

| -—— Audible

MAP TO SPECIALS

“Map to specials” allowsthe administrator to create a mapping between predefined special call
types and the distinctive ringer name string. Only the special ringers for the default typesis
shown in the local menu and WBM.

If adefault ringer name is not configured in the "Distinctive ringer table" the mapped entry in the
"Special ringer table" is greyed and read-only.

“Map to specials” configuresthe distinctive ringer namesfor a special ringer type. The user has
accessto configure a different audio file or pattern for this distinctive ringer via their "Special
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ringer table". Any change made by the user to this special ringer is reflected in the "Distinctive
ringer table" and any change made by the administrator in the "Distinctive ringer table" is reflec-
ted in the "Special ringer table".

Administration via WBM

1 Open Ringer setting > Map To Specials.

Map to specials

Internal | Bellcore-dri v |
External |[Bellcore-dr2 v |
Recall [ Bellcore-dr3 v |
Emergency| alert-emerge v |
Speciall [ v]
Special2 | |
Special3 [ |

| Submit | | Reset |

2. Map the special ringers.
3. Click Submit.

SPECIAL RINGERS

The “Special ringers” dialog allows the user to change the ring tonesfor the special call types lis-
ted below, provided that the call type is signaled to the phone. Special ringers can be configured
viathe user menu for the following call types:

¢ Internal
e External
¢ Recall

e Speciall
e Special2
e Special3

To make the special ringers available and configurable to the user, the administrator needsto
map the call typesto specific ringers viathe Ringer setting mapping table in “Admin > Ringer
setting > Distinctive”. Each call type can be mapped to a specific ringer sound, pattern melody,
and pattern sequence.

Note The user cannot change the ringer sound, pattern melody and pattern sequence
of emergency call types. This can be set only by an administrator. Emergency
ringer is always played (regardless of ringer settings) at maximum volume.
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Administration via WBM

1 Open User settings > Audio > Special ringers.

Special ringers
This page allows you to change the ringer played for a
limited
range of special incoming calls where the type of call has
been
signalled to the phone

Ringer Pattern
Call type .. ind melody Pattern sequence

_ free(): double free detected in tcache 2 _
Internal |[Pattern  v|[2 v|[1.0 sec. ON, 2.0 sec. OFF v|

v |2 v|[1.0 sec. ON, 2.0 sec. OFF

[ Pattern

For each call type, except emergency calls, the following parameters can be configured:

¢ Theringer sound parameter determines whether a pattern, i. e. melody, or a specific
sound file shall be used asringer.

¢ Pattern melody selectsthe melody pattern that is used if Ringer sound is set to "Pattern™.
¢ Pattern sequence determinesthe length for the melody pattern, and the interval between
the repetitions of the pattern. There are 3 variants:
®m "1™ 1sec ON, 4 sec OFF
m "2" 1sec ON, 2 sec OFF
m "3"0.7sec ON, 0.7 sec OFF, 0.7sec ON, 3 sec OFF

Administration vialocal phone

|--- User
| -—- Audio

|-—— Special Ringers
|--—-— Internal
|--- External
| --— Recall
| --- Emergency
|--— Special 1
|--- Special 2
|--- Special 3

Transferring phone software, application, and media
files

New software images, hold music, picture clips for phone book entries, LDAP templates, com-
pany logos, screen Saver images, and ring tones can be uploaded to the phone via DLS (Deploy-
ment Service) or WBM (Web Based Management).
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Note For all user data, which includesfiles aswell as phone book content, the fol-
lowing amounts of storage place are available:

¢ OpenScape Desk Phone CP710:100MB
¢ OpenScape Desk Phone CP410: 100 MB
¢ OpenScape Desk Phone CP210: 25 MB
e OpenScape Desk Phone CP110: 25MB

LINUXFILENAME ISSUES

In Linux based file systems, the null character and the path separator "/" are prohibited. Other
characters may have an adverse effect during the creation or deletion of the particular file in the
Linux operating system.

Prevent invalid file names

Saving afile with an invalid file name on the phone could lead to operational or security issues.
To protect against thisthe phone will ensure that the file name for the file to be saved does not
contain non-allowed characters. The solution isto replace invalid charactersin the names of files
to be downloaded onto the phone with adummy character.

The set of allowed characters are:

e 0to9
e atoz
e AtoZ
 ""(hyphen)

. (underscore)

Aspace character is explicitly not allowed in a Linux file name. Any non-allowed characters are
replaced with an " " (underscore) character. The file name must not start with a"-" (hyphen) char-
acter.

This should cover any download mechanism:

¢ WBM download of user files (such asringers)
¢ WBM download of binds
e FTPor HTTPSdownload of filesto the phone

When afile isdownloaded to the phone, sanity checks are carried out to ensure there are no
operational or security impacts on the phone.

WBM checksthe file name and file extension entered in any FTP/ HTTPSfile transfer panel only
containsvalid characters and that the file extensions (file type) are valid.

 If afile path character or file extension is detected in the file name then an error is dis-
played and the file transfer isnot allowed.
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FTP/ HTTPS SERVER

There are no specific requirementsregarding the FTP server for transferring files to the
OpenScape Desk Phone. Any FTP server providing standard functionality will do.

COMMON FTP/ HTTPSSETTINGS (DEFAULTYS)

For each one of the variousfile types, e.g. phone application, or logos, specific FTP/ HTTPS
accessdata can be defined. If some or all file types have the parameters “Download method”,
“FTP Server”, “FTP Server port”, “FTP Account”, “FTP Username”, “FTP path”, and “HTTPSbase URL"
incommon, they can be specified here. These settingsis used for a specific file type if its Use
defaults parameter is set to "Yes".

Note If “Use defaults” is activated for a specific file type, any specific settings for thisfile
type are overridden by the defaults.

Additional log messages are issued for the following phone application download conditions:

Update has been allowed due to override flag being set

¢ Whole part number is not recognized

Block 4 of part number is not recognized

¢ Downloaded software does not have a hardware level included

Administration via WBM

1. Open Fle transfer > Defaults.

Download method | FTP v |
FTP server address | |
FTP server port |21 |
FTP account | |

FTP username | |
|

|

FTP password |eesses

FTP path |
| Submit | | Reset |

¢ Download method: Selectsthe protocol to be used. Value range: "FTP", "HTTPS'
Default: "FTP"
e FTP Server: IPaddress or hostname of the FTP server in use.

e FTP Server port: Port number of the FTP server in use. For HTTPS, port 443 isassumed,
unless a different port is specified in the HTTPSbase URL
Default: 21

e FTP Account: Account at the server (if applicable).
¢ FTPUsername: User name for accessing the server.
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e FTPPassword: Password corresponding to the user name.
e FTP path: Path of the directory containing the files.

e HTTPSbase URL: IP address or hostname of the HTTPSserver in use. If no port number is
specified here, port 443 isused. Only applicable if Download method is switched to
"HTTPS'

Administration vialocal phone

| -—— Admin
|--- File Transfer
| -—— Defaults

| ——— Download method
| -—- Server
| --- Port
| === Account
| =——= Username
| -—— Password
|--—- FTP path
|-—— HTTPS base URL

PHONE APPLICATION

The firmware for the phone can be updated by downloading a new software file to the phone.

If an incorrect software image is being attempted to be loaded onto the phone, the phone will
reject the request and return to normal operation without reboot. As part of this security mech-
anism, new software binds are identified by a "Supported Hardware Level" information built into
the header.

Prerequisite

The phone knowsits own hardware level (from the part number and / or by adynamical check
of itshardware level).

When anew software bind isdownloaded to the phone, the following verification is performed:

¢ |If new software bind has hardware level header included (in the bind header): Hardware
level of new bind iscompared with phone’s hardware level.

= |[f compatible (or if Override is set): Proceed with update
= [f NOT compatible: Abandon update and return to original application

¢ If new software bind does NOT have hardware level header included (in the bind header):
Software version of new bind iscompared with minimum known supported SW level.

= |f compatible (or if Override is set): Proceed with update
= [f NOT compatible: Abandon update and return to original application
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Note Do not disconnect the phone from the LAN or power unit during software
update. An active update processisindicated by blinking LEDsand / or in the dis-
play.

Upgrade using file

You can upgrade the phone application by navigating to alocal file. Thiscan be done only by
WBM administration.

Administration via WBM

1. Open Fle transfer > Phone application.

Phone application

Upgrade using file

Choose the image file you wish
to use to upgrade the phone

| Durchsuchen... | Keine Datei ausgewahlt.
| Upgrade | | Cancel |

Closing or navigating away from this
page will cancel the file upload

Upgrade using FTP/HTTPS

Use defaults
Filename | |

After submit | do nothing v |

Submit [Reset

2. Click Browse.., and select the file you want to install.
3. Click Upgrade.
4. Wait until the upgrade processis finished.

I Note The "Cancel"function will not work once the processisin burn state.

Upgrade using FTP/ HTTPS

If the default FTP/ HTTPSaccess settings (see "Common FTP/ HTTPSsettings (defaults)" >
page 239) are used, “Use defaults” must be set to "Yes", and only the file name must be specified.
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Administration via WBM

1. Open Hle transfer > Phone application.

Phone application

Upgrade using file

Choose the image file you wish
to use to upgrade the phone

| Durchsuchen... | Keine Datei ausgewdhlt.
| Upgrade | | Cancel |

Closing or navigating away from this
page will cancel the file upload

Upgrade using FTP/HTTPS

Use defaults

Filename | |
After submit | do nothing v |
| Submit| [ Reset

¢ Use defaults: Specifieswhether the default FTP/ HTTPS access settings shall be used.
Value range: "Yes", "No". If enabled, an abbreviated set of optionsis provided.

¢ Fle name: Specifiesthe file name of the phone software.
¢ After submit: Specifies actions after submit button is pressed. Value range: "do nothing",

"start download". Default: "do nothing".

The option "do nothing" allows changesto the set of options and submit the changesto

update the page (e.g. select between FTPand HTTPS).

Datarequired (if not derived from Defaults)

Download method: Selectsthe protocol to be used. Value range: "FTP", "HTTPS". Default:

"FTP".

Server: IP address or host name of the FTP/ HTTPSserver in use.
Server port: Port number of the FTP/ HTTPSserver in use. Default: 21.

Account: Account at the server (if applicable).

Username: User name for accessing the server.
Password: Password corresponding to the user name.
FTP path: Path of the directory containing the files.

HTTPSbase URL: IP address or host name of the HTTPS server in use; only applicable if

Download method is switched to "HTTPS".
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Administration vialocal phone

| === Admin
|--- File Transfer

| -—- Phone application
| -—- Use default
| === Download method
| -—= Server
| -—- Port
| === Account
| -=—— Username
| -=——= Password
|--- FTP path
| -—— HTTPS base URL

|--= File name

Download / update phone application

If applicable, phone software should be deployed using the Deployment Service (DLS). Altern-
atively, the download can be triggered from the WBM interface or from the Local phone menu.
When the download has been successful, the phone will restart using the new software.

Updating viaFTP or HTTPS

1 Open Hle transfer > Phone application.

Upgrade using FTP/HTTPS

Use defaults O

Download |
method *

FTP server | |
address

FTP server port |21

FTP v |

FTP account |

FTP password |

|
|
FTP username | |
|
|
|

FTP path |

Filename |
After submit | do nothing v
[ Submit | | Reset

Select the transfer protocol.

Provide the address and the port number.

If required, provide the user name and password.
Enter the file name

Set “After submit” to "Start download".

Click Submit.

N o ok wd
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Start download vialocal phone

| === Admin
|--— File Transfer

| -=—- Phone app

1 ClickOK
2. Select Download. The download will start immediately.

PICTURE CLIPS

I Note The file size for a picture clip is limited to 300 KB.

Picture clips are small images used for displaying a picture of aperson that is calling on aline.
The supported file formats for picture clips are JPEG, BMP and PNG. The file extensions sup-
ported for JPEG are “*.jpeg” and “*.jpg”.

FTP/ HTTPSaccess data

If the default FTP/HTTPSaccess settings are used, “Use defaults’ must be set to "Yes", and only
the file name must be specified (see "Common FTP/ HTTPS settings (defaults)" - page 239).

Administration via WBM

1. Open File transfer > Picture clip.

Picture clip

Use defaults O
Download method | HTTPS v
HTTPS base URL |192.168.178.100 |
Filename | 2adca .png |
After submit | do nothing v

| Submit | | Reset |

¢ Use defaults: Specifieswhether the default FTP/ HTTPS access settings shall be used.

¢ Fle name: Specifiesthe file name of the image file

¢ Download method: Selectsthe protocol to be used. Value range: "FTP", "HTTPS".
= Default: "FTP"

e Server: IPaddressor host name of the FTP/ HTTPSserver in use

e Server port: Port number of the FTP/ HTTPSserver in use.
= Default: 21

e Account: Account at the server (if applicable)

¢ Username: User name for accessing the server

e Password: Password corresponding to the user name

e FTP path: Path of the directory containing the files
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e HTTPSbase URL: IPaddress or host name of the HTTPSserver in use; only applicable if
Download method is switched to "HTTPS'

® After submit: Specifies actions after submit button is pressed.

Value range: "do nothing", "start download".
= Default: "do nothing"

Administration vialocal phone

| -—— Admin
|--- File Transfer

|--- Picture Clip
| -—— Use default
| -——= Download method
| -—— Server
| -—= Port
| -—= Account
| === Username
| -——— Password
|--- FTP path
| -—- HTTPS base URL

|-—— File name

1. On OpenScape Desk Phone CP410 and CP710 select Download. The download will start
immediately.

Download a picture clip
I Note Thisfeature is available for OpenScape Desk Phones CP410 and CP710.

If applicable, picture clips should be deployed using the Deployment Service (DLS). Alternatively,
the download can be triggered from the web interface or from the local phone menu (see "FTP/
HTTPSaccessdata" > page 244).

Upload picture clips via LDAP

The LDAP template identifies if avatars are available for LDAP entries and how they are accessed
by the phone.

The LDAP directory must contain avatar picturesin JPEG / JIFFformat (plain or base 64
encoded) or aURL that pointsto aweb-server that can provide a picture for the contact.

Example: Plain JPEG picture attributes are "jpegPhoto" or "thumbnailPhoto". URL attribute can be
"photoURL".

I For best display the square format isrecommended.
Maximum picture size is 100 kB. The phone shows an avatar in two sizes:

e 32x32 pxfor conversation list and contact details (header)
¢ 64x64 pxfor conversation and call screens
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If another size provided, the phone will automatically resize the picture to needed dimensions.
Until aJPEG image is available a default avatar is used for the LDAP contact.

The LDAP must be configured and a suitable LDAP template must be available on the phone.
The LDAP template must support a 13t attribute to allow accessto a contact's picture (see
"Create an LDAP template" - page 298).

If the configured address of the web server (Avatar server) is not empty, the attribute content is
treated asthe variable part of the URL to accessthe picture from a WEB server —see Con-
figuration via DLSand WBM in this chapter. The phone then constructs a full path to the picture
file on the web server, i.e. adds the attribute value to the Avatar server field value. The photoURL
atribute may be adirect URL which ends up with "filename.jpg". The address can include aHTTP
addressor aHTTPSaddress. HTTPSis assumed by default.

If configured address of the web server (Avatar server) isempty, the attribute value istreated asa
LDAP DN and the LDAP server is asked for the content of the attribute. The content must be plain
JPEG or base64 encoded.

Example

Avatar server value is ,https://my.image.server.com/internal”“. The photoURL atribute is ,employ-
eeljpg”“. Phone will sent http request for https://my.image.server.com/internal/employeeljpg.

If the picture cannot be displayed (wrong format, download error, etc.) then a default avatar con-
tinuesto be shown.

Configuration via Admin menu
1. Open Settings > Administrator > Local functions > LDAP > Avatar server.
Configuration viaDLS

1 Open DeploymentService > IP Devices > IP Phone Configuration > Service Integrations >
LDAP Settings > Avatar Server.
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Administration via WBM

1. Open Admin > Local functions > Directory settings.

Directory settings

LDAP server address

Transport [TCcP v]
Secure port 636 |
LDAP server port 380 |

Authentication [ Anonymous v
User name | |
Password | |

Firstname and lastname for quick search
Clear on exit

O
O

2. Enter the Avatar server address.
3. Click Submit.

LDAP TEMPLATE

The LDAP template is an ASClII text file that allows attributesin an LDAP directory entry to be
mapped to the contact fields on the phone. The LDAP template must be modified correctly for
successful communication between the directory server and the LDAP client.

I The OpenScape Desk Phone phones support LDAPV3.

FTP/ HTTPSaccess data

If the default FTP/ HTTPSaccess settings are used, “Use default” must be set to "Yes", and only
the file name must be specified (see "Common FTP/ HTTPS settings (defaults)" > page 239).
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Administration via WBM

1. Open Hle transfer > LDAP.

LDAP

Use defaults O
Download method |FTP v
FTP server address | |
FTP server port |21 |
FTP account | |
FTP username | |
|
|
|

FTP password |"""

FTP path |

Filename |
After submit | do nothing v |
| Submit] Reset

¢ Use default: Specifieswhether the default FTP/ HTTPSaccess settings shall be used.
Value range: "Yes", "No" Default: "No"

¢ Fle name: Specifiesthe file name of the LDAP template file.

¢ After submit: Specifies actions after submit button is pressed. Value range: "do nothing",
"start download". Default: "do nothing".

Datarequired (if not derived from Defaults)

¢ Download method: Selectsthe protocol to be used. Value range: "FTP", "HTTPS' Default:
"ETP"

e Server address: IP address or host name of the FTP/ HTTPS server in use.
e Server port: Port number of the FTP/ HTTPSserver in use. Default: 21

e Account: Account at the server (if applicable).

¢ Username: User name for accessing the server.

e Password: Password corresponding to the user name.

e FTP path: Path of the directory containing the files.

e HTTPSbase URL: IPaddressor host name of the HTTPSserver in use; only applicable if
Download method is switched to "HTTPS".
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Administration vialocal phone

| === Admin
|--- File Transfer
| ——— LDAP
| -—- Use default
| === Download method
| -—= Server
| -—- Port
| === Account
| -=—— Username
| -=——= Password
|--- FTP path
| -—— HTTPS base URL

|--= File name

Download LDAP template

If applicable, LDAP templates should be deployed using the DLS (Deployment Service). Altern-
atively, the download can be triggered from the web interface or from the local phone menu.

I The OpenScape Desk Phones support LDAPV3.

Start download via WBM

1 Open Fle transfer > LDAP.

LDAP

Use defaults O
Download method |FTP v
FTP server address |

FTP server port |21
FTP account |

FTP password |

|
|
|
FTP username | |
|
|
|

FTP path |

Filename |
After submit | do nothing v |
| submit (Reset

Select the transfer protocol.

Provide the address and the port number.

If required, provide the user name and password.
Enter the file name.

Set “After submit” to "start download".

Click Submit.

N o ok wDd
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Start download vialocal phone

| === Admin
|--- File Transfer
| -—— LDAP

1 ClickOK
2. Select Download. The download will start immediately.

SCREEN SAVER

The screen saver can be configured to be displayed when the phone isin idle mode. It performs
aslide show consisting of images which can be uploaded using the web interface.

I Screen savers are available only on OpenScape Desk Phones CP410 and CP710.

Note The file size for a screen saver image is limited to 300 KB. If the file istoo large or
the contents of the file are not valid, the file will not be stored in the phone.

For screen saver images, the following specifications are valid:

¢ Dataformat: JPEG, BMP or PNG. JPG isrecommended. The file extensions supported for
JPEG are jpeg and jpg.

e Screen format: 4:3. The images are resized to fit in the screen, so that imageswith a
width / height ratio differing from 4:3 will appear with deviant proportions.

¢ Resolution: The phone’s screen resolution isthe best choice forimage resolution: 320 x
240 px

FTP/ HTTPSaccess data

If the default FTP/ HTTPSaccess setting are used, Use default must be set to "Yes", and only the
file name must be specifieds (see "Common FTP/ HTTPS settings (defaults)" - page 239).
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Administration via WBM

1. Open Hle transfer > ScreenSaver.

Screensaver

Use defaults O
Download method |FTP v
FTP server address | |
FTP server port |21 |
FTP account | |
FTP username | |
|
|
|

FTP password |-""-

FTP path |

Filename |
After submit | do nothing v
| Submit | Reset|

¢ Use defaults: Specifieswhether the default FTP/ HTTPSaccess settings shall be used.
® Default: disabled

¢ Flename: Specifiesthe file name of the screensaver image file.

¢ After submit: Specifies actions after submit button is pressed.

= Value range: "do nothing", "start download"
® Default: "do nothing".

Datarequired (if not derived from Defaults)

¢ Download method: Selectsthe protocol to be used.
= Valuerange: "FTP","HTTPS'
= Default: "FTP"
e Server address: IP address or host name of the FTP/ HTTPSserver in use.
e Server port: Port number of the FTP/ HTTPSserver in use.
= Default: 21
e Account: Account at the server (if applicable).
¢ Username: User name for accessing the server.
¢ Password: Password corresponding to the user name.
e FTP path: Path of the directory containing the files.

e HTTPSbase URL: IP address or hostname of the HTTPSserver in use; only applicable if
Download method is switched to "HTTPS".



Administration

252

Administration vialocal phone

| === Admin

|--- File Transfer

| -—- ScreenSaver

Download screen saver

If applicable, screen savers should be deployed using the DLS (Deployment Service). Altern-

Use default

Download method

Server
Port
Account
Username
Password
FTP path

HTTPS base URL

File name

atively, the download can be triggered from the web interface or from the local phone menu.

Start download via WBM

1. Open Hle transfer > Screensaver.

Screensaver

Use defaults
Download method
FTP server address
FTP server port
FTP account
FTP username
FTP password
FTP path
Filename
After submit

| Submit |

2. Set “After submit” to "start download".

3. Click Submit.

O
|FTP v
|
21
|
|
| (11111}
|
|_ |
| do nothing v |
[Re&ﬁ]

Start download vialocal phone

| -—— Admin

|--- File Transfer

| -——= Screensaver

1. Inthe administration menu, select “Screensaver”.
2. Select Download. The download will start immediately.
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RINGER HLE
Note The download of ringer files via WBM or local menu is possible for all CP phone
models.

Custom ring tones can be uploaded to the phone.

Note The file size for aringer file islimited to 1 MB. If the file istoo large or the contents
of the file are not valid, the file will not be stored in the phone. Thislimitation is
only enforced on WBM.

The following file formats are supported:

¢ WAV format. The recommended specifications are:
= Audio format: PCM
= Bit rate: 16 kB/s
® Sampling rate: 8 kHz
®  Quantization level: 16 bit
¢ MIDIformat

¢ MP3format. The OpenScape Desk Phones CP410 and CP710 are able to play MP3 files
from 32 kbit/s up to 320 kbit/s. Asthe memory for user dataislimited to 8 MB, a constant
bit rate of 48 kbit/sto 112 kbit/s and alength of max. 1 minute isrecommended. Although
the phone software can play stereo files, mono files are recommended, asthe phone has
only 1loudspeaker. See the following table for estimated file size (mono files).

Length 64 kbit/s 80 kbit/s 96 kbit/s 112 kbit/s
0:15 min 0.122 MB 0.15 MB 0.18 MB 0.21MB
0:30 min 0.23MB 0.29 MB 0.35 MB 0.41MB
0:45 min 0.35 MB 0.44 MB 0.53MB 0.62 MB
1:00 min 0.47MB 0.59 MB 0.70 MB 0.82 MB

FTP/ HTTPSaccess data

If the default FTP/ HTTPSaccess settings are used, “Use default” must be set to "Yes", and only
the file name must be specified (see "Common FTP/ HTTPS settings (defaults)" = page 239).
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Administration via WBM

1. Open File transfer > Ringer file.

Ringer file

Use defaults O
Download method | FTP v
FTP server address |

FTP server port |21
FTP account |

|
|
|
FTP username | |
|
|
|

FTP password |

FTP path |

Filename |
After submit | do nothing v
| Submit] Reset

e Use default: Specifieswhether the default FTP/ HTTPSaccess settings shall be used.

= Value range: "Yes","No"
= Default: "No"
¢ Fle name: Specifiesthe file name of the ringer file.
e After submit: Specifies action after submit button is pressed.
® Value range: "do nothing", "start download"
® Default: "do nothing"

Datarequired (if not derived from defaults)

¢ Download method: Selectsthe protocol to be used.
= Valuerange: "FTP", "HTTPS'
= Default: "FTP"
¢ Server address: IP address or host name of the FTP/ HTTPS server in use.
e Server port: Port number of the FTP/ HTTPSserver in use.
= Default: 21
e Account: Account at the server (if applicable).
¢ Username: User name for accessing the server.
e Password: Password corresponding to the user name.
e FTP path: Path of the directory containing the files.

e HTTPSbase URL: IP address or hostname of the HTTPSserver in use; only applicable if

download method isswitched to "HTTPS'".
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Administration vialocal phone

|-—- Admin

|--- File Transfe
|--- Ringer

| —_—

| —_—

| _—

| RS

| —_—

| —_—

| _—

| RS

| —_—

Download ringer file

If applicable, ring tone files should be deployed using the DLS (Deployment Service). Altern-

r

Use default
Download method
Server

Port

Account
Username
Password

FTP path

HTTPS base URL

File name

atively, the download can be triggered from the web interface or from the Local phone menu.

Start download via WBM

1. Open File transfer > Ringer file.

Ringer file

Use defaults
Download method
FTP server address
FTP server port
FTP account

FTP username

FTP password

FTP path

Filename

After submit
| Submit |

O
| FTP v
| |
21 |
| |
| |
| |
| |
|_ |
| do nothing v |
et

2. Set“After submit”to "start download".

3. Click Submit.

Start download vialocal phone

1. Inthe administration menu, select “Ringer”.

| === Admin
|--- File Transfe

| --- Ringer

r
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1. Pressthe key labeled Download. The download will start immediately.

COMPANY LOGO
Note Thisfeature is available only on OpenScape Desk Phone CP410 and CP710
phones.

Custom company logo can be uploaded to the phone.

Note There can only be asingle logo image on the phone. When anew logo image is
uploaded, the old one is deleted if there isone existing.

By default, there isno logo image file on the phone. The administrator can upload a custom logo
image with appropriate file extension (JPEG, JPG, PNG or BMP), which would be displayed on
Menu and Phone Lock screens. The time and date information are shown in small format below
the status bar when the logo is being displayed.

Format of the logo image file

The logo image file isaccepted by the phone in below formats:
e CP710 and CP410: PNG image 24-bit with alpha channel

I The image file size must not exceed 10 MBytes.

Resizing logo image file

After successful transfer of the new logo file, the phone will check the image resolution size in
pixels and decide if it needsto be resized so that the image fitsin the logo image placeholder.

The maximum size of logo image placeholder isas below:

e CP710: 440 x 220 px
e CP410: 216 x 68 px

I Resizing isdone by keeping the aspect ratio intact.
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Administration via WBM

1. Open Hle transfer > Logo.

Logo

Transfer using file

Choose the image file you wish
to use as a logo

| Choose File | No file chosen

| Submit || Cancel |

Closing or navigating away from this
page will cancel the file upload

Transfer using FTP/HTTPS

Use defaults
Filename | |
After submit | de nothing v
| Submit | [Reset |

2. Select afile that conformsto the specifications.
3. Click Submit.

If alogo isuploaded, the option "delete logo file" is displayed beneath the option "After submit".

Administration via Local Phone

| === Admin
|--- File Transfer
| -——— Logo
| -—- Use default
| === Download method
| -—= Server
| -—- Port
| === Account
| -=—— Username
| -=——= Password
|--- FTP path
| -—— HTTPS base URL

|--= File name

Settings of the corporate directory
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LDAP

The Lightweight Directory Access Protocol (LDAP) enables accessto a directory server viaan
LDAP client. Various personal information is stored there, e.g. the name, organization, and con-
tact data of personswaorking in an organization. When the LDAP client hasfound a person’s data,
e.g.bylooking up the surname, the user can call this person directly using the displayed num-
ber.

On an OpenScape Desk Phone CP410 or CP710, the use of the LDAP directory isintegrated
into the conversations concept.

Example

If acall cannot be mapped to acontact on the phone, the phone can be configured to look up
the call contact details from the LDAP directory. In addition, a search for a contact will cover
both contacts on the phone and the LDAP directory. The LDAP template mapsthe LDAP fields to
those of the contactson the phone.

On an OpenScape Desk Phone CP110 or CP210, the LDAP directory can be accessed using the
entry Directories > Corporate directory.

I The entry is displayed only when a LDAP server is configured.

I Note The OpenScape Desk Phone CPx10 phones support LDAPV3.

For connecting the phone LDAP client to an LDAP server, the required access data must be con-
figured. The parameter “Server” address specifies the IP address of the LDAP server. The para-
meter “Transport” defineswhether the phone must continue to use an unencrypted TCP
connection to the LDAP server, or to use an encrypted TLSconnection to a separate LDAPSport
on the LDAP server, or to use an encrypted TLSconnection to a separate LDAPSport on the
LDAP server. Depending on the setting of “Transport” the secure port (for TLS) or the server port
(for TCP) are defined. If the authentication is not set to "Anonymous", the user must authenticate
himself with the server by providing auser name and a corresponding password. The user name
and password are defined by the administrator. The user name is the string in the LDAP bind
request, e. g. "C=GB,0=SEMENSCOMM,0U=COM,L=NTH,CN=BAYLISMICHAEL". The
internal structure will depend on the specific corporate directory.

For aguide on setting up LDAP on an OpenScape Desk Phone, refer to "How to set up the “Cor-
porate directory” (LDAP)" - page 298.

On an OpenScape Desk Phone CP110 or CP210, an explicit search field for LDAP requests is sup-
ported. The search string is submitted to the LDAP server as soon as OKis pressed or when the
search trigger timeout expires.

On an OpenScape Desk Phone CP410 or CP710, the search of the LDAP directory isintegrated
in the conversations search function. The LDAP template allowsfor a'nickname' field which
allowsasearch of any text in the field.
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Zoom LDAP search (V2.R0.18.0 and on)

Zoom uses LDAPSto accessthe LDAP Directory server. After V2.R0.18.0, if the SIP server type is
set as Zoom, the phone supports searching for a sub-string match in multiple fields:

* CPHI Models: Lastname, Frstname, Phone Number, Extension Number.

Note From V2.R0.18.0 and onwards, if the SIP server type is set as Zoom, 'Phone num-
ber' replacesthe "Work 1" field and 'Extension’ the 'Work 2' field.

Example: Searching for "zoe" will return LDAP entries where "zoe" appears anywhere in Last-
name, Frstname, Phone Number, or Extension Number.

Searches now use a sub-string match (i.e., *<pattern>*).

Double quotes (") are NOT used in search queries with Zoom LDAP.

Administration via WBM

1. Open Local functions > Directory Settings.

Directory settings

LDAP server address
Transport
Secure por R

1

LDAP server port
Authentication
User name |
Password —
[Firstname and lastname for quick search O
Clear on exit 0

e LDAP Server address: IP address or host name of the LDAP server

e Transport: definestransport mode, whether LDAP interface uses TCP and isunencrypted,
oruses TLSand isencrypted

® Valuerange: "TCP","TLS'
= Default: "TCP"

e Secure Port: definesthe port of the appropriate TLSinterface on LDAP server when Trans-
portissetto TLS
= Default: "636"

e LDAP Server port: port on which the LDAP server islistening for requests, when Transport
issetto TCP
= Default: 389
¢ Authentication: authentication method used for connecting to the LDAP server
= Value range: "Anonymous", "Smple"
= Default: "Anonymous"

e User name: user name used for authentication with the LDAP server in the LDAP bind
request

e Password: password used for authentication with the LDAP server
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Note After V2.R0.18.0, the password length limit has been extended to 255 characters
for compatibility with Zoom LDAP requirements.

¢ Contact detailsupdate: The update source for call party names can be set asone or more
of the following: Directory, Signaling or Local.

¢ Avatar server: HTTP or HTTPSaddress, where the pictures are located. The complete
HTTPor HTTPSaddress is built from "Avatar server” + "Avatar". "Avatar" is the attribute
name from the LDAP template field "Avatar". The specified LDAP attribute must contain
the file name of the picture contained in the URL specified in "Avatar Server".
Example: "Avatar Server" = "https://mypicture.server/picturepath” ("Avatar" = pic-
turename).
When the phone doesan LDAP lookup for user A, the field “Picturename” returns pic-
turename = UserA.jpg. The phone will look for the picture at: https://myp-
icture.server/picturepath/UserA.jpg.

* LDAPfor manual search only: Allowsyou to disable the automatic LDAP lookup when an
LDAP server is configured. If checked, the user can search LDAP only manually.

® Valuerange: "True", "False".

® Default: "False".

I Note This item is available only for CP400/600/700.

. Frstname and lastname for quick search: Defines whether the phone searches
both Frstname and Lastname or only Lastname.

Value range: "True", "False". Default: "False".

Note The default value indicates that the search string provided by the user is used to
search the Lastname field only on the LDAP server. After V1.11.6.0, it can search
both Frstname and Lastname if enabled.

* Clear on Exit: When Clear on Exit option isenabled, when a CP110 / 210 SIP phone user
exitsthe Directory application, any LDAP results on the phone from a previous search are
cleared. When re-entering the Corporate option of the Directory feature, the user is
prompted to perform anew quick search.

I Note The Clear on Exit option is available only for the CP110 / 210 SIP phones.
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Administration vialocal phone

| === Admin
| -—- Local Functions
| -—— LDAP
|--- Server address
|--— Transport
|--— LDAP Secure port
|-—— LDAP Server port
| -—— Authentication
| -—— User name
| === Password
| -—— Permanent LDAP Enabled
|---— Avatar server
|--- LDAP for manual search only
|--- Firstname and lastname for quick search

|-—— Clear on Exit

CONTACT DETAILSUPDATE

Note This option is only available for the OpenScape Desk Phone CP410 and CP710
phones. Not applicable for Broadsoft.

It is possible to update the source used to obtain call party namesfrom one place.

¢ Existing contact names are updated for new calls (if one or more sources are specified
and matched)

¢ Existing contact names are not updated (if the local source isused, i.e. no sources set)
Source of the contact details

When an update source has been specified, the phone will try to match the call party number
signaled for acall to an entry in the update source(s). If more than one source is specified then
they isused in the following order:

¢ LDAP
e Signalling

Administration via WBM

1. Open Local functions>Name update sources.

Name update sources

LDAP
Signalling

[Submﬁ] [Resm]

The update source can be set asone or more of the following:
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¢ Directory: LDAP (if an LDAP entry matchesthe call, the contact isupdate to match the
LDAP entry)

¢ Signalling: Via SIP (if set then the contact is updated based on the call party name in sig-
naling)

Administration vialocal phone

| -—— Admin
| -—— Local Functions
| -—— LDAP
| -—— Server address
| -—— Transport
|-—— LDAP secure port
|-—— LDAP server port
| -—-— Authentication
| -=—= User name
| —-—— Password
| -—- Avatar server

-—-— Name update sources

XSl access

The BroadSoft Xtended Services Interface (XSl) provides accessto various user features like caller
listsand directories.

Administration via WBM

1. Open Local functions > XSl access.

Server address
Use SIP credentials
User name | |
~ Password -
| Submit | Reset

Enter the XSl server IP address.

Enable SIP credentials, if required.
Provide the user name and the password.
Click Submit.

ok wn
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Administration vialocal phone

| === Admin
| -—- Local Functions
|-—— XSI access
| -—- Server address
|--- Use SIP credentials
| === User name

| —=——— Password

RingCentral APl connection

You can sync call log datafrom RingCentral backend to your Desk Phone CP device (phone).

You have to establish aconnection between your phone device and the RingCentral API.

Administration via WBM

1. Open Admin > Local functions > RingCentral API.

RingCentral API

Server address

Sync call log ]
Sync phonebook (]

2. Enter manually the API server address (URL) under Server address, including the port, if
portisnot the default https port.
e Default: empty
3. Checkthe option Sync call log (see "On syncing contacts" - page 263). When the option
to sync the call log from the APl isenabled, the phone will download a full copy of the
contacts and disable the locally stored contacts. If disabled again, the local call logging is
resumed.

4. Click Submit.

The connection to the API server isdone via TLSand will use the existing mechanismsfor val-
idating the connection by using anew RingCentral API specific authentication policy (see
"RingCentral certificates" > page 264.

Note When a server addressis provided and synchronisation of call log data is enabled,
the phone will try to download call log data from the API server at RingCentral.

On syncing contacts

The user can have list of personal contacts on their Unify Office account. Thislist can be syn-
chronized with the phone, giving the user accessto the contactsto place calls. He can also cre-
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ate, edit or delete contacts viathe phone. The edits are kept in synch with his Unify Office
account.

When enabled for the first time, the local call log all call history data from existing con-
versationsis deleted from the local directories.

Additional Notes

On OpenScape Desk Phone CP devices supporting “Conversations”, the phone will display each
call log record as asingle conversation:

¢ Every missed call item can be marked as viewed separately or using the "Mark all calls as
read” functionality from the options menu.

¢ Every callitem can be deleted separately or using the "Delete all calls" functionality from
the options menu.

« No item on the list can be edited.

e The conversation list options provided is "Delete all conversations"and "Mark all con-
versations asread".

On OpenScape Desk Phone CP devices NOT supporting “Conversations”, the phone will display
all call log recordsin the corresponding list of missed, received or dialled calls:

¢ On leaving the missed call list, all callsis marked as viewed.

¢ Callscannot be deleted separately, only one of the missed, received or dialled call lists
can be deleted at once.

On entering the call log list, the phone will attempt to refresh the data from the API. Thismust be
done because there isno mechanism allowing the server to tell the phone that the call log has
been changed and needsto be updated. Arefresh will attempt to download the incremental
changesof call log data since the last synchronisation. Other mechanismsto update the call log:

¢ On changing the server address or enabling the sync call log feature.
¢ On start-up of the phone.
¢ When acall hasfinished.

RINGCENTRAL CERTIFICATES

¢ RingCentral API server CA certificate (to allow the phone to authenticate the server)
¢ RingCentral API client certificate (to allow the server to authenticate the phone)

If the XML element received from the DLSis empty, the corresponding certificate at the phone
isdeleted.
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Network directories

Available network directories (accessible by BroadSoft Xtended Services Interface) can be activ-
ated or deactivated and supplied with customized names.

I To synchronize network directories, the XSI must be enabled (see "XSl access" 2> page 262).

Administration via WBM

1 Open Local functions> Network directories.

Network directories

Group [ |Section
Enterprise B Global
Group common & |Department

Enterprise common |C0mpaﬂv
Personal [ |Personal

| Submit | | Reset |

2. Enable the available directories and provide their names.

Administration vialocal phone

| -—— Admin
| -—— Local Functions
| -—— Network directories
|--— Group
|--- Enterprise
| -—— Group common
|--- Enterprise common

| -—- Personal

Call log

The network call log and the XSl (for a Broadsoft server) must be enabled (see "XSl access" >
page 262).
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Administration via WBM
1. Open Local functions > Call logging.

Call logging

FAC prefixes|

Network call log O _
Translation set| Default v |

| Submit | | Reset |

2. Edit the FAC prefixes. A'FAC prefix' is a Feature Access Code that isinserted at the start of
adialled number to trigger a specific behaviour of the SIP server when dialling the number
(e.g. it may hide the callersidentity). This setting does not require a Broadsoft server.

3. Enable “Network call log”.
4. Select the “Translation set”. This setting does not require a Broadsoft server.
5. Click Submit.

Speech

RTP BASE PORT

The port used for RTPis negotiated during the establishment of a SIP connection.

I The number of the port used for RTCP isthe RTP port number increased by 1.

Administration via WBM

1. Open Network > Port number configuration.

Port number configuration

SIP server|5060

SIP registrar|5060 |
SIP gateway|5060 |
SIP local|5060 |
|
|
|

Backup proxy|5060
RTP base|5010
LDAP server| 389

2. Define the RTP base starting point from which the phone will count up when negotiating.
¢ Default value is5010.
3. Click Submit.
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Administration vialocal phone

| === Admin
| -—- Network
|-—- Port configuration
| -—- RTP base

CODEC PREFERENCES

If “Silence suppression” is activated, the transmission of data packetsis suppressed on no con-
versation, that is, if the user is silent.

The OpenScape Desk Phone CP phone providesthe codecs

. G722
« OPUS(only CP210 / CP410 / CP710)
. G711
. G729

When aconnection is established between two endpoints, the phones negotiate the codec to
be used. The result of the negotiation is based on the general availability and ranking assigned to
each codec. The administrator can allow or disallow acodec aswell as assign aranking number
to it.

The Packet size, i. e. length in milliseconds, of the RTP packets for speech data, can be set to
10 ms, 20 ms, 30 ms, 40 ms, 60 msor to automatic detection.

Administration via WBM

1 Open Speech > Codec preferences.
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Codec preferences

Silence suppression
Allow "HD" icon
Packet size

OPUS ranking
G.711 ranking

G.729 ranking

S22 ranking

Max bandwidth
Bitrate type
Max complexity
FEC

DTX

PLR
| Submit |

O

| Automatic

®®
DO®
DO®

©

®

0OPUS settings

|W|deband w |
|VER v |
10
O
O
0
=

¢ Silence suppression: Suppression of data transmission on no conversation.

® Value range: "On", "Off"

m Default: "Off"

¢ Allow "HD"icon: If "On" an additional icon isshown when codec G.722 isused.

= Value range: "On", "Off"

m Default: "On"

¢ Packet size: Size of RTP packetsin milliseconds.
= Value range: "10 ms","20ms", "30ms", "40ms", "60ms", "Automatic"

m Default: "Automatic”
e (G.722: Parametersforthe G. 722 codec.

® Value Range: "Choice 1", "Choice 2", "Choice 3", "Choice 4", "Disabled", "Enabled"

m Default: "Disabled”

¢ OPUS(only CP210 / CP410 / CP710): Parametersfor the OPUScodec.
® Value Range: "Choice 1", "Choice 2", "Choice 3", "Choice 4", "Disabled", "Enabled"

m Default: "Choice 1"
e (G.711: Parametersfor the G. 711 codec.

= Value Range: "Choice 1", "Choice 2", "Choice 3", "Choice 4", "Disabled", "Enabled"

m Default: "Choice 2"
e G.729: Parametersfor the G. 729 codec.

® Value Range: "Choice 1", "Choice 2", "Choice 3", "Choice 4", "Disabled", "Enabled"

m Default: "Choice 3"
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OPUS settings

I OPUScodec isvisible in codec table only for systemsthat support it.

Max bandwidth: Determinesthe bandwidth that OPUSencoder should operate on. The
OPUScodec may decrease the bandwidth from Wideband to Narrowband as it see fit.
However if set to Narrowband, it will never increase to Wideband by itself. The bandwidth
also determinesthe optimum bitrate if encoder isin CBRmode (12 kb/s at NB, 20 kb/s at

WB).

= Value Range: "Narrowband" (8kHz), "Wideband" (16kHz)

® Default: "Wideband"
Bitrate type: Configuresif OPUSencoder should workin VBRor CBRmodes.

= Value Range: "CBR", "VBR"

= Default: "VBR"
Max complexity: Determinesthe maximum computational complexity of the codec.
Lower valuesindicate worse quality.

= Value Range: 0 to 10

®m Default: 10
FEC: Forward Error Correction (FEC)isused to include redundant payload data for better
quality in lossy networks, but increases com putational complexity and bandwidth.

® Value Range: "On", "Off"

= Default: "Off"
DTX: Discontinuous Transmission (DTX) determines whether to send empty payload
frames during silence periods.

= Value Range: "On", "Off"

= Default: "Off"

PLR: Packet lossrate (PLR) provides packet loss percentage of the Network as an input to
encoder.

= Value Range: 0 to 100
= Default: 0

Administration vialocal phone

| -—— Admin

| -—— Speech
| -—— Codec Preferences

|--- Silence suppression

| -—— Packet size
|--- OPUS
[--- G.711
[-—-= G.729
|-—-=- G.722

--- OPUS settings
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AUDIO SETTINGS

The usage of microphone and speaker for speakerphone mode can be controlled by the admin-
istrator. Both microphone and loudspeaker can be switched on or off separately. By default,
both microphone and loudspeaker are switched on.

Administration via WBM

1 Open Speech > Audio settings.

Audio settings

Mute settings|Microphone ON - Loudspeaker ON  «
DTMF playback ]
| Submit | | Reset |

2. Selectthe following options:
¢ Both loudspeaker and microphone are turned on.
¢ Both loudspeaker and microphone are turned off.
e The microphoneisturned off, but the loudspeaker isturned on.

Administration vialocal phone

| === Admin
| -—- Speech
|--- Audio Settings
|--- Disable microphone
|--- Disable loudspeech
|--- DTMF playback

The DTMF playback feature aims at the capability to play DTMFtones for digits received using
RFC2833 coding (i.e. Rtp events) in the current active audio device (headset / loudspeaker /

handset).

Restart phone

If necessary, the phone can be restarted from the administration menu or via pressing number
keys 1-4-7 simultaneously.

Administration via WBM

1 Open Maintenance > Restart Phone.
2. Select “Confirm restart”.


http://www.ietf.org/rfc/rfc2833.txt

Administration 271

Administration via Local Phone

| === Admin
| -—- Maintenance

| -—- Restart

Factory reset

Thisfunction resets all parametersto their factory settings. A special reset password is required
for thisoperation: "124816".

Administration via WBM

1 Open Maintenance > Factory reset.

Factory reset

Factory reset password |

Keep certificates
| Submit | | Reset |

2. Enterthe factory reset password.
3. Ifthe certificates should be kept on the phone, enable “Keep certificates”.
4. Click “Reset”.

Administration vialocal phone

| === Admin
| -—-— Maintenance

| -—— Factory reset

SSH —secure shell access

The phone operating system can be accessed via SSH for special troubleshooting tasks. Hereby,
the administrator is enabled to use the built-in Linux commands. Assoon as SSH access has
been enabled using the WBM, the system can be accessed by the user "admin" for a specified
time span. When thistime span has expired, no connection is possible any more. The user
"admin"hasthe following permissions:

¢ Log folder and files: read only

User data folder and files: read / write access

¢ Operadeploy folders and files: read only

Version folder: read / write access; version files: read only
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I Note Itisnot possible to log-on as “root” via SSH.
I By default, SSH accessis disabled.

Administration via WBM

1. Open Maintenance > Secure shell.

Secure shell

Enable access O
Session password | |

Access minutes 13 v |
Session minutes 5 v

Access Phone Behind a NAT settings

Remote SSH enable access O

Remote SSH server address | |
Remote SSH server port | |

Remote SSH username | |

Remote SSH HPT port fordwarding
Remote SSH Webm port forwarding
Remote SSH known hosts | |

| Submit | | Reset |

¢ When “Enable access’ is active, and the parameters are specified, SSH accessis activated.

¢ With the “Session password” parameter, arequired password for the "admin" user is cre-
ated. It is valid for the time span specified in the parameters.

¢ Access minutes definesthe time span in minutes within which the SSH connection must
be established. After it has expired, alog-on via SSH is not possible.

® Valuerange: 1..10.

¢ Session minutes definesthe maximum length in minutesfor an SSH connection. After it
has expired, the "admin" user islogged out.

® Values: 5, 10, 20, 30, 60.

AlertBar LED hint

Note This option isonly available for the OpenScape Desk Phone CP410 and CP710
phones.

The administrator can control how the AlertBar LED is automatically turned off when it has been
used to indicate a missed call.
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Administration via WBM

1. Open System > Features > Configuration.

Configuration

General

Emergency number ]

Voice mail number :

MWI LED (Alertgar only v

Missed call LED [ AlertBar LED v
AlertBar LED hint O
Allow refuse O

Hot/Warm phone [ o action v

2. Enable “AlertBar LED hint” to turn off the LED as soon asthe user enters “Conversations” or
“Calllog”. The conversations screen and the main menu screen will continue to indicate
the existence of anew missed call. Thisfunction is disabled by default.

3. Click Submit.

Diagnostics

Note Some of the diagnostic tools and functions may reveal personal data of the user,
such as caller lists. Thus, with regards to data privacy, it isrecommended to
inform the user when diagnostic functions are executed.

DISPLAY GENERAL PHONE INFORMATION

General information about the status of the phone can be displayed if desired.

Administration via WBM

1 Open General information.

General information

MAC address 001ae8de093
Software version V2 R0O.3.0 SIP 220407
Last restart 2-6-2022 16:03:35
Backlight type o

Part number S30853-H4071-R141
UBoot version Can't be read from environment]
Audio parameter set Standard v

¢ MAC address: Showsthe phone’s MAC address.
e Software version: Displaysthe version of the phone’s firmware.
e Last restart: Shows date and time of the last reboot.
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¢ Backlight type: Indicates whether the phone has a backlight, and, if applicable, the type of
backlight.

= Value range: 0 (no backlight); 1 (cathode tube backlight); 2 (LED backlight)
¢ Part Number: Showsthe part number of thistelephone.
¢ UBoot version: Showsthe software version of the UBoot loader.
¢ Audio parameter set: Showsthe audio parameter set used.

= Value range: “Standard” (hon ETSl); “ETS”

= Default: Standard

Administration vialocal phone

|--- Admin
|--- General Information
| --- MAC address
| -—— Software ver.
|-—— Last restart
|--- Dial plan ID
|--- Dial plan status

DISPLAY DIAGNOSTIC INFORMATION

In addition to the general phone information, extended data can be displayed (also see "Display
general phoneinformation" - page 273).

Administration via WBM

1. Open Diagnostics > Diagnostic information > View.

USERACCESSTO DIAGNOSTIC INFORMATION

If thisoption isenabled, extended phone datais also displayed to the user. To view the data, the
user opensthe "Diagnostic information"link in the user menu of the WBM interface.

Note The Diagnostic Information can also be viewed by the user on the local phone
by selecting “User > Diagnostic information”.

Administration via WBM

1 Open Diagnostics > Diagnostic information > User access.

| Reset |

User access
| Submit |
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2. Enable user access.
3. Click Submit.

DIAGNOSTIC CALL

The feature "Rapid Status Diagnostic Call" will provide the possibility to place adiagnostic call, for
example by the user, which starts call related tracing on the phone and on involved OpenScape
Voice and collect these traces at OpenScape Voice Trace Manager (OSVTM). With all these
traces available, a call can be followed throughout the voice system and a possible problem can
be detected faster. As all traces from all involved components are available at the first level sup-
port, the analysis of a possible problem can be started immediately.

A so-called diagnostic scenario will enable traces on all involved SIPcomponents of the OSC
Voice solution and store all traces at a central server. Atool will help service to follow a call
through the traces and determine the point of problem.

If the call isrecognized as adiagnostic call, the tracesis sent to DLSas a first step and then DLS
will forward them to OSVTM. Collected traces will either be sent after a successful end of dia-
gnostic scenario or trace file is full.

Adial-prefix needsto be specified and prefixed to the dialed number (that should be identical to
anumber which the user identified a possible problem). This prefix is filtered before placing a
call, so that the SIP messages s similar to the onesfor the problematic destination.

The SIP header "X-Semens-Trace-ID" has been chosen, asthisis a special SIP field created for
this feature. Existence of the diagnostic call, start and finish of a diagnostic call can be determ-
ined via thisfield [1].

Trace id isunique throughout the system and the following format is used to generate trace id:

TraceId: <UNIX Timestamp> <Last 6 bytes of MAC Address>

If related calls (diagnostic or not) are established following the start of the diagnostic call, then it
turnsto be adiagnostic scenario. Related calls become diagnostic (if they are not already) and
traces are collected until the last diagnostic call ends plus a predefined timer. Thistimer guar-
antees capturing related information regarding to a problematic scenario.

The diagnostic call can only be determined during the call so initial traces might get lost. For this
reason, user may need to do additional call. Thisis completely user related and user should be
informed about the process. There will not be any restriction to prevent user to dial the prefix. If
the prefix is configured by admin, user can always dial the prefix and start a diagnostic call. The
prefix must consist of the leading asterisk followed by three digits and the hash.

Example: *333#.
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Administration via WBM

1. Open Maintenance > Diagnostic call.

Diagnostic call

Prefix code[*333¢ |

| submit | | Reset |

Administration vialocal phone

| === Admin
| -—-— Maintenance

|--- Diagnostic Call

Note If the administrator triesto change trace configuration or delete existing traces
thiswill not be allowed and admin getsthe following error:
Change not allowed: Diagnostic tracing is active!

LAN MONITORING

The LAN port mirror facility allows for monitoring all network traffic at the phone’s LAN port. Addi-
tionally, there is a possibility to monitor LAN traffic and port settingsin the Local user menu.

I Note For LAN monitoring the PC port mode needsto be set to “Mirror”.

1. Open Network > PC port configuration.

PC port status_ Link down _
PC port speed| Any v |
PC port mode [mirror v]

PC port autoMDIX O

| Submit | | Reset |

2. Setthe PC port mode to “mirror”.
3. Click Submit.
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Administration vialocal phone

| -—- User

| -—— Network information

LLDP-MED

DNS name

URL

IPv4 address

IPv6 Global Addr.

IPv6 Linklocal Addr.

LAN RX

LAN TX

PC RX

PC TX

LAN autonegotiated
LAN information

PC autonegotiated

PC information

When the phone isconnected to a switch with LLDP-MED capabilities, it can receive a VLAN ID
and QoSparameters and advertise its own network-related properties. The datais exchanged in
TLV (Type-Length-Value) format.

Both sent and received LLDP-MED data can be monitored at the administrator interface.

Note For detailson LLDP-MED, refer to the ANSI/TIA-1057 standard.
For anetwork configuration example that shows LLDP-MED in operation, refer

to "LLDP-Med example" - page 304.

View Data From WBM

1. Open Diagnostics > LLDP-MED TLVs.

LLDP-MED TLVs

Received

Fort ID TLV Data

[TTL TLV data
.seconds = 12@

.PMD = @x6cdl
PHMNT = TARLSF-T

Sent: Wed Jul 6 ©9:08:45 2822

[Chassisz ID TLV Dats
.Subtype = MAC address
LID = @@:1A:ES:DE:@%:F1

.Subtype = MAC address
LID = @@:1A:ES:DE:@%:F1

System Caps TLV Data
.Supported = Bridge, Telephone,
.Enabled = Telephone,

MAC_Phy config TLV data
.Auto-set supported = Yes
.Auto-set enabled = Yes

half dunlav mads

Received: Wed Jul 6 89:88:45 2822

TTL TLV data
.seconds = S@E5ELE

MAC_Phy config TLV data
.Auto-set supported = Yes
.Auto-set enabled = Yes
-PHMD = @xBcll

PMD1 = 1@BASE-T half duplex mode
.PMD2 = 18BASE-T full duplex mode
.PMD3 = 1@@BASE-TX half duplex modd]
.PMD4 = 1@@BASE-TX full duplex modd]
.PMD5 = 18@8BASE-T full duplex modd]

JMAU = Undefined : ox@

MNetwork policy
.TLV not available
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¢ Extended Power: Power Consumption; relevant for POE.

¢ Network policy (voice): VLAN ID and QoS (Quality of Service) parameters for voice trans-
port.

¢ Network policy (signalling): VLAN ID and Qo S(Quality of Service) parametersfor sig-
nalling.

¢ LLDP-MED capabilities: The LLDP-MED TLVs supported by the phone and the switch as
well as the specific device classthey belong to.

¢ MAC_Phy configuration: Identifies the possible duplex and bit-rate capability of the send-
ing device, its current duplex and bit-rate capability, and whether theses settings are the
result of auto-negotiation during the initialization of the link, or of manual set override
actions.

¢ System capabilities: The devices advertise their potential and currently enabled functions,
e.g."Bridge", "Telephone".

e TTL: Time To Live. This parameter determines how long the TLVs are valid. When expired,
the device will send anew set of TLVs.

¢ Inventory: Inventory information of a CP phone such as "Manufacturer Name", "Model
Name", "Hardware Revision", "Firmware Revision", "Software Revision", "Serial Number",
"Asset ID"

View Data From Local Menu

If both sent and received values are concordant, OKis appended to the parameter. If not, an
error message is displayed.

| ——— Admin
| -—- Network
|--- Wired settings
| -—- LLDP-MED operation

| -—- Extended Power
| --- Network policy (voice)
| -—— Network policy (signalling)
| --- LLDP-MED cap’s
|-—-— MAC Phy config
| -—— System cap’s
|-—— TTL

IP TESTS

For network diagnostics, the OpenScape Desk Phone CP phone can ping any host or network
device to determine whether it isreachable. Additionally, the IProute to ahost or network device
can be traced using the traceroute tool contained in the phone software.
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Administration via WBM

1. Open Diagnostics > Miscellaneous > IP tests.

IP tests
Pre defined ping tests
| Ping DLS v | Ping |

Ping tests

Pre defined trace tests

| Traceroute DLS W || Traceroute |

Traceroute

¢ The Pre Defined Ping tests provide pinging for a pre-defined selection of servers: DLS, SIP
server, and SIPregistrar.

¢ Ping tests enablesthe pinging of the entered IP address.

¢ The Pre Defined Trace tests provide traceroute tests for a pre-defined selection of servers:
DLS, SIP server, and SIP registrar.

e Traceroute enablestraceroute tests for the entered IP address.

PROCESSAND MEMORY INFORMATION

The processes currently running on the phone’s operating system aswell astheir CPU and
memory usage can be monitored here. 100 processes are monitored on the web page. For fur-
ther information, refer to the manual of the "top" command for Unix or Linux systems, or to
related documentation.

The amount of free memory is checked on aregular basisin order to prevent problems caused
by low memory. Thischeck determineswhether arecovery is necessary.



Administration 280

Administration via WBM
1. Open Diagnostics > Miscellaneous > Memory information.

Memory information
Memory monitor configuration

Disable reboot

High threshold(MBs)
Low threshold(MBs) 17 v
Working hour start
Working hour end
| Submit | [ Reset |
Download memory info file Download old memory info file
Download
N . ’ . thread
Download thread info for services Download thread info for callview info for
admin

Device memory information

riem: 123988k used, 117156K free, 604K shrd, 0K buff, 4690K cached
cPu: 6% usr 26% sys 0% nic ee% idle % io @% irq ©% sirg
Load average: 2.15 2.15 2.64 1/251 1382

PID PPID USER  STAT VS ¥VSZ %CPU COMMAND

1392 583 root R 3024 1% 27% /bin/busybox top -d @ -3 -n 1 -1 660 -b

511 1root S 17844 7% 7% app_dsp

665 583 root S 13 S6%¥ % SvcConfig services.conf -startlogDsemon -logall V2 RG.3.66 SIP 220505

1065 606 root SN 36432 15% @% {QT Gui Callview} Phoneletlauncher csllview.phd V2 R.3.66 SIP 220505 WP1 Siemens SIP US en DD.MI.YYYY 24HR @ NO_APP_PROF

1032 605 root SN 35860 15% @% {QT Gui DesktopP} PhoneletLauncher desktopphonelet.phd V2 RO.3.66 SIP 220505 WP1 Sienens SIP US en DD.HI.YYYY 24iR @ NO_APP_PROP

583 1root S 34448 14% 0% SvcConfig healthservice.conf

1093 606 root SN 34251 14%  @% {07 Gui AdminPho} Phoneletlauncher admin.phd VI R@.3.56 SIP 229565 WP1 Siemens SIP US en DD.MM.YYYY 24HR @ NO_APF_FROP

1134 68 root SN 31256 13% @% {07 Gui CalllogP} Phoneletlauncher calllog.phd V2 RG.3.66 SIP 226585 WP1 Siemens SIP US en DD.MM.YYYY 24HR @ NO_APP_PROP

1092 68 root SN 31140 13% @% {07 Gui LDAPPhon} Phoneletlauncher ldap.phd V2 RE.3.66 SIP 220565 WP1 Siemens SIP US en DD.HM.YYYY 24HR @ NO_APP_PROP 192x48+0+ -child

1091 668 root SN 30760 13% @% {07 Gui Messages} PhoneletLauncher MessagesPhonelet.phd V2 RO.3.66 SIP 220565 WP1 Siemens SIP US en DD.HN.YYYY 23HR © NO_APP_PROP

1066 608 root SN 27268 11% @% {0T Gui ApplLaunc} Phoneletlauncher AppLauncher.phd V2 R@.3.66 SIP 220505 WP1 Siemens SIP US en DD.HM.YYYY 24HR © NO_APP_PROP

1036 1 appueb SN 15740 7% 0% ./appeb --config opera_applieb_latestTlsOnly.conf

1387 1036 appueb SN 14048 6% @% /Opera_Deploy/appheb/ueb/page.cnd

s82 1root S 11672 S% 0% SplashScreenipp

718 1root S 7324 3% 0% /usr/sbin/stunnel /Opera_Deploy/stunnel_server_allTlsVersions.conf

709 608 root S 4226 2% 0% /sbin/dnclient -4 -d -q -sT /Opera_Deploy/networking/dhcpvEvent.sh -1f /data/networking/dhcpv4leases.nane -cf /data/networking/dncpv4.conf etho
1 erot S 3024 1% 0% init

312 1root S 3024 1% 0% /sbin/syslogd -L -s 2000 -0 /tmp/logs/messages

¢ When “Disable reboot” isenabled, no reboot will take place when amemory problem has
been found. However, recovery requires areboot.

e Therecovery processistriggered when the available main memory (RAM) falls below a
given threshold value. Asmemory consumption isassumed to be higher during working
hours, two thresholds are configurable. The High Threshold (MBs) parameter definesthe
threshold for off-time.

= For OpenScape Desk Phone CP110 and CP210, the default value is 20 MB.
= For OpenScape Desk Phone CP410 and CP710, it is 30 MB.

e With Low Threshold (MBs), the threshold for off-time is defined.
= For OpenScape Desk Phone CP110 and CP210, the default value is 17 MB.
= For OpenScape Desk Phone CP410 and CP710, it is20 MB.

¢ The beginning and end of the working hours are defined in 24 hours format with Working
Hour Start (Default: 5) and Working Hour End (Default: 24).

¢ When memory shortage has occurred, information about the incident iswritten to alog
file which can be viewed viathe Download memory info file link. If there hasbeen a pre-
vious case of memory shortage, the corresponding log file can be viewed via Download
memory info file.

FAULT TRACE CONHGURATION

Error tracing and logging can be configured separately for all components, i. e. the services and
applicationsrunning on the OpenScape Desk Phone CP. The resulting files can be viewed in the
WBM web pages over the download links.

Note The absolute maximum file size is 6,290,000 bytes. However, on OpenScape
Desk Phone CP phones, amaximum size not greater than 1,000,000 bytesis
recommended due to the amount of available memory.
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Administration via WBM

1. Open Diagnostics > Fault trace configuration.

Fault trace configuration

Automatic
File size (Max 6290000 bytes)[1a576 | Trace timeout (minutes)jo | bgg?é o
start
s |
802.1x service 0FF v) Administration 0FF v
Application framework oFF | Application menu[oFF v
Broadsoft service |0 v CallloglorfF |
Call view OFF v Certificate management[ofFF |
Clock service[oFF v Communications[oFF  v]
Component registrar (OFF v) CPE Service[ofF v
CSTA service | OFF | Data access service 0fFF |
DesktoploF ] Digit analysis service| oFF v
Directory service OFF | DLS client management[0fF  +]
GPALAudio Core[ofF  v| GPALAudio Framework[off |
Health service[ofF  +] Instrumentation service oFF |
Journal service [oFF v) Media control service 0FF |
Media recording service| oFF v) Mobility service oFf  v|
OpenStage client management[o/e  +| Password management service 0fFF |
Phonebook oFF | Performance marks| 0FF v
Physical interface service | OFF v RingCentral Service ofF v
Security log service | oFF v Service framework 0FF |
Service registry | 0FF v) SIP call control[0FF |
SIP messages|0F v] siP signalling(ofe |
SIP MST stack  OFF v Team service[oFF |
Tone generation service[ofF  +] Transport service oFF v |
HTTP service \'OFFi\'I Voice engine service| 0FF v|
Voice mail\_DFFivl Web server service|ofFf |

¢ The “Fle size (bytes)’ parameter setsthe maximum file size. When it isreached, the datais
saved asold file, and anew file isgenerated. From then on, the trace data is written to the
new file. When the maximum file size isreached again, the data is saved asold file once
more, thereby overwriting the previous old file. The default value is “1048576".

e The “Trace timeout (minutes)’ determineswhen to stop tracing. When the timeout is
reached, the trace settingsfor all components are set to OFF, but ERROR and STATUS
messages are still written to the trace file infinitely. When the trace file hasreached its max-
imum size, the datais saved, and a new file is created (for more information, see File size
(bytes) above). If the value is 0, the trace data is written without time limit.

e [If“Automatic clear before start” is enabled, the existing trace file is deleted on clicking Sub-
mit, and a new, empty trace file is generated. By default, it isunchecked.

Log files

You can read the log files by clicking on the appropriate hyperlinks (the hyperlinks work only if
the file in question has been created). The following logs can be viewed:

¢ Download trace file: The trace data according to the settings specified for the services.

e Download old trace file: The trace file is stored in permanent memory. When the file has
reached its size limit, it is saved as old trace file, and the current exception file isemptied
for future messages. The old trace file can be viewed here.

¢ Download saved trace file: Normally, the trace file is saved only in the phone RAM. When
the phone restartsin acontrolled manner, the trace file is saved in permanent memory.
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¢ Download syslog file: Messages from the phone’s operating system, including error and
exception messages.

¢ Download old syslog file: Old messages from the phone’s operating system.
¢ Download saved syslog file: Saved messages from the phone’s operating system.

¢ Download exception file: If an exceptionsoccursin aprocessrunning on the phone, a
message iswritten to thisfile. These messages are incorporated in the syslog file.

¢ Download old exception file: The exception file isstored permanent memory. When the
file hasreached its size limit, it is saved as old exception file, and the current exception file
isemptied for future messages. The old exception file can be viewed here.

¢ Download upgrade trace file: The trace log created during a software upgrade.

¢ Download upgrade error file: The error messages created during a software upgrade.
These messages are incorporated in the syslog file.

¢ Download dial plan file: If adial plan has been uploaded to the phone, it isdisplayed here,
along with its status (enabled or disabled) and error status. For details, refer to "Example
dial plan" - page 305

¢ Download Database file: Configuration parameters of the phone in SQLite format.

¢ Download HPT remote service log file: Log data from the HPT service.

¢ Download security log file: Log data from the Security Log Service. By pressing Submit,
the trace settings are submitted to the phone. With Reset, the recent changes can be can-
celed. The following trace levels can be selected:

= OFF Default value. Only error messages are stored.
= FATAL: Only fatal error messages are stored.

= ERROR: Error messages are stored.

= WARNING: Warning messages are stored.

® | OG: Log messages are stored.

® TRACE: Trace messages are stored. These contain detailed information about the pro-
cessestaking place in the phone.

= DEBUG: All types of messages are stored.
Components/ Services

¢ Bluetooth service (CP710 only)

e Broadsoft service

¢ ConversationAPI (CP710 and CP410 only)
¢ CPE Service

¢ Exchange service (CP710 and CP410 only)
¢ GPALAudio Core

¢ GPALAudio Framework

¢ OBEXservice (CP710 only)

¢ OpenScape UC service (CP710 and CP410 only)
¢ RingCentral service

¢ SIPM5T stack

e vCard parser service

¢ Administration: Deals with the changing and setting of parameters within the phone data-
base, from both the user and the admin menus.
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e Application framework: All applications within the phone, e.g. Call view, Call log, or dir-
ectory, are run within the application framework. It isresponsible for the switching
between different applications and bringing them into and out of focus as appropriate.

¢ Application menu: Thisiswhere applicationsto be run on the phone can be started and
stopped.

e Call Log (CP110 / CP210): Displaysthe call history of the phone.
¢ Call View: Handles the representation of telephony callson the phone screen.

¢ Certificate management: Handles the verification and exchange of certificates for security
and verification purposes.

¢ Clock Service: Handlesthe phone’stime and date, including daylight saving and NTP func-
tionality.

¢ Communications: Involved in the passing of call related information and signaling to and
from the CSTA service.

¢ Component registrar: Handles datarelating to the type of phone.

¢ CSTAservice: Any CSTAmessages are handled by this service. CSTA messages are used
within the phone by all servicesasacommon call progression and control protocol.

¢ DataAccessservice: Allows other servicesto accessthe data held within the phone data-
base.

¢ Desktop (CP110 / CP210): Responsible for the shared parts of the phone display. Primarily
these are the status bar at the top of the screen and the FPK labels.

¢ Digit analysis service: Analyzes and modifies digit streamswhich are sent to and received
by the phone, e.g. canonical conversion.

¢ Directory service: Performsalook up for datain the phone book, trying to match incom-
ing and outgoing numberswith entriesin the phone book.

¢ DLSclient management: Handlesinteractions with the DLS (Deployment Service).

¢ Health service: Monitors other components of the phone for diagnostic purposes and
provides alogging interface for the servicesin the phone.

e HTTP Service: Handlesthe HTTP service messages.

¢ Instrumentation service: Used by the HPT phone tester to exchange datawith the phone
for remote control, testing and monitoring purposes.

¢ Journal service: Responsible for saving and retrieving call history information, which is
used by the Call log application.

¢ Mediacontrol service: Providesthe control of media streams (voice, tones, ringing etc.)
within the phone.

¢ Mediarecording service: Logsthe data flow generated with call recording.

¢ Mobility service: Handles the mobility feature whereby users can log onto different
phones and have them configured to their own profile.

¢ OpenStage client management: Provides a means by which other services within the
phone can interact with the database.

¢ Password management service: Verifies passwords used in the phone.

¢ Performance Marks: Aid for measuring the performance of the phone. For events
triggered by the user, a performance mark iswritten to the trace file, together with a
timestamp in the format “hh:mm:ssyyyy.milliseconds”, and information about the event.
The timespan between two performance marksis an indicator for the performance of the
phone.

I Note The trace level must be set to "TRACE" or "DEBUG".
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¢ Physical interface service: Handles any interactions with the phone viathe keypad, mode
keys, fixed feature buttons, click wheel and slider.

e Security log service: Handles security log service messages.

¢ Service framework: Thisisthe environment within which other phone services operate. It
isinvolved in the starting and stopping of services.

e Service registry: Keepsarecord of all services currently running inside the phone.

¢ Sidecar service (CP710 and CP410 only): Handles interactions between the phone and
any attached sidecars.

¢ SPcall control: Containsthe call model for the phone and is associated with telephony
and call handling.

¢ SIPmessages: Tracesthe SIP messages exchanged by the phone.

Note After changing the level for the tracing of SIP messages, the phone must
be rebooted. Otherwise the changes would have no effect.

e SIPsignaling: Involved in the creation and parsing of SIP messages. This service com-
municates directly with the SIP stack.

e Team service: Primarily concerned with keyset operation.
e Tone generation service: Handles the generation of the tones and ringerson the phone.

¢ Transport service: Providesthe IP (LAN) interface between the phone and the outside
world.

¢ Video service engine (CP710 only): Handles the video functionality.

¢ Voice engine service: Provides a switching mechanism for voice streams within the
phone. Thiscomponentisalso involved in QDC, Music on hold and voice instru-
mentation.

¢ Voice mail (CP110 / CP210): Handles the voice mail functionality.
¢ Web server service: Provides accessto the phone viaweb browser.

e 802.1x service: Provides authentication to devices attached to a LAN port, establishing a
point-to-point connection or preventing access from that port if authentication fails. The
service isused for certain closed wireless access points.

EASYTRACE PROHLES

In order to simplify tracing for a specific problem, the tracing levels can be adjusted using pre-
defined settings. The “EasyTrace” profiles provide settings for a specific area, e. g. call con-
nection. On pressing Submit, those predefined settings are sent to the phone. If desired, the
settings can be modified anytime using the general mask for trace configuration under Dia-
gnostics > Fault Trace Configuration (see "Fault trace configuration" - page 280).

The following sections describe the EasyTrace profiles available for the phone.

Phone administration problems

The phone administration problems define a set of trace profiles that will help in investigating
problemsin a specific area.
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1. Open Diagnostics > EasyTrace Profiles > Phone administration problems.

Phone administration problems

File size (Max 6290000 bytes) 1048576

Trace timeout (minutes) [0 |
Automatic clear before start O

Trace levels for components

Administration
Clock service
Data access service
OpenStage client management
Password management service
Web server service

| Submit | | Reset |

Download trace file Download saved trace file

Audio related problems

1. Open Diagnostics > EasyTrace Profiles > Audio related problems.

Audio related problems

File size (Max 6290000 bytes) 1048576

Trace timeout (minutes) [0
Automatic clear before start

Trace levels for components

GPALAudio Core
GPALAudio Framework
Media control service
SIP messages

Tone generation service
Voice engine service

| Submit | | Reset |
Download trace file Download saved trace file
Note This EasyTrace profile containsthe tracing of SIP messages. After changing the

level for the tracing of SIP messages, the phone must be rebooted.
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Call proceeding problems

Open Diagnostics > EasyTrace Profiles > Call proceeding problems.

Call proceeding problems

File size (Max 6290000 bytes) 1048576

Trace timeout (minutes) 0

Automatic clear before start
Trace levels for components

Call view
Communications
CSTA service
SIP call control
5IP messages

SIP signalling
| Subrnit | | Reset |
Download trace file Download saved trace file
Note This EasyTrace profile containsthe tracing of SIP messages. After changing the

level for the tracing of SIP messages, the phone must be rebooted.

Conversations/ LDAP problems

1. Open Diagnostics > EasyTrace Profiles > Conversations/ LDAP problems.

File size (Max 6290000 bytes)
Trace timeout (minutes)
Automatic clear before start

Trace levels for components

Call view
ConversationAPI
CSTA service
Digit analysis service
Directory service
Exchange service
Journal service
| Submit |
Download trace file

Conversations / LDAP problems

Download saved trace file

1048576

[0

| Resst |
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Keyset problems

1. Open Diagnostics > EasyTrace Profiles > Keyset problems.

Keyset problems

File size (Max 6290000 bytes) 1048576

Trace timeout (minutes) [0
Automatic clear before start

Trace levels for components

Call view
Communications
CSTA service
Sidecar service
SIP messages
Team service

| Submit | | Reset |
Download trace file Download saved trace file
Note This EasyTrace profile containsthe tracing of SIP messages. After changing the

level for the tracing of SIP messages, the phone must be rebooted.

Mobility / DLSproblems

1 Open Diagnostics > EasyTrace Profiles > Mobility / DLSproblems.

Mobhility / DLS problems

File size (Max 6290000 bytes) 1048578

Trace timeout (minutes) [0
Automatic clear before start

Trace levels for components

Call view
Communications
DLS client management
Mobility service
OpenStage client management
| Submit | | Reset |
Download trace file Download saved trace file




Administration 288

Network problems

1. Open Diagnostics > EasyTrace Profiles> Network problems.

Network problems

File size (Max 6290000 bytes) 1048576

Trace timeout (minutes) [0 |
Automatic clear before start O

Trace levels for components

802.1x service
Transport service
| Submit | | Reset |

Download trace file Download saved trace file

Security problems

1. Open Diagnostics > EasyTrace Profiles > Security problems.

Security problems

File size (Max 6290000 bytes) 1048576

Trace timeout (minutes) [0 |
Automatic clear before start

Trace levels for components

Certificate management
Password management service
Security log service

| Submit | | Reset |

Download trace file Download saved trace file

ADVANCED VIDEO TRACES

The trace level specifiesthe level of information the code will include in the trace file. The set of
trace levelsis specific to the library.

I Note Thisfeature is available only on OpenScape Desk Phone CP710.

1 Open Diagnostics > Advanced video traces.

Advanced video traces

Video library trace level | OFF v
| Submit | | Reset |
Download advanced video trace file Download advanced video old trace file

2. Selectthe trace level and click Submit.
3. To archive the file, select Download.
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BLUETOOTH ADVANCED TRACES

I Note This feature is available only on OpenScape Desk Phone CP710.

1 Open Diagnostics > Bluetooth advanced traces.

Bluetooth advanced traces

Syslog log levels

GPAL trace level | ERROR

BSA client trace level | ERROR
BSA server trace level | ERROR

Snoopfile
* Changes to these items do not take effect until the phone is restarted.

Enable BSA HCI snoopfile logging O
File size (Max 6290000 bytes) 1048576 |
| Submit | | Reset |

Download snoopfile
Download backup snoopfile
Download old snoopfile

2. Define the trace levels (“NONE", “ERROR”, “CUSTOM”, “WARNING”, “API”", “EVEN",
“DEBUG”. Smilar to Video library trace levelsit definesthe level of information that the
code will include in trace files.

3. Select “Enable BSAHCI snoopfile logging”. Snoopfile logging isa Boolean that determines
if a snoopfile iscreated and can be downloaded

4. Define the file size (max. 6.3 MB) and click Submit.
5. Forarchiving the file, select Download.

MST ADVANCED TRACES

Thisisaservice item for enhanced SIP traces. The stack provided by M5T allows very deep tra-
cing (not needed during standard operation).

Administration via WBM

1. Open Diagnostics>M5T Advanced Traces.

M5T advanced traces

SIP MST stack | OFF v]
M5T trace components :
| Submit | | Reset |

2. Selectthe M5T stack to select trace level for the M5T stack tracing.
3. Click Submit.
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QOSREPORTS

Conditions and thresholds for report generation
I Note For details about the functionality, refer to the Release Notes.

The generation of QoS (Quality of Service) reports which are sent to a QCU server is configured
here.

Administration via WBM

1. Open Diagnostics > QoSReports> Generation.

Generation
Report mode OFF ~
Report interval (seconds) [60 |
Observation interval (seconds) 10

Minimum session length (100 millisecond units)

Codec independent threshold values

Maximum jitter (milliseconds)
Average round trip delay (milliseconds)

Non-compressing codec threshold values
Lost packets (per 1000 packets)

Consecutive lost packets

Consecutive good packets

Compressing codec threshold values
Lost packets (per 1000 packets)
Consecutive lost packets

Consecutive good packets
Resend last report

| Submit |
N

¢ Report mode: Setsthe conditions for generating a Qo Sreport. Value range:
= "OFF" No reports are generated.

m "EOSThreshold exceeded": Default value. Areport is created if a) atelephone con-
versation longer than the Minimum session length has just ended, and b) athreshold
value has been exceeded during the conversation.

= "EORThreshold exceeded" Areport is created if a) the report interval has just passed,
and b) athreshold value has been exceeded during the observation interval.

= "EOS(End of Session)": Areport is created if atelephone conversation longer than the
Minimum session length hasjust ended.

® "EOR (End of Report Interval)": Areport is created if the report interval has just passed.
¢ Reportinterval (seconds): Time interval between the periodical observations.

= Default: 60
¢ Observation interval (seconds): During thistime interval, the traffic is observed.

= Value: 10
¢ Minimum session length (100 millisecond units): When the Report mode isset to "EOS

Threshold exceeded" or "EOS (End of Session)", areport can be created only if the dur-
ation of the conversation exceeds thisvalue.
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= Default: 20
¢ Maximum jitter (milliseconds): When the jitter exceedsthisvalue, areport isgenerated.
= Default: 20

¢ Average round trip delay (milliseconds): When the average round trip time exceedsthis
value, areport is generated.

m Default: 100

Non-compressing codecs

The following threshold values apply to non-compressing codecs:

¢ Lost packets (per 1000 packets): When the number of lost packets exceeds this maximum
value during the observation interval, areport is created.

m Default: 10.

e Consecutive lost packets: When the number of lost packets following one another
exceedsthismaximum value during the observation interval, areport is created.

m Default: 2.

¢ Consecutive good packets: When the number of good packets following one another
falls below this minimum value, areport is created.

m Default: 8.

Compressing codecs

The following threshold values apply to compressing codecs:

¢ Lost packets (per 1000 packets): When the number of lost packets exceeds this maximum
value during the observation interval, areport is created.

m Default: 10.

e Consecutive lost packets: When the number of lost packets following one another
exceedsthismaximum value during the observation interval, areport is created.

m Default: 2.

¢ Consecutive good packets: When the number of good packets following one another
falls below thisminimum value, areport is created.

m Default: 8.

General

¢ Resend last report: If checked, the previousreport is sent once again on pressing Submit.
By default, thisis unchecked.

The transmission of report data can be triggered manually by pressing Send now in the local
menu.
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Administration vialocal phone

| === Admin
| -—- Network
|-—= QoS
| -—— Reports

| -—— Generation

| | --= Mode

| |--- Report interval

| |-—— Observe interval

| |--- Minimum session length

--- Send now
| -——— Thresholds
| --- Maximum jitter
|--- Round-trip delay

| -—— Non-compressing:
|--— ...Lost packets (K)
|-—— ...Lost consecutive
|---— ...Good consecutive
| -——- Compressing:
|--— ...Lost packets (K)
|-—— ...Lost consecutive

|--- ...Good consecutive

COREDUMP

Administration via WBM

1. Open Diagnostics > Miscellaneous > Core Dump.

Enable core dump *
Delete core dump O

* Changes to this item do not take effect until the phone is restarte

| Submit | | Reset |
— —

e If “Enable core dump”isenabled, acore dump isinitiated in case of a severe error. The
core dump is saved to afile. By default, thisfunction is active.

¢ If “Delete core dump”is activated, the current core dump file is deleted when clicking Sub-
mit.
= By default, thisfeature isnot enabled.
¢ If one or more core dump file exist, hyperlinks for downloading are created automatically.
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REMOTE TRACING —SYSLOG

All trace messages created by the components of the phone software can be sentto aremote
server using the syslog protocol. Thisis helpful especially for long-term observations with a
greater number of phones.

Administration via WBM

1 Open Diagnostics > Remote trace.

Remote trace

Remote trace status
User notification

Remote server]|
Remote server port|514
| Submit | | Reset |

¢ To enable remote tracing, “Remote trace status” must be enabled. Furthermore, the IP
address of the server receiving the syslog messages must be entered asremote server,
and the corresponding server port must be given in remote port.

e With version V2, the user notification parameter controlswhether the user is notified
about the remote tracing or not. If “Use notification” is enabled, a blinking icon will inform
the user when remote tracing is active, i.e. when “Remote trace status” is enabled.

Administration vialocal phone

| === Admin
| -—— Maintenance
|--- Remote trace
| --— Remote trace status
| -—— User notification
| -—— Remote ip

| -—— Remote port

HPT INTERFACE (FOR SERVICE)

For special diagnosis and maintenance tasks, the service staff may employ the HPT tool, which is
able to control and observe an OpenScape Desk Phone remotely.

Administration via WBM

1. Open Maintenance > HPT interface.

HPT interface

| Disable HPT |
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There are 2 types of HPT sessions, control session and observation session.

¢ Acontrol session allows for activating phone functionsremotely. When a control session
is established, the following changeswill occur:
= The display shows amessage indicating that remote service is active.
® Handset, microphone, speaker, headset, and microphone are disabled.
¢ An observation session allowsfor supervising events on the phone, like, for instance,
pressing a key, incoming calls or navigating in the menus. Before an observation session is
started, the user is prompted for allowing the observation. During an observation session,
the phone operates normally, including loudspeaker, microphone and ringer. Thus, the
local user can demonstrate an error towards the service staff that isconnected via HPT.

The session data iswritten to alog file on the phone. It can be downloaded from the “Dia-
gnostics > Fault trace configuration” menu (see "Fault trace configuration" - page 280).

Administration vialocal phone

| -—— Administration
| -—- Maintenance
|--- Disable HPT / Enable HTP
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Examples and how-tos

Canonical dialing

CANONICAL DIALING SETTINGS

The following example shows settings suitable for the conversion of given dial stringsto canon-

ical format.
Example i
Parameter Explanation
value
Local country code 44 International country code for the UK.
_ o Used in front of national codes when dialed without
National prefix digit 0 ) . )
international prefix.
Local national code 115 Area code within the UK (here: Nottingham).
Minimum local num- 7 Number of digitsin alocal PSTN number (e. g. 3335333
ber length = 7 digits).
i Prefix to access Nottingham numbers from within the
Local enterprise node | 780
company Network.
PSTN accesscode 9 Prefix to make an international call in the UK.
Operator codes 0,7800 Set of numbersto accessthe local operators.
Emergency numbers | 999,555 Set of numbersto access emergency services.
. i . 2,3,4,5,6, | 18t digits of numbersthat are used for extension num-
Initial extension digits
8 berson thelocal node.

CANONICALDIALING LOOK-UP

The following example shows settings suitable for recognizing incoming numbers and assigning
them to entriesin the local phone-book, and for generating correct dial strings from phone book
entries, depending on whether the number isinternal or external.
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Example .
Parameter Explanation
value
Local code . . .
<> 780 Enterprise node prefix (here: Nottingham).
Equivalent prefix to accessnumberson thisnode from the
International +44115043 PSTN. Here, the prefix used by the PSTN (DID/DDI: direct
code <1> inward dialing) is 943, which differs from the enterprise
node prefix used within the enterprise Network.
Local code . . .
<> 7007 Enterprise node prefix (here: Munich).
) Equivalent prefix to accessnumberson thisnode from the
International ) _ i
+49897007 PSTN. Here, the prefix used by the PSTN for direct inward

code <2>

dialing isidentical to the enterprise node prefix.

CONVERSION EXAMPLES

In the following examples, numbers entered into the local Directory by the user are converted
according to the settings given above.

Example 1 Internal number, same node asthe local phone

User entry

2345

External numbers

Local public form

External access code

Not required

International gateway code

Use national code

numbers

Number stored in the Directory +441159432345
Internal numbers = Local enter-
. 1234
prise form
Dial string sent when dialing from the | Internal numbers= Always add
. 7802345
Directory node
Internal numbers = Use external
9432345
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Example 2: Internal number, different node

User entry

70072345

External numbers

Local public form

External access code

Not required

International gateway code

Use national code

Number stored in the Directory +498970072345
Internal numbers = Local enter-
. 2345
prise form
Dial string sent when dialing from Internal numbers = Always add
. 7802345
the Directory node
Internal numbers = Use external
9432345
numbers
Example 3: External number, same local national code asthe local phone
User entry 011511234567

External numbers

Local public form

External access code

Not required

International gateway code

Use national code

Number stored in the Directory +4411511234567

External numbers =

; 234567

Local public form

Dial string sent when dialing from the External numbers =
. : . 011511234567

Directory National public form

External numbers =

004411511234567

International form
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How to set up the “Corporate directory” (LDAP)

The “Corporate directory” function is based on an LDAP client that can be connected to the com-
pany’s LDAP service. Avariety of LDAP servers can be used, for instance Microsoft Active Dir-
ectory, OpenLDAP, or Apache Directory Server.

PREREQUISITES

¢ An LDAP server is present and accessible to the phone’s network. The standard server port
for LDAPis 389, the standard transport for LDAP is TCP.

¢ Queryaccessto the LDAP server must be provided. Unless anonymous accessisused, a
user name and password must be provided. It might be feasible to use a single login and
password for all OpenScape Desk Phone CP phones.

CREATE AN LDAP TEMPLATE

The task of an LDAP template isto map the phone’s contact fieldsto LDAP attributes that can be
delivered by the server. In the LDAP template, the fields are represented by hard-coded names:
ATTRIBO1,ATTRIB02, and so on. These field names are assigned to LDAP attributes, as appro-
priate.

The following examples show the relations between GUI field names, the attribute labels used in
the template, and exemplary mappingsto LDAP attributes.

Note In an LDAP template for OpenScape Desk Phone CP, the entries must be sorted
according to the sequential number of the template labels, as shown in the
example underneath.

Note From V2.R0.18.0 onward, if the SIP server type is set to 'ZOOM', 'Phone number'
replacesthe 'Work 1' field, and 'Extension’ replaces the 'Work 2' field.
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Administration via WBM

1. Open Local functions > LDAP template.

field is used.
| Use

Search base
Last name|
First name)|

Work 1|
Work 2|
Mobile|
Home|
Company|
Address 1|
Address 2|
Role|
Email|
Nickname
Avatar |

[ submit |

LDAP template

Field name Usage type

This page allows you to specify the LDAP|

attribute
fields that will be used by the phone,

plus how the

| Reset |

2. Enterthe field names and specify the usage type “read-only”).

* "Nickname"doesnot correspond to acontact field but instead relatesto a special
attribute that may be defined for LDAP entries. The attribute represents afree
format field which may be searched for sub-strings. It isonly used for search
actions by the phone, not number lookups. If the Nickname attribute is defined in
the LDAP template, aphone search action will look for the search string as a sub-
string in thisfield and will ignore the other field attributes.

Generic example (standard attributes)

OpenScape Desk LDAP tem- i
. LDAP attribute Example value
Phone CP field plate lables
Last name ATTRIBO1 surnameNational Doe
First name ATTRIBO2 givenNameNational John
Work 1 ATTRIBO3 telephoneNumber 9991234
Work 2 ATTRIBO4 AlternatePhone 9992345
Mobile ATTRIBO5 mobile 017711223344
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OpenScape Desk LDAP tem- .
i LDAP attribute Example value
Phone CPfield plate lables
Home ATTRIBOG6 otherTelephone 441274333444
Company ATTRIBO7 ou Example Inc.
Address 1 ATTRIBOS8 departmentText 0815
Address 2 ATTRIBOO
Role ATTRIB10 mainFunction Product Manager
Email ATTRIB11 mail doef@example.com
Nickname ATTRIB12 nickname
jpeg image orimage name,
Avatar ATTRIB13 more information in the
- 245

Using the example above asthe LDAP subtree to be searched, the LDAP template file looks like

this:

OpenScape Desk Phone CP LDAP TEMPLATE (v.1)
SEARCHBASE="0=SIEMENS COMM, C=GB”
ATTRIBO1="surnameNational”
ATTRIB02="givenNameNational”
ATTRIB03="telephonenumber”

ATTRIBO4="AlternatePhone”
ATTRIBO5="mobile”
ATTRIBO6="otherTelephone”
ATTRIBO7="ou”, READONLY
ATTRIB08="departmentText”,
ATTRIBQO9=""
ATTRIB10="mainFunction”
ATTRIB11="mail”
ATTRIB12="nickname”
ATTRIB13=""

EOF

READONLY
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Microsoft Active Directory specific example

OpenScape Desk LDAP template )

Phone CPfield - LDAP attribute Example value
Last name ATTRIBO1 sn Doe
First name ATTRIBO2 givenName John
Business 1 ATTRIBO3 ipPhone 9991234
Business 2 ATTRIBO4 otherTelephone 9992345
Mobile ATTRIBOS mobile 017711223344
Private ATTRIBO6 homePhone 441274333444
Company ATTRIBO7 company Example Inc.
Address 1 ATTRIBOS department Administration
Address 2 ATTRIBOY |
Job function ATTRIBI1O title Product Manager
Email ATTRIB11 mail doe@example.com
Nickname ATTRIB12 nickname
Avatar ATTRIB13 jpeg image

Using the example above asthe LDAP subtree to be searched, the LDAP template file looks like

this:
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OpenScape Desk Phone CP LDAP TEMPLATE
SEARCHBASE="dc=example,dc=com"
ATTRIBO1="sn"
ATTRIB0O2="givenName"
ATTRIBO3="ipPhone"
ATTRIBO4="otherTelephone"
ATTRIBO5="mobile"
ATTRIBO6="homePhone"
ATTRIBO7="company"
ATTRIB08="department"
ATTRIBOOS="1"

ATTRIB1O0="title"
ATTRIB11="mail"
ATTRIB12="nickname”
ATTRIB13=""

EOF

UPLOAD THELDAP TEMPLATETO THEPHONE

(v.1)

The administrator may edit the LDAP template on the phone via WBM, or viathe DLS. After con-

figuring the LDAP template, it isuploaded to the phone:

P WD p

Manual).
Administration via WBM

1 Open File transfer > LDAP.

Save the template under a suitable name, e.g. 1dap-template. txt.

Copy the template file to the FTP server designated for deploying LDAP templates.
Upload the file using the WBM (see "LDAP template" - page 247).

Optionally, use the local menu or the DLS (see the Deployment Service Administration

LDAP

Use defaults O

Download method |FTP

FTP server address

FTP account

FTP username

FTP password

|.
FTP server port |21
|
|
|
|
|

2. Enable “Use defaults”to Save the settings as default values.

FTP path

Filename
After submit | do nothing v
| Submit| Reset
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N o ok ow

Select the download method.

Enter the server information and user credentials.

Specify the file name.

Select the action after submitting the information (“do nothing”, “start download”).
Click Ssubmit.

CONHGURE LDAP ACCESS

Administration via WBM

1. Open Local Functions> Directory Settings.

Directory settings

LDAP server address I:l
Transport |Tce v
Secure port 636
LDAP server port 389
Authentication [Anonymous —— +|
User name |:|
Password
Avatar server I:l
LDAP for manual search only 0O
Firstname and lastname for quick search o
| submit | | Reset |

2. Enterthe following parameters:

L]

LDAP Server address: IP address or host name of the LDAP server.

Transport: Allowsthe LDAP interface to be encrypted using TLS (via LDAPS) or
unencrypted using TCP, typically TCP.

Secure port: Port used by the LDAP for encrypted (TLS) transport, typically 636.
LDAP Server port: Port used by the LDAP for unencrypted (TCP) transport, typically
389.

Authentication: Authentication method for the connection to the LDAP server.
User name: Only required if simple authentication is selected.

Password: Corresponding to the user name.

Frstname and lastname for quick search: Defines whether the phone searches

both Frstname and Lastname or only Lastname. Value range: "True", "False".
Default: "False”.

Clear on Exit: The Clear on Exit option is available only for the CP110 / 210 SIP
phones. If Clear on Exit option isenabled, when a CP110 / 210 SIP phone user exits
the Directory application, any LDAP results on the phone from a previous search
are cleared. When re-entering the Corporate option of the Directory feature, the
user isprompted to perform anew quick search.

3. Click Submit.

MAPPING THE LDAP FIELDS

The downloaded LDAP template can be edited on the phone via WBM.
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1. Open Local functions > LDAP template.

LDAP template

This page allows you to specify the LDAP

attribute

fields that will be used by the phone,
plus how the

field is used.

Use

Field name Usage type

Search base|

Last name|

First name|

Work 1|

Work 2|

Mobile|

Home|

Com pany|

Address 1]

Address 2|

Role|

Email|

Nickname|

Avata r|

| Submit |

2. Map the field namesto the usage types.

3. Click Submit.

Note From V1.11.6.0 onward, if the SIP server type is set to 'ZOOM', 'Phone number'
replacesthe 'Work 1' field, and 'Extension’ replaces the 'Work 2' field.

LLDP-Med example

The following example illustrates the mode of operation of LLDP-MED. To evoke areaction from
LLDP-MED, the LAN switch has been set to auto-negotiation, whereasthe phone’s LAN port is

set to 100 Mbit/s, hence afixed value (see "LAN port settings" - page 50). This configuration

error isdiscovered by LLDP-MED. The following screenshots from the phone local menu show

the error messages.
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The WBM provides a list of the LLDP-MED TLV messages rather than the more limited LLDP-MED
operation menu in local settings. The TLV list iscomprehensive whereas the local settings indic-
ate problemswith the TLVs.

I Note Note the status of MAC_Phy config.
When MAC_Phy config is selected, the details are displayed.

Log in asadministrator on the local phone’sadmin menu.

In the Admin menu, open Network > LLDP-MED Operation.

Press OK.

In the LLDP-MED operation submenu, navigate to MAC_Phy config.
Note the status displayed.

Select the MAC_Phy config submenu by pressing OK.

Navigate to the parameters displayed by using the navigation keys. The following statusis
displayed for the MAC_Phy config parameters:

¢ AutoSet enabled = Incompatible
¢ MAU = Incompatible

N o ok wDdp

Example dial plan

INTRODUCTION

Adial plan isa set of rulesthat determine the phone’s behaviour on digit entry by the user. Up to
48 rules are possible. With OpenScape Desk Phone CP, adial plan rule isconstructed from 9
parameters. In the following, the setup of a dial plan is explained.

The dial plan entries are preceded by atitle line. Thisis afree format string, e. g. a descriptive
name or version number, which can be used by the administrator for version control purposes.

DIAL PLAN SYNTAX

Note The phone will not perform any checking on the title; ensuring that different dial
plans are given different titles is part of the administration process.

Adial plan rule is built from the parameters described underneath.

¢ Digit string: Apattern of digitsor ™", "#", or "x" charactersthat isto be matched for starting
an action. The maximum length is 24 characters. The "x" character isawildcard character
that represents any of the other digits (it may be upper or lower case).
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e Action: The action to be taken when the criteria are met. The following options are avail-
able:
= "S'(Send digits): The digits entered are sent to the server when one of the following
three conditionsis satisfied:

a)the maximum digits have been received, or
b) the timer expires after the minimum digits have been received, or
c)on receipt of the terminator after the minimum digits.

m "C"(Check for other actions): If the the digit sequence entered by the user matches
Digit string, Maximum length, and Minimum length, the timer starts. On timer expiry,
the digit string is sent to the server. If further digits are received before timer expiry, fur-
ther entriesis checked. If the timer is set to 0, the dial string is sent immediately. This
option isused when there are more than one rules which start with the same digits.

¢ Minimum length: The dial plan rule will not initiate the sending of digits until at least this
number of digits have been entered. However, the digitsis sent after the delay configured
in User menu > Configuration > Outgoing calls > Autodial delay (seconds).

e Maximum length: Automatic sending will occur when thisnumber of digits have been
dialed. If not specified, then the digitsis sent when the timer expires, or aterminating char-
acter isentered.

e Timer: Thisindicatesthe timeout to be used for subsequent digit handling. If not spe-
cified, the default timer value is used (User menu > Configuration > Outgoing calls > Auto-
dial delay (seconds)).

¢ Terminating character: A™"or "#" character which indicates that the preceding digits
should be considered complete, even though the maximum length may not be reached.
However, the reach the minimum length must be reached by the string built from the
digits entered and the terminating characters.

e Special indication:

= "E'(Emergency): If this character is entered here, the digits matching thisrule is sent
even if the phone islocked. The number is dialed immediately even when immediate
dialing isdisabled, and the phoneison-hook.

= "h"(bypass): The phone lock is bypassed. The number is dialed immediately even
when immediate dialing isdisabled, if the phone is off-hook.

¢ Comment: Aremark on this dial plan entry.

e Terminator sent: If set to true, the terminating character is sent to the server along with
the dial string proper. If set to false, the dial string is sent without the terminating char-
acter.

SETTING UP AND DEPLOYING ADIAL PLAN

For creating and deploying a dial plan to an OpenScape Desk Phone CP, aworking installation of
the DLS(version V2R4 onwards) is required (see the DLSdocumentation for information).
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1 Clickon to create the second dial plan rule.
[¥ Dialplan  Dialplan ID: Dialplan Error: |:|

@Table O gelectedenty = <« 173 [¥0W] || ft

Digit String Action Min Length | Max Length Timer | Terminating Character Special Indication Comment Terminator sent [ ExportFile ]
3 -5- Bend digits T4 4 o 7 7 ]
0 -C- Action for digits 71 i U A A O
011 -5- Send digits T4 3 g # & & [m]

2. Checkthe dial plan using the phone’sweb interface by navigating to Diagnostics > Fault
trace configuration > Download dial plan file.
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Technical reference

Default port list

The following table contains all default ports, resp. port ranges, and protocols used by the ser-
vicesrunning on OpenScape Desk Phone CP110/210/410/710 phones.

point interface

. Server Client Protocol
Service
Default Port Default Port Stack
Payload transport (VolIP) 5010 - 5059 5010 - 5059 RTP- RTCP
SRTP -
Payload transport (VolIP) 5010 - 5059 5010 - 5059
SRTCP
; . 32786 -
SIP subscriber - TCPisused 5060 SIP/ TCP
61000
; : 32786 -
SIP subscriber - TLSisused 5061 SIP/ TLS
61000
SIP subscriber - UDPis used 5060 5060 SIP/ UDP
; . 32786 -
Directory accessvia LDAP TCP
61000
Directory access via LDAP 32786 - TeP
y 61000 SSUTLS
; DHCP/
DHCP Client 68
UDP
. DNS/ TCP
DNSClient 1024 - 65535 -
UDP
DLScontact me service - workpoint side 8085 --- HTTP/ TCP
HTTPS/
Default communication with the DLSwork- TCP-
18443

SSL/TLS
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. Server Client Protocol
Service
Default Port Default Port Stack
HTTPS/
Secure communication with the DLSwork- TCP-
o 18444
point interface
SSL/ TLS
: 32786 -
Connection to the control port of FTP server 21 FTP/ TCP
61000
. . ) 32786 -
FTP client; usesthe FTP server in active mode 20 FTP/ TCP
61000
HTTPS/
_ 32786 - TCP-
HTTPSfile download server 443
61000
SSL/TLS
Client application which sends QDC data to 32786 - SNMP/
the QCU 61000 UDP
) 32786 - SNMP/
Part of SNMP-Agent - sending Traps
61000 UDP
Part of SNMP-Agent - receive Set/Get com- 161 SNMP/
mands UDP
SNTP client - queries time information in uni-
. 123 SNTP/ UDP
cast operation
SNTP client - receives time information in
. 123 -—- SNTP/ UDP
broadcast operation
Web server for WBM access 8085 --- HTTP/ TCP
HTTPS/
Secure Web Server for WBM access 443 TCP-
SSL/ TLS

Troubleshooting error codes

For aset of error cases, specific error codes are defined. These error codes are shown in brack-

etson the display, following a general error note.
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Example: ,No Telephony (LPL)".

server

connection to Exchange
server failed

Error .
Text part Scenario Reason
code
Physical connection missing
LP1 Unable to use LAN ,
(Link Protocol)
LX1 Unable to use LAN 802.1x error
LIl Link problem No Network connection
RS2 Unable to Register No server address configured
No telephony
RN2 Unable to Register No number configured
RI2 Unable to Register No phone IP address set
RA2 Unable to Register Authentication failed
RF2 Unable to Register Server failed
o Limited Keyset sup- - .
Limited keyset WS port Waiting to subscribe
NT Network Time No NTP source
Limited service
B8 Unable to Register Backup route active
Limited service DF DNSfailure SIP related DNSlookups fail
Exchange: please check
Wrong username/password
username and password
Exchange: untrusted . o :
EX Exchange failure Cert validation failure

Other failure

¢ Aspecial “fast-busy” tone (also called congestion tone) is played if atemporary Network
problem causes a user-initiated call action to fail.

e Typical call actions: making an outgoing call; picking up a call from Manual Hold; or

Group pickup.

¢ Phone usersinclude keyset users and mobile userslogged on to the phone.

e The special tone istriggered if one of the following SIP response codesisreceived from
the server: 606,408, or 503.
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Glossary

ADPCM

Adaptive Differential Pulse Code Modulation. Acompressed encoding method for audio signals
which are transmitted by alow bandwidth. Asample iscoded as the difference between its pre-
dicted value and itsreal value. As this difference is usually smaller than the real, absolute value
itself, a lesser number of bits can be used to encode it.

BLE
Bluetooth Low Energy

CSTA

Computer Supported Telecommunications Applications. An abstraction layer for tele-
communications applications allowing for the interaction of computer applications with tele-
phony devices and networks.

CTI
Computer Telephony Integration. Thisterm denotesthe interaction of computer applications
with telephony devices and networks.

DFT
Digital Feature Telephone. Aphone with no line keys.

DHCP
Dynamic Host Configuration Protocol. Allows for the automatic configuration of Network end-
points, like IP Phones and IP Clients.

DiffServ

Differentiated Services. Specifies alayer 3 mechanism for classifying and managing Network
traffic and providing quality of service guarantees on networks. DiffServ can be used to provide
low-latency, guaranteed service for e. g. voice communication.

DLS
The Deployment Service (DLS)isa OpenScape management application for the administration
of workpoints, i. e. IP Phones and IP Clients, in both HiPath- and non-HiPath networks.
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DNS
Domain Name System. Performsthe translation of Network domain namesand computer host-
names.

DTMF

Dual Tone Multi Frequency. Ameans of signaling between aphone and e. g. avoicemail facility.
The signals can be transmitted either in-band, i. e. within the speech band, or out-band,i.e.in a
separate signaling channel.

EAP
Extensible Authentication Protocol. An authentication framework that is frequently used in
WLAN networks. It is defined in RFC 3748.

FTP
Fle Transfer Protocol. Used for transferring files in networks, e. g., to update telephone software.

G.711
ITU-T standard for audio encoding, used in e.g. ISDN. It requires a 64 kBit/s bandwidth.

G.722

ITU-T standard for audio encoding using split band Network. The audio bandwidth is 7 kHz at a
sampling rate of 16 kHz. There are several transfer rates ranging from 32 to 64 kBit/s, which cor-
respond to different compression degrees. The voice quality is very good.

G.729

ITU-T standard for audio encoding with low bandwidth requirements, mostly used in VoIP. The
standard bit rate is 8 kBit/s. Music or tones such asring tones or fax tones cannot be transported
reliably with this codec.

Gateway
Mediation components between two different Network types, e. g., WiFH Network and ISDN Net-
work.

HTTP
Hypertext Transfer Protocol. Astandard protocol for data transfer in internet networks.

IP
Internet Protocol. Adata-oriented Network layer protocol used for transferring data across a
packet-switched Network. Within this Network layer, reliability is not guaranteed.
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IP address
The unique address of aterminal device in the Network. It consists of four number blocks of O to
255 each, separated by a point.

Jitter
Latency fluctuationsin the data transmission resulting in distorted sound.

LAN
Local Area Network. Acomputer Network covering alocal area, like an office, or group of build-
ings.

Layer 2
2nd layer (Data Link Layer) of the 7-layer OSI model for describing data transmission interfaces.

Layer 3
3rd layer (Network Layer) of the 7-layer OSI model for describing the data transmission inter-
faces.

LCD
Liquid Crystal Display. Display of numbers, text or graphics with the help of liquid crystal tech-
nology.

LDAP
Lightweight Directory Access Protocol. Simplified protocol for accessing standardized directory
systems, e.g., acompany telephone directory.

LED
Light Emitting Diode. Cold light illumination in different colours at low power consumption.

MAC Address
Media Access Control address. Unique 48-bit identifier attached to Network adapters.

MDI-X

Media Dependent Interface crossover (X). The send and receive pins are inverted. This MDI
allowsthe connection of two endpoints without using a crossover cable. When Auto MDI-Xis
available, the MDI can switch between regular MDI and MDI-Xautomatically, depending on the
connected device.
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MIB
Management Information Base. Atype of database used to manage the devicesin acom-
munications Network.

MWI
Message Waiting Indicator. Asignal, typically a LED, to notify the user that new mailbox mes-
sages have arrived.

PBX
Private Branch Exchange. Private telephone system that connectsthe internal devicesto each
other and to the ISDN Network.

PCM
Pulse Code Modulation. Adigital representation of an analog signal, e. g. audio data, which con-
sists of quantized samplestaken in regular time intervals.

PING
Packet Internet Gro(u)per. Aprogram to test whether aconnection can be made to adefined IP
target. Datais sent to the target and returned from there during the test.

PoE
Power over Ethernet. The IEEE 802.3af standard specifies how to supply power to compliant
devices over Ethernet cabling (10/100Base-T).

Port
Ports are used in networks to permit several communication connections simultaneously. Dif-
ferent services often have different port numbers.

PSTN
Public Switched Telephone Network. The Network of the world's public circuit-switched tele-
phone networks.

QoS

Quality of Service. The term refersto control mechanismsthat can provide different priority to
different users or data flows, or guarantee a certain level of performance to adata flow in accord-
ance with requests from the application program. The OpenScape Desk Phone CP phone allows
for the setting of QoSparameterson layer 2 and layer 3 (DiffServ).
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RAM
Random Access Memory. Memory with read / write access.

ROM
Read Only Memory. Memory with read only access.

RTCP
Realtime Transport Control Protocol. Controlsthe - 311 stream and providesinformation about
the status of the transmission, like QoS parameters.

RTP
Realtime Transport Protocol. Thisapplication layer protocol has been designed for audio com-
munication.

SDP
Session Description Protocol. Describes and initiates multimedia sessions, like web conferences.

SNMP
Simple Network Management Protocol. Used for monitoring, controlling, and administration of
Network and Network devices.

SNTP
Smple Network Time Protocol. Used to synchronize the time of aterminal device with a
timeserver.

Subnet Mask

To discern the Network part from the host, a device performsan AND operation on the IP
address and the Network mask. The Network classes A, B, and C each have a subnet mask that
demasks the relevant bits: 255.0.0.0 for Class A, 255.255.0.0 for Class B and 255.255.255.0 for
Class C. In aClass C Network, for instance, 254 IP addresses are available.

Switch

Network device that connects multiple Network segments and terminal devices. The forwarding
of data packetsis based on switches: datatargeted to a specific device isdirected to the switch
port that device is attached to.

TCP
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Transfer Control Protocol. The protocol belongsto the transport layer and establishesa con-
nection between two entitieson the application layer. It guaranteesreliable and in-order delivery
of datafrom sender to receiver.

TLS
Transport Layer Security. Ensures privacy between communicating applications. Typically, the
server is authenticated, but mutual authentication is also possible.

URI
Uniform Resource Identifier. Acompact string of characters used to identify or name aresource.

URL

Uniform Resource Locator. A special type Network address that provides means of acting upon
or obtaining arepresentation of the resource by describing its primary access mechanism or Net-
work location.

VLAN

Virtual Local Area Network. Amethod of creating several independent logical networks within a
physical Network. For example, an existing Network can be separated into a data and a voice
VLAN.

VolP
Voice over IP. Aterm for the protocols and technologies enabling the routing of voice con-
versations over the internet or through any other Network

WBM
Web Based Management. Aweb interface which enables configuration of the device using a
standard web browser.



00 Mitel

© 11/2025 Unify Software and Solutions GmbH & Co. KG. All Rights Reserved. Mitel and the Mitel logo are trademark(s) of
Unify Software and Solutions GmbH & Co. KG. Unify and associated marks are trademarks of Unify Software and Solutions

GmbH & Co. KG. All other trademarks herein are the property of their respective owners.

mitel.com




	OpenScape-Desk-Phone-admin-sip-EN-cvpg.pdf
	OpenScape Desk Phone CP Family SIP_cvpg.pdf

	Admin_SIP.pdf
	Important information
	Trademarks
	Software update
	Online documentation
	Location of the telephone
	Product-oriented environmental protection
	License information
	Marks


	Overview
	About this manual
	Maintenance notes
	Conventions for this document
	The OpenScape Desk Phone CP G2
	OpenScape Desk Phone CP110
	OpenScape Desk Phone CP210
	OpenScape Desk Phone CP410
	OpenScape Desk Phone CP710

	Administration interfaces
	Web-based management (WBM)
	Local phone menu
	DLS/DMS (OpenScape Deployment Service / Device Management Service)


	Startup
	Prerequisites
	Assembling and installing the phone
	Shipment
	Connectors at the bottom side
	Assembly
	How to connect the phone via LAN cable
	How to use LAN connections
	How to connect the phone via USB Wi-Fi dongle
	Key modules

	Quick start
	How to access the web interface (WBM)
	Access via local phone
	How to configure the Terminal number
	Basic network configuration
	DHCP resilience
	Date and time / SNTP
	SIP server address
	Extended network configuration
	Vendor-specific VLAN discovery and DLS address
	Manual registration
	Setting the DMS address via DHCP
	Cloud deployment


	Administration
	Bluetooth interface
	Configuring the USB access
	LAN settings
	LAN port settings
	VLAN

	IP Network parameters
	Quality of Service (QoS)
	Protocol mode IPv4 / IPv6
	Use DHCP
	Manual configuration of the IP address
	Default router / gateway
	Specific IP routing
	DNS
	IP TTL
	Gratuitous ARP control
	Configuration & update service
	SNMP

	Wi-Fi settings
	Setting up a WiFi connection
	Disable LAN port
	Advanced Wi-Fi settings

	Security and policies
	System
	SRTP configuration
	Access control
	Security log
	Security-related faults
	Password policy
	Certificate policy

	System settings
	Terminal and user identity
	Emergency and voice mail
	Energy saving
	Translation set change
	Date and time
	SIP addresses and ports
	SIP registration
	SIP communication
	SIP session timer
	Resilience and survivability
	Interactive connectivity establishment (ICE)
	Features
	System

	Feature access
	Feature configuration
	Allow “Refuse Call”
	Hot or warm phone
	Initial digit timer
	Show forwarding icon
	Allow user downloads
	Redial original forwarded
	Multiple-party Conference call
	Group pickup
	Call transfer
	Callback URIs
	Message waiting address
	System-based conference call
	RTCP-XR server
	Call center agent
	Server-based features
	Configuring the uaCSTA interface
	Configuring the local menu timeout
	Call recording
	Rollover visual alert
	Landing screen
	DSS monitoring
	Bridged call appearance
	MWI LED
	Missed call LED
	Impact level notification
	Configuring the USB access

	Free programmable keys
	How to configure free programmable keys
	Key module settings for Broadsoft
	Enabling Long Press for FPKs
	Selected dial action on calls
	Selected dialling
	Repeat dialling (“Redial”)
	Call forwarding (standard)
	Ringer off
	Hold
	Alternate
	Blind call transfer
	Transfer call
	Deflect a call
	Shift level
	Conference calls
	Do not disturb
	Group pickup
	Repertory dial
	Feature toggle
	Mobility
	Directed pickup
	Callback
	Consultation
	Call waiting
	Call recording
	Server feature
	BLF key
	Send request via HTTP / HTTPS
	Built-in forwarding
	2nd alert
	Directories
	Release
	Stimulus menu options
	Call parking (Zoom)

	Fixed function keys
	Show phone screen

	Main menu screen options
	Main menu option configuration

	Multi-line appearance / “keyset”
	Line key configuration
	Configuring line keys for keyset operation
	Configure keyset operation
	Direct Station Select (DSS)
	Distinctive ringers per keyset lines
	Multiple call arrangement
	E/A cockpit settings

	Key modules
	Dialing
	Canonical dialing configuration
	Canonical dial look-up
	Phone location
	Dial plan

	Ringer setting
	Distinctive ringing
	Map to specials
	Special ringers

	Transferring phone software, application, and media files
	Linux file name issues
	FTP / HTTPS server
	Common FTP / HTTPS settings (defaults)
	Phone application
	Picture clips
	LDAP template
	Screen Saver
	Ringer file
	Company logo

	Settings of the corporate directory
	LDAP
	Contact details update

	XSI access
	RingCentral API connection
	RingCentral certificates

	Network directories
	Call log
	Speech
	RTP base port
	Codec preferences
	Audio settings

	Restart phone
	Factory reset
	SSH — secure shell access
	AlertBar LED hint
	Diagnostics
	Display general phone information
	Display diagnostic information
	User access to diagnostic information
	Diagnostic call
	LAN monitoring
	LLDP-MED
	IP tests
	Process and memory information
	Fault trace configuration
	EasyTrace profiles
	Advanced video traces
	Bluetooth advanced traces
	M5T advanced traces
	QoS reports
	Core dump
	Remote tracing — syslog
	HPT interface (for service)


	Examples and how-tos
	Canonical dialing
	Canonical dialing settings
	Canonical dialing look-up
	Conversion examples

	How to set up the “Corporate directory” (LDAP)
	Prerequisites
	Create an LDAP template
	Upload the LDAP template to the phone
	Configure LDAP access
	Mapping the LDAP fields

	LLDP-Med example
	Example dial plan
	Introduction
	Dial plan syntax
	Setting up and deploying a dial plan


	Technical reference
	Default port list
	Troubleshooting error codes

	Glossary




