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Definitions

HowTo

A HowTo describes the configuration of a feature within the administration of the OpenScape
Business. It addresses primarily trained administrators.

Tutorial

Within the tutorials procedures for installation, administration and operation of specific devices,
applications or 3™ party systems, which are connected to the system, are described. The tutorial
addresses primarily trained administrators.
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Disclaimer:

AudioCodes Branding, Pictures and Icons in this document might be under copyright of
AudioCodes.

anynode Branding, Pictures and Icons in this document might be under copyright of anynode.

Microsoft Teams Branding, Pictures and Icons in this document might be under copyright of
Microsoft. Please confirm with Microsoft site https://learn.microsoft.com/en-
us/microsoftteams/direct-routing-plan#microsoft-365-office-365-and-office-365-gcc-
environments the resolution of the Microsoft FQDNs for “Microsoft 365, Office 365, and Office 365
GCC environments” because they are susceptible to change by Microsoft.

The Microsoft Teams, AudioCodes and anynode examples in this document give a rough overview
of needed components in a basic setup and need individual verification for customers need.

Settings and configuration might change due to different Software versions.

For detailed information and needed Software and Hardware requirements for Microsoft Teams,
licenses resp. license bundles and administration of Microsoft Teams please contact Microsoft or
your Microsoft Integration Partner.

Please note:

Unify offers voice interworking capabilities with Microsoft Teams with a technical description of
how to configure the OpenScape Business. Microsoft Teams, AudioCodes SBC, anynode SBC and
any other Microsoft certified SBC are 3™ party products.

UNIFY doesn 't deliver any administration services for Microsoft Teams. This is up to the
responsibility of the Microsoft Integration Partner.
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1. Introduction

OpenScape Business V3 complements MS Teams with powerful telephony capabilities such as Call
Centers, AutoAttendant, DECT, etc.

OpenScape Business (OSBiz) supports “"Microsoft Teams Interworking” via native SIP trunking
towards a Microsoft certified SBC for Direct Routing and requires a Networking license and a
valid Software Support license.

Direct Routing allows the integration of MS Teams infrastructure into existing on-premise
telephony system. MS Teams users are enabled to use on-premises telco lines or SIP trunks to
make and receive calls instead of using Microsoft Carrier Services via Calling Plans [1].

Certified SBCs are:

- AudioCodes Mediant 800B [2]
- anynode SBC [8]

’
Y
/
\ 7 T be

N ’ "

\ ’
\ .
\ ” Microsoft Teams
\ Session Border Controller I

1 QC audiocodes | 1
1

OSBiz users

AudioGodes SBC : i
)

Teams signaling using HTTP REST
= SIP signaling
Media

Gateway scenario: MS Teams Interworking via Direct Routing with Office 365
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Overview of Office 365 Licenses which can be obtained to use Direct Routing with a certified
SBC and OpenScape Business (status August 2020 - source: Microsoft):

License Add-on
Microsoft 365 / Office 365 Enterprise E5 or
Microsoft 365 / Office 365 Enterprise E3 / E1 Phone System

1.1. General Configuration overview

The configuration examples of this document are based on Certification Test Report: Microsoft
Teams & AudioCodes SBC with Unify OpenScape Business V3 [6] and may differ if another
certified SBC is in use. For further details please refer to this Certification Test Report.

The prerequisites for Direct Routing are:

1. MS Teams users of Direct Routing must have the following licenses assigned in Microsoft
356 / Office 365: Microsoft 365 / Office 365 Enterprise E3 / E1 (including SfB Online Plan2,
Exchange Plan2, and Teams) + Phone System licenses or Microsoft 365 / Office 365
Enterprise E5 (including SfB Online Plan2, Exchange Plan2, Teams, Phone System and
Audio Conferencing).

2. MS Teams certified SBC (https://docs.microsoft.com/en-us/microsoftteams/direct-routing-
border-controllers).

3. A publicly registered domain name. Public domain name like onmicrosoft.com is not a
possibility for direct routing.

4. Public trusted certificate for the SBC with a SAN record with the host name of the SBC.
The certificate must be from one Microsoft’s approved root CAs
(https://docs.microsoft.com/en-us/MicrosoftTeams/direct-routing-plan#public-trusted-
certificate-for-the-sbc).

5. Public IP address for SBC WAN connection and appropriate firewall rules for signaling.

In example environment, Office 365 E5S licenses are available, which are applied to the Teams
test users:

- MST01@M365x316382.onmicrosoft.com with phone number +4989721721001
- MST02@M365x316382.onmicrosoft.com with phone number +4989721721002

The AudioCodes M800B, Teams certified SBC, is connected via internet with public IP
195.97.14.76 and public FQDN sbc01.athdrlabs.xyz to Microsoft Phone System in Microsoft Office
365 cloud. Additionally, a public trusted certificate for the SBC is used, which is issued from
AddTrust root CA.

The SBC LAN IP address is 10.8.242.78 and is connected via corporate network to OpenScape
Business. Proper firewall rules in SBC are configured for SIP and RTP traffic (see in detail sub-
section 3.13).
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The MS Teams tenant SIP trunk connectivity to AudioCodes SBC is tested with and without Media
Bypass. In a nutshell, with media bypass activated the media is kept directly between the Teams
client and the SBC (WAN interface), while without media bypass, the media always passes
through Microsoft Cloud. More details about media bypass may be found at:
(https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan-media-bypass).

PSTN
Internet
CO DID TRUNK Location Data Router &‘ Firewall
+498972172xxXX
Country Code: 49

Local Area Code: 89
PBX number: 72172

Router

i

s

anynode SBC
Osmie N: 10.8.242.7
1P: 10.8.242.92 '\;VAAN _129852972“876 Microsoft Teams with Phone System
CP 400 (OSBiz_B) Route: MS-Teams
+4989721726002 gg!:ol;ecodﬂ g
PABX number incoming - -
- Country Code: 49
- Local Area Code: 89 Teams Client 1 (MSTO01) Teams Client 2 (MST02)
- ] +4989721721001 +4989721721002
CP 600 (OSBiz_A) PBX number.: 72172

+4989721726001
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2. Direct Routing

The current section summarizes the example configuration on Microsoft Office 365 tenant for the
Direct Routing connection with an AudioCodes or anynode SBC, based on the according
certifaction results [6] & [7]. Default or non-project specific Office 365 tenant configuration will
not be referenced in subsequent paragraphs.

2.1. Setup the Domain

This subsection outlines how to add the SBC domain to the tenant.

Go to 0365 portal, select on the left menu Setup >> Domain and click on "Add domain".

Microsoft 265 admin center P Search (Try "passwords" to let users reset their own)
= Contoso ) Dark mode
1 Home -
Domains
R Users N
' Groups w0
I Add domain £ Buy domain () Refresh % Filter | O search =
.QE, Roles
& Resources e Domain name | Status @ Choose columns
= Billing o .
M365x316382.onmicrosoft.com (Default) @ Healthy
(Xl Support hd
E1si] Settings ~
I Domains

Search & intelligence

Org settings

Integrated apps

Partner relationships
& Setup
b Reports e
%7 Health v
Admin centers

@
@  Security
=1

@ Compliance

B> Endpoint Manager
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Microsoft 365 admin center O Search (Try "passwords" to let users reset their own)

Domains > Add domain
i} o
Q .
P— Add a domain
s
a @ Domain name If you already own a domain like conteso.com, you can add it to your account here.
=]
= O Connect domain Domain name
athdrlabs.
- | xyz
O Finish
i Learn how to add a domain
f
&9 Microsoft 365 Fr—
Add a
b .
domain
@
@ s
Add your domain to Microsoft 365. If you're using a common domain registrar
-] like GoDaddy, it's an easy 3-step process. Otherwise, you can update your DNS ®
recards yourself.
[F=i
= B
&
a3

Enter the SBC domain name, e.g. "athdrlabs.xyz" in "Enter a domain you own" box.
Click on [Use this domain].
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Microsoft 365 admin center £ Search (Try "passwords" to let users reset their own)

Domains » Add domain

nr
.

A @ adtcoman How do you want to verify your
=0 d ° 7

® Domain name Omaln .
e |

® Domain verification
= Before we can set up athdrlabs.com, we need you to sign in to your domain host and verify that you own the domain.

Learn how to find your domain host

=] O Connect domain
i | @ Add a TXT record to the domain's DNS records

O Finish Recommended if you can create new DMNS records at your registrar or DNS hosting provider. Learn more
e about DNS
7 O If you can't add a TXT record, add an MX record to the domain’s DNS records
[ Recommended only if TXT records aren't supported by your domain host or registar.
<@ O Add a text file to the domain’s website

Recommended if you've already set up a website using this domain, for example, www.athdrlabs.com
L]
@
[E=]
&
a3
@

LS
Ly &
i= Back Close

Select "Add a TXT record to the domain’s DNS records" and click on [Continue].

OpenScape Business V3  HowTo: Microsoft Teams Interworking 13



Microsoft 365 admin center L Search (Try "passwords" to let users reset their own)

Domains > Add domain
fnr
R if his d i
@ st domai Verify you own this domain
e
A ® Domain name We detected your DNS hosting provider is: Other &
=]
| . . Go to your domain's registrar or DN5 hosting provider, go to DNS management page for athdrlabs.com, and
2 ®  Verify your domain add a TXT record that uses the values below. When finished, come back here and select Verify and we'll
confirm you own the domain by finding the new record.
¥ Y g
= O Connect domain Thi§won't affect your existing services like email, and you can remove the record as soon as your domain is
verified.
e |
O Finish Step-by-step instructions
&
TXT name
&
Hﬁ @ (or skip if not supported by provider)
Z
TXT value
@ [ Ms=ms89446879
=] TTL
Hﬁ 3600 (or your provider default)
@
=
£
a3
@
®
w5 =l
=5 Back Close

Copy-paste this screen and contact corresponding DNS domain owner to validate domain
ownership.
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When the confirmation that the TXT value e.g. "MS=ms89446879" verification is ready, go back
to this domain set up and start the verification process.

Microsoft 365 admin center L Search (Try "passwords” to let users reset thair own)

Domains > Add domain
n
R @ awsoomn How do you want to connect your
oo | d . 7
A @ Connect domain omaln .
=}
onnect your domain to your icrosoft services so you can use email and instant messaging. ere are a couple o
C your di i your Mi ft i ¥ il and i ging. Th ple of
= ® Connection options options to consider, depending on how you'd like to manage domain name service (DN5) records for your domain
athdrlabs.xyz.
= | N v
O Finish
Learn more about DNS records
i
b @ Add your own DNS records
We'll provide a list of DNS records that you'll need to add for your domain at your DNS host.
&
o O Skip and do this later (not recommended)
Your Microsoft services won't be connected to this domain. When you are ready, go to the Domains page to finish
) setting it up
-]
@
@
[F=i
=
&
a3

Select "Add your own DNS records".
Click on [Continue].
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Microsoft 365 admin center

= Domains » Add domain
i

A @ Add domain

w |

S @ Connect domain
= ® Connection options
= l Add DNS records
& C|) Finish

&

&

=

&

@

@

[E=i

L3

a3

®

5

/O Search (Try "passwords” to let users reset their own)

Add DNS records

To add these records for athdrlabs.xyz, go to your DNS hosting provider: GoDaddy. &

To start reuting email through Microsoft 365, select Excl and Excl Online Protection. Mext, sign in to
your domain host and add new DNS records that match the records shown here. Copy the values below and paste

them into the new records at your domain host, or download or print the DNS record info to use as a reference.
When you're finished, select Continue.

If you don't want to set up email, clear the selection and continue without adding DNS records for it.

J Download C5V file 4 Download Zone file = Print

Exchange and Exchange Online Protection

Email, contacts, and scheduling are all provided by Exchange. 5et up this service to enable all the functionality of
Outlook and other email clients. Exchange services need 3 records to work right: an MX record tells where to
deliver email messages, a TXT to prevent somecne from spocfing your domain to send spam, and a CNAME
record for client-side Autodiscover, helping mail clients connect users to their respactive mailboxes.

Don't add these DNS records if:

¢ You need custom DNS routing for your email, for example, to route traffic through an external spam
filtering service
* You're already using Exchange on-premises as well as Exchange Online (also called a hybrid deployment)

If this applies, you will need to clear the Exchange and Exct Online Protection selection and set up your
own custom DNS records to route email through Microsoft 365 later.

Important: Before adding these DNS records, make sure you've already set up athdrlabs.xyz email addresses in
Microsoft 365 for all existing users who still need one, or they won't be able to send and receive email.
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Microsoft 365 admin center P Search (Try "passwords" to let users reset their own)

Domains > Add domain
{nr a
~s  MX Records (1)
A @ Adddomain View instructions for MX Records
Record Host Name Paoints to address or value Priority  TTL Status
a @ Connect domain
B
athdrlabs- 1
E: ted 4]
B xpected [ @ B xyz.mail.protection.outlock.com i i Hour
® Connection options
= ® Add DNS records
@ | ~~  CNAME Records (1)
O Finish View instructions for CNAME Records
2
Record Host Name Points to address or value TTL Status
b Expected [ autodiscover [ autodiscover.outlook.com ™ 1 Hour
&
~ TXT Records (1)
4 View instructions for TXT Records
. Record TXT name TXT value TTL Status
Fml
v=spfl
& Expected [} @ [ includespf.protection.outlook.com [y 1 Hour
-all
a3
® @
Advanced Options o
L = B
= Back Close

Contact the DNS hosting manager to add the "Expected” "MX Records", "CNAME Records" and
"TXT Records".

Once the procedure is finished return to 0365 admin center at Domains >> Add Domain page
and click on [Continue] to finish the configuration.
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Microsoft 365 admin center £ Search

Contoso ) Dark mode

Home

Domains

Users N

¥ © B

Groups W

+ Add domain == Buy domain () Refresh 5 Filter | O search

o°

Roles

Resources N
Domain name T Status @ Choose columns

Billing W
M365x316382.onmicrosoft.com (Default) @ Healthy

2 [0 @

Support e i
athdrlabs.xyz : ° Healthy

&

Settings ~
I Domains

Search & intelligence

Org settings

Integrated apps

Partner relationships
ﬁ Setup
k  Reports V

%  Health v

Admin centers
@  Security
@ Compliance

[E=] Endpoint Manager

When the SBC’s domain setup is completed, the next step is to activate it. For this, a "dummy"
user (with a E3 or E5 license) should be added to this specific domain and not the default one.
When the setup is completed this "dummy" user could be deleted.

Note: The addition of the default Teams domain "M365x316382.onmicrosoft.com" for the testing
activities and the creation of the test Teams test users "MST01" & "MST02" with the 0365 E5
licensing is out of scope and won't be referenced to, in current document.
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2.2. Pair the SBC to the Direct Routing Service of MS Phone System

The SBC connection to Microsoft Phone System, routes and routing policies will be configured via
PowerShell. Specifically, in the Skype for Business Online PowerShell.

To setup PowerShell in administrator’s PC, follow this link: https://docs.microsoft.com/en-
us/microsoftteams/teams-powershell-overview.

Once PowerShell in administrator’s PC is setup, execute below command to connect to Teams:
Connect-MicrosoftTeams
Provide Teams tenant admin credentials to log in.

EN Administrator: Windows PowerShell - O >

rosoft Corporation. All rights reserved.
dministrator> Connect-MicrosoftTeams
Environment Tenant

onmicrosoft.com AzureCloud 98ce-4c5d-8F4d-48. ..

dministrator> _

Create and pair the SBC SIP trunk in Teams tenant.
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EN Administrator: Windows PowerShell - O >

9@ce-4c5d-8f4d-48. ..

sbcel.athdrlab:

ministrator>

Run e.g. the command:

New-CsOnlinePSTNGateway -Identity sbc01.athdrlabs.xyz -SipSignalingPort 5061 -
ForwardCAllHistory $true -ForwardPAI $true -MediaBypass $false -MaxConcurrentSessions 10 -
Enabled $true

Parameters that affect current certification:

= ForwardCallHistory True or False. If enabled, MS Phone System sends
two SIP headers:
History-info and Referred-By (see chapter 6 for call
forwarding).

= ForwardPai True. It should be handled by the SBC (see chapter 6
for name and number display).
= MediaBypass True or False, depending on the customer requirements for

media optimization.
View the newly created "Online PSTN Gateway" (SIP trunk) with the command:
Get-CsOnlinePSTNGateway -Identity sbc01.athdrlabs.xyz

Note: This configuration may partially be performed via Teams admin center GUI.
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2.3. Enable users for Direct Routing Service

Ensure that the users are homed in Teams Phone System.

EN Administrator: Windows PowerShell - O pd

Administrator> Get-CsOnlineUser M5T@1EM3 .onmicrosoft.com | f1 Re
gistrar

RegistrarPool : sippoolAM42E15.infra.lync.com

rs\Administrator> Get-CsOnlineUser MST@2gM3 382 .onmicrosoft.com | f1 Re

Get-CsOnlineUser -Identity MSTO01@M365x316382.onmicrosoft.com | fl RegistrarPool
Get-CsOnlineUser -Identity MSTO2@M365x316382.onmicrosoft.com | fl RegistrarPool

Configure the phone number and enable enterprise voice and voicemail.

Set-CsUser -Identity MSTO1@M365x316382.onmicrosoft.com -EnterpriseVoiceEnabled $true -
HostedVoiceMail $true - OnPremLineURI tel:+ 4989721721001

Set-CsUser -Identity MSTO2@M365x316382.onmicrosoft.com -EnterpriseVoiceEnabled $true -
HostedVoiceMail $true - OnPremLineURI tel:+ 4989721721002

The phone numbers used must be configured as a full E.164 phone number with country code.

Verify phone number assignment with:
Get-CsOnlineUser -Identity MST01@M365x316382.onmicrosoft.com
Get-CsOnlineUser -Identity MST02@M365x316382.onmicrosoft.com

Note: The users need to be assigned a proper "Dial Plan" that translates dialed phone numbers
by an individual user into an alternate format (typically E.164) for purposes of call authorization
and call routing. Teams dial plan configuration is out of scope of current document and in current
certification activities the default Teams Phone System dial plan was utilized.
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2.4. Configure Voice Routing

Microsoft Phone System has a routing mechanism that allows a call to be sent to a specific SBC
based on:

e Called number pattern.
e Called number pattern + specific user who makes the call.
Call routing is made up of the following elements:

¢ Voice Routing Policy - container for PSTN Usages; can be assigned to a user or to multiple
users.

e PSTN Usages - container for Voice Routes; can be shared in different Voice Routing policies.

¢ Voice Routes - number pattern and set of Online PSTN Gateways to use for calls where calling
number matches the pattern.

e Online PSTN Gateway - pointer to an SBC, also stores the configuration that is applied when
call is placed via the SBC, such as forward P-Asserted-Identity (PAI) or Preferred Codecs; can be
added to Voice Routes.

For all other calls, if a user has both licenses (Microsoft Phone System and Microsoft Calling Plan),
"Automatic Route" is used. If nothing matches the number patterns in the administrator-
created online voice routes, route via Microsoft Calling Plan. If the user has only Microsoft Phone
System, the call is dropped because no matching rules are available.

EX Administrator: Windows PowerShell - O X

pfed.online.lync.com

Name
DistinguishedName

Identity
Guid
lObjectCategory

ObjectClass

: Unchanged

> Get-CsOnlinePSTN

VAdministrators o

Create the "PSTN Usage", by executing:
Set-CsOnlinePstnUsage -Identity Global -Usage @{Add="CSL Athens"}
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EN Administrator: Windows PowerShell - O x

\Wsers\Administrator> Get-Cs0OnlineVoiceRoute

: CSL ATH SBCe1
)

Create the "Voice Route" for outgoing calls from Teams users. Route specific numbers to SBC or
route all number patterns to SBC e.g.:

New-CsOnlineVoiceRoute -Identity "CSL ATH SBC01" -NumberPattern "~"\+49(\d{8})$" -
OnlinePstnGatewaylList sbc01.athdrlabs.xyz -Priority 1 -OnlinePstnUsages "CSL Athens"

or

New-CsOnlineVoiceRoute -Identity "CSL ATH OSBiz" -NumberPattern
""+49(89721726)(\d{3})$" -OnlinePstnGatewaylList sbc01.athdrlabs.xyz -Priority 1 -
OnlinePstnUsages "CSL Athens"

or

New-CsOnlineVoiceRoute -Identity "CSL ATH OSBiz" -NumberPattern ".*" -OnlinePstnGatewayList
sbc01.athdrlabs.xyz -OnlinePstnUsages "CSL Athens"

OpenScape Business V3  HowTo: Microsoft Teams Interworking 23



EN Administrator: Windows PowerShell - O >

Create the "Voice Routing Policy" and add the previously created "PSTN Usage":
New-CsOnlineVoiceRoutingPolicy "CSL ATH" -OnlinePstnUsages "CSL Athens"

Grant to test users the previously created "Voice Routing Policy" with the commands:

Grant-CsOnlineVoiceRoutingPolicy -Identity MSTO1@M365x316382.onmicrosoft.com -PolicyName
"CSL ATH"

Grant-CsOnlineVoiceRoutingPolicy -Identity MSTO01@M365x316382.onmicrosoft.com -PolicyName
"CSL ATH"
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2.5. Designate to a user the ability to use calling functionality within

Teams

The users in current testing activities have the Global policy assigned where calling functionality is

enabled.

At Teams Admin Center, navigate to "Users", select a user, and click on "Policies". On this

window various policies may be assigned to the user by clicking on [Edit].

i Microsoft Teams admin center

) Dashboard

eams

Devices

® &

Locations

sers

G

Meetings

Messaging policies

® m

Teams apps
Voice
7] Policy packages

fif Analytics & reports

23 Org-wide settings

Planning
y portal [

y dashboard [%

Users \ MSTBL

MsSTO1

0 o

Account Voiee
Assigned policies 7 Edit
Global (Org-wide default)

Messaging policy
Global (Org-wide default)

Live events paolic
Global (Org-wide default)

us Calling (Direct)

%

6 =

7-DAY QUALITY 7-DAY ACTIVITY
Shone number 5

+49 89721721001 2
MST01@M365x316382.0nmicr

osoft.com 19

W Good W Poor

Policy package .7 Edit

Give feedback

Click on "Global (Org-wide default)" under "Calling Policies" to view various policy options
in order to make sure that calls are allowed (along with other features), as shown in the example

below:
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Microsoft Teams admin center

Calling policies \ Global

Dashboard

Global

Teams

Devices Description
Locations

Make private calls () On
R e Call forwarding and simultaneous ringing to people in () on

your organization
Messaging policies

Call forwarding and simultaneous ringing to external

s On

Teams app phone numbers ()
Voice

Voicemail is available for routing inbound calls User controlled
Policy packages

Inbound calls can be routed to call groups () On
Analytics & reports

Allow delegation for inbound and outbound calls () On
Org-wide settings

Prevent toll bypass and send calls through the PSTN [ ] Off
Planning

Busy on busy is available when in a call [ ] Off

Legacy portal [3

Call quality dashboard [

Give feedback

Note: Instead of Teams Admin Center, PowerShell may be used.
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3. AudioCodes SBC

In this section the SBC configuration steps for Teams Direct Routing are described. More detailed

information on M800B SBC configuration for Teams Direct Routing can be found at:

https://www.audiocodes.com/media/13253/connecting-audiocodes-sbc-to-microsoft-teams-

direct-routing-enterprise-model-configuration-note.pdf

3.1. LAN and WAN IP Interfaces

GEMNERAL

Index

IP ADDRESS

Interface Mode

IP Address

ﬂ Prefix Length

¥ | View Default Gateway

Name LAN_IF

Application Type OAMP + Media + Control
Ethernet Device #0 [vlan 1]

DN5

Primary DNS 10.8.251.103

Secondary DNS 0.0.00

Cancel [EEIgE/R

1Pu4 Manual

108.24278

24

108.242.1

Go to: SETUP >> IP NETWORK >> CORE ENTITIES >> IP Interfaces and click on [New].

To configure the LAN interface (faces to OpenScape Business), enter the following:

In the new window, the following fields need to be configured:

LAN_IF (LAN interface friendly name)

Name:
Application Type:
Ethernet Device:
Primary DNS:

IP Address:
Prefix Length:
Default Gateway:

Click on [Apply]

OAMP + Media + Control

vlan 1 (dedicated VLAN for LAN interface to OSBiz)

10.8.251.103

10.8.242.78 (SBC IP - SBC WBM IP)

24
10.8.242.1
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GENERAL IP ADDRESS

Index Interface Mode IPv4 Manual ﬂ
Name WAN_IF IP Address 195.97.14.76

Application Type Media + Control j Prefix Length 27

Ethernet Device #1 [vlan 2] v | View] Defaul Gateway 195.97.1465

DNS

Primary DNS B.BEE

Secondary DN5S 0000

Cancel iz

For the WAN interface (pointing to Teams via internet), go to:
SETUP >> IP NETWORK >> CORE ENTITIES >> IP Interfaces, click on [New] and

configure:
¢ Name: WAN_IF (WAN interface friendly name)
Application Type: Media + Control (not recommended to activate OAMP i.e.
SBC WBM on an interface pointing to internet)
Ethernet Device: vlan 2 (dedicated VLAN for WAN interface to Teams)
Primary DNS: 8.8.8.8 (any known public DNS or according to internet
provider's instructions)
e IP Address: 195.97.14.76 (DMZ IP address of SBC)
¢ Prefix Length: 27
e Default Gateway: 195.97.14.65 (router GW IP)

Click on [Apply].

3.2. Teams TLS Context

As Microsoft Teams will only use TLS and it’s connected over the Internet, a public certificate,
issued only by a Microsoft trusted CA, must be used in the SBC to establish TLS sessions. The
public certificate must contain a Subject Alternative Name (SAN) record for the SBC.

For TLS to work, time synchronization is required. So, NTP configuration is needed on SBC. The
NTP used, should be in sync with Microsoft NTP server or any other global server. It is important,
that NTP Server will locate on the Operations, administration and management (OAMP) IP
Interface (LAN_IF in our case) or will be accessible through it.
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QCaudiocodes

®

SRD Al -

EAY TIME & DATE

4 WEB & CLI

Local Users (2)

Authentication Server

Web Settings

CLi Settings

Access List

Additional Management Interfaces (0)
Customize Access Level (0)

SNMP
LICENSE

MAINTENANCE

Time & Date

LOCAL TIME

Year Manth
Local Time ¥

NTP SERVER

Enable NTP

Primary NTP Server Address (IP or FQDN)
Secondary NTP Server Address (IP or FQDN)
NTP Update Interval

NTP Authentication Key Identifier

NTP Authentication Secret Key

TIME ZONE
Day Hours Minutes Seconds UTC Time
28 & 46 UTC Offset
Daylight Saving Time
DST Mode
Enable Start Time
10.8.251.104 End Time
Offset [min]
Hours: | 24 Minutes: | 0 Day of Month Start
0 Day of Manth End

Cancel APPLY

O Entity, parameter, value

28 Feb, 2020 09-41:46
Hours: | 2 Minutes: | 0
Disable

Day of year

Jan m 0
Jan EIT 0

Jan Sunday

Jan sunday

Mo
M

<] [<]

Navigate to: SETUP >> ADMINISTRATION >> TIME & DATE and enter the following:
Enable.

e Enable NTP:

e Primary NTP Server Address:

Click on [Apply].

10.8.251.104 (reachable from OAMP IP
interface, i.e. LAN_IF interface).

Next step is to create a Teams Direct Routing TLS context in SBC.
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Cipher Server TLS§1.3

Cipher Client TLS1.3

Key Exchange Groups

DH key Size

Strict Certificate Extension Validation Disable

TLS_AES_256_GCM_SHA384'TLS_CHACHA20_POLY1305_Sk
TLS_AES 256 GCM_SHA384:TLS CHACHA20_POLY1305_Sk

X25519.P-256:P-384:X448

2048

GENERAL 0OCSP

Index OCSP Server Disable
Name MS Teams Primary OCSP Server 0.0.0.0
TLS Version TLSv1.2 Secondary OCSP Server 0.0.0.0
DTLS Version Any OCSP Port 2560
Cipher Server DEFAULT OCSP Default Response Reject
Cipher Client DEFAULT

TLS Renegotiation Enable
Cancel QAZZNS

Go to: SETUP >> IP NETWORK >> SECURITY >> TLS Contexts and click on [New].
Enter the following:

¢ Name:
e TLS Version:

MS Teams (Teams TLS context friendly name)
TLSv1.2

e DH key Size:
Click on [Apply].

2048

After the Teams TLS context has been configured, the public certificate will be assigned to SBC.

QCaudiocodes SETUP

IP NETWORK

O Entity, parameter, value

® SRD | All -
2)
£ NETWORK VIEW TLS Contexts (2)
4 CORE ENTITIES -
. P4 . - 3 5]
1P Interfaces (2)
. NAME LS VERSION DILS VERSION CIPHER SERVER
Ethernet Devices (2)
Ethernet Groups (12) 0 default Any TLS1x Ay DEFAULT
1 MS T TLsvi2 DEFAULT
Physical Ports (12) eams Aoy
Static Routes (0)
HA Settings
HA Network Monitor (0)
NAT Translation (0)
4 SECURITY #1[MS Teams] Edir [
TLS Contexts (2)
Firewall (8) GENERAL ocsP
Seouriy Seftings Name + NS Teams ©CSP Server Disable
QUALITY TLS Version o TLsviz Primary OCSP Server 0000
DILS Version Any Secondary OCSP Server 0000
DNS Cipher Server DEFAULT OCSP Port 2560
Cipher Client DEFAULT OCSP Defautt Response Reject
'WEB SERVICES
Cipher Server TLS1.3 TLS_AES_256_GCM_SHA384.TLS_CHACHAZ0_POLY1305_SHAZ56.TLS..
HTTP PROXY Cipher Client TLS1.3 TLS_AES 256 GCM_SHA384TLS_CHACHAZ0_POLY1305_SHAZ56.TLS..
Key Exchange Groups X25519:P-256:P-384 X448
HHIEELE Strict Certificate Extension V... Disable
DH ey Size 2048
ADVANCED
TLS Renegotiation Enable
Gerificate Information >> Trusted Root Cerificates =>
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QCaudiocodes seTup

® SRD | Al v

2t NETWORK VIEW ~

Private Key Size 1024
CORE ENTITIES
Private key pass-phrase (gprion2) | essses
A SECURITY

Press the "Generate Private Key" button to create new private key.

Press the "Generate Self-Signed Certificate” burton to create self-signed certificate
A Note that the certificate will use the subject name configured in "Certificate Signing Request” box.

Firewall (8) Important: generation of private key is a lengthy operation during which the device service may be affected.
Secury ettings Generate Private-Key Generate Self-Signed Certificate
QUALITY
DNS TLS EXPIRY SETTINGS
WEB SERVICES TLS Expiry Check Start (days) 60
HTTP PROXY TLS Expiry Check Period (days) 7
Submit TLS Expiry Settil
RADIUS & LDAP i piry Settings
ADVANCED

UPLOAD CERTIFICATE FILES FROM YOUR COMPUTER

Private key pass-phrase (oprion2) ~— sssess

Send Private Key file from your computer to the device.
The file must be in either PEM or PFX (PKCS#12) format.

Browse... Load File

Note: Replacing the private key is not recommended but if it's done, it should be over a physically-secure network link

Send Device Certificate file from your computer to the device
The file must be in textual PEM format.

Browse... Load File v

On TLS Contexts click on Change Certificates link and on the page that appears, scroll down
and on Upload Certificate Files from Your Computer section, upload the privatekey.pem and
certificate.pem files, provided by the CA.

A message indicating that the certificate was uploaded successfully is displayed in blue on the
lower part of the page.

Note: Before uploading the certificate, check the Private Key Size is configured as 2048 and not
1024 in Generate new private key and self-signed certificate section. If it's set to 1024,
then change that to 2048 from the drop-down menu and click on Generate Private-Key. This
process might take couple of seconds to complete. It'll show as New Private Key Configured on
the same window, upon successful configuration.

OpenScape Business V3  HowTo: Microsoft Teams Interworking 31



QCaudiocodes

IP NETWORK

£ Enity, parameter, value

® SRD Al -
{& ~
NETWORK VIEW (®) TLS Context [#1] > Certificate Information
4 CORE ENTITIES
PRIVATEKREY
IP Interfaces (2)
Ethernet Devices (2) Key size 2088 bits
Ethemet Groups (12) Status: oK
Physical Ports (12)
Static Routes (0)
CERTIFICATE
HA Settings
HA Network Moritor (0) Cetificate:
. Data:
NAT Translation (0) Versicn: 3 (02)
Serial Number:
4 SECURITY d7:64:b6:9f a6:1e-5c:60:43:1e:c7:95:db:92:61 be
Signature Algorithm: sha? S6WithRSAEncryption
TLS Contexts (2) {s:l:lrmGGE ST=Greater Manchester, L =Salford, O=Sectigo Limited, CN=Sectigo RSA Domain Validation Secure Server CA
Firewall (8) Not Before: Jul 10 00:00:00 2020 GMT
2020 GMT
Security Seftings
QUALITY Pubtic Key Afgorithm: rsaEncryption
RSA Public Key- (2048 bit)
Modulus:
DNS 00:ab:87:5ared: 7a-10:b9:22-20:86:18:48:d7-02: N
'bf:09:0b:1e:64:5b:39:00:4f 0b-6e-fa-fe-e8:aa:
4297 02266 77206
WEB SERVICES ed:
HTTP PROXY
RADIUS & LDAP
ADVANCED
:5329’).01: 74:41:af4d:a8:
67:72:19:98:55:¢2 -ef Qe:d6:c 1:66:ae:¢2:16:6e:
2e:Saref:afb0:a2:22:d6:25:8d:52:36:20:62:55:
d-fd
‘Enponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Authority Key Identifier:
keyid:8D:8C:5E:C4:54:AD:8A:E1:77:E9:9B F9:9B:05:E1 B3:01:8D:61:E1 v

Go back to TLS Contexts page and for MS Teams TLS Context, click on Certificate
Information link to verify the Key size, certificate status and Subject Name.

QCaudiocodes MONITOR 20U 1 ctions [! Admin~

IP NETWORK O Entity, parameter, value

® SRD Al -
£} NETWORK VIEW (®) TLS Context [#1] > Trusted Root Certificates
4 CORE ENTITIES
o
IP Interfaces (2)
Etheret Devices (2) INDEX. SUBJECT ISSUER EXPIRES
Ethernet Groups (12) 0 ‘Sectigo RSA Domain Validation § USERTrust RSA Centification Aut 123112030
Physical Ports (12) 1 USERTIust RSA Certification Aut AAA Certificate Services 1213112028
Static Routes (0)
HA Settings
HA Network Monitor (0)
NAT Translation (0)
4 SECURITY Page[1Jof1 View 1-20f2
TLS Contexts (2)
Selected Row #0
Firewall (8)
Security Seftings
M Certficate: ~
.
QUALITY Version: 3 (0x2)
Serial Number:
T7d:5051:26:04:76:ba11:db74- |60Db5530ﬂ37
DNS Signature Algorithm: sha384WithRSAENCry pii
Issuer- C=US, ST=New Jersey, L=Jersey City, G -The USERTRUST Network, CN=USERTIust RSA Certification Authority
Validity
WEB SERVICES Not Before: Nov 2 00:00:00 2018 GMT
Not After: Dec 31 23:58:59 2020 GMT
Subject: C=GB, ST=Creater Manchester, L=Salford, O=Sectigo Limited, CN=Sectigo RSA Domain Validation Secure Server CA
HTTP PROXY Sllb]sﬂl Pubic Key Info
Algorithm- rsaEncryption
RSA Public-Key: (2048 bit)
RADIUS & LDAP Modulus:
00:06:73:33:d6:d7: 3¢:20:d0:00: ﬂZ 17 QSDBUS
3e:07-:a2:37C7:41:22:32:30:cO.
ADVANCED c6:12:98:0r203£80:40: 01 Uc.EZI)fﬂ 7f52
Ze ES bE 45 79ﬁ> 16 E34e add7 3225 93 b7,
39-ff.d9:8
Ea |f|531 4| da BD 25 Iﬂ 23 7a 8720 1e: E3
11:20:9a:3C95 44:67 87.75:06:90:40:b4 3293
16:09:10:08:23:3e:d2.:dd:87.07.61.5d':51: 14.6a:
02:69:5:41.01:72:69.c d3.93:4c.6d: 04:a0:a3:
or2e 1 v
24 |d abSUESae aﬂzDZe 9573 Sd c| 5042

Return to the TLS Contexts page, select the required TLS Context index row, and then click the
Trusted Root Certificates link, located at the bottom of the TLS Contexts page; the Trusted
Certificates page appears.
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Click the [Import] button, and then select all Root/Intermediate Certificates obtained from your
Certification Authority to load.

Click on [OK]; the certificate is loaded to the device and listed in the Trusted Certificates store.

3.3. Media Realms

Media Realms allow dividing the UDP port ranges for use on different interfaces. For the needs of
current example, two media realms are created; one for the LAN_IF interface and one for the
WAN_IF interface.

GENERAL QUALITY OF EXPERIENCE
Index QoE Profile - v | View
Name MR_LAN | Bandwidth Profile - v | View
Topology Lacation Dewn j
IPv4 Interface Name #0 [LAN_IF] v | View
UDP Port Range Start 6000
Number Of Media Session Legs 100
UDP Port Range End
TCP Port Range Start 0
TCP Port Range End 0
Default Media Realm No ﬂ
Cancel

Access the page SETUP >> SIGNALING & MEDIA >> CORE ENTITIES >> Media Realms
and click on [New]. To configure a media realm for LAN_IF, enter the following:

¢ Name: MR_LAN (LAN media realm friendly name)
e IPv4 Interface Name: LAN_IF (see sub-section 3.1)

e UDP Port Range Start: 6000

¢ Number Of Media Session Legs: 100 (need to be calculated based on usage)

Click on [Apply].
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GENERAL QUALITY OF EXPERIENCE

Index QoE Profile

Name MR_WAN

Topology Lacation Up ﬂ

#1 [WAN_IF] v | View]

Bandwidth Profile - - | View

IPv4 Interface Name

UDP Port Range Start 7000

Number Of Media Session Legs 100

UDP Port Range End
TCP Port Range Start 1]
TCP Port Range End 1]

Default Media Realm No ﬂ

Cancel EIZSRY

Access the page SETUP >> SIGNALING & MEDIA >> CORE ENTITIES >> Media Realms
and click on [New]. To configure a media realm for WAN_IF, enter the following:

Name: MR_WAN (WAN media realm friendly name)
IPv4 Interface Name: WAN_IF (see sub-section 3.1)
Topology Location Up

7000
100 (need to be calculated based on usage)

UDP Port Range Start:
Number Of Media Session Legs:

Click on [Apply].

3.4. SIP Signaling Interfaces

With the SIP interface configuration, the listening ports and protocols (UDP, TCP, or TLS) are
configured for the SIP signaling traffic between the SBC & MS Phone System and the SBC &
OpenScape Business.

For the SBC <& MS Phone System link, the communication is always TLS; UDP / TCP isn't
supported due to security reasons.

~
SRD #0 [DefaultSRD) -
GENERAL MEDIA
Index Media Realm #0[MR_LAN] - vmwl
Name 0SBiz_Trunk | Direct Media Disable [v]
Topology Location Down ﬂ
Network Interface #0 [LAN_IF) - | view SECURITY
Applicstion Type s8¢ j LS Context Name #0 [gefauly] v | View
uoP port 5080 TLS Mutual Authentication v
TCP Port 0
Message Policy - - | View
TLS Port 0
User Security Mode Not Configured ﬂ
Additional UDP Ports
Enable Un-Authenticated Registrations Not configured ﬂ
Additional UDP Ports Mode Always Open ﬂ v
Max. Number of Registered Users 1
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TCP Port 0 .
Message Policy — v | View A
TLS Port o
User Security Mode Not Configured j
Additional UDP Ports
Enable Un-Authenticaled Registrations Not configured j
Additional UDP Ports Mode Always Open ﬂ
Max. Number of Registered Users -1
Encapsulating Protocol No encapsulation ﬂ
Enable TCP Keepaiive Disable ﬂl
Used By Routing Server Mot Used ﬂ
Pre-Parsing Manipulation Set - - | View
CAC Profile - v | View
CLASSIFICATION
Classification Failure Response Type 500 |
Pre-classification Manipulation Set ID -1
Call Setup Rules Set ID -1 v
Cancel [EIZZNG

For the SIP trunk with the OS Voice configuration, navigate to SETUP >> SIGNALING & MEDIA
>> CORE ENTITIES >> SIP Interfaces, click on [New] and enter the following:

¢ Name: OSBiz_Trunk (SIP trunk with friendly name)

e Network Interface: LAN_IF

e Application Type: SBC

UDP Port: 5060, as configured in OSBiz (TCP and TLS

ports are set to 0, because the connection
with OSBiz is UDP)

e Enable TCP Keepalive: Disable (keep default value)

¢ Classification Failure response Type: 500 (leave default setting)

¢ Media Realm: MR_LAN

Click on [Apply].

~
SRD #) [DefaultSRD] -
GENERAL MEDIA
Index 1 Media Realm #1 [MR_WAN] - Viwrl
Name MS Teams_Trunk | Direct Media Disable v
Topology Location Up j
Network Interface #1 [WAN_IF] - | View SECURITY
Application Type s8c ~ TLS Context Name #1[MS Teams] - vmwl
UDP port 0 TLS Mulual Authentication v
TCP Port 0 3
Message Policy — - View
TLS Port 5061 |
User Security Mode Mot Configured ﬂ
Additional UDP Ports
Enable Un-Authenticated Regisirations Not configured ﬂ
Additional UDP Ports Mode Always Open j v
Max. Number of Registered Users -1
Cancel VMRS
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TCP Port 0 )
Message Policy — w  View ~
TLS Port 5061
User Security Mode Not Configured j
Additional UDP Ports
Enable Un-Authenticated Registrations Not configured ﬂ
Additional UDP Ports Mode Always Open j
Max. Number of Registered Users -1
Encapsulating Protocol No encapsulation j
Enable TCP Keepalive Enable ﬂl
Used By Routing Server Mot Used ﬂ
Pre-Parsing Manipulation Set - v | View
CAC Profile - v | View
CLASSIFICATION
Classification Failure Response Type 0 |
Pre-classification Manipulation Set ID -1
Call Setup Rules Set ID -1 A

For the SIP trunk configuration, navigate to SETUP >> SIGNALING & MEDIA >> CORE
ENTITIES >> SIP Interfaces, click on [New] and enter the following:

¢ Name:

Network Interface:
e Application Type:
e UDP Port:

Enable TCP Keepalive:

Classification Failure response Type:
Media Realm:

TLS Context Name:

Click on [Apply].

MS Teams_Trunk (SIP trunk with MS Phone
System friendly name)

WAN_IF

SBC

5061, as configured in Teams tenant (UDP
and TCP ports are set to 0,because the
connection with MS Phone System is TLS
only)

Enable

0 (recommended to prevent DoS attacks)
MR_WAN

MS Teams

OpenScape Business V3  HowTo: Microsoft Teams Interworking 36



3.5. Proxy Sets and Proxy Addresses

The Proxy Set and Proxy Address defines TLS parameters, IP interfaces, FQDN and the remote
entity's port. Proxy Sets can also be used to configure load balancing between multiple servers.

~
SRD #0 [DefaultSRD] hd
GENERAL REDUNDANCY
Index 1 Redundancy Mode ﬂ
Name ProxySet_0SBiz | Proxy Hot Swap Disable ﬂ
Gateway IPv4 SIP Interface - - View Proxy Load Balancing Method Disable ﬂ
SBC IPv4 SIP Interface | #0 [OSBiz_Trunk] v View | Min. Active Servers for Load Balancing 1
TLS Context Name | #1 [MS Teams] - VIMI
ADVANCED
KEEP ALIVE Classification Input IP Address only ﬂ
DNS Resolve Method v
Proxy Keep-Alive Using OPTIONS ~|
Proxy Keep-Alive Time [sec] 60
A4
Keep-Alive Failure Responses

Go to SETUP >> SIGNALING & MEDIA >> CORE ENTITIES >> Proxy Sets and click on
[New] to setup the OpenScape Business Proxy Set. Enter the following:

¢ Name: ProxySet_0OSBiz (OSBiz proxy set friendly name)
e SBC IPv4 SIP Interface: OSBiz_Trunk (see sub-section 3.4)

e Proxy Keepalive: Using OPTIONS

e TLS Context Name: MS Teams (see sub-section 3.2)

Click on [Apply].

GENERAL

Index

Proxy Address 10.8.242.92:5060

Transport Type uoP
Proxy Priority 0

Proxy Random Weight 0

Cancel FEIZZNG
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Return to Proxy Sets page, click on Proxy Address link and on the page that appears, click on
[New] to configure the SBC connectivity data with OpenScape Business:

e Proxy Address: 10.8.242.16:5060 (OSBiz IP / FQDN and port)
e Transport Type: ubP

Click on [Apply].

|
SRD #0 [DefaultSRD] v
GENERAL REDUNDANCY
Index 2 Redundancy Mode j
Name ProxySet_MS teams Proxy Hot Swap Enable j
Gateway IPv4 SIP Interface - w | View Proxy Load Balancing Method Random Weights ﬂ
SBC IPv4 SIP Interface #1[MS Teams_Trunk] v | View Min. Active Servers for Load Balancing 1
TLS Context Name #1 [MS Teams] - | View
ADVANCED
KEEP ALIVE Classification Input IP Address only j
DNS Resolve Method j
Proxy Keep-Alive Using OPTIONS ﬂ
Proxy Keep-Alive Time [sec] 60
V|
Keep-Alive Failure Responses
[e=ll-TR APPLY

Go to SETUP >> SIGNALING & MEDIA >> CORE ENTITIES >> Proxy Sets and click on
[New] to setup the Teams Proxy Set. Enter the following:

¢ Name: ProxySet_MS teams (Teams proxy set friendly
name)

e SBC IPv4 SIP Interface: MS Teams_Trunk (see sub-section 3.4)

e TLS Context Name: MS Teams (see sub-section 3.2)

¢ Proxy Keepalive: Using OPTIONS

e Proxy Hot Swap: Enable

¢ Proxy Load Balancing Method: Random Weights

Click on [Apply].
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OpenScape Business V3

GENERAL

Index

Proxy Address
Transport Type
Proxy Priority

Proxy Random Weight

sip.pstnhub.microsoft.com:5061

TLS

Cancel [QEUZZRE

GENERAL

Index

Proxy Address
Transport Type
Proxy Priority

Proxy Random Weight

sip2 pstnhub_microsoft.com:5061
TLS

2

(DT APPLY
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GENERAL

Index
Proxy Address
Transport Type

Proxy Priority

Proxy Random Weight

sip3.pstnhub.microsoft.com:5061

TLS ﬂ

Cancel [l

On Proxy Sets page, click on Proxy Address link and on the page that appears, click on [New].
At Teams end, there are 3 SIP Proxies, so the procedure needs to be repeated 3 times. To
configure the SBC connectivity data with Teams, enter the following:

¢ Proxy Address:

e Transport Type:

e Proxy Priority:
correspondingly)

¢ Proxy Random Weight:

Click on [Apply].

OpenScape Business V3  HowTo: Microsoft Teams Interworking

sip.pstnhub.microsoft.com:5061 (global FQDN and port)
sip2.pstnhub.microsoft.com:5061 (failover FQDN and port)

sip3.pstnhub.microsoft.com:5061 (failover FQDN and port)
TLS

1, 2, 3 (for sip, sip2 and sip3 proxy addresses,

1
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3.6. Coder Groups

The various audio codecs used for the communication between an OpenScape Business subscriber
and a Teams user, on SBC side are manipulated from Coder Group menu. SILK and OPUS

codecs are supported by Teams, but not from OpenScape Business. A coder group needs to be

added with the supported codecs for each connection, i.e. to Teams and to OpenScape Business.
Note that the Coder Group ID for this entity will be assigned to its corresponding IP Profile,

described in next section.

QCaudiocodes

SIGNALING & MEDIA

® SRD Al -

£zt TOPOLOGY VIEW

CORE ENTITIES

4 CODERS & PROFILES

IP Profiles (2)

MESSAGE MANIPULATION
MEDIA

INTRUSION DETECTION

Coder Groups

Coder Group Name | 0 AudioCodersGroups_0 V| [Delete Gmud

O Entity, parameter, value

Coder Name

Packetization Time

Rate

Payload Type

Silence Suppression

Coder Specific

Tel Profiles (0) SILKNE hd 20 hd 8 ME B 2 | D ~
Coder Settings SILK-WB v 20 v 16 v | |8 I N/A v
Allowed Audio Coders Groups (1) G.711U-aw hd 20 hd 64 ~ Disabled ~
Allowed Video Coders Groups (0) G.729 hd 20 hd 8 v Disabled v
G722 hd 10 e 64 v Disabled Y

SBC v v V] ~
GATEWAY hd hd v v
v v v v

SIP DEFINITIONS v v v v

Cancel APPLY

Navigate to: SETUP >> SIGNALING & MEDIA >> CODERS & PROFILES >> Coder Groups

and from the Coder Group Name dropdown list, select "1:Does Not Exist” and add the required
codecs as shown in the figure above.

OpenScape Business V3
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Configuration in the Allowed Audio Coders Groups:

GENERAL

Index

Name AllowedAudioCoders

Cancel QEISZNG

QCaudiocodes SETUP : 00 o Resst o S

SIGNALING & MEDIA O Entity, parameter, value
® SRD Al

£} TOPOLOGY VIEW @ Allowed Audio Coders Groups [#0] > Allowed Audio Coders (4)

CORE ENTITIES

o Page[t  |of1 Show records per page

INDEX = CODER USER-DEFINED CODER
IP Profiles (2) 0 GT1 Adaw
Tel Profiles (0) 1 G711 Uaw
Coder Settings 2 G722
3 G729

4 CODERS & PROFILES

Coder Groups

Allowed Audio Coders Groups (1)

Allowed Video Coders Groups (0)

SBC #0 =l

GATEWAY

SIP DEFINITIONS GENERAL

Coder s G711 Adaw
MESSAGE MANIPULATION User-defined Coder
MEDIA

INTRUSION DETECTION

Go to: SETUP >> SIGNALING & MEDIA >> CODERS & PROFILES >> Allowed Audio
Coders Groups.

Click on [New], enter a friendly name for the new Allowed Audio Coder Group (e.g.
AllowedAudioCoders) and the click on [Apply].

On Allowed Audio Coders Groups webpage, edit the AllowedAudioCoders group and setup the
coder sequence, as shown in the picture above.

The next step is the coder profile to be assigned to the corresponding IP profile.
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3.7. IP Profiles

The IP Profile includes parameters with user-defined settings related to signaling (e.g., SIP
message terminations such as REFER) and media (e.g., codec). An IP Profile is associated to the
specific IP Group.

~
GENERAL SBC SIGNALING
Index 2 PRACK Mode Transparent ﬂ
Name osBiz P-Asserted-Identity Header Mode | As s ﬂl
Created by Routing Server No Diversion Header Mode Asls ﬂ
History-Info Header Mode Bsls ﬂ
MEDIA SECURITY Session Expires Mode Transparent ﬂ
SBC Media Security Mode Not Secured jl SIP UPDATE Support Supported ﬂ
Gateway Media Security Mode Preferable [v] Remote re-INVITE Supported ﬂ
Symmeric MKI Disable j Remote Delayed Offer Support Supported ﬂ
KL Size 0 MSRP re.INVITE/UPDATE Supported ﬂ
SBC Enforce MK Size Don't enforce v MSRP Offer Sefup Role ActPass ﬂ
SBC Media Security Method SDES j MSRP Empty Message Format Default ﬂ
Reset SRTP Upon Re key Disable v‘ Remote Representation Mode According to Operation Mode ﬂ hd
Cancel WAZZNE

Remote Can Play Ringback Yes j A
Generate RTP None j SBC FORWARD AND TRANSFER
Remote REFER Mode Handle Locally ﬂ
SBC MEDIA Remote Replaces Mode Handle Locally ﬂ
Mediation Mode RTP Mediation v Play RBT To Transferee No v
Extension Caders Group _ . Remote 3xx Mode Handle Locally ﬂl
Allowed Audio Coders - - | View
SBC HOLD
Allowed Coders Mode Restriction j
Allowed Video Coders — - | View Remote Hold Format Transparent ﬂ
N Reliable Held Tone Source Yes ﬂ
Allowed Media Types
Play Held Tone No 4
Direct Media Tag & J
RFC 2833 Mode Asls [v]
SBC FAX
RFC 2833 DTMF Payload Type 0
Alternative DTMF Method Asls j Fax Coders Group - - v
Cancel ALY

Navigate to SETUP >> SIGNALING & MEDIA >> CODERS & PROFILES >> IP Profiles and
click on [New] to create an IP profile for the OpenScape Business connection. Enter the
following:

¢ Name: OSBiz (friendly name for OSBiz)
SBC Media Security Mode: Not Secured
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Click on [Apply].

GENERAL

Index

Name

Created by Routing Server

MEDIA SECURITY

SBC Media Security Mode
Gateway Media Security Mode
Symmetric MKI

MKI Size

SBC Enforce MKI Size

SBC Media Security Method

Reset SRTP Upon Re-key

P-Asserted-Identity Header Mode:
Remote REFER Mode:

Remote Replaces Mode:

Remote 3xx Mode:

As Is

Handle Locally
Handle Locally
Handle Locally

SBC SIGNALING

PRACK Mode

MS Teams P-Asserted-ldentity Header Mode
No Diversion Header Mode
History-Info Header Mode
Session Expires Mode
Secured SIP UPDATE Support
Preferable Remote reNVITE
Disable Remote Delayed Offer Support
0 MSRP reINVITE/JUPDATE
Don't enforce MSRP Offer Setup Role
SDES MSRP Empty Message Format
Disable M Remote Representation Mode

Ca

Transparent

Asls

Asls

Asls

Transparent

Not Supported

Supported only with SDP

Not Supported

Supported

ActPass

Default

According to Operation Mode

SBC EARLY MEDIA

Remote Early Media

Remote Multiple 18x

Remote Early Media Response Type
Remote Multiple Early Dialogs

Remote Multiple Answers Mode

Remote RFC 3960 Support

Remote Can Play Ringback

Generate RTP

SBC MEDIA

Mediation Mode

Extension Coders Group

Remote Early Media RTP Detection Muﬂ* By Media

Supported

Supported

Transparent

According to Operation Mode

Disable

Mot Supported

Yes

None

RTP Mediation

Cancel

ISUP Body Handling Transparent s

ISUP Variant 1ugz

Max Call Duration [min] 0

SBC REGISTRATION

User Registration Time 1]

NAT UDP Registration Time -1

NAT TCP Registration Time -1

SBC FORWARD AND TRANSFER

Remote REFER Mode Handle Locally

Remote Replaces Mode Standard

Play RBT To Transferee No

Remote 3xx Mode Handle Locally v
APPLY
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Generate RTP

SBC MEDIA

Mediation Mode

Extension Coders Group

Allowed Audio Coders

Allowed Coders Mode

Allowed Video Coders

Allowed Media Types

Direct Media Tag

RFC 2833 Mode

RFC 2833 DTMF Payload Type

Alternative DTMF Method

Send Mutfiple DTMF Methods

None

RTP Mediation

~ -

#0 [AllowedAudioCoders] w  View
Preference
- ¥  View

Asls

Asls

Disable ™

SBC FORWARD AND TRANSFER

Remote REFER Mode

Handle Locally |
Standard

Play RET To Transferee No

Handle Locally |

Remote Replaces Mode

Remote 3xx Mode

SBC HOLD

Remote Hold Format

Inactive

Play Held Tone No

S|
Reliable Held Tone Source Yes

SBC FAX
Fax Coders Group - -
Fax Mode Asls [v]

Cancel ISZRG

SDP Plime Answer

Preferred PTime

Use Silence Suppression

RTP Redundancy Mode

RTCP Mode

Jitter Compensation

ICE Mode

SDP Handle RTCP

RTCP Mux

RTCP Feedback

Voice Quality Enhancement

Max Opus Bandwidth

Generate No-Op Packets

Adapt RFC2833 BW to Voice coder BW  Disabled

Remote Answer

<] [

L]

| Add |
Asls

| Generate Always |
Disable

[ N
Don't Care
Not Supported
Feedback Off
Disable
0
Disable

1 L]

Fax Offer Mode All coders

Fax Answer Mode Single coder

Remote Renegofiate on Fax Detecfion  Transparent

(<] [<] [x] []

Fax Rerouting Mode Disable

MEDIA

Broken Connection Mode Disconnect
Media IP Version Preference Only IPv4
RTP Redundancy Depth Disable
GATEWAY

Early Media Disable
Early 183 Disable
Early Answer Timeout [sec] o

Cancel WGIEZNG

Navigate to SETUP >> SIGNALING & MEDIA >> CODERS & PROFILES >> IP Profiles and
click on [New] to create an IP profile for the Teams connection. Enter the following:

¢ Name:

e SBC Media Security Mode:

Remote Early Media RTP Detection Mode:

¢ Allowed Audio Coders:

3.6).

Allowed Coders Mode:

e Use Silence Suppression:

OpenScape Business V3
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MS Teams (friendly name for Teams)
Secured

By Media (required, as Teams Direct
Routing does not send RTP
immediately to remote side when it
sends a SIP 18x response)
AllowedAudioCoders (see sub-section

Preference (re-arranges the codecs in
SDP for messages coming from
Teams side by prioritizing the coders
configured in AllowedAudioCoders

group)
Add
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e RTCP Mode:

e ICE Mode:

Teams)

Remote Update Support:
Remote re-INVITE Support:

Remote REFER Mode:
Remote 3xx Mode:
Remote Hold Format:
answer

Click on [Apply].

3.8. IP Groups

Remote Delayed Offer Support:

Generate Always (in case RTCP packets aren't
generated, but Teams expects them)
Lite (required only if Media Bypass enabled on

Not Supported

Supported Only With SDP

Not Supported

Handle Locally

Handle Locally

Inactive (some SIP trunks with IP-PBXs may

with:

a=inactive and IP=0.0.0.0 in response to the
Re-Invite with Hold request from Teams.
Microsoft Media Stack doesn’t support this
format. So, SBC will replace 0.0.0.0 with its IP
address).

The IP Group is an IP entity such as a server (e.g., IP-PBX or SIP Trunk) or a group of users
(e.g., LAN IP phones). For servers (current example), the IP Group is typically used to define the
server's IP address by associating it with a Proxy Set. Once IP Groups are configured, they are
used to configure IP-to-IP routing rules for denoting source and destination of the call.

SRD #0 [DefaultSRD] M
GENERAL QUALITY OF EXPERIENCE
Index 1 QE Profile - v | View
Name QSBiz | Bandwidth Profile - v View
Topology Location Down v
Type Server ﬂ MESSAGE MANIPULATION
Proxy Set #1 [ProxySel_0S8e] View Inbound Message Manipulation Set 1
1P Profile #2[0sBiz] View Outbound Message Manipulation Set 2
Media Realm #0 [MR_LAN] View Message Manipulation User-Defined String 1

Internal Media Realm -

Contact User

SIP Group Name

View Message Manipulation User-Defined String 2

Proxy Keep-Alive using IP Group settings | Disable j

Cancel ARG
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SBC GENERAL

Local Host Name

User UDP Port Assignment Disable
Classify By Proxy Set Enable ﬂl Authentication Mode User Authenticates:
‘SBC Operation Mode Mot Configured ﬂ Authentication Method List
SBC Client Forking Mode Sedquential j SBC Server Authentication Type According to Global Parameter
CAC Profile - - | View OAuth HTTP Service
SIP Source Host Name Usemame
Password
ADVANCED
GATEWAY

SIP Re-Routing Mode

ﬂ Always Use Route Table No

GW GROUP STATUS

UUI Format Disable
Always Use Src Address Yes ﬂl
SBC ADVANCED

GW Group Registered IP Address

Cancel EZZRY

(<] [X]

At SETUP >> SIGNALING & MEDIA >> CORE ENTITIES >> IP Groups click on [New].
Configure an IP Group for OpenScape Business, by entering the following:

Name:

Proxy Set:

IP Profile:
Media Realm:

Classify By Proxy Set:
Always Use Src Address:

Click on [Apply].

Inbound Message Manipulation Set:
Outbound Message Manipulation Set:

OSBiz (friendly name for OSBiz)

ProxySet_0OSBiz (see sub-section 3.5)

OSBiz (see sub-section 3.7)
MR_LAN (see sub-section 3.3)

1, (see sub-section 3.11)
2, (see sub-section 3.11)
Enable

Yes

SRD

#0 [DefaultSRD] -

GEMERAL QUALITY OF EXPERIENCE
Index QoE Profile
Name MS Teams Bandwidth Profile
Tepology Location Up ﬂ
Type Server j MESSAGE MANIPULATION
Proxy Set #2 [ProxySet_MS teams] View
Inbound Message Manipulation Set -1
IP Profile #1 [MS Teams] View Dibonnd Manipulation Set R
Media Realm #1 [MR_WAN] i Message Manipulation User-Defined String 1

Contact User

SIP Group Name

Created By Routing Server

Message Manipulation User-Defined String 2

Proxy Keep-Alive using IP Group settings Enable

Cancel [EIZE/R

~
- | View
- | View
)

W

OpenScape Business V3  HowTo: Microsoft Teams Interworking

47



= RN Max. Number of Registered Users ~
Registration Mode User Initiates Registration ﬂ
SBC GENERAL
User Stickiness Disable 11
Classify By Proxy Set | Disable ﬂl User UDP Port Assignment Disable r_]
SBC Operation Mode Not Configured ﬂ Authentication Mode User Authenticates 1]
SBC Client Forking Mode Sequential v P
CAC Profile 2 v | View SBC Server Authentication Type According to Global Parameter :‘
ADVANCED Username
sbco1.athdrlabs.xyz Password
J GATEWAY
;jvay: J;ELS(C Address YE; ﬂl SIP ReRout e Mode :1
Always Use Route Table No 1] v
Cancel
At SETUP >> SIGNALING & MEDIA >> CORE ENTITIES >> IP Groups click on [New].
Configure an IP Group for OpenScape Business, by entering the following:
¢ Name: MS Teams (friendly name for Teams)
e Topology Location: Up
e Type: Server
¢ Proxy Set: ProxySet_MS Teams (see sub-section
3.5)
e IP Profile: MS Teams (see sub-section 3.7)
¢ Media Realm: MR_WAN (see sub-section 3.3)
¢ Classify By Proxy Set: Disable
¢ Local Host Name: sbcO1.athdrlabs.xyz (public FQDN for
SBC in Teams tenant, see sub-section
2.1)
¢ Always Use Src Address: Yes

¢ Proxy Keep-Alive using IP Group settings: Enable
Click on [Apply].

Note: The name sbc01.athdrlabs.xyz defines the host name (string) that the device uses in the
SIP message's Via and Contact headers. This is typically used to define an FQDN as the host
name. The device uses this string for Via and Contact headers in outgoing INVITE messages sent
to a specific IP Group, and the Contact header in SIP 18x and 200 OK responses for incoming
INVITE messages received from a specific IP Group.
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3.9. Media Security

The link between Teams and SBC requires to use SRTP only, so the SBC must be configured for

this.

QCaudiocodes

SETUP

SIGNALING & MEDIA

£ TOPOLOGY VIEW

CORE ENTITIES

CODERS & PROFILES

SBC

GATEWAY

SIP DEFINITIONS
MESSAGE MANIPULATION

4 MEDIA

RTP/RTCP Settings
Voice Settings
Fax/Modem/CID Settings
Media Settings
DSP Settings

Quality of Experience

INTRUSION DETECTION

® SRD Al -

Media Security

GENERAL

Media Security
Media Security Behavior
Offered SRTP Cipher Suites

ARIA Protocol Support

MASTER KEY IDENTIFIER

Master Key Identifier (MKI) Size

Symmetric MKI

Enable

Preferable

All

Disable

0

Disable

AUTHENTICATION & ENCRYPTION

Authentication on Transmitted RTP Packets
Encryption on Transmitted RTP Packets
Encryption on Transmitted RTCP Packets
SRTP Tunneling Authentication for RTP

SRTP Tunneling Authentication for RTCP

Cancel GRS

O Entity, parameter; value

Active

Active

Active

Disable

Disable

MEEEIE

Go to SETUP >> SIGNALING & MEDIA >> MEDIA >> Media Security and set Media
Security to Enable to enable SRTP and then click on [Apply].

OpenScape Business V3

HowTo: Microsoft Teams Interworking

49




3.10. Message Condition and Classification Rules

A Message Condition Rule defines special conditions (requisites) for incoming SIP messages.
These rules can be used as additional matching criteria for the IP-to-IP routing rules in the IP-to-
IP Routing table.

The following condition verifies that the Contact header contains Teams FQDN.

GENERAL

Index

Name MS Teams-Contact

Condition header.contact.url.host contains 'pstnhub.microsoft.com' | Editor

Cancel QElZRY

Go to SETUP >> SIGNALING & MEDIA >> MESSAGE MANIPULATION >> Message
Condition, click on [New] and configure:

¢ Name: MS Teams-Contact (condition friendly name)
¢ Condition: header.contact.url.host contains 'pstnhub.microsoft.com’

Click on [Apply].

A Classification Rule classifies incoming SIP dialog-initiating requests (e.g., INVITE messages)
to a "source" IP Group. The source IP Group is the SIP entity that sends the SIP dialog request.
Once classified, the device uses the IP Group to process the call (manipulation and routing).

Classification table may also be used for employing SIP-level access control for successfully
classified calls, by configuring classification rules with whitelist and blacklist settings. If a
classification rule is configured as a whitelist ("Allow"), the device accepts the SIP dialog and
processes the call. On the contrary, if the classification rule is configured as a blacklist ("Deny"),
the device rejects the incoming SIP dialog.

OpenScape Business V3  HowTo: Microsoft Teams Interworking 50



SRD #0 [DefaultSRD] ¥
~
MATCH ACTION
Index Action Type I Allow :]l
Name MS Teams Destination Routing Policy - ¥ | View
Source SIP Interface #1 [MS Teams_Trunk] v | View IP Group Selection Source IP Group ﬂ
Source IP Address 52.114% Source IP Group | #2 [MS Teams] i V'E"'l
Source Transport Type Any ﬂ IP Group Tag Name default
Source Port 0 IP Profile i v  View
Source Username Pattern
Source Host
Destination Username Pattern
Destination Host sbc01.athdrlabs.xyz
Message Condition #0 [MS Teams-Centact] v | View v
Cancel

Navigate to SETUP >> SIGNALING & MEDIA >> SBC >> Classification, click on [New] and
enter the following:

¢ Name: MS Teams (rule friendly name)
e Source SIP Interface: MS Teams_Trunk (see sub-section 3.4)
Source IP Address: 52.114.*%.* (Teams public proxies FQDNs resolve to
52.114.*.*% IPs; see sub-sections 3.5 and 3.13)
¢ Destination Host: sbcO1.athdrlabs.xyz (public FQDN for SBC in
Teams tenant, see sub-section 2.1)
Message Condition: MS Teams-Contact
Action Type: Allow
e Source IP Group: MS Teams (see sub-section 3.8)

Click on [Apply].
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3.11. Message Manipulation

With a Message Manipulation rule, the admin can ADD, REMOVE, MODIFY or NORMALIZE a SIP
header or SIP message body.

In order to change the default system behavior for call hold scenarios, where it is required to hear
MOH on Teams side, when an OSBiz subscriber holds the call with the Teams user, an Inbound
Message Manipulation Set and an Outbound Message Manipulation Set need to be
configured at OpenScape Business IP Group (see sub-section 3.8).

The following auxiliary configuration INI file, containing the message manipulation set data, is
imported to the SBC:

0

MM.ini

Content of MM.ini file:
[ MessageManipulations ]

FORMAT MessageManipulations Index = MessageManipulations ManipulationName,
MessageManipulations ManSetID, MessageManipulations MessageType,
MessageManipulations Condition, MessageManipulations ActionSubject,
MessageManipulations ActionType, MessageManipulations ActionValue,
MessageManipulations RowRole;

MessageManipulations 1 = "", 1, "reinvite.request",
"param.message.sdp.rtpmode=="'sendonly'", "var.call.src.0", 2, "'1'", 0;
MessageManipulations 2 = "", 1, "", "", 6 '"param.message.sdp.rtpmode", 2,

"'sendrecv'", 1;

MessageManipulations 3 = "", 2, "reinvite.response.200", "var.call.src.0=='1"'",
"param.message.sdp.rtpmode", 2, "'recvonly'", 0;
MessageManipulations 4 = "", 2, ", "" '"yar.call.src.O0", 2, "'0'", 1;

[ \MessageManipulations ]
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QCaudiocodes SETUP oR 0UB Admin~

SIGNALING & MEDIA O Entity, parameter, value

® SRD | Al v

i i 4
£} TOPOLOGY VIEW Message Manipulations (4) A
CORE ENTITIES =
s B Page[t  Joi1 - Shaw[10 w] recorts perpage
CODERS & PROFILES MANIPULATION
INDEX = NAME SETID MESSAGE TYPE CONDITION ACTION SUBJECT ACTION TYPE ACTION VALUE ROW ROLE
SBC 1 1 reinvite request param.message.sdp.n  var.callsrc.0 Modity Eii Use Current Congitiol
2 1 param message.sdp.i Madify ‘sendrecy’ Use Previous Conditi
GATEWAY 3 2 reinvite.response.200  var.call.src.0=="1" param.message.sdp.i  Maodify ‘recvonly’ Use Current Conditiol
4 2 var.call src.0 Modify 0 Use Previous Conditii
SIP DEFINITIONS

4 MESSAGE MANIPULATION

Message Manipulations (4) #1 m v
Message Conditions (1)

Message Policies (1)

Pre-Parsing Manipulation Sets (0} GENERAL ACTION

Name Action Subject « var.call.src.0
MEDIA

Manipulation Set ID .1 Action Type « Modify
INTRUSION DETECTION Row Role Use Current Condition Action Value o1

MATCH

Message Type  reinvite.request

Condition  param.message.sdp.riomode=="sendonly’

After the auxiliary INI file is imported to the system, the user may view the manipulation sets by
accessing the webpage:

SETUP >> SIGNALING & MEDIA >> MESSAGE MANIPULATION >> Message
Manipulations.
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3.12. IP-to-IP Call Routing Rules

These rules define the routes for forwarding SIP messages (e.g., INVITE) received from one IP
entity to another. The SBC selects the rule whose configured input characteristics (e.g., IP Group)
match those of the incoming SIP message. If the input characteristics do not match the first rule
in the table, they are compared to the second rule, and so on, until a matching rule is located. If
no rule is matched, the message is rejected.

The following IP-to-IP Routing Rules will be defined:
- Terminate SIP OPTIONS messages on the SBC.
- Terminate REFER messages to Teams.

- Calls from Teams to OpenScape Business.
- Calls from OpenScape Business to Teams.

o~
Routing Policy #0 [Default_SBCRoutingPolicy] -

GENERAL ACTION
Index 0 Destination Type | Dest Address ﬂl
Name Terminate OPTIONS | Destination IP Group - - View
Alternative Route Options Route Row ﬂ Destination SIP Interface - -  View

Destination Address I internal I
MATCH Destination Port 0
Source IP Group Any w | View| Destination Transport Type ﬂ
Request Type OPTIONS j IP Group Set - * View
Source Username Pattern * Call Setup Rules Set 1D
Source Host * Group Policy Sequential ﬂ
Source Tag Cost Group - * View N

Cancel

Open IP-to-IP routing table at SETUP >> SIGNALING & MEDIA >> SBC >> Routing >> IP-
to-IP Routing, click on [New] and enter the following:

¢ Name: Terminate OPTIONS (friendly name)
e Source IP Group: Any

¢ Request Type: OPTIONS

e Destination Type: Dest Address

¢ Destination Address: internal

Click on [Apply].
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s
Rourting Policy #0 [Default_SBCRoutingPolicy] -
GENERAL ACTION
Index Destination Type Request URI ﬂ
Name REFER from MS Teams | Destination IP Group #2 [MS Teams] - | View
Alternative Route Options Route Row ﬂ Destination SIP Interface _ -  View
Destination Address
MATCH Destination Port 0
Source IP Group Any A \newl Destination Transport Type ﬂ
Request Type All ﬂ IP Group Set - - View
Source Username Pattern * Call Setup Rules Set 1D
Source Host * Group Policy Sequential ﬂ
Source Tag Cost Group -  View N
Cancel

Alternative Route Options Route Row ﬂ Destination SIP Interface . -+  View
ol
Destination Address
LRI Destination Port V]
Source IP Group Any w | View Destination Transport Type ﬂ
Reguest Type All ﬂ IF Group Set - - | View
Source Username Pattern * Call Setup Rules Set 1D
Source Host * Group Policy Sequential ﬂ
Source Tag Cost Group - -  View
Destination Username Pattern N Routing Tag Name default
Destination Host * Internal Action Editor
Destination Tag
Message Condition - w | View
Call Trigger REFER ﬂ
ReRoute IP Group #2 [M5 Teams] ¥ | View hd
Cancel

Open IP-to-IP routing table at SETUP >> SIGNALING & MEDIA >> SBC >> Routing >> IP-
to-IP Routing, click on [New] and enter the following:

Name: REFER from MS Teams (friendly name)
Source IP Group: Any

Destination Type: Request URI

Destination IP Group: MS Teams (see sub-section 3.8)

Call Trigger: REFER

ReRoute IP Group: MS Teams (see sub-section 3.8)

Click on [Apply].
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GENERAL

Index

Mame

Altemnative Route Options

MATCH

Source IP Group
Request Type

Source Usemame Pattem
Source Host

Source Tag

Routing Policy #0 [Default_SBCRoutingPolicy] -
ACTION
2 Destination Type IP Group j
M3 Teams to OSBiz | Destination IP Group #1 [0SBiz] v View
Route Row j Destination SIP Interface - v View

Destination Address

Destination Port 0
#2 [MS Teams] - Viewl Destination Transport Type j
All j IP Group Set - -  View

Call Setup Rules Set ID -1
Group Policy Sequential ﬂ

Cost Group - - | View v

Cancel EEIZZRY

Open IP-to-IP routing table at SETUP >> SIGNALING & MEDIA >> SBC >> Routing >> IP-
to-IP Routing, click on [New] and enter the following:

Name: MS Teams to OSBiz (friendly name)
Source IP Group: MS Teams (see sub-section 3.8)
Destination Type: IP Group

Destination IP Group: OSBiz (see sub-section 3.8)

Click on [Apply].
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GENERAL

Index
Name

Alternative Route Oplions

MATCH

Source IP Group
Request Type

Source Usemame Pattern
Source Host

Source Tag

Routing Policy #{ [Default_SBCRoutingPolicy] -
ACTION
3 Destination Type 1P Group ﬂ
03Biz to MS Teams | Destination IP Group #2 [MS Teams] ¥ | View
Route Row ﬂ Destination SIP Interface - v | View

Destination Address

Destination Port 0
#1[03SBiz] - Viewl Destination Transport Type ﬂ
All ﬂ IP Group Set - v | View

Call Setup Rules Set ID -1
Group Policy Sequential ﬂ

Cost Group - - | View v

Cancel EIEEAY

Open IP-to-IP routing table at SETUP >> SIGNALING & MEDIA >> SBC >> Routing >> IP-
to-IP Routing, click on [New] and enter the following:

Name: OSBiz to MS Teams (friendly name)
Source IP Group: OSBiz (see sub-section 3.8)
Destination Type: IP Group

Destination IP Group: MS Teams (see sub-section 3.8).

Click on [Apply].
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3.13. Firewall Settings

A set of Firewall rules need to be defined, so that Teams SIP Proxy can communicate with the
SBC. As already mentioned in sub-section 3.5, Teams uses 3 SIP proxies:

- sip.pstnhub.microsoft.com (global FQDN),

- sip2.pstnhub.microsoft.com (failover FQDN),

- sip3.pstnhub.microsoft.com (failover FQDN).

These DNS records resolve to below IP addresses:
- 52.114.148.0

- 52.114.132.46

- 52.114.75.24

- 52.114.76.76

- 52.114.7.24

- 52.114.14.70

Refer to: https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#sip-signaling-
fadns-and-firewall-ports.

As an extra security to the above note, traffic filtering rules (access list) for incoming traffic are
configured on SBC. For each packet received on the configured network interface, the SBC
searches the table from top to bottom until the first matching rule is found. The matched rule can
permit (allow) or deny (block) the packet. Once a rule in the table is located, subsequent rules
further down the table are ignored. If the end of the table is reached without a match, the packet
is accepted. Please note that the firewall is stateless. The blocking rules will apply to all incoming
packets, including UDP or TCP responses.
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Navigate to: SETUP >> IP NETWORK >> SECURITY >> Firewall, click on [New] and
configure the SBC firewall rules according to the table below:

<Public DNS
0 Server IP> 32 0 65535 Any Enable WAN_IF Allow
(e.g. 8.8.8.8)
1 52.114.148.0 32 0 65535 Any Enable WAN_IF Allow
2 52.114.132.46 32 0 65535 Any Enable WAN_IF Allow
3 52.114.75.24 32 0 65535 Any Enable WAN_IF Allow
4 52.114.76.76 32 0 65535 Any Enable WAN_IF Allow
5 52.114.7.24 32 0 65535 Any Enable WAN_IF Allow
6 52.114.14.70 32 0 65535 Any Enable WAN_IF Allow
49 0.0.0.0 0 0 65535 Any Enable WAN_IF Block

OpenScape Business V3  HowTo: Microsoft Teams Interworking 59



The firewall rules on SBC look like the figure below:

QCaudiocodes serup

0O Entity, parameter, value

® SRD | All v

% NETWORK VIEW Firewall (5) ~
CORE ENTITIES
4 SECURITY
INDEX + DESCRIPTION ACTION UPON MATCH MATCH COUNT
TLS Contexts (2) 0 8888 Allow 317357
Firewall (8) 1 52.114.1480 Allows 14676
Sacurity Sertings 2 5211413246 Allow 520773
3 521147524 Allow 698337
QUALITY
4 52.114.76.76 Allow 40755
DNS 5 52114724 Allow [
6 52.114.14.70 Allow 472010
WEB SERVICES 49 0000 Block 234857
HTTP PROXY "
#0 [ e |
RADIUS & LDAP
ADVANCED MATCH ACTION
Description * 8888 Action Upon Match Allow
Source IP * 88838 Packet Size [
Source Port 0 Byte Rate [
Prefix Length .32 Byte Burst o
Start Port 0
End Port 65535 STATISTICS
Protocal Any Match Count 317357
Use Specific Interface * Enable

Interface Name WAN_IF View (vl
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4. Anynode SBC

The configuration of anynode SBC for the testing activities needs is performed via "anynode
configuration wizard". The following sub-sections demonstrate the example configuration
utilized in current certification testing activities; default or non-project specific anynode
configuration will not be referenced.

To activate the connections between OSBiz PBX - anynode SBC and Microsoft Phone System -
anynode SBC, the OSBiz PBX and the Microsoft Phone System must be configured as "Nodes".
Each node can handle several rules for incoming and outgoing numbering manipulations. Routing
decisions can be made based on the source or destination prefix, extension ranges, and on the
source node. If a call matches such filter rules, it will be routed to the configured destination node.

For more information regarding the anynode SBC configuration refer to anynode technote:
https://community.te-systems.de/community-download/files?fileId=2587.

4.1. anynode Wizard - Teams / Voice over IP Provider

Access anynode web management portal and select "Configuration Mode".

N .
anynode
User: anadmin (write access), Session Timeout 30 minutes, Committed” yes
Copyright ® 2021 by TE-SYSTEMS GmbH, Germany, State: connected, License active: yes, Trace: off
Wizard  Configuration v Objects » My Account + Extras ~  Info - Commit  Monitor Mode  Logout
[
Information

Tracing
Licenses
Network Interfaces

~+ Configuration

Routing Domains a n n O d e ®
Nodes y o CornFrrasmr S E
Routing Forward Profiles E
Authentication Profiles
Product anynode 4.2.6 (Release, Windows x86 (64 bit))
Directories Monitor 4.2.6 (Release, Windows x86 (64 bit))

Administration 4.2.6 (Release, Windows x36 (64 bit))

Frontend 4.2.6 (Release, Windows 86 (64 bit))

I Conditions Java 1.8.0_275 (AdoptOpenJDK) - used by the Frontend web server
Time Ranges OpenSSL 1.1.1i & Dec 2020

Load Balancers

Copyright @ 2021 TE-SYSTEMS GmbH, Germany
https./iwww te-systems.de

I Auxiliary Objects

Virtualization vmware

Firewalls Windows Advanced Firewall - disabled
Version: 4.2.6 @ off B Pox =M% @0

Click on "Wizard".
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Scenarios

The assistants below provide easy to use methods to speed up frequently occuring configuration tasks.

Select one of the following entries to get a detailed description of the tasks that will be handled by the respective assistant.

Assistant

(=] Create relationship between...

... VolP Provider and a PBX or VolP System [ ]
...two PBXs or WolP Systems
] ] ) 3 ]
...Microgoft Teams Direct Routing and a “olP Provider Microsoft Teams . VolP PEX
...Microsoft Teams Direct Routing and a PBX or YolP System a ny r] -Q. d P
The Software SB

...Microsoft Teams Direct Routing, a VolP Provider and a PBX or YolP System

--Micrasaft Skype for Business and a VolP Pravidar This assistant aids you in creating a Microsoft Teams Direct Routing Mode and a

..Microsoft Skype for Business and a PBX or VoIP System F'_EIX c(\;’ch’ S_ystem Mode. These new nodes can be interconnected by direct or
dial string routing.

...Microsoft Skype for Businesz, a YolP Provider and a PEX or %olP System

...a Microsoft UCMA Application Node and XCAP|

...a Microsoft UCMA Application Node and a UC Application (SIP)

...a Microsoft UCMA Application Node and a SIP Phones Node

...a Microsoft UCMA Application Node and a PBX or VaolP System

...a Microsoft S8 Voicemail System and a PEX or VoIP System

A Add...

(+] Other Scenarios

Start Cancel

On the windows that appears select "Microsoft Teams Direct Routing and a PBX or VoIP System"
under "Create relationship between..." and then click on [Start].

The assistant now starts with first Node configuration, the "Microsoft Teams Direct Routing"
Node.

Scenarios » Node Interconnection Assistant *

Microsoft Teams Direct Routing and VolP System

Configuration of Microsoft Teams Direct Routing

Please enter your Microsoft Teams Direct Routing configuration.

! Microsoft Teams Direct Routing

IF Node Type = Microsoft Teams Direct Routing
Name = Microsoft Teams Direct Routing
Metwork Controlier ® Mame = Microsoft Teams Direct Routing
Interface =
IP Version = IP version 4
IP Address = [Any IP address]

Reverse DNS Lookup = Enabled [Default]

Port = 5060 [Default]
TLS Port = 5087
Cerfificate & Private Key = Cerificate and key missing
Certificate chain = [Mone]
SIP Interconnection = S5IP Trunk
Remote SIP Domain = sip:sip.psinhub.microsoft.com
Incoming Manipulations = [Nong]
Outgoing Manipulations = [MNone]
© Configure. ..
Next = Cancel

Click on [Configure] after selecting "Microsoft Teams Direct Routing" to set up the Node
details.
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Scenarios » Node Interconnection Assistant » Microsoft Teams Direct Routing

Create New Node

Choice of Microsoft Teams Node type.

& Microsoft Teams @ Microsoft Teams Direct Routing
) § ) This opfion is the default setup to create a Microsoft Teams Direct Routing connection. For most use-cases
Network Controlle this is the right choice.
Ports Microsoft Teams Direct Routing Carrier Trunk

Certificate & Private Key

Certificate C

SBC FQDN

All options below are only intended for use with specific muli-site Enterprise installations. These options

Name implement the anynode-Nodes necessary for the new "Local Media Optimization” feature. It is only of use in
scenarios where a single Enterprise Microsoft Teams Direct Routing connection is used from multiple
geographically separate locations. In this case the media-flow can be optimized by the network/Teams/anynode-
administrator to take the best path possible.

Microsoft Teams Direct Routing (Local Media Optimization)

Microsoft Teams Direct Routing with Local Media Optimization Site SBC

Microsoft Teams Direct Routing with Local Media Optimization Proxy SBC

MNext > Cancel
Select the standard trunking model i.e. "Microsoft Teams Direct Routing" in "Microsoft Teams"

dialog.
Click on [Next].
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4.2. anynode Wizard - Teams / Network Controller

In the "Network Controller" dialog, create a new network controller.

Scenarios » Node Interconnection Assistant » Microsoft Teams Direct Routing
Create New Node

Network Controller selection.

@M ft Teams ¥ou may restrict the operation of a node to a specific network controller. The restriction may consist of a specific
I network interface and/for IP address to be used for SIP and media tfransport of this node.

& Network Controller

Network Controller
@ Create new network controller.
Name

Micrasoft Teams Direct Routing

Network

Use a fixed IP address
MName

@ Use an interface's address
Intel{R) 82574L Gigabit Metwork Connection #2 » | IP wersion 4 b
Currently: 19597 14.76

Advanced configuration

Specify whether reverse DNS lookup is enabled

Select existing network controller.

< Previous Mext > Cancel
Enter the following:
¢ Name: Microsoft Teams Direct Routing (common-sense
name).
e Use an interface’s address: <Windows WAN machine ethernet adapter>

IP version 4 (IP Version)
195.97.14.76 (Public IP Address).
Click on [Next].

Note: Ensure that "reverse DNS Lookup" stays enabled for the public interface as this is a
requirement for SIP through TLS connections.
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4.3. anynode Wizard — Teams / Ports

For inbound firewall rules, you may define a UDP and SIP TCP port range which restricts the

number of ports used by anynode. The number of ports in this range should at least be three
times higher than the number of maximum concurrent sessions on this Node. If multiple anynode
"Network Controllers" share the same physical network interface of the host, make sure to
select unique port ranges to avoid any port overlapping.

Scenarios » Node Interconnection Assistant » Microsoft Teams Direct Routing

Create New Node

Assignment of local ports.

M oft Teams

& Networ

» Ports

Certificate &

V| Specify the TLS Port 5061

Dynamic UDP/TCP Poris

Unrestricted UDP port range

@ Resirict UDP port range to
10000 - 13000

Sufficient for approximately 1000 sessions.

Unrestricted TCP port range

@ Resirict TCF port range to
10000 - 13004

Sufficient for approximately 1000 sessions.

< Previous MNext >

The new node will use the following local ports. The remote endpeoint must be configured accordingly.

Cancel

For the Teams Phone System connection set "5061" in "TLS Port" box (see sub-section 2.2).

Click on [Next].
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4.4. anynode Wizard - Teams / Certificate & Private Key

As Microsoft Teams will only use TLS and it’s connected over the Internet, a public certificate,
issued only by a Microsoft trusted CA , must be used in the SBC to establish TLS sessions. The
public certificate must contain a SAN record for the SBC.

For TLS to work, time synchronization is required. So, NTP configuration is needed on SBC. The
NTP used, should be in sync with Microsoft NTP server or any other global server.

Scenarios » Node Interconnection Assistant » Microsoft Teams Direct Routing

Create New Node

Determination of the certificate and private key.

@ Provide a certificate and an associated private key.

With these two values anynode can authenticate and open a secure channel to a peer later. Therefore, it is
important that the peer will accept the offered certificate.

Private Key

! Ceriificate & Private Key

Mo private key present.

Certificate Chain Ceriificate

Mo certificate present.

Configure...

| do not want to provide a certificate and an associated private key yet.

< Previous | | Next > Cancel

In "Certificate & Private Key" dialog, click on [Configure].
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Scenarioz » Node Interconnection Assistant » Microsoft Teams Direct Routing » Certificate and Private Key Assistant

Configure a certificate and a private key

Choice of assistant approach.

,‘ Select Action There are several options to choose from, with whom the certificate and the private
key can be edited or changed. Please select an option.

enerate a certificate signing request (CSR) and an associated private key.

@ Import of the certificate and/or private key.

Next = Cancel

On the window that appears in "Select Action" dialog, select "Import of the certificate and/or
private key" and then click on [Next].
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Scenarioz » Node Interconnection Assistant » Microsoft Teams Direct Routing » Certificate and Private Key Assistant

Configure a certificate and a private key

Import of certificates and/or private keys.

Select the files you want to import. If the file contains multiple cerificates, then all will be
imported if the configuration field allows it.

[T the private key and ceriificate are available in two separated files then the browse button
must be used twice.

The following formats are supported: .cer, .cri, .der, pem, .p7b, pk7, p12, pix

IC:'\Users'nMikelDeskto.. } Browse.

Upload completed.

w Action

# Import Files

Private Key

Key Type : RSA
Key Size 2045 Bits

Ceriificate

Wersion W3

Subject CN=sbcD1_athdriabs xyz

Subject Alternative Mames - sbcl.athdriabs xyz (DNS)
www_sbcl1.athdrlabs xyz (DNS)

Walid From 2021-01-18 03:00:00 E

Walid Until 2022-01-19 02:59:59

Iszuer CM=Sectigo RSA Domain Validation Secure Server CA, O0=5

ectigo Limited, L=5alford, ST=Greater Manchester, C=GB

Seria 2050807 56ee657a975683951230339¢ 2

Signing Algorithm RSA with SHA-256

Fingerprint Algorithm SHA-1

Fingerprint FCS0FEC4AEBT4BCETEBBO251BECTETBE19DDCBSS -
< Previous Finish Cancel

Both certificates provided by the CA must be imported in single files, e.g. "privatekey.pem" and
"certificate.pem” files. So, both files must be browsed to, selected, and imported one at a time. If
the import and subject validation is fine and nothing is highlighted red, proceed by clicking on
[Finish].
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Scenarios » Node Interconnection Assistant » Microsoft Teams Direct Routing

Create New Node

Determination of the certificate and private key.

@ Provide a certificate and an associated private key.

'With these two values anynode can authenticate and open a secure channel to a peer later. Therefore, itis
important that the peer will accept the offered certificate.

& Poris )
e Private Key
# Certificate & Private Ke

° d Key Type : R3A

Certific L Key Size - 2048 Bits

Certificate
MName “Version V3
Subject CM=sbc01. athdriabs.xyz

Subject Alternative Names : sbc01.athdriabs xyz (DNS)
www_zbc 01 .athdriabs xyz (DNS)

Walid From 2021-01-18 03:00:00
Walid Undil 2022-01-19 02:59:59
|ssuer CH=Sectigo RSA Domain Validation Secure Server CA, O=Secfigo Limited, L=5

alford, ST=Greater Manchester, C=GB
Serial 20509
Signing Algorithm RSA with SHA-256
Fingerprint Algorithm SHA-1
Fingerprint FCSOFSC4AEBT4BCSTEBBO2E1BECTETBA19DDCB9S
Usage erification of digital signatures.

Enciphering private or secret keys
Extended Usage Server authentication

Client authentication
Cerfificate Authority no

Remove
| do not want o provide a certificate and an associated private key yet.
< Previous MNext > Finish Cancel

If everything is set for the "Certificate & Private Key" dialog, proceed by clicking on [Next].
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4.5. anynode Wizard - Teams / Certificate Chain

Next, the certificate chain is properly displayed as anynode provides some default validation
certificates. If there is no valid chain available, the corresponding certificate (e.g.
"ca_chain.pem") must be imported via the [Add] button.

Scenariog » Node Interconnection Assistant » Microsoft Teams Direct Routing

Create New Node

Determination of an optional certificate chain.

@ Microsoft Teams If a certificate chain is needed in addition to the single cerlificate, then these ceriificates can be added fo the
: S e following list.

& Network Controller
Certificate chain

¥ Ports

P Certificate lzsuer Cerfificate Subject “alid From Walid Until
# Cerificate & Pn : Key !

CN=USERTrust RSA Certification Au... Ch=Sectigo RSA Domain “alidation... 2015-11-02 03:00 2031-01-01 D2:59

& Cerlificate Chain
SBC FQDN

Mame

Request Chain Add... Edit. .. Remove

< Previous MNext > Finish Cancel

Click on [Next] to move on to the next configuration dialog.
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4.6. anynode Wizard - Teams / SBC FQDN

If provided, the FQDN will be automatically determined through the previous given certificates.

Scenarios » Node Interconnection Assistant » Microsoft Teams Direct Routing

Create New Node
Determination of the FQDM of the SBC.

@ Microsoft Teams Determine the name for the FQDN of the SBC.

& Network Controller SBC FQDN (for example sbe te-systems.com)
& Poris sheD1 athdriabs xyz
& Certificate & Private Key

& Certificate Chain
» SBC FQDN

MName

< Previous Next > Finish Cancel

Click on [Next].

Note: This FQDN is the one used for the SBC pairing with Office 365 tenant (see sub-section 2.2).
This FQDN is statically mapped to the corresponding SIP, from and SIP contact headers, as
external host name for the SIP Options packets that will be send by anynode.
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4.7. anynode Wizard - Teams / Name

Scenarios » Node Interconnection Assistant » Microsoft Teams Direct Routing

Create New Node
Determination of node name.

Enter 2 meaningful name for your new node. The name is arbitrary. You will use it to uniquely identify this node

@ Microsaft Teams later during configuration.

& Network Controller

@ Port Name
| orns

Microsoft Teams Direct Routing
# Certificate & Private Key

& Certificate Chain
& SBC FQDN
» Name

< Previous Finish Cancel

In the final assistant dialog, set friendly name for Teams Phone System, e.g. "Microsoft Teams
Direct Routing".

Click on [Finish].
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4.8. anynode Wizard - OSBiz / Voice over IP System

After completing the "Microsoft Teams Direct Routing” configuration, from the "Node
Interconnection Assistant" window the connection to OSBiz PBX is going to be setup.

Scenarios » Node Interconnection Assistant

Microsoft Teams Direct Routing and VolP System

Configuration of Voice over IP System

@ Microsoft Teams Direct Routing Please enfer your Voice over IP System configuration.

! Voice over IP System

Node Type = [Mone]
Routing

@ Configure. .

< Previous MNext = Cancel

Click on [Configure] after selecting "Voice over IP System".
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Scenarios » Node Interconnection Assistant » Voice over IP System

Create New Node

Selection of PBX or other Voice over IP System.

,‘ PBX / System The list below contains a number of frequently used PBXs and other Voice over IP systems with their
preconfigured defaults for your convenience.

Ne If you cannot find your system of choice, you may use another similar system or Other VolP System as initial
Ports template to create an individual configuration.

SIP Interconnection

i ) ) PBX or VolP System Preset
Remote SIP Domain

MNEC Integrated Communications 3000
Network Pe Whitelis "

Network Peer Whitelist NEC UNIVERGE SV&100 R8.0

Incoming Manipulatio

net Tenor Series Bx

Outgeing Manipulations Er\l:-rtel Communication Server 1000/2000
Name Cracle Communications SBC
EF'artm SmartMode Series
Samzung OfficeSery 7200/7400
éShnreT&l { ShoreGear

Sonus SBC 1000/2000
SwyxWare

Unify HiPath 3000-Serie/HG 1500
EUni‘,- HiPath 4000-Serie/HG 3500
Unify OpenScape 4000

Unify OpenScapes Business

Unify OpenScape Office

EUni:,- OpenScape Voice

KCAP|

AP flocalhost)

MNext > Cancel

Select "Unify OpenScape Business" under "PBX / System" dialog and click on [Next].
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4.9. anynode Wizard - OSBiz / Network Controller

Scenarios » Node Interconnection Assistant » Voice over IP System

Create New Node

Network Controller selection.

@ PBX / System You may restrict the operation of a node to a specific network controller. The restriction may consist of a specific
it network interface and/or IP address to be used for SIP and media transport of this node.
" Network Controller

Network Controller
Ports z . %
Q@ Create new network controller

SIP Interconnection Name
Remote SIP Domain Unify OpenScape Business

Network Peer Whitelist Network

Use a fixed IP address
Incoming Manipulations

Outgoing Manipulations

@ Use an interface's address
Name

vmxnet3 Ethernet Adapter #2 v IP version 4 v
Currently: 10.8.242.78

Advanced configuration

Specify whether reverse DNS lookup is enabled

Select existing network controller

< Previous Next > Cancel

In the "Network Controller" dialog, create a new network controller by entering the following:

¢ Name: Unify OpenScape Business (common-sense hame).
¢ Network: <Windows LAN ethernet adapter> (Interface)

IP version 4 (IP Version)
10.8.242.78 (Internal IP Address).
Click on [Next].
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4.10. anynode Wizard - OSBiz / Ports

The port values for UDP, TCP and TLS are configured in "Ports" dialog. Ensure that those port
values are conforming to the network and remote configurations.

Scenarios » Node Interconnection Assiztant » Voice over IP System

Create New Node

Assignment of local ports.

SIP Interconnection
Remote SIP Domain
Metwork Peer Whitelist

Incoming Manipulations

Outgoing Manipulations

Mame

V| Specify the UDP/TCP Port

Dynamic UDP/TCP Poris

5060

< Previous

Specify the TLS Port

Unrestricted UDFP port range

@ Resirict UDFP port range to

10000 - 13000

The new node will use the following local ports. The remote endpoint must be configured accordingly.

Sufficient for approximately 1000 sessions.

Unrestricted TCP port range

@ Resfrict TCF port range fo

10000 - 13000

Sufficient for approximately 1000 sessions.

MNext >

Cancel

For "UDP/TCP Port" and for the current test environment set the value "5060" (refer to sub-

section 5.2).
Click on [Next].
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4.11. anynode Wizard - OSBiz / SIP Interconnection

Scenarios » Node Interconnection Assistant » Voice over IP System

Create New Node

Choice of SIP interconnection type.

@ PBX/ Syste It can be determined how a SIP interconnection is realized to a remote station. This also determines which side
’ ' must authenticate.
& Network C

@ Port SIP Interconnection
| orns

@ MNode Interconnection via SIP Trunking

" SIP Interconnection The node uses SIP trunking to interconnect with the remote station. In this way, full dial string ranges can be
linked at once.

Remote SIP Domain

Mode as SIP Registration Client

AT

Metwork Peer Whitelist

Incoming Manipulations Node as SIP Registrar

Outgeing Manipulati

MName

< Previous | | Next> Cancel

In "SIP Interconnection" dialog, enable "Node Interconnection via SIP Trunking" radio button
and click on [Next].
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4.12. anynode Wizard - OSBiz / Remote SIP Domain

Access the "Remote SIP Domain" dialog.

Scenarios » Node Interconnection Assistant » Voice over IP System

Create New Node
Determination of remote SIP domain.

Flease choose the remote SIP URI which will be used in SIP URIs of outgoing calls and which describes where
the remote endpoint can be reached.

Remote SIP Domain

¥ Poris Use URI representation

@ SIP Interconnection

® Remote SIP Domain @ Use separated representation

Metwork Peer Whitelist Host

Incoming Manipulations 10.8.242.92

Outgoing Manipulations Transport

MName UDF v

Port
@ Unset Set o
< Previous Mext > Finish Cancel
Enter the following:

e Host: 10.8.242.92 (OpenScape Business IP).
e Transport: UDP (transport protocol for connecting to the OpenScape

Business, see also sub-section 5.2).
Click on [Next].
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4.13. anynode Wizard - OSBiz / Network Peer Whitelist

In "Network Peer Whitelist" dialog, the default settings are kept.

Scenarios » Node Interconnection Assistant » Voice over IP System

Create New Node

Definition of an IP or hostname whitelist.

If the interconnection to the VolP peer takes place over a public IP access, it is strictly recommended to minimize
the IF addresses from which SIF messages are allowed by this whitelist.

@ Use the network peer whitelist
V| Include Remote SIP Domain: 10.8.242.92

Heostname Interpret as Resalved |P Addr...

Add...

V| Allow only negotiated peers for RTR/RTCP

Do not use the network peer whitelist. It is already ensured by a separate router or a firewall that only SIP
messages of the selected provider are able to access the anynode.

< Previous Next > Finish Cancel

Click on [Next].
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4.14. anynode Wizard - OSBiz / Manipulations

For the needs of current testing activities "Incoming Manipulations™ and "Outgoing
Manipulations" dialogs are skipped. There is no need for dialed digit manipulations.

Scenarios » Node Interconnection Assiztant » Voice over IP System

Create New Node

Optional conversion of incoming dial strings.

It is recommended to convert incoming calling numbers into the E.164 number space. Various manipulations are
available to archieve this.

If the node's remote endpeint has its own number space then simply add one or more manipulations and
describe the type of desired conversion.

& SIP Interconnection
Incoming Manipulations

& Remote SIP Domain

_ Filter Optiona x
# MNetwork Peer Whitelist S——— Action
# Incoming Manipulafions
Outgoing Manipulations
Name
Impaort... Add...
< Previous MNext > Finish Cancel
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Scenarios » Node Interconnection Assistant » Voice over IP System

Create New Node

Optional conversion of outgoing dial strings.

Outgoing manipulations can be used if it is necessary o reconvert a calling number from E.164 number space to
another destination number space

If desired add a manipulation and describe the type of conversion.

W FPoris
@ SIP Inter ectio Outgoing Manipulations
@ Remote SIP Domain Filter  Optiona X
@ Network Peer Whitelist Condition Action
& Incoming Manipulatic
# Outgoing Manipulafions
Name
Impart... Add...
< Previous Next> ---------- Finish Cancel

Click on [Next].
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4.15. anynode Wizard - OSBiz / Name

Scenarios » Node Interconnection Assistant » Voice over IP System

Create New Node

Determination of node name.

@ PBX/ Syste Enter a meaningful name for your new node. The mame is arbitrary. You will use it to uniguely identify this node
) later during configuration.
¥ Network C

¥ Ports
@ SIP Interco

Name

Unify OpenScape Business

¥ Remote SIP
& Network Peer Whitelist

& Incoming Manipulations

& Outgoing Manipulati
¥ Name

< Previous Finish Cancel

In the final assistant dialog, a default node display common sense name is set, e.g. "Unify
OpenScape Business".

Click on [Finish].
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Scenarios » Node Interconnection Assistant

Microsoft Teams Direct Routing and VolP System

Configuration of Voice over IP System

@ Microsoft Teams Direct Routing Please enter your Voice over IP System configuration.

" “Voice aver IP System

Mode Type = Unify OpenScape Business
Routing Mame = Unify OpenScape Business

MNetwork Controller *  pMame = Unify OpenScape Business
Interface = wmxnet3 Ethemet Adapter #2
IP Wersion = |P version 4
IP Address = [Any IP address]
Reverse DMNS Lookup = Enabled [Default]

Part = 5DE0

TLS Port = 5061 [Defauli]

SIP Interconnection = SIP Trunk

Remote SIP Domain = sip:10.8.242 .92 fransport=udp

Incoming Manipulations = [Mone]

Outgoing Manipulations = [Mone]

< Previous Next = Finish Cancel

Continue with [Next] to configure the "Routing" and finalize the wizard.
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4.16. anynode Wizard - Routing

Scenarios » Node Interconnection Assistant

Microsoft Teams Direct Routing and VolP System

Determination of routing type.

Please determine if calls should be routed directly from node to node or whether dial string
filters should be applied.

& Microsoft Teams Direct Routing

& Yoice ove ¥ i . § -
@ Voice over IP @ Use direct routing without prefix fitter

' Routing When selecting direct routing, all possible destination URIs are forwarded to the
other node without restrictions.

Use dial string routing

= Previous Finish Cancel

For "Routing" dialog, select "Use direct routing without prefix filter".
Click on [Finish].
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The latter action automatically creates the corresponding entries for anynode’s "Routing
Domain" as shown below:

A anynode’

TE-SYSTEMS
CompetnGe n 2 communicatans

User: anadmin (write access), Session Timeout 30 minutes, Committed: yes
Copyright ® 2021 by TE-SYSTEMS GmbH, Germany, State: connected, License active: yes, Trace: off

Wizard  Configuration +  Objects » My Account v Extras ~  Info ~

Add Routing Domain ~ Remove Routing Domain...  Clone Routing Domain...  Export Routing Domain...

Monitor Mode  Logout

>  Object [
Information
Trating <  Source Nodes +1r1r]
Licenses This routing domain listens on the following source nodes for incoming calls.
Network Interfaces b
Microsoft Teams Direct Routing
+ Configuration
Unify OpenScape Business -
 Routing Domains
Routing Domain SelectAll | DeselectAll |
+ Nodes
Microsoft Teams Direct Routi... ~ Routes (+1-1-]
Unify OpenScape Business Routes
|» Routing Forward Profiles Filter  Optional W 3
Filters Establishment
Authentication Profiles
To Microsoft Teams Direct Routing
Directories Source Nodes = Unify OpenScape Business Route Call
Destination Node = Microsoft Teams Direct Routing
Load Balancers Routing Forward Profile = To Microsoft Teams Direct Routing
b Conditions To Unify OpenScape Business
= i i Route Call
Time Ranges Source Nodes Microsoft Teams Direct Routing L
Destination Node = Unify OpenScape Business
I Auxiliary Objects Routing Forward Profile = To Unify OpenScape Business
| Up | ‘ Down ‘ Enable Add... ‘ Clone | | Edit... ‘ | Remove | E

ersion: 4.2.6
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4.17. anynode SBC - Additional Configuration

Navigate to WBM >> Configuration >> Nodes >> <MS Teams DR node> >> Tones and
Announcements as shown in picture below:

A anynode’

TE-SYSTEMS

User: anadmin (write access), Session Timeout: 26 minutes, Committed: yes

Copyright @ 2021 by TE-SYSTEMS GmbH, Germany, State: connected, License active: yes, Trace: off

Wizard  Configuration = Objects * My Account ~  Extras ~  Info - Commit  Monitor Mode  Logout
Add Node...  Remove Mode...  Clone Node...  Export Node .
- —_—————— B
Information Network
Security
Tracing Profile
Licenses
Node Microsoft Teams Direct Routing
Metwork Interfaces
~ Configuration Open Al ©OO (:3’
P Routing Domains
> Object
+ Nodes
b Limits

Microsoft Teams Direct Ro...

Unify OpenScape Business

I+ Routing Forward Profiles

> Policy Based Session Processing

<  Tones and Announcements (+[+1)
Authentication Profiles Enable tones and announcements (=)
Directories profile ) [cystom b
Load Balancers ) —
Ringback tone (2) |Eelgium- Ringback tone |V | @Ffe
P Conditions Active tone None] @7 @ M
Time Ranges
Music on hold (2 None MLt
I Augiliary Objects |[ ! | |. ’,Q
Session successfully terminated tone (2 |[Nune] |v | W
Error indicator tone () iNone] P&
Version: 4.2.6 @8 off 8% {aw ww33% (9o

Activate "Enable tones and announcements"” flag and set e.g. "Belgium - Ringback tone" in
"Ringback tone" dropdown box.
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At WBM >> Configuration >> Nodes >> <MS Teams DR node> >> SIP Node, modify the
default "SIP Response Code Mapping" configuration.

A anynode’

Wizard  Configuration ~ Objects ~ My Account~  Extraz = Info - Commit Monitor Mode Logout

User: anadmin (write scoess), Session Timeout: 23 minutes, Committed: v
Copyright @ 2021 by TE-SYSTEMS GmbH, Germany, State: cor, Licenze active: y, Trace: o

Add Node... Remove Node...  Clone Node... Export Node...

=  SIP Response Code Mapp (+1-17] k-
Information
. Use =5 a basis for the 5IP Response code mapping the following profile
Tracing -
‘Standard 2
Licenses

Metwaork Interfaces Incoming SIP Response Code Mapping

= Configuration 5IF Response Code Telephony Status User-defined or Default
I Reuting Domsins 301 (Moved parmananthy) Redirscted Default
302 (Moved temporariby)y Redirscted Default
¥ Hodes. 40 (Forbidden) Mo permission Default
Microsoft Teams Direct R.... 404 (Mot found) Erroneous dial string Default
Unify OpenScape Business 405 (Mot acoceptable) Medis negotiation eror Default
40& (Request timeout) Domain Specific 0 User-defined
b Routing Ferward Frofiles 480 (Temmporarily not availsbiz) Nt respanding Defautt | |
Authentication Profiles 456 (Busy here) Busy Default
Directories 4ET [Reguest terminated) Terminated Default
488 (Mot acoeptsble hars) Mediz negotistion error Default
Load Balancers 500 {Internal ssrver arror) Eguipment errar Cefault
b Cenditions 503 (Bervice unavailsble) ‘Congestion Default
E0D (Busy evenyahers) Busy Default
Time Ranges 803 (Decling Rejected User-defined
[ Auxiliary Objects 605 (Mot acceptable) Media negetiation emor Default
Add...
Cutgoing SIP Response Code Mapping -
Telephony Status 5IP Response Code User-defined or Default
Erronsous: dial string 404 (Mot found) Default
No permission 403 (Forbidden) Default
Congestion B03 [Sarvice unavailable) Default
Equipment errar F0D (Internal server emory Default
Busy 485 (Busy here) Default
Redirscted 302 (Moved temiporariby)y Default
Not responding 48D (Tempaorarily not available) Default
Not selected 485 (Busy here) Default
Rejected &3 (Decline) Usar-defined (Ovemidden Defa...
Terminated 48T (Request terminated) Default
Media negotistion error 4B (Mot scceptsble hers) Default |
Domain Specific 0 408 (Request timeout) Usar-defined
Add... E
Version 4.2 8 &8 Off £ 40% ﬁ % =+ XY 9 (1]

Set the user-defined values "603 (Decline)" and "408 (Request Timeout)" in "Incoming SIP
Response Code Mapping"” and "Outgoing SIP Response Code Mapping" configuration areas.
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Access WBM >> Configuration >> Nodes >> <MS Teams DR node> >> Media
Negotiation >> Settings (3rd detail level), change the system default configuration for the
"Specify the payload specific media negotiation” by enabling the corresponding flag.

™ "
anynode
User: anadmin (write access), Session Timeout: 28 minutes, Committed: yes
Copyright ® 2021 by TE-SYSTEMS GmbH, Germany, State: connected, License active: yes, Trace: off
Wizard  Configuration = Objects ~ My Account = Extras = Info = Maonitor Mode  Logout

Add Node...  Remowve Node...  Clone Node...  Export Mode...

5 "m="line as a response to an "m="line El
Information ove "c="lines below "m="lines up to the S ession de
Tracing
Licenses )
Network Interfaces
+ Configuration !
Routing Domains
M g Specify the payload specific media negotiation
Routing Domain © Do not consider the configured media setup when a desired media setup is explicitly assigned to the media
session
+ Nodes
20 Use the configured media setup exclusively, even if (as in forwardings) the negotiation of other media setups is
Microsoft Teams Direct Ro... requested
) ) @ The configured media setup constrains the negotiable setup
Unify OpenScape Business
RTP Negatiation
I Routing Forward Profiles g _
[ Use the same payload types like the other party
Authentication Profiles [ Always offer the telephone-event according to RFC 28334733
[ Invert sending and receiving payload types
Directories For calls that are in the HOLD state, switch to
P ) . @ -~ )
Load Balancers D inactive mode O receive-only mode @ send-only mode O sendireceive mode
- During media negotiation throw an error, if
P Conditions [E] no audio codecis negotiated
Time Ranges [E] no comfort noise is negotiated
[ no telephone-event is negotiated
[ Auxiliary Objects ) R
Protocol specifics of individual peers
] When negotiating the opus codec suppress the number of channels EI

Version: 4.2.8 @ off 3 40% G 4o == 33% o

Set "send-only mode" (the default is "inactive mode") for the "RTP Negotiation" selection
options. This configuration affects the call hold behavior.
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In regards to the comfort noise observations , at WBM >> Configuration >> Routing
Forward Profiles >> <To MS Teams Profile> / <To OSBiz Profile>>> Media Transcoding
Options webpages, the example configuration used for the testing activities is shown in the

pictures below:

anynode’

Wizard Configuration »

Add Routing Forward Profile

Information
Tracing
Licenses
Netwark Interfaces
+ Configuration
I Routing Domains

I Modes

<+ Routing Forward Profiles
To Microsoft Teams Direct R...

To Unify Open Scape Busine...

Authentication Profiles
Directories
Load Balancers
» Conditions
Time Ranges

I+ Auxiliary Objects

Version: 426

OpenScape Business V3

User: anadmin (write access), Session Timeout: 26 minutes, Committed: yes
Copyright & 2021 by TE-SYSTEMS GmbH, Germany, State: connected, License active: yes, Trace: off

Objects ¥ My Account ¥ Extras ¥ Info v Commit  Monitor Mode Logout
Remove Routing Forward Profile... Clone Routing Forward Profile...  Export Routing Forward Profile. .
{ To Unify OpenScape Business / Telephony Forwarding / Media Negotiation Forwarder / Media Transcoding Options =
Routing Media Media
Forward —' F'I'elephnl_'l‘,r —' Negotiation —' Transcoding
orwarding N
Profile Forwarder Options
Media Transcoding Options To Unify OpenScape Business |=
Open Al QOO
[+ Object
-  Settings [+1/1+]

Flow settings for the direction from the calling to the called entity:

[[] Specify whether passthrough mode iz activated. If the passthrough mode is activated and the remote side expects the
same media format, received media will not be converted to an internal format.

@ Yes

Specify whether silence processing is activated.

@ves ONo

Silence Processing Settings
Specify silence processing properties.

© Generate nothing  © Generate silence @ Generate comfortnoise  © Generate events

[[] Specify the comfort noise volume level.

@8 off D% {Pow = 33% o
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A anynode”

User: anadmin (write access), Session Timeout: 28 minutes, Committed: yes
Copyright @ 2021 by TE-SYSTEMS GmbH, Germany, State: connected, License active: yes, Trace: off

Wizard  Configuration *  Objects =

My Account +  BExtras +  Info - Commit  Monitor Mode  Logout

Add Routing Forward Profile  Remove Routing Forward Profile...  Clone Routing Forward Profile...  Export Routing Forward Profile...

Information

I To Microsoft Teams Direct Routing / Telepheny Forwarding / Media Negotiation Forwarder / Media Transcoding Options

Tracing

Licenses

Metwork Interfaces

— Configuration

I+ Routing Domains

[ Modes

< Routing Forward Profiles

To Microsoft Teams Direct ...

To Unify OpenScape Business

Authentication Profiles

Directories

Load Balancers

[+ Conditions

Time Ranges

[+ Auxiliary Objects

|

s | | S, ot
Media Transcoding Options To Microsoft Teams Direct Routing |=
Open Al QOO
Object
v Seftings 000 |

Flow settings for the direction from the calling to the called entity:

Specify whether passthrough mode is activated. If the passthrough mode is activated and the remote side expects the
same media format, received media will not be converted to an internal format.

@ Ves No

Specify whether silence processing is activated.
@ves OnNo

Silence Processing Settings
Specify silence processing properties.
© Generate nothing  © Generate silence  © Generate comfortnoise @ Generate events

Specify the comfort noise volume level.

-80| dB Full Scale E

Version: 426

o off D% {Zow % Qo
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5. OpenScape Business — Gateway mode

OpenScape Business supports “Microsoft Teams Interworking” as simple Gateway towards a
Microsoft certified SBC for Direct Routing and requires a valid Software Support license.

This section refers to OpenScape Business related example configuration where OpenScape
Business is routing calls as a simple Gateway and must be adapted accordingly.

5.1. PABX Location Data

System Overview Central Funciions for Stations Provider configuration and activation Select a staion Configured Stations Automatic Configuration of Application  Configure MeetMe Conference Configure E-Mail Forwarding
Suite

for Intemet Telephony

Note: changes done in expert mode must be reviewed/repeated after running through the wizard.

Note: At least the configuration of the 'Country code' is needed for features such as 'Internet telephony’ and ‘MeetMe conference’

IT you want your O Business in " O Business Network Integration " you should select the "Network Integration” check box and enter a node ID. In this case, make sure that this node ID is unique within the whole network integration
Normally, this integration is done by a Service Technician

For a standalone OpenScape Business clear the 'Network Integration' check box.

Country code: 00 |49 (mandatory))|
Local area code: 0 (optional)
PABX number: |[72172 (optional)

Intemational Prefix

Network Integration: [ ]

Node ID: [0 |
Upstream up to (Kops)

Help Abort OK & Next

a|

When a new OpenScape Business system is setup, the Basic Installation Wizard must be run.

To view the PABX location data for the current test environment, go to OSBiz Assistant >>
Setup >> Wizards >> Basic Installation and click on [Edit].
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5.2. SIP Interconnection

OSBiz is interconnected to MS Teams Cloud PBX via a Native SIP Trunk with a Microsoft
certified SBC. Please note that native SIP trunking requires an Unify OpenScape Business

Networking license.

Expert mode - Telephony Server

Voice Gateway
SIP Parameters

P ITSP Loc 1D Settings

Add Native SIP Server Trunk

Base Template:

| Native SIP trunk - predefined

]

>

P intemet Telephony Service Provider
P Networking
¥ SIPQinterconnection

Trunk Name:

Enable Trunk:

Trunk Identifier in System:
Remote Domain Name:

Transport protocol:

Teams
(V]

ITSPINS 1 v

10.8.242 78

udp v

IP Address / Host name:

Port:

10.8.242.78

5060

[SIP Registrar]

Use Registrar:
IP Address / Host name:
Port:

Reregistration Interval (sec)

o

—
poso
po———

STUN Server|

Use STUN:

IP Address / Host name:

Port:

Extended SIP Data

‘Show Extended SIP Data:

&4

: the

are used to adapt the behavior of the SIP stack to a certain trunk implementation. Wrong parameter settings may result in a malfunction of the trunk interface. v

Refresh Help

made - Telephony Server

Voice Gateway
SIP Parameters
BITSP LocdD Settings

Codec Parameters
P Destination Codec Parameters
P intemet Telephony Service Provider
P Networking
P SIPQ Interconnection

Call number formatting

TCP port used in Contact URI:

ephem. src-port v

Add Native SIP Server Trunk:
~

CLIP outgoing in From header - display part:
CLIP outgoing in From header - user part:

Outgoing From Header - domain/host part:

Diversion: From contains original CallingPartyNumber: 4
Diversion: PAI contains original CallingPartyNumber: 0

CLIP outgoing in P-Asserted-Id header - display part:
CLIP outgoing in P-Asserted-Id header - user part:

CLIP outgoing in P-Preferred-d header - display part:
CLIP outgoing in P-Preferred-Id header - user part:

CLIP outgoing in Diversion header - display part:
CLIP outgoing in Diversion header - user part:
CLIR outgoing in From header - display part:

CLIR outgoing in From header - user part:
CLIR outgoing Privacy header:
COLP / TIP supported for outgoing calis: [COLP supporied  v|
Incoming call - Called party number: [To header user part v
Incoming call - Calling party number: [From header user part v|
Contact URI contains:
v

Go to OSBiz Assistant >> Expert mode >> Telephony Server >> Voice Gateway >>
Native SIP Server Trunk and add a new native SIP server trunk, by entering the following:
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e Base Template: Native SIP trunk - predefined

e Trunk Name: Teams (a common-sense name)

e Enable Trunk: Activated

e Trunk Identifier in System: ITSP/NS 1 (choice of 10 external Native SIP

connections; greyed out items are occupied by
already configured trunks)

¢ Remote Domain Name: 10.8.242.78 (host name or IP address of the
external SIPserver, i.e. the AudioCodes SBC LAN
interface IP)

¢ Transport Protocol: UDP (as configured in SBC)
e IP Address / Host Name: 10.8.242.78 (SBC IP address / FQDN)
Port: 5060 (as configured in SBC; default value = 5060;
enter port 0 for DNSSRV)
¢ Show Extended SIP Data: Enabled (by enabling this flag some additional

configuration parameters are available to control
the SIPstack and to adapt the content of SIP header

fields)
e CLIP outgoing in From header - display part: display name
e CLIP outgoing in P-Asserted-1Id header - display part: display name
e CLIP outgoing in Diversion header - display part: display name

Click on [Apply].

Note: The value "display name" for the extended SIP parameters is required in order Teams
client to have the proper OpenScape Business subscriber name presentation when it receives a
call from an OpenScape Business station (see sub-section 5 for the name and number display).

Ll Native SIP Server Trunk User
SIP Parameters

BITSP LocdD Settings

Delete Native SIP Server Trunk User

Userld: |Teams-User
P Destination Codec Parameters
P Intemet Telephony Service Provider Authorizationname: [ ]
atworkig Passwors: [ |
P SIPQ-Interconnection
Contim passwors [

“wNative SIP Server Trunk
P Circuit UTC (Cloud)
P Native SIP trunk
¥Teams
Teams User

Apply Undo Help

Once the trunk is created, return to Native SIP Server Trunk webpage, edit the Teams native
SIP trunk and add a user e.g. Teams-User (no credentials to connected to SBC are used in
current project).
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Trunk lines can be added via:

Expert mode - Telephony Server

Trunks/Routing

LAN 1-0-7-1 ITSPINS 1

Line LAN 1-0-7-2 ##TB1 MS_Teams active ITSPINS 1
Line 63 LAN 1-0-7-3 ##T62 MS_Teams active ITSPINS 1
Line 64 LAN 1-0-7-4 #63 MS_Teams. Aactive ITSPINS 1
Line 65 LAN 1-0-7-5 #HT64. MS_Teams active ITSPINS 1
Line 66 LAN 1-0-T-6 ##765 MS_Teams active ITSPINS 1
Line 67 LAN 1-0-7-7 #2766 MS_Teams active ITSPINS 1
Line 68 LAN 1-0-7-8 #HT6T MS_Teams active ITSPINS 1
Line 69 LAN 1-0-79 ##TE8 MS_Teams active ITSP/NS 1
Line 70 LAN 1-0-7-10 #HT69 MS_Teams active ITSPINS 1

@2768 0-1-69
759 0.1.70

5.3. Routes

The route configuration will be created automatically.

Expert made - Telephony Server

s Route Name:
Tk GIp. 2
Trk Grp. 3 Sezwecode: O ]
TG 4 CO code (2nd trunk code): [[0
Trk Gm. 5
Trk G, 6 (Gateway Location
Trk Gip. 7 Country code: 49
App. Suite Local area code: 89
Trk Gp. 9
Trk GIp. 10 PABX number; 72172
Trk Grp. 11 PABX number-incoming
Country code
MDX4402
T 1t Local area code
Trk Grp. 15 PABX number. 72172
Networking

Location number: [

PABX number-outgoing

County code: ]
Locaiareacode: [
B E—

Suppress station number: [

Overflow route :

Digit transmission
Digit i en-bloc sending v

Mobile Extension Number (MEX]
wEXNumber [ ]
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Change Route Spedal Parameter change
“wRoute

Trk G, 1
Trk Gip. 2 Digit repetition on:
TR GIp. 3
Tk Gp. 4
Trk Gp. 5 Intercept per direction

Analysis of second dial tone / Trunk monitoring

Trk Grp. 6 Over. service 3.1 kHz audio’
Trk Gp. 7

App. Suite
Trk Grp. 9 Add direction prefix outgoing
Trk Gip. 10

Trk Gip. 11

MS_Teams Ringback tone to CO:
Moxas0z Name in CO:
Trk Gip. 14
Trk GIp. 15
Networking

Add direction prefix incoming

Call No. with international / national prefix:

deactivate UUS per route:

00g EOOTOe 000
7

Always use DSP:

Analog trunk seizure:
Trunk call pause:
Type of seizure:
Route type: |[PABX v
No. and type, outgoing:

Call number type: |[Direct inward dialing V|

Change route allowed: [

Apply Undo Help

a|

Navigate to OpenScape Business Assistant >> Expert mode >> Telephony Server >>
Trunks/Routing >> Route and select the route created for the SBC native SIP trunk.

For the Change Route and Change Routing Parameters tabs, enter the following:

¢ Route Name: MS_Teams (friendly name; the entered name
replaces the default route number in the Routes list)
e Seizure code: 0 (the seizure code is the code that causes the

switchingsystem to provide a line to the station that
dialed the code).

e CO code (2" trunk code): 0 (it is only relevant for networking routes with
route type = PABX).

¢ PABX number - incoming / Country code: 49

¢ PABX number - incoming / Local area code: 89

¢ PABX number - incoming / PABX number: 72172

e Add direction prefix incoming: Disabled

¢ Add direction prefix outgoing: Disabled

e Call No. with international / national prefix: Disabled

¢ Name in CO: Enabled

¢ Route type: PABX

¢ No. and type, outgoing: Country code

e Call number type: Direct inward dialing

Click on [Applyl.
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5.4. LCR Changes

The Dial Plan is searched for patterns that match the dialed digits. The result is used as a
criterion for selecting the Routing Table. Of course, the dial plan must be configured up to the
local requirements. At the same time, the system checks if the subscriber's class of service
matches for this route. For external connections, each call number including the code (up to a
maximum of 24 characters incl. field separators) is checked in the dial plan. The dial plan then
determines a route table for the station; the station is assigned this table for the connection
setup. Up to 16 routes are created via a single route table.

R - Dial Plan
ags -
i Classes Of Service s L
. Dial Plan Name Dialed digits Routing Table Acc. code Classes of service Emergency
b Routing table
Dial rule e (MDX4402 | focz ] s v]|— O =) [m] R
Multisite i 9 v|— i & O
7 N a O
7 ER u| ™ O
80 Moxaaoz | pcosz ] 5 V|- O 5l O
81 v O o~ O
CI — — v = Z o
83 7 ] v g o 0
T . v o © o
I — — v o ¥ o
86 | I v = o O
O — — v o ¥ 0
88 7 ] v g o 0
I — — o ¥ o
I — [— o @ o
I — — v = z =
2 7 ] v g o 0
@ ] . v o Z o
T — [— v o = o
I — I v O v O
I [— v o ¥ 0
A — I v O ¥ 0
98 Teams 0C721721-Z 98 v||— O [} O
5 w V|- o @ o
L | T — [pC00aeeeTETTEiE ] N ml = 0 v
Page 10710 [w]{a] 11213141516171819 [][8] ltems per page 10 25 50 100
Apply Undo Help

EJ

Go to: OpenScape Business Assistant >> Expert mode >> Telephony Server >> LCR >>
Dial Plan.

The dial plan for the current testing environment is used with some variations of 0CZ, where 0 is
the line seizure code.

To reach a Teams user through OpenScape Business, the following dialed digits patterns must be
matched:

- 0C721721-Z (local format, related to routing table 98).
- 0C0-89721721-Z (national format, related to routing table 99) .
- 0C00-4989721721-Z (international format, related to routing table 100).

Any other call (either from an OpenScape Business station or a MS Teams user) starting from
digit 0, not matching to the above patterns is routed to PSTN (related to routing table 9 - here in
this example MDX4402).

Note: For calls from PSTN subscribers to MS Teams users (through OpenScape Business), the
Mediatrix ISDN BRI gateway must be configured to deliver +49xxxx (E.164) in FROM header. The
TO number should be delivered in OpenScape Business dialable format as if an OpenScape
Business station makes the call to a MS Teams user.

Click on [Applyl.
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Navigate to OpenScape Business Assistant >> Expert mode >> Telephony Server >> LCR
>> Routing table and assign each routing table (e.g. 98, 99, 100) to the corresponding dial rule.

Click on [Apply].

Routing Table

74 -Table

75 - Table

76 - Table Routing Table:98 en-bloc sending

77 - Table

78 -Table Index |Dedicated Route | Route | Dial Rule min. COS | ‘Warning | | GW Node ID

;i ':":E 1 a |[Ms_Teams | [Teams-ocal v} [None v [No v 1
~Table

81 _Table 2 m] None v None v None v [No v| |

82-Table 3 O [None v [None v] [Nene v] [No v] —

83 - Table 4 ] None v None v [None v [No v —

84 _Table

o s O Nore o] (o vl (-

86 - Table 6 O None v None v [None v [No v] —

o7-Table U a None v] [No v] [

e s m] [None v [None v [None v [No v] | —
~Table

90 Table 9 m] None v None v [None v [No v |

91-Table 10 m] [Nene v] [No v] [

:2 '1“:“ 1 m] [None v [None v [None v [No v | —
- Table

04 _Tavle 12 m] [None M [None v [None v [No v| |

95 Table 13 m] [None v [None v [None 2 [No v | —

96 - Table 14 ] [None v] [None V] [None v [No v] —

97 - Tablk

e (¢ O [Fore v [ore v e — [fo < —

99 - Table 16 m} [None v] [None v] [None v] [No M —]

100 - Table

101 - Table

102 - Table

103 - Table

104 - Table

105 - Table

106 - Table

107 - Table

108 - Table

109 - Table v Apply Undo Help

73 -Table A| Routing Table

74 -Table

75 - Table

76 -Table Routing Table:99 en-bloc sending

77 - Table

78 - Table Index | Dedicated Route | Route I Dial Rule min.cos | Warning | bedicated Gateway | 6w Node 1D

79~ Table 1 =] |[Ms_Teams | [Teamsnat v} [None v [No v [

80 - Table

81 Table 2 m] [None M |None v [None v [No M ]

82-Table 3 ] [None v] [None V] [None V] [No M ]

85 Table 4 m} [None v [None v [None v [No v —1

84 - Table

95 Table 5 m} [None v] [None V] [None v [No v ]

86 - Table 6 ] [None v] [None V] [None V] [No v| —

87 -Table 7 O [None v [None v [None v [No v] 1

e s o [None & [None v [None v [No v| [ —

90_Table 9 m} [None v [None v [None v [No v| 1

91-Table 10 O [None v] [None V] [None v] [No M —

:2 'I"ZE 1 a [None v [None v [None -] [No v| [

~Table

o1 Tanie 2 0O None vl o vl (-

95 - Table 13 O None v None v [None V] [No v] —

o e w D TR [Fr— )

97 - Table

ot w0 None vl [ v ]
PSR (e m} [None V] [None v] [None ] [No v] [
C wo-Tae

101 - Table

102 - Table

103 - Table

104 - Table

105 - Table

106 - Table

107 - Table

108 - Table

109 - Table v Apply Undo Help
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Expert mode - Telephony Server

73 -Table A| Routing Table

74 - Table

75 - Table

76 - Table Routing Table:100 en-bloc sending

77 -Table

78-Table Index | Dedicated Route | Route [ Dial Rule min. COS. | Warming | Dedicated Gateway | GW Node ID

79 Table 1 =] |[Ms_Teams | [Teams-nt v} [None v [No v [

80 - Table

e 2 o THone <] [None <] [Nore <] Mo < [

82 Table 3 O [None > [None 2 [None 2 [No v | —

83 - Table 4 ] [None V| [None V| [None v| [No v| —

84 - Table

wT:m 5 m} [None v] [None v [None v] [No M ]

86 - Table 6 O [None v [None v [None v [No v] —

87 - Table 7 m] [None v] [None V] [None v [No v ]

e s ul [None v [None v [None & [No | —
-Ta

90 Table 9 O [None v [None v [None v [No v] 1

91-Table 10 O [None v] [None V] [None v [No v —

:;1‘: it m| [None v [None v [None v [No v ]
-Ta

04 Table 12 m} [None v] [None V] [None V] [No M —

95 - Table 13 O [None v [None V] [Nene V] [No V] —

96 - Table 14 ] None v None v None v] [No M | |

97 - Table

o0 w0 Wore = [0 9 -

99 - Table 16 O [None V| [None v [None V| [No v —]

T

101 - Table

102 - Table

103 - Table

104 - Table

105 - Table

106 - Table

107 - Table

108 - Table

109 - Table v Apply Undo. Help.
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The Dial Rule table defines how the digits selected by the station are converted and dialed by
the communication system.

Dial Rule

LCR Flags

Classes Of Service

Dral Plan Rule Name Dial rule format Network access Type

P Routing table

— 1 [ISDN A Main network supplie Unknown v

Multistie 2 |sip A Main network supplie ™ Unknown v
3 [SIP lokal HE2A Main network supplie Vv Unknown v
4 Corporate Network v PABX number v
5 Corporate Network__ ™ Unknown v
6 Corporate Network v Unknown v
7 Corporate Network v Unknown v
5 Main network supplie Unknown v
9 Main network supplie Country code v
10 Main network supplie Country code v
11 [internat_to_Can Main network supplie v Couniry code v
12 [SIP local Canoni HE2A Main network supplie v Country code v
13 D49E3A Main network supplie v Country code v
14 Main network supplie W Couniry code v
15 |Teamsdocal | [DdgsgE2A ] Main network supplie v Country code v
16 Unknown hd Unknown hd
L — — Unkronn v ko v
L | Unknown v Unknown v
9 [ ] Unknown v Unknown v
20 ] ] Unknown ~ Unknown v
3 1 Unknawn v Unknovn v
2 [ — Unknown ~ Unknown v
23 [ ] ] Unknown ~ Unknewn v
N — —
B[] 7

Page 1 0f 11 [w][a] 11213141516171819 [][3] ltems per page 10 25 50 100
Apply Undo Help

al

Navigate to OpenScape Business Assistant >> Expert mode >> Telephony Server >> LCR
>> Dial rule.

For calls to PSTN configure the following:

¢ Rule Name: SIP (common-sense name)
e Dial rule format: A
¢ Network access: Main network supplier
e Type: Unknown
For calls to Teams in /ocal format configure the following:
¢ Rule Name: Teams-local (common-sense name)
e Dial rule format: D4989E2A
¢ Network access: Main network supplier
e Type: Country code
For calls to Teams in national format configure the following:
¢ Rule Name: Teams-nat (common-sense name)
e Dial rule format: D49E3A
¢ Network access: Main network supplier
e Type: Country code
For calls to Teams with international format configure the following:
¢ Rule Name: Teams-int (common-sense name)
e Dial rule format: E3A
¢ Network access: Main network supplier
e Type: Country code

Click on [Applyl.
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5.5. System Parameter Flags

Navigate to OpenScape Business Assistant >> Expert mode >> Basic Settings >>
System.

Expert made - Telephony Server

Lomscsomes |
WSystem

Time Parameters

Display | System flags] o)

DISA Through-connection for external FWD on: []

Intercept/Attendant/Hotline: Call forwarding to main station inferface permitted:

LDAP

Texts Hunting to external call forwarding destination: [

Flexible menu Conference tone: []

Speed Dials o _

W I for call pick i

Service Codes raming signal for call pickup groups:

HFA Registration Password Increase volume for optiPoint/OpensStage terminals: ]
Gateway Relocate allowed: []
Quality of Service
Port Management More than 1 external conference member: o

Cbeacnames Trunk reservation. automatic: [
Voicemail / Announcement Player No. redial with aic code: []
Phone Parameter Deployment

Use only default number for MSN : [
Path optimization:
DTMF automatic: &
Broadcast with connection:
Tone from CO: [
Ringback protection: [
Euro-impedance: [
Different phonemail messages Day/Night: []
|pispiay ional / national code number: M|
Line change for direct call: [
Automatic redial: [
b4
Voice mail Node call numper: [
Apply Undo Help
SR
wsystem

Thme PrmmEREss. Configurable CLIP: M o

Display

DISA Caller list at destination in case of Forward Line: []

InterceptiAttendant/Hotline Call forwarding afier deflect call / single step transfer: [

LDAP

Texis Follow call management in case of deflect call / single step transfer: [

Flexible menu Exiended Key Functionality: []

Speed Dials Calling number in pick-up groups / ringing groups / GFN /RNA. M

Service Codes

HFA Registration Password SPE support: [
Gateway SPE advisory tone: [
Quality of Service - .

Transparent dialing of * and # on trunk interfaces: [J
Port Management
Add seizure code for MEX: []
Voicemail / Announcement Player CMI MW Ringer: [
Phone Parameter Deployment
Restrict indirect trunk group connections according to CON Matrix: [
active: [
Node calinumber: [ |
Feature transit:
Tie traffic transit:
External traffic transit -
| Special switch]
CALL PROC no send: [
Automatic, cyclical line seizure: v
Apply Undo Help
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Select "System Flags" and configure the following:

o Display international / national code number:

¢ Feature transit:
o Tie traffic transit:
o External traffic transit:

Click on [Apply].

enabled

(the complete phone number
(PABX number + Direct Inward
Dialing (DID) number,
including the local area code
and country code, if available)
is shown on the display of the
phone).

enabled

enabled

enabled

Note: The "Transit permission" flags are required because in current environment setup,
where OpenScape Business acts as a transit for calls from MS Teams users to PSTN.

OpenScape Business V3
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6. OpenScape Business - Trusted external User

mode

OpenScape Business supports “Microsoft Teams Interworking” via “Trusted SBC"” trunking towards
a Microsoft certified SBC for Direct Routing and requires a valid Software Support license.

On top of the “regular” approach where OpenScape Business is routing calls as a simple Gateway
additional features are be offered with "Trusted external User”. In this scenario each MS Teams
User can be assigned to an User within OpenScape Business:

e MS Teams users are configured as virtual OpenScape Business users of new type , Trusted
external station™

e IP User license required per “Trusted external User” which is assigned to a MS Teams user

e same feature set as known from Skype for Business interworking

the “Trusted external User” can operate standalone or can be added to a Mobility group /

MULAP (One Number Service)

integration into OpenScape Business Call Management

Busy Lamp Indication for voice calls via OpenScape Business (DSS key / UC application)

outgoing calls from MS Teams user use OpenScape Business ONS number

Class of Service / traffic restrictions are checked by OpenScape Business

parallel ringing to desk phone and MS Teams user for inbound calls

internal calls: just dial short numbers in both directions

8 \\ ,
\\ ,/ e
x ’ T [
/
4@ / - ®
I

Microsoft Teams s -

\ —
\ Session Border Controller Routing FaY
- / —
\ QC audiocodes 1 A Reiay
m— \ !
I 1 0) 'y

i |
i, ] ! AudioCodes SBC I
OSBiz users I 1 ', : : : ::
4 N1 [.:}1 R ———— Controller
—J , ! L - :
0SBiz S10SBiz X 1 \ @

Media
Processor foms

_’(;! SIP Proxy 8

A
@

Bypass call with TRuse ,+ 2

Teams signaling using HTTP REST
—— SIP signaling
Media

Trusted external User scenario: MS Teams Interworking via Direct Routing with Office 365

The following paragraphs require the configuration settings of the

previous chapters - OpenScape Business as simple Gateway - and
describe how the “Trusted external User” is linked to an according route

and profile.
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6.1. SIP Interconnection

OpenScape Business is interconnected to MS Teams Cloud PBX via the Native SIP Trunk
category Trusted SBC with a Microsoft certified SBC. Please note that native SIP trunking
requires an Unify OpenScape Business Networking license.

Voice Gateway
SIP Parameters
PITSP Loc D Settings.
Cotec Parameters
P Destination Codec Parameters

Base Template:

Expert mode - Telephony Server -

Trusted SBC - predefined v

IP Address / Host name:
Port:

Reregistration Interval (sec)

Pinternet Telephony Service Provider Trunk Name: [Teams
P Networking
¥ SIPQUn Enable Trunk:
Trunk Identifier in System: [[ITSP/INS 1~
} Circuit UTC (Cloud|
] Remote Domain Name: (106 242 78
P Native SIP trunk
~Trusted SBC Transport protocol:
Transport security | traditional (udp o tcp) v
Media security: [RTP only v
IP Address / Host name: |10.8 24278
Port: |5060
SIP Registrar|
Use Registrar:

STUN Server;

Use STUN:
P Address / Host name:

Port:

{stun t-online de

3478

Extended SIP Data

Show Extended SIP Data:

LN

Help

Attention: the following parameters are used to adapt the behavior of the SIP stack to a certain trunk implementation. Wrong parameter settings may result in a malfunction of the trunk interface.

Voice Gateway
SIP Parameters
PITSP Loc-ID Settings

Codec Parameters
} Destination Codec Parameters
Pinternet Telephony Service Provider

'CLIP / CLIR|

P Circuit UTC (Cloud)
P Native SIP trunk
Fiusted SBC

CLIP outgeing in From header - display part

CLIP outgoing in From header - user part

Outgoing From Header - domain/host part:

Diversion: From contains original CallingPartyNumber:
Diversion: PAI contains original CallingPartyNumber
GLIP outgoing in P-Asserted-Id header - display part:
CLIP outgoing in P-Asserted-Id header - user part:
CLIP oulgoing in P-Preferred-Id header - display part
CLIP outgoing in P-Preferred-Id header - user part
CLIP outgoing in Diversion header - display part:
CLIP outgoing in Diversion header - user part:

CLIR outgoing in From header - display part

CLIR outgoing in From header - user part

CLIR outgoing Privacy header:

COLP / TIP supported for outgoing calls:

call number v

‘domainName v

display name v
call number v
mi

mi

call number v
anonymous v

fully anonymous v

= al [e] [e <] a
I 105 g
1 BEIRE] e

g g

£ f

< H H

H H

<
< < <

COLP supported v

'Call number formatting

Incoming call - Called party number
Incoming call - Calling party number:
Contact URI contains:

TCP port used in Contact URI

[To header user part

From header user part
call number:

Check Redirection:

<
B
s
i
g
@
g
5
T
H
e
<

History-Info + Referred-By v |

Undo Help
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Go to OpenScape Business Assistant >> Expert mode >> Telephony Server >> Voice
Gateway >> Native SIP Server Trunk and add a new native SIP server trunk, by entering the
following:

e Base Template: Trusted SBC - predefined

e Trunk Name: Teams (a common-sense name)

e Enable Trunk: Activated

e Trunk Identifier in System: ITSP/NS 1 (choice of 10 external Native SIP

connections; greyed out items are occupied by
already configured trunks)

¢ Remote Domain Name: 10.8.242.78 (host name or IP address of the
external SIPserver, i.e. the AudioCodes SBC LAN
interface IP)

e Transport Protocol: UDP (as configured in SBC)
e IP Address / Host Name: 10.8.242.78 (SBC IP address / FQDN)
Port: 5060 (as configured in SBC; default value = 5060;
enter port 0 for DNSSRV)
¢ Show Extended SIP Data: Enabled (by enabling this flag some additional

configuration parameters are available to control
the SIPstack and to adapt the content of SIP header

fields)
e CLIP outgoing in From header - display part: display name
e Diversion: PAI contains original CallingPartyNumber: disabled
e CLIP outgoing in P-Asserted-1d header - display part: display name
e CLIP outgoing in Diversion header - display part: display name
¢ Check Redirection: History-Info + Referred-By

Click on [Apply].

Note: The value "display name" for the extended SIP parameters is required in order Teams
client to have the proper OpenScape Business subscriber name presentation when it receives a
call from an OpenScape Business station (see sub-section 5 for the name and number display).

Voice Gateway
SIP Parameters
PITSP Loc-iD Settings

Native SIP Server Trunk User
Delete Native SIP Server Trunk User

Userld: |Teams-| User
amete
ice Provider ization name

O —
Confim Passware: [

Apply Undo Help
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Once the trunk is created, return to Native SIP Server Trunk webpage, edit the Teams Trusted
SBC trunk and add a user e.g. Teams-User (no credentials to connected to SBC are used in
current project).

Trunk lines can be added via:

Expert mode - Telephony Server

Trunks/Routing

A Trunks
~Trunks
vian m_ e 1 |
=0 Trunk | Box-SI-P-Li ] Code | Route | staws | Type
Port 3 Networking B "
Line 61 LAN 1-0-7-1 #1760 MS_Teams active ITSPINS 1
}Port4 SIPQnterconnection 1
Line LAN1-0-72 #7651 Teams active ITSPINS 1
P Port § SIPG-Interconnection 2 -
Line 63 LAN 1-0-7-3 #7562 MS_Teams active ITSPINS 1
P Line 64 LAN 1-0-7-4 #1763 MS_Teams acive ITSPINS 1
omri 0102 Line 65 LAN 1-0-7-5 #7684 MS_Teams active ITSPINS 1
PO Line 66 LAN 1-0-7-6 #765 MS_Teams active ITSPINS 1
o763 0.764 Line 67 LAN 1:0-7-7 #4766 MS_Teams active ITSPINS 1
o407 65 Line 68 LAN 1-0-7:8 #T6T MS_Teams active ITSPINS 1
@265 0-7-66 Line 69 LAN 1-0-7-9 #HT68 MS_Teams active ITSP/NS 1
Oe7ss 0167 Line 70 LAN1-0-T-10 #769 MS_Teams active ITSPINS 1
@#ETET 0-1-68
@22768 0-7-69
#ETE9 0-1-70
Trunks

6.2. Routes

The route configuration will be created automatically.

Expert mode - Telephony Server

Trunks/Routing

P Trunks.
Houke I
son Route Name: | MS_Teams -
Trk Grp. 2 -
Trk Grp. 3 Seizure code: | |80
Trk Grp. 4
P COcode (Zndtrunkcode) [ ]
Trk 6. 6
Tk Grp. 7 Country code: 49
App. Suite
i Local area code: 89
Trk Grp. 10 PABX number: 72172
Trk Grp. 11 PABX number-incoming
s County coe
T, 4 Locs area code
Trk Grp. 15
Networking PABX number: [[72172

Location number

Country cade:

PABX number. s - -
The feature "Trusted external users" for this route requires specific steps

OpenScape Business V3

Suppress station number

[m]
—

R —
—
O

Overflow route

None

Digit transmission.

~
en-bloc sending ¥

Mobile Extension Number (MEX]

MEX Number

L 1

 Trusted External Users|

Trusted External Users:

to prevent unauthorized access by call number spoofing.
It is strongly recommended to only use this route within the internal

LAN with VLAN. Do not allow this connection to be accessed from the
Internet. a
Press OK to continue. Press Cancel to modify the related settings first.

E Avbrechen =
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Trunks/Routing

P Trunks

YRoute
1SON
Trk Grp. 2
Tk G, 3
Trk Grp. 4
Tk G, §
Tk Grp.
Tk Grp. 7
App. Suite
Tk Grp. 9
Trk Grp. 10
Trk Grp. 14
M Teams
MDX4402
Trk Grp. 14
Trk Grp. 15
Networking

Change Route Special Parameter change

Digit repetition on

Analysis of second dial tone / Trunk monitoring
Intercept per direction:

Over. service 3.1 kHz audio:

Add direction prefix incoming:

Add direction prefix outgoing

Call No. with international / national prefix
Ringback tone to CO

Name in CO:

Segmentation

deactivate UUS per route:

Always use DSP:

Analog trunk seizure: [no pause v
Trunk call pause: [Pause2s v
Type of seizure: [linear v

Route type: [[PABX v

No. and 5ps, sutgoing:

Call number type: |[Internal / DID v

II Dminmmgmmm
]
<

[m]

Change route allowed

Route optimize active: [No v

Apply Undo Help

Navigate to OpenScape Business Assistant >> Expert mode >> Telephony Server >>
Trunks/Routing >> Route and select the route created for the SBC native SIP trunk.

For the Change Route and Change Routing Parameters tabs, enter the following:

Route Name: MS_Teams (friendly name; the entered name
replaces the default route number in the Routes list)
Seizure code: 80 (the seizure code is the code that causes the

switchingsystem to provide a line to the station that
dialed the code).

Trusted External Users: Enabled (requires confirmation of the disclaimer)
PABX number - incoming / Country code: 49

PABX number - incoming / Local area code: 89

PABX number - incoming / PABX number: 72172

Add direction prefix incoming: Disabled

Add direction prefix outgoing: Disabled

Call No. with international / national prefix: Disabled
Name in CO: Enabled
Route type: PABX

No. and type, outgoing: Country code
Call number type: Internal / DID

Click on [Applyl.
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6.3. Trusted external User

Create a Mobility User by entering the ,,Mobility Phone Integration™ wizard

OpenScape Business Assistant

Logoff
Home Administrators Setup Expertmode DataBackup License Management Service Center Networking
¥ Wizards User Telephony ()}
Basic Installation
Telephones | Subscribers Class of service
Central Telephom Edit | Setup classes of service with external call numbers that can be assigned to subscribers, &.g.. smergency numbers, allowed numbers. denisd numbers.
— and assignment of class of service for night service
User Telephi
A Station name and release
UC Suite Edit | Edit station and group names and reset lock code for individual stations,
Cloud Services Group Call/ Hunt Group
Iass Date Edit | Setup incoming calls for station group (parallel. linear or cyciical call order)
Call Forwarding
Edit | Satup central system-wide station number assignments, and forwarding "after imeout” and "on busy”
| Call Pickup
Edit | Configure stations in a pickup greup with the aptien of answering each ather's calls
Team Configuration
Edit | St up stations in a team where incoming calls are simultaneously signaled at all stations in parallel with the main station, and outgoing calls can be
connected using the main station number
Mobile Phone Integration
Setup a link between a mobile phone and an internal station with the goal of enabling incoming and outgoing availability under one station number (One
Number Service)
Executive | Secretal
Edit | Setup a link between one or more Executive phones and one or more Secretary phones with the goal of enabling simplified call transfers and ring
transfers
uco
Edit | Setup an automatic intelligent call distribution to a group with selected stations
Attendant Console
Edit | Setup stations as attendant console numbers and station behavior for "on busy, incorrect dialing and no answer”
Station Profiles
Edit | Assign stations 1o a profile and import/export profile data
“Add” bili
Press “A to create a new Mobility User
(%]
Select station for Mobility
Directinward dialing: |
Mobility User callno Mobility User DID Display gazkaczaes.cole Jictie Calllzername for mobie BL State
(x]

Change Mobility User allocation

®

GSM Mode

WLAN Mode C

Trunk access code+Mobile Call number: [80004983721721001

Internal call number of Mobility User: {1001

DID of Mobility User- [1001

First Name: [1001
Last Name
Display
User name for mobile UC dlients:

Help Abort Back OK & Next

Click [OK & Next] and on the next page [Finish]
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Change in Expert Mode the Virtual Station Type to: “Trusted external station”:

Expert mode - Telephony Server

W Station

Edit station flags | Edit Group/CFW'
M P Clients.
P Virtual Stations Station - 3501
P uc Applications Type: Mobility Entry
hEtcaicmcietey Call number: [1001 -
DDI Extensions
W Mobility User First Name: |1001 =
Last Name
3502 1002 MS Teams, 1002
P Circuit User Display: |MS Teams, 1001 x
»
ket Direct inward dialing: [1001 P
D Trusted External User
P stations Overview Device Type: virtual
ey Proaramming T S —
Access: -
Mobility/Circuit|
Type: [Mobility station ~

WMobility station
Mobile Call number - | viriual station

Circuit stati
Web Feature ID. nLr’cu Soen

I 1
Trusted exteral station
Extension Type: | Standard v

Language: |German

-

Call signaling intemal: [Ring type 1 v

I

Call signaling external: [Ring type 1 v

Class of service (LCR): [15 ¥

Hotline Mode: [Off 2
Hotline:
ITSP Loe-ID: |- x|

Expert mode - Telephony Server

W Station
PP Clients.
Pvirtual stations Callno ‘ DID | First Name ‘ Last Name ‘ Display | Type | Trusted external station call number
P uc Applications =
» plstes
Proffesffom [ J ] ]| ] ] ~] [ J
DDI Extensions
 bMebiyUser [1001 —|  [1001 | 1001 | [MS Teams | [MS Teams, 1001 | Trusted external station v 80004965721721001
s | 072 —|  [1002 [E | [MSTeams ] [MSTeams, 1002 |  Trusted external station v
i iwsted Bxtemal User 0L
35011001 MS Teams, 1001 Page 10f 1 (] (a] 2 [>][x] Items per page 10 25 50 100
Apply Undo Help

Hint: Depending on the use case standalone Mobility User or Mobility MULAP the Mobility User will
have a DID. The station flag: "DTMF-based feature activation” - available in OSBiz X - is ignored
for Mobility User type “Trusted external Station”. A Mobility User of type “Trusted external
Station” sends DTMF transparently through the system.

6.4. Configuration Wizard — Team Configuration

The “Trusted External User” can be added to a Team / MULAP through the ,Team Configuration®
wizard.
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6.5. LCR Dial Plan

Go to: OpenScape Business Assistant >> Expert mode >> Telephony Server >> LCR >>
Dial Plan.

To reach a Teams user through OpenScape Business, the following dialed digits patterns must be
matched:

- 80C00-498972172-1XXX (international format, related to routing table 100).
Click on [Apply].

ert mode - Telephony Server

Dial Plan
LCR Flags - .
Classes Of Service | — |
Dial Plan ‘ Name ‘ Dialed digits ‘ Routing Table ‘ Acc. code ‘ Classes of service ‘ Emergency
P Routing table
Dial rule %6 [ | [ | — [} [} -
Multisite o7 [ | [ | - (] (]
@ | \ i \ o D 0
9 | [ - ] m]
100 Teams B0C00-498572172-XXXX — O (] -
‘ v
Page 1 of 10 (W[ 1121312151812 1812 (][] ltems per page 10 25 50 100
Apply | Undo. | Help |

Note: LCR Routing Tables and Dial Rules are the same as in the Gateway mode configuration.

6.6. System Parameter Flags

Navigate to OpenScape Business Assistant >> Expert mode >> Basic Settings >>
System.

mode - phony Server
=
WSystem jit System Fla
Time Parameters Ringback protection: | ]
Display Euro-impedance: [J
DISA
Intercept/AttendantHotiine Different phonemail messages Day/Night [
LDAP Display international / national code number: [
Texts N N
Frexbie mens Line change for direct call: [
‘Speed Dials Automatic redial: []
service Codes Voice mail Node call number: [
HFA Registration Password
Gateway S t
Quality of Service Apply Undo Help
Port Management A
Display international / national code humber: disabled

Note: "Display international / national code number” setting is different compared to the
Gateway mode configuration (chapt. 5.5).
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/. Capacities & Feature Interaction

Codec support

OpenScape desk phones or other calling devices must be configured to offer at least a G.711
codec. In SBC Teams IP profile configure an "Allowed Coders Group" including e.g. the codecs
G.711, G.722 and G.729 with "Allowed Coders Mode = Preference".

Basic Call

Because MS Teams Phone System doesn’t send SIP header P-Asserted-Identity in 180 or 200
messages to convey connected party information no name information will be displayed on
OpenScape business. Display names may be converted by OpenScape Business via directory
entries. Make sure that in SBC the OpenScape Business IP profile configuration that “P-Asserted-
Identity Header Mode = As Is”.

Trusted External User: name support via MS Teams Client User assignment.

Parallel Ringing

Gateway mode: in the case of incoming calls, the MS Teams client can ring in parallel via an
external ringing group (* 81) or a group call with an external destination.

Trusted External User: via Teams / MULAP pairing with deskphone.

Call Hold/Retrieve

The OpenScape Business feature held call is not to displayed on MS Teams Client and vice versa.

Consultation
A consultation call claims another native SIP Trunk line.

Trusted External User: although the consultation call inherits Calling Number and Calling Name
and according Class of Service of the Trusted external User, the consultation call is not assigned
to the Trusted external User.

Call Forward

Call Forwarding settings in OpenScape Business and MS Teams Client are indepenedent from
each other. A forwarding setting of OpenScape Business might overrule a forwarding setting of
MS Teams and vice versa.

The forwarded-to party’s display won’t show that the call had been forwarded, when the call is
forwarded from the OpenScape Business to the MS Teams domain and vice versa. A forwarded
call of a MS Teams client stays active in a trombone connection until the forwarded call is
released.

Trusted External User: the 2" call leg is handled like in the consultation call scenario.
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Call Transfer

In call transfer (Attended/Blind) scenarios, user devices (OpenScape Business/MS Teams) display
the original connected party and not the transferred-to party. A call transferred by a MS Teams
client stays active in a trombone connection until the transferred call is released.

Trusted External User: the 2™ call leg is handled like in the consultation call scenario.

Busy signaling for Voice Calls

Gateway mode: there is no busy signaling (LED, CFB, ...) in OpenScape Business if MS Teams
user is busy during a call and vice versa.

Trusted External User: Voice Call busy signaling in OpenScape Business via MS Teams Client
user assignment within OpenScape Business (DSS Key, LED, CFB, UC applications, ...).

Conference

There is no conference display indication on OpenScape Business user’s phone who has been
invited to a Teams conference. On the other hand, at the MS Teams client there will be no
conference indication display when participating in a conference started in OpenScape Business.

When an OpenScape Business subscriber invokes call hold, while being a member of a MS Teams
conference, MOH is played into the conference by the OpenScape Business.

Encryption

OpenScape Business does not support secure media interworking with the SBC.

Class of Service

Gateway mode: external calls of MS Teams Clients via the native SIP trunk are restricted by
Denied List 1.

Trusted External User: external calls of MS Teams Clients are restricted by OpenScape
Business User assigned COS list.

LAN/WAN Interface

As MS Teams Interworking is possible via the LAN interface only, the WAN interface is not
available as a TCP/IP connection for an ITSP. The ITSP must be connected via LAN interface as
well.

Details are available in [5]: Tutorial VoIP Interfaces.
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8. Best Practise

Information and useful hints from customer installations.

Internal Call number for MS Teams client

Instead of using the complete E.164 format a MS Teams clients can be addressed by a short
number (e.g. 4 digits corresponding to the internal number) via an according Dial plan entry:

20 Users

& Teams devices
Teams apps

) Meetings

E] Messaging policies
Voice
Phone numbers
Operator Connect
Direct Routing
Caliing policies
Call park policies
Caller ID policies
Dial plans
Emergency policies
Voice fouting policies
Auto attendants
Call queues
Holidays

Resource accounts

Fill in the details for your dial plan and then create one or more normalization rules so phone numbers that people dial will be
translated into a standard (E.164) format. Learn more

Dial plan details Test dial plan

External dialing prefix ( Enter a phone number to test.

Example: 9 1 Example: "4255551234
Optimized device dialing &

® off
Normalization rules

Normalization rules define how phone numbers expressed in various formats are to be translated, One or more normalization
rules must be assigned to the dial plan and are matched from the top to bottom.

1item

1 4-Digit Enable extension dialing on OSBiz M\di4ps

Cancel |
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9. Support & Serviceability

9.1. Assistance to resolve OSBiz or MS Teams client related issues

no calls with MS Teams client
possible

no natives SIP lines are configured or all lines are
busy

external calls might be restricted by according entries
in Denied List 1

no outbound calls to MS Teams
client possible

depending on Teams numbering plan the called party
number in E.164 requires LCR dialing rule type
“Country code”

no inbound calls from MS Teams
client possible

see “no calls with MS Teams client possible”

Central Office ITSP calls are not
signalled at MS Teams client

please check for codecs (e.g. G.711) on Carrier side

desk phone calls are not signalled
at MS Teams client

please check for codecs (e.g. G.711) on phone side

MS Teams-Client Hold/Park Call

e Feature collision: OSBiz User
puts MS Teams client on hold
AND MS Teams client puts
OSBiz User on hold

“on hold” indication for Display is not supported

MS Teams client is unable to resume the call if OSBiz
User hasn't resumed first

MS Teams client Transfer

e no update on Display

update of transferred party information is not
supported

MS Teams client Call Forwarding

e Call Forwarding destination is
not signalled with original
calling party information

e display of the forwared to
party does not show the name

update of forwarded party information is not
supported name provision is not supported

MS Teams Conference

e (OSBiz MoH disturbs the
conference call

mute the according OSBiz User in the MS Teams
conversation - the OSBiz User can unmute himself

Payload issue
e MS Team calling HFA but there

activate the flag" always use DSP" for MS Teams
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is no payload Route

Payload issue

Voice interruptions at the Microsoft recommends to check whether the network is

beginning of the call ready for Teams requirements, for example see:
https://docs.microsoft.com/en-us/microsoftteams/3-
envision-evaluate-my-environment#network-readiness

9.2. Known issues

Basic Call (Calls to Teams from SIP stations)

Gateway mode: When a SIP station makes a call to MS Teams user, after the call is
established the number shown on SIP station is not in the correct format according to system
configuration.

Call Hold

In double call hold scenarios for calls between MS Teams users and OpenScape Business
subscribers, it has been observed that the Teams user is unable to resume the call if the
OpenScape Business subscriber hasn't resumed the call first; if OpenScape Business
subscriber resumes first, then the MS Teams user is able to resume the call.

Codecs

In a codec mismatch scenario where a MS Teams user makes a call to an OpenScape Business
subscriber, even if the PBX responds with a SIP 488 Not Acceptable Here message, the
OpenScape Business station rings; when the call is answered there is no speechpath.
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9.3. Required trace configuration options for error reporting

OpenScape Business Trace Profiles:

1. Basic
2. Voice Fax Connections
3. SIP_Interconnection_Subscriber ITSP

In case of registration issue please activate the OpenScape Business Trace Profile in addition:
4. SIP_Registration

OpenScape Business Trace Components:

1. FP_CP-Port-User: level 9
2. FP_DH-SIP: level 9 (only for OpenScape Business X variant)

9.4. Required trace files for error analysis

* OpenScape Business Diagnosis Logs and Wireshark traces
+ each SBC has his own trace instructions and capabilities
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10. Security

In a scenario that integrates MS Teams via a 3rd-pty SBC particular care needs to be taken to
avoid misconfiguration that facilitates toll fraud. The reason is that there is no authentication of
the MS Teams subscriber when connecting to the SBC. The security mainly relies on a trust
relationship that is established between MS Teams and the SBC during the TLS connection.

As Microsoft teams does not check any class of service for the telephony clients, toll fraud is
possible by dialing premium service numbers from MS Teams Clients using OpenScape Business
as a gateway to the public telephone network.

If the SBC cannot be installed in the customer LAN a VPN between OpenScape Business and SBC
must be used.

The following measures are strongly recommended to reduce the risk for toll fraud when
connecting to MS Teams:

Import the Trusted CA's proposed by Microsoft.
Restrict import of additional CA's to the minimum required for additional SBC Trunk
connections (Note: Support of a wide range of Trusted CA's increases the risk of
compromise through spoofed certificates).

e Always use mTLS with full certificate validation of the certificates.

e Restrict access from MS Teams in the SBC firewall to IP address ranges for MS Teams as
published by Microsoft.

To prevent calls to premium services or toll fraud, the numbers that are not allowed to be dialed
from the MS Teams client via the SBC trunk line must be entered the Denied List 1 within the
OpenScape Business configuration.

As an additional measure, the MS-Teams Client can be configured as a "Trusted mobile User"
within OpenScape Business. In this case, the OpenScape Business Class of Service (COS) lists can
be applied to the associated user within OpenScape Business.
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