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1 Introduction

1.1 Important Information

From HiPath 4000 V6 all CSTA applications must use the CA4000 adaptor of the
integrated HiPath 4000 CSTA. This includes HiPath CAP V3.0 when used. 3rd
party application integrations using direct ACL connectivity are no longer
supported.

Regression- and Security tests are only performed with the “integrated HiPath
4000 CSTA” and GVS can only provide Software corrections for that “internal
HiPath 4000 CSTA”.

1.2 General Information

HiPath 4000 CSTA...

e is a protocol converter, which converts the internal HiPath 4000 ACL
(Application Connectivity Link) protocol into a standardized CSTA Il protocol,
based on the encoding types ASN.1 (Abstract Syntax Notation One) and XML
(eXtensible Markup Language).

The software can be installed as a HiPath 4000 V6 integrated installation or
as an external installation on Linux SLES 10, SLES 11 or on Windows
operating systems.

IMPORTANT: The R13.20x.x versions and upwards support only internal
installation.

e isanimproved development and merges the advantages of HiPath CAP V3.0
and CAP Inside V1.

— CSTAIll, ASN.1 and CSTA lll, XML support

— HiPath 4000 integration

— High performance interface

— HiPath 4000 Phone Services

— HBR integration

— Licensing via CLA (10 clients, 100 clients, unlimited)

— Configuration management via Web interface

A31003-H3100-S102-6-7620, 02/2014
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2 Scenarios

2.1 HiPath 4000 V6 Maximum Values

Based on HiPath 4000 V6 Memory Allocation, the following maximum values
affect the maximum number of supported ACL-C — HiPath 4000 CSTA

connections:

AMO DIMSU: ECCS 50

AMO DIMSU: APPL 98

AMO XAPPL: SUBAPPL 32
AMO DIMSU: ACDMONID 5000

See the AMO description for more details.

NOTE: One Connectivity Adapter can support 4 application links simultaneously.
In case of HiPath 4000 V6 RO installation: 16,

in case of HiPath 4000 V6 R1 and higher: 32 CSTA links are supported theoreti-
cally.

This is valid only in case of the HiPath 4000 CSTA integrated version.

2.2 Internal Integration

1 CSTA link

Figure 1 Scenarios - Internal integration - One CSTA link

A31003-H3100-S102-6-7620, 02/2014
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A maximum of 4 CSTA links per process — ConnectivityAdapter (CA)

HiPath 4000 CSTA CSTA 1'4

Figure 2 Scenarios - Internal integration - Four CSTA links

1 to 4 CSTA links per process — ConnectivityAdapter (CA) (max 32
application connections)

HiPath 4000 . CSTA 1

HiPath 4000 . CSTA 16

Figure 3 Scenarios - Internal integration - 1 to 4 CSTA links per process

A31003-H3100-S102-6-7620, 02/2014
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2.3 External Installation

IMPORTANT: There is no external installation released for SMR 13. External
installation is only possible with SMR 11 and SMR 12.

1 CSTA link

&

HiPath 4000 CSTA 16

AN

Figure 4 Scenarios - External installation - One CSTA link

1 to 4 CSTA links per process — ConnectivityAdapter (CA)

HiPath 4000 CSTA 16

Figure 5 Scenarios - External installation - Four CSTA links

A31003-H3100-S102-6-7620, 02/2014
HiPath 4000 CSTA and Phone Services, Service Documentation 9



Scenarios
External Installation

1 to 4 CSTA links per process — ConnectivityAdapter (CA)

A maximum of 128 application connections because of AMO XAPPL - SUBAPPL:
32.

NOTE: 128 application connections = 32 ACL-C link pairs * (4 application
connections per CA).

.. =
’
~ &

Figure 6 Scenarios - External installation - 1 to 4 CSTA links per process
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3 Requirements

3.1 Hardware Requirements

* Anexternal HiPath 4000 CSTA server requires at least the same hardware as
is required by the supported operating systems.

* Care must be taken with memory usage, because one installation can
support more than one HiPath 4000 CSTA Connectivity Adapter (ca -
cbdriver4000) process running at the same time!

3.2 Software Requirements

3.2.1 Operating System

Integrated HiPath 4000 CSTA is running on a Novell SUSE Linux Enterprise
Server 10 SP4.

In case of external installation:

¢ Novell SUSE Linux Enterprise Server 10, 11
*  Windows 2003 - SP1

*  Windows XP - SP2

*  Windows 2008, Windows 2008 R2

*  Windows 2008 Hyper-V

*  Window 7

* VMWare 1.0.1

*  VMWare ESX 4.0

3.2.2 Other Supported Software

IBM Java 6 is used for the integrated HiPath 4000 CSTA as operating system.

In case of external installation: Java2 Standard Edition Runtime Environment
V6.0 Update 27 (JRE 1.6.0.27 or upper).

A31003-H3100-S102-6-7620, 02/2014
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3.2.3 PBX Support

¢ HiPath 4000 V4.0 - stand alone/external variant (SMR 11, SMR 12)
e HiPath 4000 V5.0 - stand alone/external variant (SMR 11, SMR 12)
¢ HiPath 4000 V6 - integrated variant (SMR 11, SMR 13)

3.3 Configuration Batch Description

ADD-CPTP: ADD-CPTP: ADD-ACMSM:
TYPE=DPCON, TYPE=APPL, UNIT=A1, APPLNO=<yy>,

NO=<xx>, NO=<xx> APPLNO=<yy>, APPLDP="APPL55",
DPPROC=‘PROCID5", EMSAPPL="ACM551", NAME="CA_XAPPL1";
DPPROC="PROCID5", ACLAPPL="APPL55",

DPAPPL="APPL55", PBXAPPL=“ACMS55",

MSGBASED=YES, PROCID="PROCID5",
LOCPORT=102, ACCESS=CB,

FARPORT=102, PASSWD="CSTAGW", CHANGE-XAPPL:
LOCTSAP="ACM55", PACKAGE=Y, CTYPE=SUBAPPL,

FARTSAP="APPL55"; MAXSBYTE=1020, APPLNO=<yy>,
MAXRBYTE=1020; SUBAPPL=D25,
HiPath 4000 CSTA Configuration -ADDEVT:A'-L
Calculation:
PBX Link Number [s 50 + PBX Link Number

PEX Sub-App Nurnber (|25

CHANGE-XAPPL.:
CTYPE=MONCB,

APPLNO=<yy>,

Manuf Name [[siemens =
P address of the PBX [[1.56.254.55 _—& ;

=
Maximum log file size |1D TCP/IP

Figure 7 Configuration batch description

SUBAPPL=D25,
GLOBAL=RCG;

The following basic activities must always be carried out for each CA instance:

1. Maximum number of ACL-C applications must be set
AMO: DIMSU parameter: ECCS:
2. Maximum number of monitored devices must be set
AMO: DIMSU (dimensioning of features, switching unit) parameter:

ACDMONID, number of monitored id sets (e.g. acdagents -only acd-g). The
maximum number of permitted monitored devices. Any attempt by the
application to set more monitoring points than permitted by the maximum
number of monitored devices will be rejected.

3. Call processing timers must be set
AMO: CTIME, customer-specific CP1 timers, switching unit manages the
call processing timers, which are evaluated by the MakeCall requests.

4. Initial communication ACL-C Link must be configured

AMO: CPTP, communication parameters for tcp/ip connection (as ACL-C
identifier only) TYPE : DPCON

5. Application interface parameters must be set (transport address)

A31003-H3100-S102-6-7620, 02/2014
12 HiPath 4000 CSTA and Phone Services, Service Documentation



Requirements
Configuration Requirements

AMO: CPTP, communication parameters for tcp/ip connection TYPE : APPL

6. ACL Manager parameters must be configured

AMO: ACMSM, aclmanager communication parameter APPLTYP= ACLAPPL

7. XAPPL application must be configured

AMO: XAPPL, DVA -application ACL

8. XAPPL sub-application parameters must be configured

AMO: XAPPL, CTYPE: SUBAPPL.

9. XAPPL sub-application parameters must be configured

AMO: XAPPL, CTYPE: MONCB.

3.4 Configuration Requirements

For ACL-C connections outside Atlantic LAN:

* The IP address of the host on which the CA instance is running has to be
added into the HiPath 4000 Unix firewall access list.

3.5 HiPath 4000 CSTA Software Packages

In case of external/stand alone variant the following software packages are
provided.
e As Linux rpm:
CSTA-V1_R1x.20y.0-0.i586.rpm
(where x, y correspond to the actual release)
* As Windows zip file:

setup.exe (inside the iso zip file on SWS)

A31003-H3100-S102-6-7620, 02/2014
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Licensing

4 Licensing

HiPath 4000 CSTA uses the CLA for licensing purposes.
* The V6 integrated version uses the CLA installed on the SOCO2 machine.

¢ Inthe case of a standalone installation, the CLA must be installed on the local
machine.

CAP Inside V1.0 has different kinds of licenses for different types of applications.
The application type has to be specified in the ACSE message that establishes
the connection; the license check then uses this information.

HiPath 4000 CSTA has three license modes, which differ in the number of possi-
ble monitor points. The three modes are: no license, 100 clients and unlimited.

A license is required for the two latter modes, which is checked when the
application connects (Product ID: L30001-B39-A1, Version: V3.0, Feature IDs:
100_Clients and Unlimited). The maximum number of monitor points allowed in
the different modes are as follows:

No license 10
100 clients 100
Unlimited 100000

Monitor points are counted per application connection. If the same device has
multiple monitor points, each of them is counted.

Licensing can be defined through the Web-based configuration interface in the
application configuration dialog under the License type option. When the license
mode is changed, the application connection is automatically closed by the cb
driver and the application has to reconnect.

The license mode is stored in the cb driver’s configuration in case of SMR 13 and
can be set through the Advanced Configuration.

In case of SMR 11 and SMR 12 the license mode is stored in the cb driver’s
configuration file. The licsene mode can be set with the following command:

LICENSE_TYPE <application id> = <license mode>

Where the application id is a digit from 1 to 4 and <1icense mode> is either
no_license, 100_clients or unlimited.

Unify internal applications are not really affected by the licensing change. They
should connect the same way as for CAP Inside (see CAP Inside External
Interface Specification for HiPath Applications), but the license mode no license
must be defined for the given application connection.

A31003-H3100-S102-6-7620, 02/2014
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+ Highlights | Configuration | Status | Log | Advanced Configuration | Statistics | Versio

Application
|Application name app_1040
ITCP Port (1025-30000) 1040

|Automatic Global Routing Trigger | NO

Monitor Filter CSTA Standard
Private Data Version Number 410
Use External DNIS No ~
License type No license t\
100 clients
3 license is needed. For 3rd party application ¢ UMMted b oniror points please a
No license
e

d etc) and consider that the ordered license based on the MAC address of the CSTA
to CLA (via CLA GUT)

Modify Cancel

Figure 8 HiPath 4000 CSTA CBAdmin configuration management

The Add application - License type option defines the number of supported
monitored devices for this configured CSTA link.

No license: max 10 monitored devices, no CLA link required.
This license type is proposed to use for test purpose only.

100 clients: max 100 monitored devices, CLA link/license required.

unlimited: max 100000 monitored devices, CLA link/license required.

NOTE: Because of AMO limitation (ACMONID) 5000 RCG specific monitor
points are supported.

It is possible to check the available and currently used licenses via the menu
option License Highlights.

HiPath 4000 CSTA CBAdmin Configuration Management

ense Highlighis§ Configuration | Status | Log | Advanced Configuration | St: | Version | Phone Services Ul | Logout

License overview

[ [mvailable  [Used

|1[][] Clients licenses: |[] |U

|Un|\m\tad licenses: |1 |U

|CA4()I)I)7HiPth400()C STA_10n 127.0.0.1:8915

|CaI\Cemer |Un|\rrmsd |—

|XMLPS |Nu License |—
Figure 9 License Highlights

On the top of this page there is a summary of the available and used licenses
grouped by license type. Under this there is a detailed list about the connectivity
adapters and the applications configured to them. What type of license and which

A31003-H3100-S102-6-7620, 02/2014
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specific application it has been set to can be seen here. In case an application
consumes a license then it is marked with a “Used” notation, otherwise “---” can
be seen.

A31003-H3100-S102-6-7620, 02/2014
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5 Software Installation

NOTE: Please consider that the installation packages do not include any JRE
installation packages (because of licensing reason), as pre-requirement of the
HiPath 4000 CSTA installation, Oracle JRE 1.6.x must be installed previously.

In case of stand alone/external installation there are three different ways to install
the software:

As a Linux installation

rpm -ivh CSTA-V1_R1x.20y.0-0.i586.rpm

(where x, y depend on the actual release)

As a Linux upgrade installation

rpm -Uvh CSTA-V1_R1x.20y.0-0.i586.rpm

NOTE: In the case of a HiPath 4000 V6 switch Integrated installation, this RPM
installs further files. In this environment, the /etc/vémaker.conf file is used
as an identifier for the automatically modified installation!

As a Windows installation

Unzip the CSTA-V1_R1x.20y.0.zip (where X, y depend on the actual release) and
start the setup . exe.

NOTE: Please take care to have Administrator rights under Windows 7.

5.1 Installation and Program Start with Linux

5.1.1 Software Installation

Linux installation

rpm -ivh CSTA-V1_R1x.20y.0-0.i586.rpm

A31003-H3100-S102-6-7620, 02/2014
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20

192.168.0.82 - PuTTY

## [100%]

Figure 10 Linux installation

Following successful installation, the jss process starts up automatically.

The HiPath 4000 CSTA processes are started automatically when the system
reboots.

/etc/init.d/CSTA or service CSTA

{start|stop|status|try-restart|restart|force-reload|reload}
The daemon is started at run level:

21315

The default installation directory is:

/opt/siemens/CSTA

The default installation directory contains the following subdirectories:

5 HiPath_4000_CSTA =l R W s S
Jopt/siemens/HiPath_4000 CSTA

Name = EnJ Grifie I Geandert Rechte Besitzer
s.. 24.06.2010 11:17:36  rwxr-xr-x hipatham
_Jbin Z8.06.2010 11:55:46  rwxr-xr-x hipatham
—Jconfig Z8.06.2010 11:55:48  rwr-xr-x hipatham
Jdata Z28.06.2010 11:55:47  rwr-xr-x hipatham
J distribution 28.06.2010 11:55:48  rwxr-xr-x hipatharm
Jjava 28.06.2010 11:55:48  rwxr-xr-x hipatham
b 28.06.2010 11:55:47  rwr-xr-x hipatham
Jlogs Z306.2010 17:30:47  rancrasrg hipatham
_Jtomcat Z28.06.2010 11:56:06  rwxr-xr-x hipatharm

Figure 11 Subdirectories

NOTE: As mentioned before, java is no longer part of the HiPath 4000 CSTA
installation due to licensing issues, therefore the java directory cannot be found
here.

A31003-H3100-S102-6-7620, 02/2014
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Linux upgrade installation

rpm -Uvh CSTA-V1_R1x.20y.0-0.i586.rpm

running

done

. done.

in the b

Figure 12 Linux upgrade installation

5.1.2 Program Start

Based on the daemon run level, the HiPath 4000 CSTA Web Administration
Server starts at run level 2, 3 or 5. The process name is jss.

011 from 165.0.198

00:00:01 fo

Figure 13 Program start jss

NOTE: For every CA instance configured on this Web server, an individual
cbdriver4000 process is also started.

192.168.0.82 - PuTTY

-ribution/ iver4000 phx
istribution/ fehdr iver

Figure 14 Program start cbdriver4000
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5.2 Installation and Program Start with Windows

5.2.1 Software Installation

Unpack the zip file and run setup. exe.

NOTE: Under Windows 7 Administrator rights are neccessary for the installation.

Name = | Griifie I Typ
() Fonts Dateiordner
Jprogram files Dateiordner
() System32 Datelordner
S 0x0409.ini SKB  Konfigurationseinstelu, .,
gnstms-e.exe 1669 KB Anwendung
gmmsm.exe 1,780 KB Anwendung
S isscript.msi 617KB  Windows Installer-Paket
}EJHiPath 4000 CSTA.msi 1,637 KB Windows Installer-Paket
Sl readme. himl 42 KB Firefox Document
212KB  Anwendung
¥ Setup.ini 2KB Konfigurationseinstellu, .,
| | i
Figure 15 Run setup.exe

Follow the InstallShield Wizard and wait for the next messages.

HiPath 4000 CSTA - Installshield Wizard

Preparing to Install...

HiPath 4000 CSTA Setup is preparing the InstallShield Wizard,
which will guide vou through the program setup process,
Please wait,

Decompressing: HiPath 4000 CSTA.msi

[IE=—————————

Figure 16 InstallShield Wizard - Step 1

Press Next to continue the installation.

A31003-H3100-S102-6-7620, 02/2014
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{3t HiPath 4000 CSTA - InstallShield Wizard

Resuming the InstallShield Wizard for HiPath
4000 CSTA

The InstallshieldiR) Wizard will complete the installation of
HiPath 4000 CSTA on your computer, To continue, click MNext,

Cancel |

Figure 17 InstallShield Wizard - Step 2

Press Next to continue the installation.

InstallShield Wizard

Customer Information

Fleaze enter your information.

User Mame;

|TiFE

LCompany Mame:

Install thiz application for:

& fnpone who uses this computer (all users)

" Only for me [Ti PE)

IztallShield

< Back

Cancel |

Figure 18 InstallShield Wizard - Step 3

Press Next to continue the installation.
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Setup Type

InstallShield Wizard [ x|
Select the Setup Type to install | g

Click the type of Setup you prefer, then click Mext.

Frogram will be ingtalled with the most common options. Recommended for
most uzers.

" Compact  Program will be installed with minimum required options.

" Custom *r'ou may choose the options pou want to install. Recommended for advanced

IrztallShield
< Back I Mest » I Cancel
Figure 19 InstallShield Wizard - Step 4

Press Next to continue the installation.

InstallShield Wizard [ x|
Start Copying Files i .' i
Fieview settings before copying files. | 'a' 2

Setup has enough information to start copying the program files. 1F you want to review or
change any settings, click Back. 1f you are satisfied with the settings, click Mest to begin
copying files.

Current Settings:

i o

IrztallShield
< Back | Cancel |
Figure 20 InstallShield Wizard - Step 5

Follow the InstallShield Wizard and wait for the next messages.

A31003-H3100-S102-6-7620, 02/2014
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{3 HiPath 4000 CSTA - InstallShield Wizard

Installing HiPath 4000 CSTA

The pragram Features you selected are being installed,

Please wait while the InstallShield Wizard installs HiPath 4000 C5TA. This
may take several minutes,

Status:

InistallShield

= Back | [dext = |

Figure 21 InstallShield Wizard - Step 6

Press Finish to complete the installation.

Path 4000 CSTA - InstallShield Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed HiPath 4000
CSTA, Click Finish ko exit the wizard,

= Back

Carice| |

Figure 22 InstallShield Wizard - Step 7

Following successful installation, you will find the installed directories and files in:

C:\Program Files\Siemens\CSTA

A31003-H3100-S102-6-7620, 02/2014
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@ C:'Program Files'Siemens'C5TA i ;IQILI
File Edit Miew Favorites Tools  Help | :,‘
e Back - '\_) - Iﬁ |_-:f‘ i‘ | 7 ) Search [E“ Folders '

Address Ifb Ci\Program FilesSiemensiCSTA j Go
Folders x | [Dbackups

[0 Riverbed ;I gbm F'
E ) Siemens B;Dn 9
I3 Application Consiste || fata. .
) CAP Inside ) distribution
] s Qiava
p - Ik
[C5) HiPath 4000 Expert =
(5 HPath Cap ,ﬁLDgs
[5) passwordsafe J ) tomcat.
& Tesp & cBadmin
S %C1 Admin

[C3) ®CITray
I5) totalcmd
IC5) TrapReceiver

IE5) UlkraEdit i
4 | 3

|11 ohjects (Disk free space; 14,0 GE) |168 bytes | d My Computer 4

Figure 23 HiPath 4000 CSTA

A new program menu CSTA offers links to the HiPath 4000 CSTA
Administration Web Page (CBAdmin) and the HiPath 4000 Phone Service
Administration Web Page (XCIAdmin).

IFT) Accessorles

IFT) Administrative Tools
Rocuments » |@ HiPath 3000 Manager E
IFT) HiPath 4000 Expert Access
) Microsoft Office

Search » I Soundma

7T} Startup

W
P
@ Help and Support ol Adobe Reader 7.0
2|
0]

Settings

v v v v v v v

A& Tnternet Explorer

Run...
L"‘:i] Cutlook Express

Log OFF a42u7440 4. Remobe Assistance
- I 7-zip

Shut Down,..

Figure 24 Start menu
A new Windows service has been created during the installation:
HiPath 4000 CSTA

This service will be started automatically when the system boots.
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E Computer Managemenk

=) Fle Action View \Window Help

Software Installation
Installation and Program Start with Windows

=10 x|

| =181 ]

= @ FRR RE| » = 1 »

-g Computer Management (Local) Name | Description | Status ] Startup Type | Log On & ‘I
=) ﬁ System Toals %Fast User Switching... Provides m... Marual Local Sys
i u_'_'ﬂ Event Viewer %Health Key and Cer... Managesh... Manual Local Sys
[#-gg) Shared Folders iy Help and Support Enables He... Started  Automatic Local Sys
=44 Local Users and Groups SRy HID Input Service Enables ge... Started  Automatic Local Sys
i3 | Performance Logs and Alert: | g, SRS S, Atomatic Lot
4.8 Swz::cs gt B HTTP S5L This servic... Manual Local Ssz
-3 Removable Storage %IBM Rational Lock ...  IBMRation... Started Aukomatic Local Sy:
E Disk Defragmenter %]MAPI CD-Burning ... Manages C... Manual Local Sys
Dk ManAASirest ":;ﬁlndexnng Service Indexes co... Disabled Local Sys
Figure 25 Service

5.2.2 Program Start

The Windows HiPath 4000 CSTA service starts automatically when the system
boots. Please start this service manually directly after the installation in order to
start the HiPath 4000 CSTA CBAdmin Web server. This Web server is required

to configure ConnectivityAdapter instances for HiPath 4000 V6 CSTA support.

£ computer Management

=) Fle Action View \Window Help

e» ON FRR @@ > = I =

Figure 26

i Computer Management (Local)
Elﬁ System Tools

&[] Event Viewer
3} Shared Folders
[+ Local Users and Groups
= Performance Logs and Alert:
Device Manager
Elg Storage

H Removable Storage
Disk Defragmenter

Nisk Mananement

-HiPath 400 T
S HTTP S5L

& 18M Rational Lock ...
8 IMAPT CD-Burning ...
%lndexmg Service

Program Start manually

HiPath 400.

This servic...
IBM Ration...
Manages C...
Indexes co...

Started

-(Of x|

=18

Hame | Description | Status | Startup Type [ LogOna <]
Fast Uiser Switching... Provides m... Manual Local Sys
%Heald‘l Key and Cer... Manages h... Manual Local Sys
%Help and Support Enables He... Started Aukornatic Local Sys
%HID Input Servic Enables ge... Started Aukormatic Local Sys

Aubomakic
Manual

Aukomatic
Manual Local Sys
Disabled Local Sys

Local Sy'iJ
Local Sy:

Once the HiPath 4000 CSTA Windows service has started up successfully, you
will find the active process Jss. exe listed in the Task Manager.
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B windows Task Manager H=]E3
File Options Wiew Help
Applications ~ Processes | Performance I Metworking I Users I

Image Mame | Lser Marne | CPU | Mem Lsage | =
ComWinSve, exe SYSTEM oo 4,976 K
ComWingwvr,exe a42u7440 oo 6,416 K
CSFS5,EXe SYSTEM oo 2,892 K
CSFS5,EXE SYSTEM oo 3,344 K
ctfmon.exe a42u7440 oo 2,364 K
daemon.exe a42u7440 oo 3,372 K
explorer. exe a42u7440 oo 17,816 K
igfxtray.exe F42u7440 oo 3,680 K
logaon,scr LnZAL SERVICE i) 1,556k —
lsass.exe SYSTEM oo 7484 K

T, EXE a42u7440 oo 14,616 K
msdkc,exe METWORK SERYICE i) 3,885 K
ngckw3z, exe SYSTEM oo 4,052 K
rdpclip.exe a42u7440 oo 3,732K
services,exe SYSTEM oo 4,612 K
SMagent.exe SYSTEM i) 1,644 K
SMaxd.exe a42u7440 oo 4,432 K
SMax4PNP . exe at2u?440 Juli) 4,404 K LI

V¥ show processes from all users

End Process |

|Pr0cesses: 36 |CPU Usage: 0%

|C0mmit Charge: 235M [ 3415M 2

Figure 27

Windows Task Manager

NOTE: For each CA instance configured on this Web server, an individual
cbdriver4000.exe process is also started.
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6 Port List

The active HiPath 4000 CSTA process jss (or jss . exe) listens on the following
ports (as tomcat);

* http: 8080
e https: 8443/8081 - stand alone/V6 integrated variant

In the case of a standalone installation, these are configurable. You can edit the
file ../config/tomcat.cfg.

This port offers Web access to:

e HiPath 4000 CSTA CBAdmin Configuration Management
* HiPath 4000 Phone Service Management

» HiPath 4000 Phone Services

XML Phone Service: the xci core java process listens on port 3102 instead of
jss (only a java process can be seen in tcpview or netstat).

The HiPath 4000 CSTA integrated version has a default configuration. A CA
instance (C24000_Default) is configured automatically during the rpm instal-
lation.

./distribution/exe/cbdriver4000 pbx=CA4000_HiPath4000_1
adminport=8914

This default CA has four applications configured, which listen on the following
ports:

1040 (HPPC), 2205 (XPR), 2209 (DTB) and 27535 (LiRus).

This default configuration is only created when the rpm file is installed and is not
touched again. It is therefore possible to change it and upgrades do not overwrite
it.

The PBX IP address is set to 192.0.2.3 which is the fixed Atlantic LAN IP
address. This can only be modified in the stand alone version.

These application links are configured for internal products. The licensing mode
is set to no_1license for all of them.
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7 CBAdmin Configuration Management

Configuration steps - stand alone/external variant:

1. Add a new ConnectivityAdapter.

2. Select a Connectivity Adapter and modify the HiPath 4000 V6 connection
parameters.

3. The ConnectivityAdapter will be restarted automatically.

4. Add a new application (link).

ACL-C CSTA

Add new Connecivity Adapter

F-
el ¥ 'O
Madily _ Add new application | =

HiPath 4000 CSTA 16

Figure 28 Configuration steps - stand alone/external variant
Web connection

To reach the Admin Configuration Management site of HiPath 4000 CSTA
integrated into the HiPath 400 V6 open the site of the HiPath 4000 Assistant and
under the Expert Mode menu you can find the link to HiPath 4000 CSTA. See
Chapter 8, “HiPath 4000 CSTA Switch Integrated — Introduction” for more
information.

In case of stand alone/external installation use the Windows menu program link
CBAdmin or enter the following URL in the address line of your browser:

http://<HiPath 4000_CSTA_Server>:8080/CBAdmin
or

https://<HiPath 4000_CSTA_Server>:8443/CBAdmin

7.1 Configuration

In case of stand alone/external variant/installation of HiPath 4000 CSTA enter the
user name Admin and the default password Admin to log on to HiPath 4000
CSTA CBAdmin Configuration Management.
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OpenScaped000 CSTA CBAdmin
User name |[Admin

Password ([ wreee

Figure 29 Logon

NOTE: Make sure to change the default password the first time you log on!

NOTE: HiPath 4000 CSTA is integrated into the HiPath 4000 V6. SingleSignOn
is used from the HiPath 4000 Assistant site to the HiPath 4000 CSTA Adminis-
tration site so no additional manual authentication is needed - no account needs
to be entered additionally into the HiPath 4000 CSTA site.

Once the software is installed, only the Web server is running.

No other Connectivity Adapter instance is configured yet (with the exception of
the DEFAULT instance in case of HiPath 4000 V6 integrated installation).

A Connectivity Adapter can connect to the following HiPath 4000 versions:

* HiPath 4000 V6 - only in case of the HiPath 4000 CSTA integrated variant in
HiPath 4000 V6

* HiPath 4000 V5
* HiPath 4000 V4

HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Connectivity Adapter List JLicense Highlights | Log | Advanced Configuration | Phone Services Ul | Logout

Select Connectivity Adapter

Select Connectivity Adapter
I Add new Connectivity Adapter I

[ Remove selected Connactivity Adapter 1

Figure 30 Connectivity Adapter List - Add New ConnectivityAdapter
Enter the CA identification name and press Add CA.
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Add New Connectivity Adapter
——
| |Add CA/ | Cancel

Figure 31 Connectivity Adapter List - Add CA

Based on this name, a configuration directory will be created in:
<instDir>/config/<host name>/

The full directory path is:

<instDir>/config/<host name>/CA4000_HiPath 4000_1

In case of SMR 13, a new component will be created in the database containing
the settings of this CA (see also Section 7.8, “Advanced Configuration for SMR
13”), while in case of SMR 11 the above mentioned directory will contain the CA
configuration file ca4000.cfg.

HiPath 4000 CSTA CBAdmin Configuration Management

Settings § Connectivity Adapter List jLicense Highlights | Log | Advanced Configuration | Phone Services Ul | Logout
—

Select Connectivity Adapter

Connectivity Adapter successfully added!
CA4000_HiPath4000CSTA 1 8

I Select Connectivity Adapter I
Add new Connectivity Adapter

‘ Remove selected Connactivity Adapter ‘

Figure 32 Settings - Select Connectivity Adapter

Select the new CA instance and press Select Connectivity Adapter to

e enter the connection parameters for establishing the ACL-C link to HiPath
4000 Vx.

e add new HiPath 4000 CSTA application links.
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HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Connectivity Adapter List | License Highlights | Configuration | Status | Log | Advanced Configuration | Statistics | Version | Bhone Services Ul | Logout

CA4000_HiPath4000CSTA _1 Configuration

advanced

PBX Link Number I‘\3 I
PBX Sub-App Number |23 I

IP address of the PBX [ 172.27.16.165

Maximum log file size |10 1

Modify
IConfigured applications
Add new application |

Status: RUNNING

Start Stop

Update Device List

Update Device List
Figure 33 Configuration - Modify

Enter the connection parameters to establish the ACL-C link to HiPath 4000 V6.

Press Modify to restart the CA instance and to activate the new parameters.

NOTE: Make sure that only one CA instance is using this ACL link configuration.
If a second CA instance uses the same link, neither of them will work!

From HF R11.202.5 it is not possible to enter the same PBX Link and Sub-App.
Number.

CA4000_Default Configuration

PEX Link Murnber 5
FBX Sub-App Number |25
Manufacturer Narme
IP address of the PBX [f192.0.2.3 |

Maximurm log file size |10

Configured applications
Add new application

Status: RUNNING

Start | Stop

Update Device List

Upclate Device List
Figure 34 Configuration - Existing configuration

Remark to HiPath 4000 V6 integration: The ACL configuration for the first CA
CA4000_DEFAULT already exists with HiPath 4000 V6 KVV18.

Press Modify to restart the CA instance and to activate the new parameters.
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HiPath 4000 CSTA CBAdmin Configuration Management

Seitings | Connectivity Adapter List | License Highlights !Cmfmu’a:mn ISIalIE | Log | Advanced Configuration | Statistics | Vet

CA4000_HiPath4000CSTA_1 Configuration
Figure 35 Configuration

Press OK to restart the CA instance.

This means that after the initial configuration, the CA instance process will be
started.

The process name is:
cbdriver4000

cbdriver4000 . exe for Windows.

Each individual CA instance will start up its own cbdriver4000 process. In fact,
depending on the configuration, multiple cbdriver4000 processes could
appear.

Remark: under Linux the new active process cbdriver4000, listed via ps - ef.

Figure 36 cbdriver4000 process

The new current status of the CA instance has to be RUNNING.

CA4000_HiPath4000CSTA _1 Configuration

advanced

PBX Link Number 13

PBX Sub-App Number | 23

IP address of the PBX [ 172.27.16.165

Maximum log file size | 10
[ Modify |
[ Add new application |

Figure 37 Configuration - Add new application

Now add a new HiPath 4000 CSTA application link and press Add new
application.
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HiPath 4000 CSTA CBAdmin Configuration Management

r List | License Highlights gurationf Status | Log | Advanced Configuration | Statistics | Version | Phone Services Ul | Logout

Add new application
|Appl\catmn name ICa\ICenter I
|TCP Port (1025-30000) 1040
|Automamc Global Routing Trlgger‘ NO
Monitor Filter CSTA Standard
Private Data Version Number 410
Use Extemnal DNIS No ~|
License type No license | ~
-z 00 clients
For SEN application no license is needed. For 3rd party application Hzl‘l’;::iie onitor points please apply the corresponding

type
(100 clients / Unlimited etc) and consider that the ordered license based on the MAC address of the CSTA PC must be uploaded
to CLA (via CLA GUI).

Figure 38 Configuration - Add new application

Enter an Application name (identifier) and a TCP Port Number (1025-30000).

The setting for Use External DNIS is optional and has to be set with respect to
the connected application.

Select the application required License type:
¢ No license: max 10 monitored devices
¢ 100 clients: max 100 monitored devices

¢ Unlimited: max 100000 monitored devices

NOTE: For Unify applications select No license!

Press Add application to complete this configuration.

CA4000_HiPath4000CSTA_1 Configuration

Application successfully added

PEX Link Number i
PEX Sub-App Murber |2
Manufacturer Name  [[sismens

IP address of the PBX |[1.56.254.55

Maxirum log file size |1

@

=)

Configured applications _ Madity |
R A [ealCanter 7 B3|
el FES Add new application
Status: RUMNING
Update Device List
Figure 39 Configuration - Configured applications
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The HiPath 4000 CSTA application’s port configuration can then be modified or
deleted.

The maximum number of supported HiPath 4000 CSTA connection ports per CA
instance is 4.

NOTE: Every application link supports one CSTA Ill, ASN.1 or CSTA lll, XML
application connection.

7.2 Status — Connection Check

ACL-C active, HiPath 4000 CSTA inactive

As can be seen from the current status, there is an active ACL-C connection (PBX
Link) to HiPath 4000.

However, no application (CallCenter) has established a CSTA link.

In fact, no devices are monitored (Used licenses)!

HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Connectivity Adapter Lisi | License Highlights | Configuraiion Loag | Advanced Configuration | Statistics | Version | Phone Services Ul | Logout

CA4000_HiPath4000CSTA_1 Status

|Used licenses |D
|PEIX Link |ConnecledAndAct\ve

|CaHCsntar |D|scnrmacted

Figure 40 Status (CBAdmin Configuration Management): ACL-C active,
HiPath 4000 CSTA inactive

ACL-C h CSTA
g E e

Figure 41 Status: ACL-C active, HiPath 4000 CSTA inactive
ACL-C active, HiPath 4000 CSTA active

As can be seen from the current status, there is an active ACL-C connection
(PBX-Link) to HiPath 4000.

HiPaih 4000 CSTA 16

The application (CallCenter) has established the CSTA link.

And 11 devices are monitored (Used licenses)!

A31003-H3100-S102-6-7620, 02/2014
HiPath 4000 CSTA and Phone Services, Service Documentation 37



CBAdmin Configuration Management

Logging

7.3 Logging

38

HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Connectivity Adapter List | License Highlights | Configuration Log | Advanced Configuration | Statistics | Version | Phone Services Ul | Logout

CA4000_HiPath4000CSTA_1 Status

Used licenses 11

FBX Link ConnectedAndActive
-

CallCenter Connected

Figure 42 Status (CBAdmin Configuration Management): ACL-C active,
HiPath 4000 CSTA active

CSTA

LA

ACSE Request
CSTAVersion=[]
Application_ID=[ ]

HiPath 4000 CSTA 16

Figure 43 Status: ACL-C active, HiPath 4000 CSTA active

Every CA instance uses its own log directory! The default max log file size is set
to 10 MB and can be modified via the CA instance configuration.

The active default log files are:
e error.log
e system.log

e debug.log

NOTE: Log file path structure: /<instDir>/siemens/CSTA/Logs/<host-
name>/CA4000_<instance-name>.

The logging menu differs in SMR 13 and in SMR 11/SMR 12.

7.3.1 Logging for SMR 13

Log > CA4000_HiPath4000CSTA_1_logs
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HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Conneciivity Adapter List | License Highlighis | Configuration | Status Advanced Configuration | Siatistics | Version | Phone Services Ul | Logout

Download | Component log properties !CA4GC‘C HiPath4000CSTA 1 Luz:‘l

CA4000_HiPath4000CSTA_1 log levels
Errar log @ IClear

System Ing‘Sth Clear

[Trace log ‘Shuw 1

Clear
Debug log ‘Shuw Clear
[ Logs | Clear All Logs

Trace Control

[ [Trace CSTA Messages

] [Trace ACL Messages

@] [Trace Messages in ASCIl

w1 [Trace Messages in HEX

il Disable Loopback Messages
Time to trace (mins)| 10

Update Cancel
Figure 44 Log - Show/Clear

* Show
Press Show to get an online log file output.
* Clear
Press Clear to delete the log file contents.
* Trace Control
The ACL/CSTA conversation trace can be enabled for a certain time.
Select the messages you would like to write to the trace. log.
Set the time Time to trace (mins), this trace has to be active.
e Update
Press Update to save your trace settings.

Log > Download

The complete configuration of all CA instances and all associated log files can be
downloaded via the Admin webpage.
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HiPath 4000 CSTA CBAdmin Configuration Management
Settings | Connectivity Adapter List | License Highlights | Configuration | Staius Advanced Configuration | | Version | Phone Services Ul | Logout

Component log properties | CA4000 HiPath4000CSTA 1 logs

Log

Download System Diagnostic Data

Configuration files ]
Log files &
Download
Figure 45 Log - Data download

Make your selection and press Download to get the zip file CiSysdiag. zip.
Log > Component log properties

The log level (Log level), number of backup files (Backup files count) and log
file size (Max file size) can be set for the different HiPath 4000 CSTA system
components at the Component log properties.

HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Connectivity Adapter List | License Highlights | Configuration | Status AUVEHCSG Configuration | Statistics | Version | Phone Services Ul | Logout

Download |Com;mnem log gropeme;! CA4000 HiPath4000CSTA 1 logs

Component log properties

IComponent| Log level Backup files count Max file size

cbadmin TRACE ~ |5 5000 KB ~
cbstarter TRACE ~ |5 5000 KB ~
ccs OFF ~ |5 5000 KB ~
iconfigdb TRACE ~ |5 5000 KB ~
jss OFF ~ |3 100 KB ~
oami TRACE ~ |5 5000 KB ~
tomcat OFF ~ |5 1000 KB ~
Xci_core TRACE ~ |5 5000 KB ~
xei_gui TRACE ~ |5 5000 KB ~

Change
Figure 46 Component log properties
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7.3.2 Logging for SMR 11/SMR 12

Connectivity Adapter List | Configuration | F}tatus Statistics | Wersion | Phone Services Ul | Logout |

Log
Error log  |Show |Clear
Eys!em log [Show [Clear
Trace log  [Show |Clear Enable/Disable
Debug log  |Show |Clear
Al Logs | Clear All Logs:
Download System Diagnostic Data
Configuration files ‘ ~
Log files ‘ v
Download
Figure 47 Log - Show/Clear
*  Show

Press Show to get an online log file output.

e Clear

Press Clear to delete the log file contents.

 Enable/Disable

The ACL/CSTA conversation trace can be enabled for a certain time.

Connectivity Adapter List | Configuration | F}tatus Statistics | Wersion | Phone Services Ul | Logout |

Log

Error log \Shnw Clear |

Systern log [Show [Clear

Trace log thw Clear Enab\a.’Disab\a
Debug log Ehow Clear

AllLogs | Clear All Logs |

Download System Diagnostic Data

Cofgurtontes || @ |

Logfles | P
Download

Figure 48 Log - Enable/Disable

Press Enable/Disable.

Select the messages you would like to write to the trace. log.
 Download System Diagnostic Data

The complete configuration of all CA instances and all associated log files can
be downloaded via the Admin Web page.
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Connectivity Adapter List | Configuration \mw Statistics | Version | Phone Services Ul | Logout |

Log

Error log Ehnw Clear |
System log [Show [Clear |

Trace log Ehuw Clear EnahlalD_isah_\a
Debug log [Show [Clear [
AllLogs [ Clear All Logs [
ﬁ)ownloaxl System Diagnostic Data
Configuration files V
Log files v
| Download |

Figure 49 Log - Data download

Make your selection and press Download to get the zip file
CiSysdiag.zip.

e Trace Control

Connectivity Adapter List | Configuration | Status Statistics | Version | Phone Services Ul | Logout |

Trace Control

~ Trace CETA Messages

I Trace ACL Messages

¥ Trace Messages in ASCI

L Trace Messages in HEX

v Disable Loopback Messages
Time to trace (mins) I1D

Il Cancel
Figure 50 Log - Start trace

Set the time Time to trace (mins), this trace has to be active.

¢ Update

Press Update to save your trace settings.

7.4 Statistics

Detailed information about ACL/CSTA is shown in Statistics.
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HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Connectivity Adapter List | License Highlights | Configuration | Status | Log | Advanced Configuration Version | Phone Services Ul | Logout

CA4000_HiPath4000CSTA _1 Statistics

Refresh
Clear All Stats
Statistics from: Tue Nov 13 09:58:02 CET 2012
To:Tue Nov 13 10:20:28 CET 2012

Link Status

PBX Layer 2 UP i
PEX Layer 4 UP 3
PBX Layer 7 UP v

IACL Link Event Stream Up ’V

Connectivity Adapter -- PBX Communication
‘Recewed ‘Sem
[ACL Msgs o8 o5

Figure 51 Statistics
* Link Status
This section provides information about the status of the various PBX layers.

Definition of the fields:

Field Explanation

PBX Layer 2 Up Indicates whether or not the PBX link is up and
functioning at the physical level.

Possible values are Y or N.

N — The PBX link is down.

Y — The PBX link is up.

PBX Layer 4 Up Indicates whether or not the PBX link is up and
functioning at the transport level.

Possible values are Y or N.

N — The PBX link is down.

Y — The PBX link is up.

PBX Layer 7 Up Indicates whether or not the PBX link is up and
functioning at the application level.

Possible values are Y or N.

N — The PBX link is down.

Y — The PBX link is up.

ACL Link Event Stream UP | Indicates whether or not the PBX event stream is up.
Possible values are Y or N.

N — The PBX link is down or the event stream is
disabled.

Y — The PBX link is up and the event stream is enabled.

Table 1 Statistics - Link Status” section
* Connectivity Adapter — PBX Communication

This section provides information about the status of the PBX link between
the CTI server and the HiPath 4000.

Definition of the fields:
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Field

Explanation

ACL Msgs

The total number of ACL messages the HiPath 4000
CSTA application has received from and sent to the
application running on the LAN.

Avg ACL Msgs/sec

The average number of ACL messages per second,
that are sent to and received from the HiPath 4000
CSTA application.

Peak Avg ACL Msgs/sec

The highest number of ACL messages per second, that
are sent and received from the HiPath 4000 CSTA
application since the last clearing.

Peak ACL Msgs at

The date and time peak when ACL message traffic
occurred.

Table 2 Statistics - “PBX Communication” section

Application link

For each configured application link, one section is shown. The
corresponding section provides statistics relating to the application link and
the number of messages sent to and received from the HiPath 4000 CSTA
application. The statistics interval is indicated by the Statistics from and To

date and time.

Definition of the fields:

Field

Explanation

Link Status

Indicates the link status. Possible values are:
Disconnected — The CSTA link is down.

Active — The CSTA link is up and messages have been
transferred within the last 60 seconds .

Established — The CSTA link is up but messages
haven't been transferred within the last 60 seconds.
Missing heartbeat — The CSTA link is up but
heartbeats sent from the application are outstanding.

Monitor IDs in use

The number of monitor IDs currently allocated and in
use.

A monitor ID is a cross-reference identifier that the
HiPath 4000 CSTA software assigns to each HiPath
4000 CSTA application that has requested a Start
Monitor. The monitor ID is used to correlate which
events are associated with a specific Start Monitor
request.

Active CSTA requests

The number of requests from the client application now
being processed.

ACSE Enabled

Indicates status of ACSE session:

Possible values are Y or N.

Y — ACSE session successfully negotiated.
N — ACSE session not established.

Table 3 Statistics - “Application” section
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Field

Explanation

CSTA Msgs

The total number of application level messages the CA-
Driver received from and sent to the HiPath 4000 CSTA
application running on the LAN.

CSTA Rejects

The number of CSTA requests rejected.

Avg CSTA Msgs/sec

The average number of CSTA messages sent per
second to, and received from the HiPath 4000 CSTA
application.

Peak Avg CSTA Msgs/sec

The highest number of CSTA messages sent per
second and received from the HiPath 4000 CSTA
application since the last clearing.

Peak Avg CSTA Msgs at

The date and time peak when CSTA message traffic
occurred.

Table 3

¢ More sections

Statistics - “Application” section

The OSI/TCP (Layer4) Statistics, the DB Statistics and the R.O.S.E.
Statistics sections are intended for the use of the engineering personnel.

7.5 Version

Information about program components is provided in Version.

HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Connectivity Adapter List | License Highlights | Configuration | Status | Log | Advanced Configuration | Statistics Phone Services Ul | Logout

Figure 52

7.6 Phone Service Ul

Versions

The following file versions are currently used:

Product version |V1_R13.201.0
CB Admin V1_R13.201.2
CB Driver V1_R13.201.2
CB Starter IV1_R13.201.2

HiPath 4000 Version

HiPath 4000 Version 4.0

The Phone Service Ul opens a new window to configure and administer the
Connector for the HiPath 4000 Phone Services.
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FLAMTTITT Ul inyuiauvi L vialniay<iiicin

nse Highlights | Configuration | Status | Log | Advanced Configuration | Stafistics | Version !F‘hone Services U\I Logout

CA4000_HiPath4000CSTA_1 Configuration

advanced

PEX Link Number 13
PBX Sub-App Number [ 23
IP address of the PBX | 172.27.16.165

Maximum log file size [ 10

Madify
| Configured applications
|CaI\Center |§;|x

Figure 53 Phone Service Ul

NOTE: This configuration will be explained later!

7.7 Settings

There are various CBAdmin specific settings that can be modified by customer
preference.

7.7.1 User/Password

For instance the default user and password can be changed.

HiPath 4000 CSTA CBAdmin Configuration Management
| Connectivity Adapter List | License Highlights | Log | Advanced Configuration | Phone Services Ul | Logout

Change password] HTTPS connection

Settings

Change Administrator password

/Actual password

New password

Confirm password

Change password Cancel
Figure 54 Change default user and password
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7.7.2 HTTPS Connection

HiPath 4000 CSTA provides a feature to change the default certificate and private
key that is used for communication through the https protocol.

HiPath 4000 CSTA CBAdmin Configuration Management

| Connectivity Adapter List | License Highlights | Log | Advanced Configuration | Phone Services Ul | Logout

Change password [[HTTPS connection

Settings
Currently set cert and key by alias:  defaultcsta B Setalias to be used |
o
” cstasha2b6 .
New alias <- Custom alias name
Certificate file | Browse. | <- PEM formated certificate
RSA private key file Browse. | <- Unencrypted PKCS#1 RSA Private Key
| Upload certand key
CSTA keystore content
Found alias: defaultcsta
[
[
Version: V3
Subject: CN=HiPath CAP Inside, L=Munich, C=DE
Signature Algorithm: SHAlwithRSA, OID = 1.2.840.113549.1.1.5
Key: Sun RSA public key, 1024 bits
Figure 55 HTTPS Connections

Currently set cert and key by alias

As it says that it is the currently used certification and private key for https
connections.To change this simply pick another alias from the drop down list and
set it by clicking the button next to it. For the changes to take effect tomcat must
be restarted.

There are two built-in certificates/private keys in HiPath 4000 CSTA under
different aliases namely defaultcsta and cstasha256.

e defaultcsta

As the name suggests, defaultcsta is the default setting on every installation.
The certificate and key pair represented by this alias is the same as in the
previous versions, so if no change is needed, this default can be used without
any compatibility problems.

e cstasha256

The cstasha256 is a self-signed certificate and key pair, only available for
temporary usage. The major difference to the defaultcsta is that this certificate
only has “replace me” attributes, indicating that it should only be used, if the
network’s security settings do not allow the usage of the previous defaultcsta
certificate, since the defaultcsta certificate is signed by a stronger algorithm.
When the cstasha256 certificate is set, then previous versions of the HiPath
4000 Phone Services software won’t be able to connect to HiPath 4000
CSTA.
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Upload cert and key
It is generally advised that every customer should use their own custom
generated (and signed) certificates with the related private key.

With this in mind, HiPath 4000 CSTA provides a way to upload these files into
HiPath 4000 CSTA's own keystore.The certificate must be in PEM format and the
RSA private key must be in unencrypted PKCS#1 format for a successful upload!

Both of these files are simple textfiles. PEM format certificates’ file structure
should be (the number of chains can vary):

For the RSA key, the file structure should be like the following:

---BEGIN RSA PRIVATE KEY-----

<Private Key>

After picking a unique alias name, select the corresponding files and click on
Upload. If the upload was successful then the alias can now be selected from the
drop down list Currently set cert and key by alias and can be set to use.

HiPath 4000 CSTA keystore content

This is the full content of HiPath 4000 CSTA's keystore grouped by aliases. Under
every alias, detailed information can be seen relating to the certification and the
private key (sensitive informations are blurred out on the screenshot).

NOTE: In case of HiPath 4000 V6 integrated HiPath 4000 CSTA, the CBAdmin
and Phone Services graphical user interface is accessed through the HiPath
4000 Assistant, therefore its certificate is being used as well. The communication
with the HiPath 4000 Phone Services (prev. XCI Tray) is still done using HiPath
4000 CSTA’s own certificate.
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7.8 Advanced Configuration for SMR 13

In SMR 11 and SMR 12 of HiPath 4000 CSTA the configurations were stored in
configuration files. In SMR 13, all of the configurations are stored in HiPath 4000
CSTA's own database, and an easy to use graphical user interface is presented
in case any modification is required.

HiPath 4000 CSTA CBAdmin Configuration Management
Settings | Connectivity Adapler List | License Highlights | Configuration | Status | Log \ itatistics | Version | Phone Services Ul | Logout

Advanced Configuration

Component type: ca4000 ~ Component: CA4000_HiPath4000CSTA_1 ~
Name Value Delete

IACL_SERVER_IP_ADDR 172.27.16.165

Gw LINK 1D 13

GW_SUBAPPL_ID 23

GW_TRACE_CONTROL o

Gw TRACE TIME_END 0

KEEPALIVE 1

TCP_PORT TYPE 2 7

USE_EXTERNAL DNIS 2 0

Add line H Save |

| Export ‘ Import

V| Keep values

-Impnrt

New compenent

Component type: | log4j.properties

Name:

Add

Figure 56 Advanced Configuration - Component selection
Structure of the page:

Two listboxes are on the top of the page. With these, the user can select the
configuration type (Component type) and the configuration (Component) which
he wants to view/edit. After the selection the page will reload, and will show the
configuration parameters and values in a table. Then the user can modify, delete
or add entries.

The user can do more than one modifications at the same time and save them all
together at the same time at the end.

Delete, modify or add entries
* Delete

The checkbox in the column Delete should be checked. The deletion will be
maintained after Save.

Modify
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Modify the value in a chosen line. The modification will be maintained after
Save.

* New setting

Push the button Add line, then a new line will appear in the configuration. The
user should fill the name and the value. The modification will be maintained
after Save. If the add line was a mistake, then the user can delete the new
line before the save with the Delete button in the last column.

Save

After pressing Save the values of the configuration parameter are saved/deleted
in the configuration database. The processes will "know" about the changes after
restarting the adequate cbdriver in case of cbdriver configurations or the HiPath
4000 CSTA service in case of all other configurations.

Export/Import:

[TCP_PORT_TYPE 2 |2 I
use_externa ons 2 [0 i ‘
Add line H Save ‘
Export Import
V| Keep values
Export [ Browse. |
Import
New component
Component type: | log4j properies ~
Name:
Add
Figure 57 Advanced Configuration - Export/Import

There is a possibility to export/import only a part of the configuration or even the
whole configuration.

¢ Export

Depending on the chosen configuration type and configuration, clicking the
Export button will download part of or the whole configuration in a zip file. If
nothing is selected then the whole configuration will be downloaded. If any of
the component or the component type is chosen then the appropriate part will
be downloaded.

Structure of the .zip file:

The main directories in the zip file are named after the component types. In
these main directories are the files located that correspond to the related
component. The files contain key-value pairs.

¢ Import
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It is possible to import the above defined zip files. If the checkbox "Keep
values" is unchecked, then the import process will first clear the old
configuration and import the new ones only after that. If the checkbox is
checked, the import process will keep the old values, and if it finds any key
which is both in the zip file and in the database then it will update the old
value.

The user can create its own components. For this, a name and a type have
to be chosen. The name should be unique in its component type.

For the modification to take effect the user needs to restart the HiPath 4000 CSTA
service (in HiPath 4000 V6 systems the tomcat5 service t00). If the config type is
ca4000 it is enough to restart the cbdriver. The application offers the possibility
to restart it (or the user can do it later himself).

7.9 Logout

Logout will terminate the current session.

HiPath 4000 CSTA CBAdmin Configuration Management
Logged out! Please close the browser!

Figure 58 Logout
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8 HiPath 4000 CSTA Switch Integrated — Introduction

HiPath 4000 CSTA Switch Integrated is installed as part of the image installation
of a HiPath 4000 V6 installation and offers some additional useful features:

e CBAdmin Web server single sign on access via HiPath 4000 Assistant

» Default configuration of the first CA instance during the rpm installation
(CA4000_DEFAULT)

e Automatic AMO configuration, based and initialized on a new Connectivity
Adapter configuration

* Graphical user interface based hotfix and minor release update through
HiPath 4000 Assistant (Software Activation)

* HiPath backup and restore support for configuration data only

e Full image system backup and restore (only in case of SMR 11)

8.1 Application Environment

Port list

HiPath 4000 CSTA Switch Integrated image installation is preconfigured. A
cbdriver instance (C24000_Default) uses the ACL PBX Link=5 and
SubAppl=25. The PBX IP address is set to 192.0.2.3 which is the fixed
Atlantic LAN IP address.

This default CA has 4 applications configured, which listen on the following ports:
1040 (HPPC), 2205 (XPR), 2209 (DTB) and 27535 (LiRus).

This default configuration is only created when the rpm file is installed and is not
touched again. It is therefore possible to change it and upgrades do not overwrite
it!

These application links are configured for internal products. The licensing mode
is settono_license

Daemons

The processes are started automatically when the system reboots.
The daemons existin /etc/init.d/:

e /etc/init.d/tomcath

— {start|stop|status|try-restart|restart|force-
reload|reload|probe}

— The daemon is started atrun level: 3 | 5
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e /etc/init.d/CSTA

— {start|stop|status|try-restart|restart|force-
reload|reload}

— The daemon is started atrunlevel: 2 | 3 | 5
Directories
The default installation directory for tomcat5 is:
/sxrv/www/tomcath
The Web pages are hosted in:
/srv/www/tomcat5/base/webapps
The default installation directory for HiPath_4000_CSTA is:
/opt/siemens/CSTA

Active processes

Unlike a single installation, the HiPath 4000 CSTA Web Administration Server
starts at run level 3 - 5. The demon name is tomcat5. A new process is
responsible for this: java.

Figure 59 java process

This Web server listens on port 443, 8081 and 8080.
As before, the process jss is started.

A bash process is also active for supporting the system backup.

Figure 60 bash process

By default, the CA instance CA4000_Default is created automatically during the
rpm installation. It includes the complete HiPath 4000 ACL AMO configuration.
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2 1.40.11.213 - PuTTY

Figure 61 cbdriver4000 process

NOTE: For each additional CA instance configured via the Web server, an
individual cbdriver4000 process is also started.

HiPath 4000 V6 Switch Integrated HiPath 4000 CSTA IP configuration

As for the HiPath 4000 Platform Administration (Portal) and HiPath 4000
Assistant, the HiPath 4000 CSTA needs its own IP address in the customer LAN,
which is configured on ethl.

eth?2 is configured on the other side for internal communication. Another process
is therefore started to link the internal Web services to the NIC eth?2.

| IP Address of CSTA 1 4041 213

End IP Address 192168187150

Interne |rp Redlvess of Assistant 14041212
WEB Service Shart 1P Address 192.168.487.100

Kommuﬂ ”(at’ on | 1P Address of Portal 14041 211
Listen 1P Address 192168 1671
1

Figure 62 Internal WEB Service Communication

Kunden-LAN

The portal also has connections to both LAN networks.

eth0 s configured to support internal Atlantic LAN communication. The CA
instance uses this interface to establish a link to the CMS (Communication
Management System).

The portal also has a connection to the ATL LAN network.

ATL 192023

Kom mun!kat!on 1P Address of Portal 14041211
192.0.2.7

Figure 63 Internal ACL Communication

I TP Address of C3TA 14041213
CA: 1920.2.25
’nterne |]P Address of Assistant 14041 212
ACL | Kunden-LAN

8.2 Portal — IP Address Configuration

Log on to HiPath 4000 V6 Assistant and select:
Expert Mode > Platform Portal

A31003-H3100-S102-6-7620, 02/2014
HiPath 4000 CSTA and Phone Services, Service Documentation 55



HiPath 4000 CSTA Switch Integrated — Introduction
Portal — IP Address Configuration

¢ Assistant V6

/ \ Welcome to HiPath 4000 Assistant

£ Software Management
) Access Hanagement User Info License Management
{1Base Administration User name engr System number L3198800361X
A Expert Mode Client P 172.27.47.45 Flexlicenses 3817
ZSignalling & Payload Encryplion Lastsuccessful logon 2012-12-05 16:15 SLES update protection 317
EApeiLACCRES T oW from 172.2717.45 Update protection validity @
A Sahbosd Lastunsuccessful logan undefined @
. e
%:z:ﬂa’;wﬂg;‘f At Number of failed attempts 0 Alllicensed features on Assistant blocked!
- CSTA Status Board Configuration Management
5} Direct WBMISSH Access System Time 2012-12-06 13:48 CET Upload Status SYNCHRONOUS
{1 System Management TimeZone Status A& Warning Stations SYNCHRONOUS
1 Configuration Management Platform DeploymentHW DUPLEX/PC LCR SYNCHRONOUS
I éacpaosics Last Data Backup &\ No backup yet System Data SYNCHRONOUS
LastLogical Backup @ ok Hil Data SYNCHRONOUS
APE Mode @ ot conigured in RMX Hil SWU SYNCHRONOUS
APE Sync Status @ Not configured in RMX HIM ADP SYNCHRONOUS
Component Version System Start dateftime
Flatform V6RZ.14.0 2012-11-15 12:30
Assistant VBR2.340 2012-11-15 14:39
RMX VER2.140 2012-11-1514:35
CSTA V1R132013 2012-11-1514:38
SonGate on Platiorm LO-T3T.63.003-001
HiPath Fil HPFH_4 R3.10.02
Important Hints
The license has expired, only the defaultlicense is available. 2012-12-06 13:48:18
License SLES Upgrade Protection for 3 years missing 2012-12-06 13:48:18

Figure 64 Connect to HiPath 4000 Platform Administration (Portal)
Select System to configure the HiPath 4000 CSTA IP address.

Home Applications Status Maintenance DSCXL Frontpanel

Assistant

Configuration overview for OpenScape 4000
System CpenScape 4000 system settings
Applications Start of appl 15 Assistarnt, P ker, VM Manager
Status Status Informations from the OpenScape 4000 Applications
DSCEL Frontpanel Simulation of the hardware Frontpanel
Assistant Call Assistant configuration

Figure 65 System
Select LAN Wizard to configure the HiPath 4000 CSTA IP address.

Applications Status Main

DSCXL Frontpanel

OpenScape 4000 system settings

P 1PVE Addresses HW Platform

P NGS Configuration

P DSCXL Frontpanel & HiPath 4000 Communication Server (DSCXLZ Blade Server)

" OpensScape 4000 Convergence Driver (Standard Linux Server)

Deployment | Simplex vI

RTM (Rear Transition Modul) | configured =

St

Figure 66 System - LAN Wizard - Step 1

Press Next.
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Home - Applications Status Maintenance DSCXL Frontpanel

Assistant

OpenScape 4000 system settings

W LAN Wizard
P IPYG Addresses IPDA LAN
: :'::;:_0::::::.:7 Ethernet Interface Node m
Metmask 2552552550
YLANID 0
YLAN Tag 0

CCA IP Address |1.40.41.70
Default Router |1.40.41 254

MGS IP Address  1.40.41.214

Back Cancel

Figure 67 System - LAN Wizard - Step 2
Enter the HiPath 4000 CSTA IP address.

W LAN Wizard
P IPYE Addresses Customer LAN

P NGS Configuration
P DSCXL Frontpanel Ethernet Interface Mode IelhD "I
IP Addrass of Portal 1.40.41.211

Metmask 256,255 2550
YLANID 0
YLAN Tag 0

1P Address of Assistant 1.40.41.212

1P Addvess of CSTA 1.40.41.213 |

Default Router of Customer LAN 140,41 254

Atlantic LAN

Ethernet Interface Node | ethB

Ethernet Interface 2 Node | eth?

Ethernet Interface 3 Mode

Ledleliel«

Ethernet Interface 4 Mode

Back Cancel Hext

Figure 68 System - LAN Wizard - Ste;\?—

All HiPath 4000 CSTA applications must use this IP address to establish a
connection to the integrated HiPath 4000 CSTA.

Press Next.
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W LAN Wizard
P IPYG Addresses Internal LAN
P NGS Configuration
P DSCHL Frontpanel Listen IP Address 1921681671
Start IP Address  192.168187.100
End IP Address 1892168167150
Netrask [255.255.255.0
System
Corasynt Network  10.0.187.0
Multicast IP Address | 226.94.1.1
Mulkicast Port 5405
System Marme Mode  linux-0s4000vE-server
Back | Cancel
Figure 69 System - LAN Wizard - Step 4

Press Finish.

Home Applications Status Maintenance DSCXL Frontpanel

Assistant

DpenScape 4000 system settings

W LAN Wizard
P 1PV6 Addresses | Action successfully completed. |
P NGS Configuration
P DSCXL Frontpanel

Installation Log File

Figure 70 Wizard completed

8.3 CBAdmin — Trusted IP Addresses

In case HiPath 4000 CSTA is used with CAP then it is required to configure the
trusted IP list on the CBAdmin Settings page.
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HiPath 4000 CSTA CBAdmin Configuration Management CSTA Staius:Ok

Seftings | Connectivity Adapter List | License Highlights | Log | Advanced Configuration | Phone Services Ul | Logout

Change password | Trusted addresses | HTTPS connection

Settings

Trusted IP addresses/masks What is this?
172271745 . These are the ip ad:

netmasks) that are
Remove

| ‘ 192.168.0.63

17236.27.174

11287631082

Note that there is n«

sed then it will
ed at the actual
firewall setf

Figure 71 Trusted IP addresses

The IP addresses and/or ranges in this list are able to communicate with the RMX
platform through the HiPath 4000 CSTA VM. Later versions of CAP automatically
try to register themselves into this list. But manual supervision is still required in
case of malfunction.

The list can be freely modified by adding or removing entries. These modifications
will be applied after saving the changes (button Save changes).

8.4 CBAdmin — CA Instance Configuration

Log on to HiPath 4000 V6 Assistant and select:
Expert Mode > CSTA

¢ Assistant V6 & Welcome to HiPath 4000 Assistant

] Software Management
1 Access Management User Info License Management
) Base Administration Username engr System number 1319880036 1%
‘A Expert Mode Client P 17227.17.45 Flexlicenses 3812
E-_] Signalling & Payload Eneryption Last successful logon 2012-12-0515:15 SLES update protection 317
-3 Expert Access (Comitin) from 172274745 Update protection validity <
- Gateway Dashboard Lastunsuccessful logon undefined @
- Platform Portal o
g:g;:g"‘:ﬂ;;‘;: o Number of failed atiempts 0 Alllicensed features on Assistant blockedl
:—h Status Board Configuration Management
o reCNERL S e ess System Time 2012-12-06 13:48 CET Upload Status SYNCHRONOUS
11 System Management TimeZone Status & Waming Stations SYNCHRONOUS
1 Configuration Management Platform DeploymentHW DUPLEX/PC LCR SYNCHRONOUS
M DiagosTcs Last Data Backup A&\ No backup yet System Data SYNCHRONOUS
Last Logical Backup Dok HIM Data SYNCHRONOUS
APE Mode @ Not configured in RMX. HIM SWU SYNCHRONOUS
APE Sync Status @ Not configured in RMX. HIW ADP SYNCHRONOUS
Component Version System Start date/time
Platform V6 R2.14.0 2012-11-1512:30
Assistant V6 R2.34.0 2012-11-15 14:39
RIX VER2.14.0 2012-11-16 14:35
CSTA V1R13.2013 2012-11-15 14:38
SoftGate on Platiorm L0-T3T63.003-001
HiPath FM HPFM_4 R3.10.02
Important Hints
The license has expired, only the default license is available 2012-12-06 13:48:18
License SLES Upgrade Protection for 3 years missing 2012-12-05 13:48:18

Figure 72 Connect to HiPath 4000 CSTA
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The CAinstance CA4000_Default is created and configured automatically during
the rpm installation.

HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Connectivity Adapter List Ir,icense Highlights | Log | Advanced Configuration | Phone Services Ul | Logout

Select Connectivity Adapter

I Select Connectivity Adapter I

Add new Connectivity Adapter |

Remowe selected Connectivity Adapter |

Figure 73 Connectivity Adapter List - Select Connectivity Adapter

To display the default connection parameters, press Select Connectivity
Adapter.

CA4000_Default Configuration

| PEX Link Number |5

|F'EIX Sub-Apo Number [25

| Manufacturer Name ||siemens

|\F‘ address of the PBX [152.0.2.3

|Maximum log file size ||1D

hadify |

Configured applications

|

| app_1040 E7ES
| app_27535 EAE3
| app_2205 N [%
| app_2209 [N [%x

Add new application |

Status: RUNNING

ﬂl Stop |

Update Device List
Figure 74 Configuration - CA4000_Default Configuration

The default connection parameters are:

e PBX-Link Number: 5
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e PBX Sub-Appl Number: 25

* IP Address of the PBX: 192.0.2.3
Configured applications:

e app_1040: port 1040

* app_27535: port 27535

* app_2205: port 2205

* app_2209: port 2209

To add a new CA instance, click Add New Connectivity Adapter.

HiPath 4000 CSTA CBAdmin Configuration Management

Setitings § Connectivity Adapter List ILucense Highlights | Log | Advanced Configuration | Phone Services Ul | Logout

Select Connectivity Adapter

CA4000_Default

| Select Connectivity Adapter |

| Add new Connectivity Adapter |

| Remove selected Connectivity Adapter ‘

Figure 75 Connectivity Adapter List - Add New Connectivity Adapter

A new CA instance can be connected only to the same HiPath 4000 V6.

Add New Connectivity Adapter
——
Cancel |

Figure 76 Add CA

Enter the name of the new CA Instance and press the button Add CA.

To configure the ACL link connection parameters, select the new CA instance
name and press Select Connectivity Adapter.
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HiPath 4000 CSTA CBAdmin Configuration Management

Settings ICcnnec:ivit ; Adapter

:-_istILicense Highlights | Log | Advanced Configuration | Phone Services Ul | Logout

Select Connectivity Adapter

| Select Connectivity Adapter ‘

[ Add new Connectivity Adapter I

[ Remove selected Connectivity Adapter I

Figure 77 Connectivity Adapter List - Select Connectivity Adapter

Enter new and not yet existing (used) PBX-Link Number, PBX Sub-Appl
Number and the IP Address of the PBX:

¢ PBX-Link Number: 6
*  PBX Sub-Appl Number: 26
e |P Address of the PBX: 192.0.2.3

HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Connectivity Adapter List | License Highlights §Configurationj Siatus | Log | Advanced Configuration | Statistics | Version | Phone Services Ul | Logout

CA4000_New_CA Configuration

PEX Link hurber |

PEX Sub-App Number |

anufacturer Marme Islamans

IP address of the PBX |

|Max\mum log file size ‘I]U

Configured applications
Add new spplication
Figure 78 Configuration - Modify

If you address the integrated HiPath 4000 based on the entered values, the ACL
link AMO configuration will be performed automatically.

Press Modify.
To add a new HiPath 4000 CSTA application link, press Add new application.
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HiPath 4000 CSTA CBAdmin Configuration Management

Seitings | Connectivity Adapier List | License Highlights §Configuration) Status | Log | Advanced Configuration | Statistics | Version | Phone Services Ul | Logout

CA4000_New_CA Configuration

PEX Link Mumber |6

FEBX Sub-App Nurmber |2

=

Manufacturer Name  [siemens

IP address of the PBX |182.0.2.3

Maxirnum log file size |10

Configured applications
Add new application

Figure 79 Configuration - Add new application

* Enter new Application Name.

e Enter new and not yet existing (used) TCP-Port.

HiPath 4000 CSTA CBAdmin Configuration Management

Seitings | Connectivity Adapier List | License Highlights §Configuration) Staius | Log | Advanced Configuration | Statistics | Version | Phone Services Ul | Logout

Add new application

| Application name ‘

| TCP Port (1025-30000)

|Au1omatic Global Routing Trigger‘
| Maonitor Filter

| Use External DNIS

| License type

| Add application ‘ ‘

[
| Private Data Version Number ‘
[
[

Figure 80 Configuration - Add application

The new CA instance listens on the given port and only one HiPath 4000 CSTA
application can establish a link to this port.

Select a License type and press Add application.

NOTE: For internal Unify applications, select No license.

The new application link will be displayed in the Configured applications list.
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CA4000 New CA Configuration

Application successfilly added

| PEX Link Number [

|PB>< Sub-App Number [25

| Manufacturer Name ||siemens

|IF‘ address of the PBX [192.0.2.3

|Ma><|mum log file size ||1El

Madify |

Configured applications
¥MLPS ETES

Add new application |

Stats: RUNNING
Figure 81 Configuration - XMLPS

The CA instance Status shows the PBX Link to be assigned as
ConnectedAndActive if the ACL connection to the HiPath 4000 is up and
running.

HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Connectivity Adapter List | License Highlights | Configuraiion Log | Advanced Configuration | Statistics | Version | Phone Services Ul | Logout

Status

Used licenses 1]
FBX Link ConnectedAndActive
AMLPS Digconnected

Figure 82 Status - PBX Link

Also the link status of the application connection is shown as well as the number

of Used licenses (number of active monitor flags)

8.5 Additional Supported Services
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Log on to HiPath 4000 V6 Assistant and select.
e Software Management

— Backup & Restore

— Software Activation

— Software Transfer
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‘ Assistant V6 A Welcome to HiPath 4000 Assistant
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Figure 83
* Backup & Restore
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— Restore
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Figure 84

i

Type:
 Data

& Logical (export)

RMX HD-PDS Area
Unix Configuration Data

™ RMX [RMX Regenerate database)

I~ ABD (Additional Backup Data)

I~ Appctrl (Application Control)

" BEER {OpenScape 4000 Platform cata)
 BEER_CSTA (CSTA Configuration) |

™ BUM (User Specific Data)

I~ CDEB {Common Informix Database)

™ Comwin (MML Direct Dialog and File Transfer)
" HER (HiPath4000 Backup&Restore)

I~ HBR_MPCID

Backup & Restore - BEER_CSTA (configuration)

In case of SMR 11 System Backup and Restore are supported:

Log on to HiPath 4000 V6 Assistant and select the option below:

Expert Mode > Platform Portal

In HiPath 4000 Platform Administration (Portal) select

Maintenance > System Backup > Backup

or

Maintenance > System Backup > Restore
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Home System Applications Status DSCXL Frontpanel

Assistant

Maintenance

P Software
W System Backup System Backup
Backup

Restore # Eackup Set Status Action
P Data Backup

» Logs Start System Backup How

System Backup Log File

C

Figure 85 Maintenance - System Backup - Backup

8.6 Changing of the Configuration File

66

8.6.1 Configuration Change for SMR 11

In case of SMR 11 for some specific Connectivity Adapter configuration settings
there is no possibility to change these via the HiPath 4000 CSTA graphical user
interface. The changes must be done in the configuration files.

Therefore it is needed to log into the HiPath 4000 CSTA VM, for example with
putty application. Use the CLAN IP address of the HiPath 4000 CSTA VM and
the root account.

Under the directory /opt/siemens/CSTA/config/Connections you can find the
configuration files of the corresponding Connectivity Adapter, that you can edit
with an editor like joe.

After changing the configuration file you need to restart the corresponding
Connectivity Adapter to take the changes effect.

8.6.2 Configuration Change for SMR 13

In case of SM 13 some specific Connectivity Adapter configuration settings can
be changed only in the Advanced Configuration menu. There are two ways to
reach the cbdriver specific settings in the CBAdmin graphical user interface.

Select the Advanced Configuration menu and pick the ca4000 Component
type and the Connectivity Adapter that needs to be modified from the
Component drop down menu.
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HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Connectivity Adapter List | License Highlights | Configuration | Status | Log [JAdvanced Configuration) Statistics | Version | Phone Services Ul | Logout

Advanced Configuration

Component type: ca4000 ~ Component: CA4000_HiPath4000CSTA_1 ~
Name Value Delete
IACL_SERVER_IP_ADDR 17227.16.165 ]
GW_LINK_ID 13 0
GW_SUBAPPL_ID 23 al
GW_TRACE_CONTROL 0 |
GW_TRACE_TIME_END 0 &
KEEPALIVE 1 ]
Figure 86 Advanced Configuration - ca4000 component

If a connectivity adapter is already selected from the Connectivity Adapter list
then there is also a direct link to this page named advanced from the
Configuration menu.

HiPath 4000 CSTA CBAdmin Configuration Management

Settings | Connectivity Adapter List | License Highlights | Configuration | Status | Log | Advanced Configuration | Statistics | Version | Phone Services Ul | Logout

CA4000_HiPath4000CSTA_1 Configuration

advanced

[PEx Link Number |

[PBX Sub-App Humber

[IP address ofthe B [ 192023

|Maximum log file size ‘ 10

Modify
|Configured applications
Add new application ‘

Status: RUNNING

Start ‘ Stop ‘
Update Device List
Update Device List
Figure 87 Advanced Configuration - ca4000 direct link

Changes made in connectivity adapter settings require the CA to be restarted.
This can be done on the Connectivity Adapters Configuration page.
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8.6.3 Special Settings

8.6.3.1 Concept of “Presentation Indicator for Devices” in
CSTA Events

To provide adaptable working cases for every application, CA4000 will have three
different ways to handle the presentation indicator for devices. The different
solutions can be activated in the configuration of CA4000. The parameter
PRESENTATION_RESTRICTED should be set to the following values:

e normal: to provide the old concept as it worked in the past (valid for
CSTA3)

¢ ignore: to have the presentation restricted partially ignored (valid for
CSTAR); this is only a work around for HiPath ProCenter, which should
also use private data from now on.

* private data: presentation indicator will be shown by the private data
(valid only for CSTAS interface, in case this solution is set in the
configuration file)

e.g.: PRESENTATION_RESTRICTED = private data

¢ extended private data: a new concept of the presentation indicator
introduced in HiPath 4000 V4 and V5 with which the switch delivers
presentation restricted information not only in the case of calling and
called party.
All presentation indicators will be represented by private data (valid only
for CSTA3 interface, in case this solution is set in the configuration file,
CSTA1 will work as normal)
PRESENTATION_RESTRICTED=private data
ALLOW_ALL_PRIVATE_DATA=True

* special: similar to the function of normal but instead provides possibility
for the HiPath ProCenter (and OpenSape Contact Center - special
customer change request for Bundestag) to replace the “not known” with
the given <special value>
PRESENTATION_RESTRICTED=special
PRESENTATION_RESTRICTED_SPECIAL_VALUE=<special value>

NOTE: The application offers the choice when to switch-over to one of the
private data. By default, the parameter PRESENTATION_RESTRICTED and
ALLOW_ALL_PRIVATE_DATA are not included in the CA4000 configuration.

If these parameters are not in the configuration then the normal behavior will be
activated automatically. CA4000 reads the configuration in case of start or restart,
so any change will only be valid after the start or restart.
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8.6.3.2 Delayed CSTA Request Features

CSTA Deflect Call Request is used to divert a call from a ringing device to
another destination that may be inside or outside the switching sub-domain. If the
destination device is external and a trunk could be seized, the request was
always posAck'ed by ACL and the application is not informed about any failure of
the diversion.

There are options in HiPath 4000 CSTA to configure it for special cases (i.e. for
Deflect and Single Step Transfer services) in a way that the positive response
provided to report the successful seizure of the trunk is not sent to the application
right away. Instead the CSTA response is based on the state event reporting the
availability of the destination. Positive response is sent with the adequate state
event if the destination is reachable or a relevant CSTA error is sent if not. These
settings are the following:

NOTE: ACL changes were neccessary to support this option, hence the
relevance of the used HiPath 4000 versions.

1. CSTA3_DELAY_DEFLECT_CALL_RESP=1

If the CSTA Deflect Call is used only for RCGs and the target is the calling

party.
The option can be used from HiPath 4000 V5.

2. CSTA3_DELAY_DEVICE_DEFLECT_CALL_RESP=1

If the CSTA Deflect Call is applied on digital and analog subscribers, trunks,
and hunt group devices and the target party is the called party.
The option can be used from HiPath 4000 V6 R1 or higher.

CSTA Single Step Transfer Call Request is used by an application to
transfer a party in an existing call to a new device. If the destination device is
external and a trunk could be seized, the request was always posAck'ed by
ACL and the application is not informed about any failure of the transfer.

NOTE: ACL changes were neccessary to support this option, hence the
relevance of the used HiPath 4000 version.

3. CSTA3_DELAY_SST_CALL_RESP=1
The option can be used from HiPath 4000 V6 R1 or higher.

To activate these configuration changes the restart of the corresponding
Connectivity Adapter is necessary.
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8.6.3.3 CSTA Accept Call and Offered Event

In HiPath 4000 V6 R1 a new feature was introduced and HiPath 4000 CSTA
provides the support of CSTA Accept Call service in case of offered mode of a
digital device.

To get CSTA Offered Event for all the devices monitored by any applications
connected to this CA, the following AMO command must be executed to that ACL
linkpair, used by the Connectivity Adapter, to which the monitoring CTl application
is connected:

CHANGE-XAPPL : CTYPE=SUBAPPL, APPLNO=xx , SUBAPPL=yy, ADDEVT=ALL;
CHANGE-XAPPL : CTYPE=SUBAPPL, APPLNO=xx, SUBAPPL=yy, ADDEVT=CALLOFM;

NOTE: CALLOFM is not part of ALL events.

Please be aware that switching on the offered mode will result in a delay of 2
seconds of the ring tone and the DELIVERED events.

Offered mode can be switched on, on a per cbdriver basis and the 2 seconds
delay will appear on the phones monitored by an application connected to this
cbdriver.

In the HiPath 4000 CSTA no special setting is needed to be able to use this
feature.

8.6.3.4 Delivering devicelDs in E.164 Format (SFR
international)

This feature is introduced in HiPath 4000 V6 R2. The feature can be switched on
using a configuration parameter in the corresponding ca4000 configuration:

E164_NUMBER_FORMAT=1

You can add this parameter into the corresponding configuration file. This
Connectivity Adapter must be restarted to take effect this setting.

This modification can be made in the Advanced Configuration menu by
selecting the cbdriver that you wish to edit.

This configuration parameter is valid for a cbdriver, so if it is switched on, all the
applications connected to it will have the numbers in E.164 format.
Monitor events

E.164 number format is provided in the DevicelD field that normally contains a
dialed number if it is provided for every call control and agent state events,
maintenance events. It will appear in the following fields:

e Added party
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Alerting device

Answering device

Associated called device

Associated calling device

Called device

Calling device

Conferencing device

Dialling device

Diverting device

Failing device

Holding device

Initiating device

Last redirection device

Network called device (if the information is provided)
Network calling device (if the information is provided)
New destination

Offered device

Releasing device

Retrieving device

Transferred to device

Transferring device

Services

If the feature is switched on, Monitor Start Request must contain the E.164

number. Monitor start request without it is rejected on HiPath 4000 CSTA

level.

Conference, Alternate, Transfer and Reconnect requests are only sent to

ACL when the device IDs are the same. As the whole E.164 logic is in the

switch, it can not be read on CA4000 level if it is the same number just in

different formats. Requests with a different device ID format will be rejected
because CA4000 is unable to tell which number is supposed to be sent to

ACL.

Other service requests are let through HiPath 4000 CSTA with either
extension or E.164 number. ACL will determine the extension from it.
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Restrictions, limitations

¢ During a normal call setup the called party in the ORIGINATED event there,
is not in E.164 format. At this point the party belonging to the dialed number
could be anywhere, there is no information about the "rest" of the E.164
number so the called party will contain only the numbers dialled.

¢ The E.164 format will not appear in the dialing sequence if other sequence is
dialed.

8.6.3.5 Special Settings to Application Connection

In case of a network problem (e.g. cable pulled out or network disabled, then the
connection enabled again) there will be problems for the CTI application to build
up the connection to the HiPath 4000 CSTA again, since the corresponding
application port of the HiPath 4000 CSTA remains busy for a longer time.

From the version HiPath 4000 CSTA HF R11.202.13 the following additional
special settings have been introduced to solve this issue. This is named socket
keepalive.

Socket keepalive can be configured, to send "keepalive" (~0) messages to check
for socket connection. If keepalive check fails, then the socket is closed.

Now keepalive is modified for sockets (both way: pbx and cti application), which
can be configured in ca4000 configuration.

If not configured in ca4000, then the default values are used:
* keepalive: 1

1 - active

0 - not active (makes no sense)
¢ keepalive_time: 120 (sec)

If nothing happened on socket then keepalive will be activated after this
period of time.

* keepalive_tries: 5

Description: Before closing the socket, the application sends keepalive
messages as many times as set here. If there is still no response after the last
try then the socket will be closed.

IMPORTANT: Supported only on Linux, default values on Windows:
before Vista: 5,
Vista and after: 10.

¢ keepalive_interval: 5 (sec)
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Time between tries of sending keep alive messages.

8.6.3.6 Special setting to deliver keyset information via HiPath
4000 CSTA

No multiline appearance (keyset) support via HiPath 4000 CSTA.

However in case of a special problem, there are changes introduced in the
product, which can be activated.

Problem with a CTI application: When a call arrived to the keyset device, which
is monitored, the call was answered by its secondary line, and in this case the
middleware delivered no information in the Established Event about the real
answering device (secondary line), only the keyset number - the information of
the logical device is delivered to the Called Device file. So the CTI application
could’ve used only the keyset number as a source in the ConnectTimeslot
Request, however that was not in call, but instead its secondary line. Therefore
the recording of that call was not possible.

Solution is implemented for this problem:

Physical device ID is sent out in the private data field of the
CSTA_ESTABLISHED_ EVENT. New private data field i.e.
physicalAnsweringDevicelD is introduced, including the physical device number,
which actually answers the call.

Additionally the CSTA_RETRIEVED_EVENT is also enhanced for that situation,
when as a further action the secondary line holds the call then calls another
device then ends that call, and then retrieves the held call. For the ASC, this
physical device (secondary line) is delivered in the private data field of the CSTA
Retrieved Event as physicalAnsweringDevicelD again.

This workaround solution can be activated with the following ca4000 entry:

ALLOW_PHYSICAL_APPEARANCE =1

This feature is inactive, if no such entry is written in the configuration file of the
corresponding Connectivity Adapter.

8.6.3.7 Umlaut Characters

The CSTA ASN1 does not support umlaut characters. CA4000 by default does
not change the hexa values of the characters since they are usually from the
basic ascii character set. If a name with umlauts is configured via AMO PERSI
and HiPath 4000 CSTA, ASN1 interface is used, you must use a configuration
parameter in ca4000 configuration (Advanced Configuration menu in SMR 13
or the corresponding ca4000.cfg file in SMR 11) to "de-umlaut" them. This
activates a conversion from CORNET TS characters to latin ascii.
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USE_ACCENTED_CHARACTERS=0

With this config OoAaUu is should be shown instead of the accented version
(O6A&UL).

8.6.3.8 Hunt Group Behavior

Hunt group behavior has been enhanced; now it is possible to set up parallel
ringing for the devices.

For Example:

ADD-SA:TYPE=VCE, CD=3256, ITR=0, STNO=3258, STYPE=PRL, N ="
", VARCQ=Y, BUSYCOND=ALL, FOLFWBSY=Y;

Also keep in mind that monitoring follows the above mentioned functionality.

8.6.3.9 UserToUser Info (SMR 13)

The geographical location of the caller can be of great importance especially in
case of emergency calls. The information (if available) is provided in a new
private element. The element will occur in the first CSTA monitor event sent for
the connection. It can be:

CALL_FAILED
CALL_FORWARDED
CALL_GROUP-QUEUED
CALL_OFFERED
CALL_QUEUED
HOLDING_STATE
ORIGINATED_STATE
RING_STATE
ROUTE_TABLE_SELECTED

Make call request will also support the private element.

8.6.3.10 Usage with OpenSape Contact Center (OSCC)
In case HiPath 4000 CSTA is used with OSCC then the following parameters
need to be set for the specific connectivity adapter:

ALLOW_RELATEDCLD=1
CALLID_MAX AGE=14400
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9 Phone Services — Introduction

HiPath 4000 V6 offers a number of small, user-friendly applications that are
integrated and free of charge:

e EasySee

* EasyMall

e EasylLookup

* EasyShare (WebCollaboration integrated)
e EasyUC

HiPath 4000 Phone Services is a package of XMLPS applications provided
together with HiPath 4000 CSTA and therefore also with HiPath 4000 V6. It is
aimed at optiPoint and OpenStage display phone and optiClient and CMI/
Cordless phone users and offers a set of innovative features to enhance
productivity at the workplace.

HiPath 4000 Phone Services functions as described subsequently are
implemented as XMLPS applications in HiPath 4000 CSTA. They are available
on every type of installation, integrated, external Linux and external Windows.
Multiple HiPath 4000 V6 can be connected to the same HiPath 4000 Phone
Service Server.

9.1 Overview

9.1.1 EasyLookup

EasyLookup can be launched on the phone via a configured I/O button only.
Searching multiple LDAP servers (using the same access parameters) can be
performed irrespective of the current call state, i.e. the search function may also
be used when no call is active.

Examples of use:

* Based on a name, you can get the contact details of a party to be called (as
provided by the corporate LDAP directory)

e Based on the phone number of an active call, you can get the name and
contact details of a calling party (as provided by the corporate LDAP
directory)

e Based on a phone number or name, you can search for colleagues in the
same room as the person or for alternative numbers of that person
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¢ Based on a phone number or name, you can get the e-mail address of that

person

o
-
-
-
-
3
v
—
v
L]

Figure 88 Easyl ookup - Call the menu by pressing the application button on
the device

e Call the menu by pressing the application button on the device.
* Select the desired function via the arrow buttons on the device.
* Enter the search parameters using the numeric keypad.

e Confirm your input and view the search results.

¢ View further information by pressing the arrow buttons.

* To dial the searched number during “idle” state, press OK key (as illustrated).

9.1.2 EasySee

On a call, caller data for all connected parties is retrieved from an LDAP server
and presented as a vCard in the PC’s Web browser (if information about the
caller is available!).

EasySee can be started on the phone via a configured I/O button and runs on the
associated PC.

Example of use:

¢ Identification of unknown called / calling parties

NOTE: EasySee requires a locally installed program HiPath 4000 Phone
Services (prev. XCl Tray). The EasySee function can also be invoked from the
HiPath 4000 Phone Services (prev. XCl Tray) context menu.
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Remark: if the default browser is Firefox and a remote connection also uses this,
then the EasySee will not pop-up the information in a new Firefox in the user’s
session.
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Figure 89 EasySee

* Call the EasySee function by pressing the application button on the device.

e Display the results as a PhoneCard on the PC.

9.1.3 EasyMail

On acall, caller data is retrieved from an LDAP server and used to prepare a new
e-mail on the PC to all parties involved in the call or conference.

EasyMail can be started on the phone via a configured I/O button and runs on
the associated PC.

Example of use:

¢ Send mail “Please confirm the agreed course of action by e-mail!”

* Send mail “Please send us the slide set you are talking about!!”

NOTE: EasyMail requires a locally installed program HiPath 4000 Phone
Services (prev. XCI Tray). The EasyMail function can also be invoked from the
HiPath 4000 Phone Services (prev. XCl Tray) context menu.
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Figure 90 EasyMail

e Call the EasyMail function by pressing the application button on the device.

¢ Open an e-mail window on the PC with the e-mail addresses of all
conversation partners.

9.1.4 EasyShare

On a call, caller data is retrieved from the UC server and used to start an e-mail
with a FastViewer ® (WebCollaboration) session invitation and with the
FastViewer Client also started.

WebCollaboration integration requires that the FastViewer server be set
appropriately on the XCI graphical user interface (information on the
PhoneServices configuration is provided later on).

NOTE: WebCollaboration integration - EasyShare of Phone Services
requires a locally installed program HiPath 4000 Phone Services (prev. XCI
Tray).

(No FastViewer client installation is required, the HiPath 4000 Phone Services
(prev. XClI Tray) already includes FastCOM.)
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Figure 91 WebCollaboration integration

e Call the WebCollaboration integration function by pressing the application
button on the device.

e FastViewer client is started and invitation e-mail is created.

9.1.5 EasyUC

Simple access is possible from the phone menu to the UC server to control some
of the UC functions.

The UC user account must be entered the first time the UC menu is used on the
physical device. However, the account can also be entered in the HiPath 4000
Phone Services (prev. XCl Tray) graphical user interface (to avoid mistyping
problems with the phone keypad).

Examples of use:
* Change the preferred device of the UC user UC Device

¢ Change the availability of the user UC Status

* Search in the UC database or in the user’s UC contact list (UC Lookup)

NOTE: In the case of the connected call status, the contact data is shown based
on the phone number of the active call. If HiPath 4000 Phone Services (prev. XClI

Tray) is also used, an e-mail is generated by selecting the e-mail address of the
contact, as with EasyMail.
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Figure 92 EasyUC

Example:

Calling the UC Status function sets the availability to unavailable. This is also
shown on the user’s Web graphical user interface (from any browser).

9.2 Structure

Overview — Single connected HiPath 4000 CSTA in case of HiPath 4000 V6

XClSystray

—

_@ El XClsystray

Path 4000 CSTA
mectivityAdapter

S
l

XML via http

Port 389

LDAP Server
[Port 8081

HiPath 4000 Phone Services

Figure 93 Single connected HiPath 4000 CSTA (HiPath 4000 V6)
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Overview — Single connected HiPath 4000 CSTA in case of HiPath 4000 V4,
V5 connection

XClsystray
XClSystray
| 7
iPath 4000 CSTA

CannectivityAdapter

E Port 389
Z

LDAP Server

HiPath 4000 Phone Services

Figure 94 Single connected HiPath 4000 CSTA (HiPath 4000 V4, V5)

Overview — Multiple connected HiPath 4000 CSTA

HiPath 40.00 CSTA

CSTA

Figure 95 Multiple connected HiPath 4000 CSTA (HiPath 4000 V6)
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Administration URLs — in case of standalone / external installation

| http://<host>: BOBOICBAdmIn

HiPath 4000 CSTA
|htt ://<host>:8080/XC| GUI Il

|t :H<host>:8030fccsIhtmllindex.html| ,
HiPath 4000 Phone Services :

Figure 96 Administration URLs — in case of standalone / external installation

e HiPath 4000 CSTA: http://<host>:8080/CBAdmin
e XClcore: http://<host>:8080/XCI_GUI

e HiPath 4000 Phone Services: http://<host>:8080/ccs/html/
index.html

NOTE: Some HiPath 4000 Phone Service Administration Web pages are
available via localhost only! Please note that the protocol and used ports are
configurable in <installDir>\tomcat.cfg.

Administration URLs — in case of HiPath 4000 V6 integrated variant

[ ‘iﬂps:h’<host>:8081!ccslhtmlfindex.html

¥ML via hitp }
: /  HiPath 4000 Phone Services
Figure 97 Administration URLs — in case of HiPath 4000 V6 integrated variant

e HiPath 4000 CSTA: From HiPath 4000 Assistant > ExpertMode/CSTA

e XCI core: From CBAdmin with Phone Services Ul link
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¢ HiPath 4000 Phone Services: https://<CLAN IP of CSTA VM>:8081/
ccs/html/index.html

NOTE: Some HiPath 4000 Phone Service Administration Web pages are
available via localhost only! From R11.202.6 HF version of HiPath 4000 CSTA
these sites are integrated into the XCIl-Administration graphical user interface.

uration | CC5 LDAP Configuraticn  Logout |

List of Connectivity Adapters

HNameH\PAddvassHPm Hchars cnI\H H H
et Jlizr.o0+ e ]

NOTE: Please note that in case of HiPath 4000 V6, the HiPath 4000 CSTA and
XCIl administration pages are available via HiPath 4000 Assistant only.

Phone Service URLs

XML via hitp

HiPath 4000 Phone Services
Figure 98 Phone Service URLs

e AllAppsMenu: http<s>://<host>:<port>/ccs/menu

» EasySee: http<s>://<host>:<port>/ccs/pc?PHONE=%phone%

e EasyMail: http<s>://<host>:<port>/ccs/mailme?PHONE=%phone%
* EasylLookup: http<s>://<host>:<port>/ccs/ccs?PHONE=%phone%

 EasyShare: http<s>://<host>:<port>/ccs/
WCServlet? PHONE=%phone%
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e EasyUC: http<s>://<host>:<port>/ccs/UCMenu?PHONE=%phone%

NOTE: Please note that in the case of the HiPath 4000 V6 integrated variant
https can be used and the <host> is CLAN IP of the CSTA VM and the
<port>is 8081;

for standalone / external installations use http and the default portis 8080 (config-
urable in <installDir>\tomcat.cfg).

Phone Service XML Service Tray Port - In case of standalone / external
installation 8443

iPath4000 CSTA
ConnectivitvAdapter

HiPath4000 Phone Services

Figure 99 Phone Service XML Service Tray Port In case of standalone /
external installation 8443

Phone Service XML Service Tray Port - In case of HiPath 4000 V6 integration
8081

‘k‘

XML vi hitp

XClSystray
2
iPath 4000 Phone Services

Figure 100 Phone Service XML Service Tray Port in case of HiPath 4000 V6
integration 8081
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9.3 Requirements

Hardware and Software Requirements

e HiPath 4000 Phone Services is installed automatically together with HiPath
4000 CSTA

* HiPath 4000 digital phones with display and cordless phones

e PC (with Windows OS) with the HiPath 4000 Phone Service (Tray —i.e.
XClITray) application installed; XCITray can be downloaded from the HiPath
4000 Phone Service Administration Web page.

NOTE: XClITray is not required for either EasyLookup or EasyUC, however with
XClTray the EasyUC functionality provides more enhanced possibilities
(e.g.: sending e-mails to the person connected via phone, as with EasyMail).

IMPORTANT: If more than one IOServices are planned to be used on the same
HiPath 4000 system via the same Connectivity Adapter of HiPath 4000 CSTA
(e.g. Phone Services of the HiPath 4000 CSTA is used, and to the same Connec-
tivity Adapter there is another CTI application connected, which uses I0Services
of the switch via CSTA, like COBS of HiPath CAP V3.0), then please consider
using different application IDs for each application (e.g: Phone Services with 999
and CTI application with 998).

It is important in this case that the CTI application must send an IORegister with
only its own applicationID and not with all applicationIDs to the Connectivity
Adapter!

9.4 Configuration

9.4.1 Configuration Steps

* Complete the HiPath 4000 ACL-C AMO configuration and assign the phone’s
I/O service function button via AMO-ZIEL (and if that is needed then with
AMO-TAPRO). Don'’t forget to change the REPDIAL pause timer.

* Add a new CA instance and a new application link in CBAdmin. Set the
licensing type to no license.

¢ Add an XMLPS service in XCI_GUI (including domain information). Add
devices, set user passwords and assign keys for HiPath 4000 Phone
Services Application URLs.
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¢ Setup the CCS and LDAP configurations (see the related sections in this
document:

— For SMR 13 and higher: Abschnitt 9.5, “LDAP Connection Configuration
for EasyLookup (SMR 13 specific)”

— SMR11/SMR12: Abschnitt 9.6, “LDAP Connection Configuration for
EasyLookup (SMR 11 and SMR 12)”

9.4.2 AMO Configuration HiPath 4000 V5, V6

Repdial pause timer

CHANGE-CTIME: TYPESWU=CP2, REPAUSE=1;

Keyset change if that is not default:

CHANGE-TAPRO: STNO=<stno>, DIGTYP=<digtyp>, KY<xx>=NAME ;

For digital phones

ADD-
ZIEL:TYP=NAME, SRCNO=<stno>KYNO=<xx>, DESTNON=C13999<xx>, DEV=<devi
ce>, [PROTECT=YES] ;

For cordless phones/CMI key 9 only:

ADD-
ZIEL:TYP=NAME, SRCNO=<stno>, KYNO=09, DESTNON=C1eC1399909, DEV=<devi
ce>, [PROTECT=YES] ;

NOTE: In case of keymodule used, then the led-id starts from 21 - so by the
setting in XCl and AMO it must take care to configure it accordingly.

NOTE: CMI specialities: please observe the DeviceType on the Phone Services
Ul > Devices. It must be CMI. Also note that the application can be reached
through the DTB button.
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Name foirsca

P address I

Pon [

Nom of charsto eoleet 2

AENDERN-CTIME: TYPESWO—CT IME2 , REPAUSE=1 ; rosclacieily IRl

> &

EINRICHTEN-ZIEL:TYP=NA, QLRUFNU%#FSEW}TRSNU=\'CXK} , TZLRUFHU=C13999<xx>, GER=<Gerat>, 6 [SCHUTZ=JA],

EINRICHTEN-ZTEL: TYP=NA, QLRTJFNU?#&E&&{;TRSNU:OQ ,TZLRUFNU=C15C1399909 ,GER=<Gerat>>, [SCHUTZ=JA] ;

T Hame Vaii Descriglion
KeyTimeou 1500 Keypress tmeout
CotaThveads |5 - Number of CSTA processor threads
Button rumber | 9 i proces
Appid = Application ID for HPAK [0
HupRequesterThieads [£ Number of hitp requester ihrestis
usamame User mame for GUI
Gonfigursd buttons
password  [eeemn Faseword for GUI
% I
Password [eesese s

Canfirm paseword  [eesess
Device tyne [OpenSiage

Agplication language de =]

Figure 101 AMO Configuration

9.4.3 HiPath 4000 CSTA

* As described in the previous sections, a CA instance is up and running.
* The ACL link to HiPath 4000 has to be established.
* A CSTA link has been configured and is to listen on one connection port.

* The license type is set to no license.

Application
Application name [APPaMLPS

TCP Pon (1025-30000)  [1040 |

Automatic Global Routing Trigger [HO=]

Monitor Filter ‘ CSTA Standa :d

Private Data Yersion Number 410 %

Use External DNIS No =
| License type No license > |
Figure 102 Application

Available from CBAdmin with Phone Services Ul link without authentication
window (with SSO).

Enter the XMLPS administration graphical user interface URL in a browser
window and log in.
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XMLPS for OpenScaped000 CSTA
Login: |

FPassword: |

Figure 103

Figure 104 Phone Services Ul

First switch to the Domain configuration Web page and Add at least 1 domain.

Multiple domains are supported for one PBX.

quration | Legout |

List of domains

Figure 105 Domain - Add

This configuration is required whenever an LDAP server address book call
number is used for destination dialing, to convert canonical numbers into a dialing
format.

Add new domain

Name “7

Country code “7
National prefix “7
International prefix “—
Outside line access “—
Area code (optional) “—
Main number l—
Virtual node code (optional) l—

Add domain

Figure 106 Add new domain

The domain configuration is required whenever EasyLookup uses the LDAP
address book to dial a number. Dialing numbers must be converted from a
canonical format into a dialing format.
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Enter at least the mandatory values and press Add domain.

Switch to the Connectivity Adapter configuration Web page.

ration | Logout |

List of domains

| Narme \Cuumry code \Area cuda|Main number \Vinual node cuda\ |
[osaki[ 48 [ 42 | s200 | SRS

Figure 107 List of domains

Add a Connectivity Adapter, i.e. the connection parameters from the XMLPS to
the CSTA link. This is the configuration of an XMLPS.

List of Connectivity Adapters

\Nsma UF‘ Address \Pnn \Chars coll. \ | ‘

Figure 108 List of Connectivity Adapters

This process converts CSTA messages into XML over http or vice versa. A
Multiple Connectivity Adapter (multiple HiPath 4000 Vx) can be connected.

E E

Figure 109 XMLPS

Enter a process Name, the CA IP address and the CA application Port.

The Num of chars to collect parameter must match the AMO-ZzIEL configuration
(C13999xx).

Press the & button to assign at least one previously configured Domain.
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figuration | Logout |

Add new Connectivity Adapter

‘ Name “7
‘ IP address “7
T
‘ Nun of chars ta collect “7

05411 +49(42)42100-

€

[ Add Conneclivity Adapter |

Figure 110 Add ConnectivityAdapter

% 1040 /
I A

1.42.11.10
Figure 111 XMLPS - Add new domain

Press Add ConnectivityAdapter to save this configuration.

Add new Connectivity Adapter

Mame faLps
IP addrzss [r4211.10
Port [1040

Murn of ehars to collect |2

O54K1:+43(42)42100-

> €

Il Adid Connectivity Adapter "

Figure 112 Add new Connectivity Adapter

Switch to the Device configuration Web page to add phones, assign users and
passwords and define the key assigned application URLSs.
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List of Connectivity Adapters

Connectivity Adapter added
[Name. [IF Address [Part [Chars coll. [ [
pops[razinic oo 2 [d[X|

Figure 113 Device

Select the Connectivity Adapter, pick a Domain and enter the Extension
number.

The Button number has to have the AMO-ZIEL configuration on this phone.

Assign one configuration to that button. When a user presses this button, the
assigned application (URL) will be called.

A logon Password needs to be set for Service Tray.
The Application language is used by EasylLookup (on the phone) only.

Press the Add device button to save the device configuration.

sration | Logout |

Add new device

Connectivity Adapter |)<MLPSj
Domain [ +4a(42y42100- = |

Extension |

asyLankup

Button number :I Easyhdail
EasySee
EasyShare

Configured buttons ’

Password [

Confirm password |

Device type (aptional) |
Application language endid|

Add device

Figure 114 Add new device

A new HiPath 4000 Phone Service device has been added. Further devices can
be added in the same way.

NOTE: For R13.201.0 and onwards, an additional “user group” parameter can
be seen on the Device details page. This is important only if the Phone Services
are being used with multiple LDAP servers (check LDAP settings for details),
otherwise leave it on Not Assigned.

A31003-H3100-S102-6-7620, 02/2014
HiPath 4000 CSTA and Phone Services, Service Documentation 91



Phone Services — Introduction

Configuration

92

It is possible to export the existing device database, and import a previously
exported database. The exportresultis a .csv file. In case of import a Connectivity
Adapter must be configured using the ID and domain listed in the CSV's device
entries.

For information, switch to the XML Application configuration Web page.

Add new device

Device added

EasyShare ¥

‘ Connectivity Adapter | IXMLPS:j
| Domain | [+4a(a2)42100- =]
‘ Extension :I

| |AlAppsMenu
Button number l\_ |E:z§:jll:ﬂla:ilkup

[ EasySee

Configured buttons

, X
‘ Password I

i Confirm password |

i Device type (optional) |

‘ Application language [ ca ¥

Figure 115 Device added

Do not change anything in this configuration!!

Switch to the Configuration Web page.

List of XML applications
Adding a new application is not a supported feature!

\ Narme \ Description \ URL
‘AIIAppsMEnu‘ A0 il T EEEE::;;:';':E“ (B, E O http:#localhost:8080/ccs/menu
‘EasyLnnkup ‘ Display additional infarmation for connected person(s) ‘ http:iflocalhost:B0B0/cesfocs PPHONE=%
EasyMail Opens blank email-form with filled-out email addresses for http:#localhost:B0B0/ces/mailme? PHON
Y connected persons
‘ EasySee ‘ Display of Directory Information ‘ http:/flocalhost:8080/ccs/pc? PHONE=%¢
starts a ion session with all ici of a phone | http:#localhost: BOB0/ccs/metmeeting? PH(
‘ Ly ‘ conference phone%
Figure 116 List of XML applications

It is recommended to change the Admin user password.
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Namne [value Description
KeyTimeoun ) ulwsun |Keyaress timeout
CstaThreads H|—'5 Number of CSTA pracessor threads
I IAppld WQBB Application ID for HP4IK 1O I
HitpRequesterThieads m Number of htip requester threads
usemarne [Admin Lser name for GUI
password [rarer Password for GUI
UCProtocolName [mtps  |UC connection pratacal
UCProtocalPort 4709 UC connection port
UCServertame [emeansc globalvaip net  UC server name
UCDefaultURL HTMrp Iocalhost:4708/ UC default URL
[RepestedSendDatabelay ‘ 0 Remave repeated SendData requests within the given time (ms, 0 tumed of)
PingerThreads }]Ta Nurnber of tray pinger threads
PingTime HTED Time between two ping requests (to tray)
UC AlwaysLoggedOn \1]17 \<eep users with UC usamame/passward ahways logged on to UC
MeuSchsdu\?dThreadenl‘lﬁD Max number of scheduled task executor threads
UCSessionTime [600 Connection to UC for a user is kept alive that long (0: farever)
FiServerLiot TT0000.6550 apenseapew e b T A S i
FiailSubject [OpensScape Web Collabor (Subject of the invitatian emails
FMaiiBady [Cedies ord Gentlomen, ¥ auq;“?n':epmualmn emails. %SESSION_ID% is replaced with the actual session
Update
Figure 117 Configuration

The Appld parameter has to match one part of the destination number in the
AMO-ZIEL configuration.

This application ID can only be used by one application in a HiPath 4000.

In case of EasyUC and WebCollaboration integration, please make sure to set
the relevant information (like server address and port) to the corresponding field.

NOTE: Leave the other parameters as they are! Performance enhancements
may only be carried out together with the development department.

Log out to exit the XMLPS configuration.

9.5 LDAP Connection Configuration for EasyLookup (SMR 13 specific)

9.5.1 CCS Configuration

First we need to set up some basic parameters for the Phone Services. Open up
the CCS Configuration menu on the Phone Services graphical user interface.
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Connectivity Adapter | Domain | Device | XML Application | Configuration | CCS Configuration | CCS LDAP Configuration | Manage Suspensions | Logout

EasySee URL http://172.27.17 45:8080/ces/phoneCard7PHONE=

EasySee Card
URL:
LDAP Config File: ActiveDirectory.cfg ~

(see the Advanced configuration page in CBAdmin for template configurations (Component type:
LDAPConfigFile, component: template cfg))

http://172.27.17 45:8080/ccs/ddw?scdid=

Default Country

Code: w

Default Area Code: 89

Default Main 22

Number:

Outside Line 0

Access:

National Prefix 0

International 00

Prefix:

Menu order: Search by phone, name ~

SAT activated SAT deactivated ~
Figure 118 CCS Configuration - CCS LDAP Configuration

EasySee URL: http://172.27.17 45:8080/ces/phoneCard7PHONE=

EasySee Card
URL:
LDAP Config File: ActiveDirectorycfg ~
(see the Advanced configuration page in CBAdmin for template configurations (Component type:
LDAPConfigFile, component: template cfg))

hitp://172.27.17 45:8080/ccs/d4w?scdid=

Default Country
Code:

Default Area Code: 89

Default Main 72
Number:

Outside Line
Access:

National Prefix 0

International 00
Prefix:

Menu order: Search by phone, name ~

SAT activated: SAT deactivated ~

Figure 119 CCS Configuration

LDAP Config File

This is the default LDAP configuration that will be used. If there is more than
one configured, then the one required can be selected from a drop down list.

Domain attributes

These are the parameters which have to match the HiPath 4000 office code
and outside line access code configuration.

Menu order
On the device, the possible search options will be presented in this order.

SAT activated
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— SAT deactivated

If deactivated then the found numbers based on the given domain
attributes will get transformed to dialable by the PBX.

— SAT activated

If activated then the transformation needs to be done by SAT.

9.5.2 CCS LDAP Configuration

LDAP specific settings can be configured on the CCS LDAP Configuration
page. From R13.201.0 on, multiple LDAP server can be used with Phone
Services, however it requires a more detailed setup. First let’'s go over a scenario
when only one LDAP server is used.

Connectivity Adapter | Domain | Device | XMLApplication | Configuration | CCS Configuration | CCS LDAP Configuration | Manage Suspensions | Logout

CCS LDAP List

User Groups

This is the list of the available LDAP configurations to use. If none is set for a device then
the default (highlighted with red) will be used. If an LDAP configuration is enabled then it
can be used by a device through a user group. otherwise it will be ignored.

[ Name [Enabled [Edit [Delete
[scovacig [res X
|ActNeD|vactory.cﬁg |No |}(_'; |>(
|lamp\ala,cfg |Nn |\_’; |>(

Unique config name: Add new LDAP Configuration

In case there was a new LDAP configuration added through CBAdmin's Adv: d C 1 might be
necessary. This process takes a few minutes.

Figure 120 List of LDAP configurations

On this page the currently available LDAP configurations can be seen. The one
which has been chosen on the CCS Configuration page is marked with pink.
That’s the one that will be used for searching.

* New LDAP configuration

Adding a new LDAP configuration is possible, by giving an unique name and
clicking on the Add new LDAP Configuration button. After this the added
configuration will be shown in this list.

¢ Delete configurations

Click on the cross in the column Delete to delete an unused configuration.

IMPORTANT: The on the CSS Configuration page chosen LDAP configu-
ration cannot be deleted.

« Editing and viewing configurations

A31003-H3100-S102-6-7620, 02/2014
HiPath 4000 CSTA and Phone Services, Service Documentation 95



Phone Services — Introduction
LDAP Connection Configuration for EasyLookup (SMR 13 specific)

96

To edit or view a configuration click on the icon in the column Edit.

General settings

On the upper section the general settings can be seen.

This 1s the quick edit view of this LDAP configuration.
Check the Advanced Configuration in CBAdmin for further editing options

Setting for ActiveDirectory.cfg

LDAP Configuration Enabled

LDAP Server Address: 0

LDAP User (empty if anonymous):

LDAP Password

Search Base

Telephone number match: 1
MaxTengthCIWildcardNumber: 4

Search method in queryName field: sumname firsiname ~

Number Format in LDAP: canonical ¥

Figure 121 General LDAP settings

LDAP Configuration Enabled

If this is checked then this LDAP server configuration can be added to a user
group. For single LDAP usage it doesn’t make any difference.

LDAP Server Address
Address on which the LDAP server can be reached in host:port format.
LDAP User

User to authenticate with. Can either be a direct user or a full path to the user
entry, whichever one is supported by the LDAP provider.

LDAP Password

Password for the user mentioned above.

Search base

Full path of the search base which must be used for queries.
Telephone number match

1 -if the server is doing automatic matches and conversion based on schema
or on matching rule

0 - if Phone Services has to do this manually.

MaxLengthCIWildcardNumber

If the previous is set to 0 then the query will be launched with the last X
number of digits (X is what we define here). This must be the same length as
the extension numbers.

Search Method in queryName field

How should the Phone Services handle names: Surname before given name
or vice versa.
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¢ Number format in LDAP

Phone Services need to know which format is being used in the LDAP for

storing phone numbers.

Possible values: canonical or extension

IMPORTANT: Phone Services requires the LDAP database to be consistent
regarding the format of the phone numbers. At the moment only canonical
or extensions are supported. If extensions is set then canonical won’t be

found and vice versa.

LDAP Attributes

LDAP Attributes

Summame: sn
First name givenName
Display name displayName
Query name cn
Department: department

Locality: I

Mail mail

Fax: facsimile TelephoneNumber
Room number: physicalDeliveryOfficeNam:
Building: building
Search number: telephonenumber

Telephone number: telephonenumber Telephone number searchable:

Mobile phone number: mobile Mobile phone number searchable:

Alternate phone number 1 otherTelephane Alternate phone number 1 searchable:

Alternate phone number 2: Alternate phone number 2 searchable:
Organisation o

Country: c

SCDID (only used for SCD). scdid

PO Box: postOfficeBox

Description: description

Figure 122 LDAP attribute specification

yes ¥
yes ~
yes v

no

Most of these settings are self-explanatory. If telephone number searchable is
set to yes then the Phone Services will try to query that attribute as well. If it is

set to no, then it will be ignored.

Click Save to set all the changes made on this page. By clicking on the CCS
LDAP List on the left menu, or by clicking the CCS LDAP Configuration in the
top menu, we can get back to the list of LDAP configurations.

IMPORTANT: At this time, the new settings are not applied on the fly. For any
change to take effect either a synchronization must be started, or the tomcat

service needs to be restated.
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Connectivity Adapter | Domain | Device | XMLApplication | Configuration | CCS Configuration | CCS LDAP Configuration | Manage Suspensions | Logout

CCS LDAP List

User Groups

This is the list of the available LDAP configurations to use. If none is set for a device then
the default (highlighted with red) will be used. If an LDAP configuration is enabled then it
can be used by a device through a user group, otherwise it will be ignored

Name Enabled [Edit [Delete
SCDV2 cfg [Yes KA ES
|ActiveDirectary cfg [No RFES
ltemplate cfg No KBS

Unique config name: Add new LDAP Configuration

In case there was a new LDAP configuration added through CBAdmin's Advanced Confi 1 on might be
necessary. This process takes a few minutes.

Figure 123 CCS LDAP Configuration

Synchronization can be started from the CCS LDAP Configuration page by
clicking on the Synchronize button. This process puts a high load on the Phone
Service and takes some time (one or two minutes usually).

9.5.3 Phone Services with Multiple LDAP Servers

As mentioned before Phone Services supports the usage of more than one LDAP
server at the same time. In this case, LDAP configurations will be assigned to
user groups, and user groups that will be assigned to devices.

First of all, a LDAP configuration needs to be created for every single LDAP
server, just as if they were used separately from each other.

If this is done, then the configurations representing a server need to be added to
a user group. For this click on the User Groups menu on the left side of CCS
LDAP Configuration page.

Connectivity Adapter | Domain | Device | XML Application | Configuration | CCS Configuration | CCS LDAP Configuration | Manage Suspensions | Logout

CCSLDAP List This is the list of the avaible user groups.
User Groups Click the edit icon to assign or remove an LDAP configuration used by a specific user group
You can delete a user group by clicking on the X.

Name Description Edit |Delete
Red User Grp. |This is a test user group. "\;'; x

Blue User Grp. |This is also a test user group };’; X

Fill out the form bellow to add a new user group.

Short name: Description
Figure 124 User groups

Creating a user group is possible by filling out the form, and deleting is possible
by clicking on the cross.

After a user group is created, one or more LDAP configurations can be assigned
to it by clicking on the Edit button.
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Connectivity Adapter | Domain | Device | XML Application | Configuration | CCS Configuration | CCS LDAP Confipuration | Manage Suspensions | Logout

You can assign LDAP configurations to a user group. If a user group is empty
then the devices set up to use that user group will be using the default
LDAP configuration.

No LDAP configurations are assigned to this user group.

Scovecty [<] Assion]
;

testconfig.cf
Figure 125 User group - assign LDAP Configuration

As mentioned before the first option in an LDAP configuration is an enabled/
disabled flag. A LDAP configuration will be shown here in order to be assigned,
only if that flag was checked previously.

Removing from a user group is done by clicking the cross here as well.

Connectivity Adapter | Domain | Device | XMLApplication | Configuration | CCS Configuration | CCS LDAP Configuration | Manage Suspensions | Logout

You can assign LDAP configurations te a user group. If a user group is empty
then the devices set up to use that user group will be using the default
LDAP configuration.

Name [Detach
SCDV2.cig| X

SCDV2cfg  +

Figure 126 User group - detaching a configuration

After the user groups have their desired LDAP configuration assigned, the
devices must be set to these user groups.

This can be done on the device modify page (Device menu > search for a device
> Modify).

Connectivity Adapter | Domain | Device | XMLApplication | Configuration | CCS Configuration | CCS LDAP Configuration | Manage Suspensions | Logout

Modify existing device

Connectivity Adapter | Hamu
Extension 1660

AllAppsMenu ~
Easylookup |
Button number EasyMail
EasySee
EasyShare

B

12AllAppsMenu -

Configured buttons

- X
Password LTy
Confirm password "o
Device type

\Application language [ en ~

User group Red User Grp. | |
Not assigned

w Red User Gip
@ Blue User Grp

Figure 127 Device modify - assigning a user group
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Click Modify to save this setting. When this is done, this device will use the LDAP
servers that are assigned to the set user group. From a technical point of view the
parallel search and the result will be merged. With this solution the user won’t be
able to see any difference in Phone Services usage.

9.5.4 Configuration Example: Web Page Design

I custom5  f————

Details for: Senior Service Trainer Friedhelm Grunert ] >0
queryname versorial information Communication 1 humberi
F e — phone +49 (42)421DD-7HD§—|
firstname  fLGiven name Friedhelm 2 +49(151)10835128  +—"T] humber3
Grunert Telefax +49(89)7007-18108 -+
surname — Grad. title pers. Telefax : T number2
Initials Mobile +49(175)1826746_ +— || | =
Function Pager e
Catchword & Video 1
Locality Video 2
custom2 M LeCountry Deutschland Post box 33094 4—-—-
izati SEN NetMeeting
cEsiomil Org. unit
| _r»Department APT Org.-chart
w ocation Paderborn wal Assistant

Room

Representation

4

locality Cost location
| GID (g Cost location unit
S SCD-ID | (@5 Certificates 21
roomnumber
mail —»E-Mail a42u7140@labord521.de
— URL
Remark
Figure 128 Configuration parameter EasySee Web page

The EasySee Web page is based on the html file: template.html.

<instDir>\CSTA\tomcat\webapps\ccs\html\template.html -in
the case of standalone / external installation

... \srv\www\tomcat5\webapps\ccs\html\template.html -in the
case of HiPath 4000 V6 integration

Customization of this Web page is possible but not covered in the training!

Intranet
Phane Service

Details for: Senior Service Trainer Friedhelm Grunert E] Fs >0 Details for: Senior Service Trainer Friedhelm Grunert G B .0
Personal information Communication

Name Friedheim Grunerl Telephone +49.(42) 42100 - 7140 @ MName Friedheim Grunetl Telephone +49 (42) 42100 - 7140 9Y
Given narme Fiiedheim Telephone 2 +49(151310835128 Given name Friedhelm Telephone 2 +49(151)10935128
Surname “Grunert Telefax +49@9)TO07-18108___ Surname Grunert ~ Telefax eag(Ee7007-18108
Grad. title pers. Telefax Grad.title pers. Telofax

nitials Hobile +49(175)1826746 nitials Hobile ~48(175)1826746
Function Pager Function Pager

Catchword W video 1 Catchword W Video 1

Video 2 Locality Video 2

Country Davtschiand Pust box 33004 Country Deutschiand Post box 33008

Organization SEN Hetheeting Organization SEN HetHeeting

Org Org-umi
Department_ APT Org.chart Department AT ~ Org.chart

Location Padeiborn ES 1l Assistant Location Paderboin EH &l Assistant

Room DE/F1,03 Representation Room DEF1103

Cost location Administration Cost location

GID (e Costlocation unit &I (s Costlocation unit

SCD-ID (s _Centificates ® SCD-ID (@ _centificates (=3
‘Common Name ‘Common Name

 Ower

E-Mail 24207140@iab0r3521 de E-ail 427140@Iaborg571 de

URL R

Remark Remark

Figure 129 Web page design

100

A31003-H3100-S102-6-7620, 02/2014

HiPath 4000 CSTA and Phone Services, Service Documentation



Phone Services — Introduction
LDAP Connection Configuration for EasyLookup (SMR 11 and SMR 12)

9.6 LDAP Connection Configuration for EasyLookup (SMR 11 and SMR 12)

Remember: Have you done this?

Have you made the following changes in
<instDir>\CSTA\config\ccs\config.xml:

* Change the XML tag value <BasePcApplUrl> and modify the URL to address
the HiPath 4000 CSTA server.

* Change the XML tag value <LDAPConfigFile> to the file name you have
already configured for LDAP access.

¢ Change the XML tag value <Scdurl> to:
http://<PhoneServiceServer-IP>:<port>/ccs/ddw?scdid=

* Change the XML tags values, which have to match the HiPath 4000 V4,5,6
office code and outside line access code configuration.

NOTE: While it is possible to change this file manually, it is also possible to
set these parameters via the user interface, whichever option is preferred.

Have you made the following changes in
<instDir>\CSTA\config\ccs\config.xml:

* Change the XML tag value <LDAPConfigFile> to the file name you have
already configured for LDAP access.

Open the file in <instDir>\CSTA\config\ccs\, which is defined in
<LDAPConfigFile> and change the parameters to connect the LDAP server.

NOTE: The example on the next pages of connecting an Active Directory Server
can also be used for any other LDAP server connection if the connection param-
eters are set correctly!

Make the following changes in <instDir>\CSTA\config\ccs\config.xml:

¢ Change the XML tag value <LDAPConfigFile> to the file name you have
already configured for LDAP access.
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Open the file in <instDir>\CSTA\config\ccs\, which is defined in the XML
tag <LDAPConfigFile> and change the parameters to connect the LDAP
server.

NOTE: In an HiPath 4000 CSTA Integrated Environment (in HiPath 4000 V6),
the tomcat path is: /srv/www/tomcat5/. For standalone / external installa-
tions, tomcat in integrated in the installation and can be found under:
<instDir>\CSTA\tomcat.

Configuration example: ActiveDirectory.cfg

e The XML tag value for <L.LDAPConfigFile> is set to ActiceDirectory.cfg in
the <instDir>\CSTA\config\ccs\config.xml file. This file exists by
default and has a predefined setting for Active Directory LDAP access.

¢ Openthe ActiceDirectory.cfgfile in the
<instDir>\CSTA\config\ccs directory, which is defined in the XML tag
<LDAPConfigFile> and change the parameters to connect an Active
Directory server.

Configuration Example

TemplateName = Microsoft Active Directory LDAP Server
#

# Version of the Configuration file

#

DBEnv.Version = 3.1

NOTE: You must leave the values as are!

# Server address of the database Server.

# Multiple server addresses can be specified, separated by
spaces.

# The address has the following format:

# <IP address (or DNS name)>:<port number>
# For example: 139.23.81.108:389

#
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DBEnv.ServerAddress = 1.95.21.20:389

NOTE: Enter the IP address and port number for LDAP access of at least one
Active Directory server.

# Port number to be used for SSL connections (Secure Sockets
Layer) .

# If no port number is specified and DBEnv.DatabaseType =
WEBDAV,

# the default port number 443 is used.
#
DBEnv.SSLPort =

NOTE: As an optional connection option, enter the port number for LDAP SSL
access. In the case of multiple server connections, this port must be identical on
all servers.

# Root node (node from which addresses should be accessed)

# If no root is specified, the root of the database is taken
#

DBEnv.Root = DC=labor9521,DC=de

#

# Search base (relative to DBEnv.Root)

# If no SearchBase is specified, DBEnv.Root is taken

#

DBEnv.SearchBase = OU=Raum9

NOTE: Define the LDAP root and the LDAP search base. Optionally, you can
enter the complete path in one string only.

DU=Raum3 Properties 2lxl
Entry ID\sp\ayad Attributes | Paging Policy | Group Membership |
- .;I Cli=Raum3,De=lahor9521,DC=de |
<L Softerra LDAP - ——
e = I alh T Size |~ i
@3 Internet Public Servers :]"';N ‘ ‘3”542 a0 EVE'E — E: 4] Fiter:
=8 E“‘ED"““WY = :::427141 E:t;: rknown I¥ Propagate fiter to destendants
-3 Cu=Buitin -
[ hicomputers Cden aresiz 7142 Enitry urknown — Subentries: 7
[ CN=CTI_admin A areadz 7143 Entry unknewn i 14
[ OU=Domain Controllers A areatz 7190 Entry urknown .
CN=ForsignSecurityPrincipals. || CICN  areadz 7191 Entry urknown Data size; 222 bytes
3 Cu=Infrastructure [Acn areadz 7192 Entry urknown
[ cu=kpPsLaborGroup A areadz 7193 Entry urknawn Created By: Not avalable
(23 C=LostandF ound A areadz 7240 Entry unknown restion T P
[ al=Meine Firma CAN arestz 7241 Entry urknown let SERLR D SRR
+[ 2 Ch=Microsoft Exchange Syst AN areaqz 7242 Entry urknown Modified By: Not available
‘T CN=NTDS Quotas CAeN areadz 7243 Entry unknown
3 =t | | Modfied Last; Tussday, April 24, 2007, 3:26:34 FM
[ cu=program Data LA areadz 7290 Entry urknown
3 Cu=Raumt L Cdan areasz 7291 Entry urkniawn
CU=Rauni3 Ay aresdz 7292 Entry Lrkriown URL:  Idap:/pdc2120.|abor9521, de: 389/ 0U=R aumd, DC=laboras;
i
o = LN areadz 7293 Entry urkrown + |
| [ _.l_l 4 [Elust view | [EHTML view P ox ok | Conce £oply. Help

A31003-H3100-S102-6-7620, 02/2014
HiPath 4000 CSTA and Phone Services, Service Documentation 103



Phone Services — Introduction
LDAP Connection Configuration for EasyLookup (SMR 11 and SMR 12)

104

# Database type (Access Protocol)

# Valid database types: LDAP, WEBDAV (for future use)
# Default value: LDAP

#

DBEnv.DatabaseType =

NOTE: Leave the value as is, only LDAP is supported.

# Database display name (used to select a database in query
dialog)

# The display name has the following format:

#

# <langl>:<name in langl>; <lang2>:<name in lang2>;
#

# The tag <langx> consists of two letters (case insensitive) and
indicates

# the language of the display name according to the ISO 639
standard

# (e.g.: EN - English, DE - German, FR - French ...).

# This format allows one display name to be specified in
different languages.

#
DBEnv.DisplayName =

NOTE: This parameter is not supported by HiPath 4000 Phone Services.

Default access rights
Possible values:

#

#

#

# read: The database can be read

# write: The database can be written (implies read access)
#
#

NOTE: These access rights are on a database level, permissions
are granted

# to all users. TelasWeb can grant permissions to individual
users and thus

# provide a finer degree of control. But the TelasWeb
permissions can only

# more restrict the default access rights specified in this
file.

# E.g. you cannot grant "write" access to an individual user if
the default
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# access rights are "read".
# Default value: read

#

DBEnv.DefaultAccess =

NOTE: Leave the value as is, only read is supported.

Specifies the authentication mechanism to use.

This can be one of the following strings:

none: No authentication (anonymous)
No user name (property DBEnv.AuthUser) and password (property

DBEnv.AuthPW) are required to retrieve information.

H+ H #HF H H HFH F

simple: Weak authentication (unencrypted user name and
password)

User name (property DBEnv.AuthUser) and password (property
DBEnv.AuthPW) are required to retrieve information.

The user name must be provided in clear text, the password
in base64 encoded form.

user-access: Per user authentication

User name, password and additional access parameters are
required to retrieve information. These parameters must be
stored in the system database. The properties DBEnv.AuthUser
and DBEnv.AuthPW are not considered. In contrast to

simple authentication, individual settings for each user

must be provided.

Default value: none

H H HF HF H H O FHF OHF H H O H O HF H H*

DBEnv.AuthMechanism = simple

NOTE: The authentication mechanisms none (anonymous) and simple (basic
user authentication) are supported.

# Specifies the name of the user/program performing the
authentication.

# Depends on the value of AuthMechanism property.
#

# Default values: empty string

#
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DBEnv.AuthUser = a42u7440@labor9521.de
DBEnv.AuthPW = admin

NOTE: If DBEnv.AuthMechanism = simple enter a valid Active Directory
user name and his password for LDAP access authentication.

Sharing mode of the database

public: The database contains information to be shared
between users.

personal: The database contains information to be secured
from other users (i.e. multiple users cannot access

the same data).

#
#
#
#
#
#
#
#
# Default value: public
#

DBEnv.ShareMode =

NOTE: Leave the value as is, only public is supported.

# Specifies whether the server supports the search matching rule
# "Telephone-Number" (1 = supported, 0 = not supported).

#

# Default value: 1

#

DBEnv.TelePhoneNumberMatch = 0

NOTE: The value DBEnv . TelePhoneNumberMatch must be set to 0.

# Specifies whether the server supports wildcard search
# (1 = supported, 0 = not supported).

#

# Default value: 1

#

DBEnv.WildcardSearch = 1

NOTE: The value DBEnv.WildcardSearch must be set to 1.

# Defines the max. length of a wildcard phone number string used

A31003-H3100-S102-6-7620, 02/2014
HiPath 4000 CSTA and Phone Services, Service Documentation



Phone Services — Introduction
LDAP Connection Configuration for EasyLookup (SMR 11 and SMR 12)

# in a Caller Identification operation.
#

# Default value: 3

#

DBEnv .MaxLengthCIWildcardNumber = 4

NOTE: The value for DBEnv . MaxLengthCIWildcardNumber must be the
same length as the extension number.

# Timelimit in seconds for searching (default is 0 - unlimited)
#

DBEnv.TimeLimit =

NOTE: Set the timer to the required value.

# Specifies the database used to dereference the alias attribute

# "AttrMap.alias". The alias attribute contains the DN of the

object

# it points to. It must be dereferenced by the client process
(the

# TelasWeb Address Service never dereferences this attribute!)
# NOTE: Do not confuse this kind of aliases with LDAP Aliases
# and Referrals!

#

# The database must be specified by its ID (e.g.: Exc2K)

# Default value: empty string

#

DBEnv.AliasRefDatabase =

NOTE: The variable is for SimplyPhone for Outlook/Notes — CRI only! Leave it
unset!

# Defines whether this database should be exposed to the client.
# (1 = exposed, 0 = not exposed) .

# Default value: 1

#
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DBEnv.ExportDatabase =

NOTE: The variable is for Simply Phone for Outlook/Notes — CRI only! Leave it
unset!

# Determines whether the personal database (the personal storage
# of a user) can be deleted. (1 = delete, 0 = not delete).
#

# when this entry is set to 1 and a user in the CAP User
Management

# is deleted, then the associated personal database (personal

storage of the user) is deleted too.

This setting is only evaluated if DBEnv.ShareMode is set to

"personal".

Default value: 1

= O = =

DBEnv.DeletePersonalStorage =

NOTE: Leave the value as is, this assigned feature is not supported!

Mapping of attribute names to names used in directory scheme
Syntax:

AttrMap.<int attr name> = <db attr name>

AttrMap.<int attr name>.type = <phone | dbstr>

AttrMap.<int attr name>.searchable = <yes | no>

The attribute type "phone" indicates a telephone number,

"dbstr" an ordinary attribute

H= o = = =

The default value of type is "dbstr", of searchable is "yes".

NOTE: Based on the default configuration file, the mapping has been correctly
preconfigured for Active Directory Access. If a different LDAP server is
connected, the internal Attribute Name has to match the LDAP server field
names to display the field contents.

AttrMap.surname = sn
AttrMap.firstname = givenName

AttrMap.displayname = displayName
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AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.
AttrMap.

gueryname = cn
title =

department = department
locality = 1

mail = mail

mail2 =

fax = facsimileTelephoneNumber
url =

comment =

notice =

roomnumber = physicalDeliveryOfficeName
costlocation =

number = telephonenumber
numberl = telephonenumber
numberl.searchable = yes
number2 = mobile

number? .searchable = yes
number3 = otherTelephone
number3.searchable = yes
numberd =

number4 . searchable = null

alias =

customl = company
custom2 = co

custom3 =

custom4 = postOfficeBox
customb5 = title

customé = c

custom7 =

custom8 =

custom9 =

NOTE: These parameters match the Active Directory LDAP field names! No
other values are currently supported!
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I custom5  f——— l ~

Details for: Senior Service Trainer Friedhelm Grunert ] >0

ueryname rersonal information ‘Communication |— T number1
lame F et S iphone +49(42) 42100- 7140
firstname  LGiven name Friedhelm 2 +49(151)10835128 _+—T—T] humber3
Grunert Telefax +49(89)7007-18108 |
- —
surname Grad. title pers. Telefax number2
Initials Mobile +49(175)1826746  «—— 1| | =
Function Pager —
Catchword & video 1
Locality Video 2
custom?2 [ L»Country Deutschland Post box 33094 —
_|—|G| izatil SEN NetMeeting
SEslomi] Org. unit
| _r»Department APT Org.-chart
|_department I— ) ocation Paderbomn 1l Assistant
. Room DEIF1/03 Representation
sl Aamini stration Cost location
custom6  f—ol (#s Cost location unit
SCD-ID | (@ Certificates [
roomnumber
Other
mail —+E-Mail 242u7140@labord521.de
e URL
Remark

R |

Figure 131 Configuration parameter EasySee Web page
Configuration Example: Web Page Design

The EasySee Web page is based on the html file: template.html

¢ <instDir>\CSTA\tomcat\webapps\ccs\html\template.html —in
case of standalone / external installation

. ... \srv\www\tomcat5\webapps\ccs\html\template.html —in
case of HiPath 4000 V6 integration

Customization of this Web page is possible but not covered in the training!

Intranet
;.
L
‘Communication for Phone Service
the open minded
Details for: Senior Service Trainer Friedhelm Grunert @ = -0 Details for: Senior Service Trainer Friedhelm Grunert (=3 = Ye
Personal information Communication Personal information Communication

HName Friedheim Grunerl Telephone +48(42) 42100- 7140 & HName Friedhelm Grunert Telephone +49(42) 42100- 7140 @
Given name Friegheim Telephone 2 +49(151)10835128 Given name Frieohelm Telephone 2 +490151)10835128
Surname Grunert Telefax +43(99)7007-18108___ Surname Grunert Telefax +49(39)7007-18108
Grad,ftle pers. Telefax Gral. ttle pers. Telefax
niials Hobile +48(175)1826748 niials Hobile +49(175)1826746
Function Pager Function Pager
Catchword 9 video 1 Catchword @9 video 1
T oo T cco2

ountry Deutschiand Pustbox 33094 ountry Deulschland Post box 33094
Organization SEN Netheetin Organization SEN Netteeting

AT T T o=

epartment T Org.chart epartment AT Org.chart

ocation Padeiborn ES @l assistant ocation Paderborm ES i Assistant
Room DEF1/03 Roprosentation Room DEF1/03

Cost location Cost location

GID s _Costlocation unit GID G _Cost location unit
SCoID. G Certificates 3 SCDID Gs_Centificates 1]
Common Name Common Hame
omer  owe
E-Mail 242u7140@iabord521 de EMail  34Jujld0g@iabordside
URL URL
Remark Remark

Figure 132 Web page design
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9.7 Suspension

NOTE: This feature is released for SMR 13 (HiPath 4000 V6 R2) and higher.

NOTE: This feature is related to the Phone Services graphical user interface and
to CBAdmin graphical user interface as well.

Temporary login lock

Both CBAdmin and the Phone Services graphical user interface (XCI_GUI) have
a login page that needs to be defended from attackers. While most of the defense
mechanism is not noticeable for the administrator, there is vivid one, and that is
the delayed login.

As a general rule, after every single login attempt a short suspension will be given
(single sign on is not affected). These few seconds are enough to give significant
defense against brute force attacks. After the login a progress bar can be seen,
that will give a rough estimation when the suspension will end (the animation is
browser and load dependent, but the suspension length always matches with the
displayed information). If a login fails then this delay time increases exponentially.

HiPath 4000 CSTA CBAdmin Configuration Management

Please wait.
Your login process going to finish in about 2 seconds.
This page automatically redirects you after the authentication has finished.
In progress
‘ 52%

Figure 133 CBAdmin - delayed login progress

A similar bar can be seen if the Phone Services graphical user interface is
accessed directly and not from CBAdmin.

Suspension List

In the Suspension List the IP addresses are listed in a table from where the last
failing attemps came. This list can be displayed in the Phone Services Manage
Suspensions menu.

Manage Supsensions > Show List

Connectivity Adapter | Domain | Device | XMLApplication | Configuration | CCS Configuration | CCS LDAP Configuration | Manage Suspensions | Logout

Show List
Settings Suspension List

|Suspended ID |Type ‘Date of last fail ‘Numher uffalls‘ |
[172.27.17 241 IP_TYPE [Tue Nov 13 11:08:1 CET 2012 [1 E3 |

Figure 134 Manage Suspension - suspended addresses
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If an IP address needs to be removed from the suspensions then this can be done
by clicking the cross.

Settings

There are two settings for this feature which can be reached via the link Settings
from the left side of the Manage Suspension page.

Manage Supsensions > Settings

Connectivity Adapter | Domain | Device | XMLApplication | Configuration | CCS Configuration | CCS LDAP Cenfiguration | Manage Suspensions | Logout

Show List
Settings Suspension Rule Settings

Description Current Value [New Value
Enables and disables the suspension list ENABLED  |[V]

\Allow authentication from host server without suspension checking. [DISABLED | []

(Lpdae |
Figure 135 Manage Suspension - settings

¢ Enable/disable suspension list

With Enables and Disables the suspension list the feature can be turned
on or off in the column Current Value with Enable or Disable.

IMPORTANT: ltis not recommended to turn this feature off, since then the
administrator graphical user interface can be successfully penetrated by
brute force attacks.

¢ Allow authentication from host server without suspension checking

If this option is enabled the check is skipped, if the login request comes from
the same machine, where HiPath 4000 CSTA is installed.

9.8 HiPath 4000 Phone Services HiPath 4000 Phone Services (prev. XCI
Tray)

NOTE: You can download HiPath 4000 Phone Services (prev. XCI Tray) from
the HiPath 4000 Phone Service Web page.

Stand alone/external variant: http://<IP of PS server>:8080/ccs/
html/index.html

HiPath 4000 V6 integrated variant: https://<CLAN IP fo CSTA VM>:8081/
ccs/html/index.html
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Download software

To use andior initiate XML phone services from your PC you have to install the systray client application.

Installation instructions

1 Lysiray client application (Version ¥1_R13.201.1)
2. Double click on the setup.exe icon and the installation will be started
3. The systray application starts automatically and an icen will appear in your system tray

"
ston| @) @ )

4. Finally itis necessary to configure the system tray

Figure 136 Download HiPath 4000 Phone Services

Select Download to download the program.

Download software

Do you want to run or save this file?

Iﬂ Name: setup.exe
Type: Application, 5.61MB

From: 192.168.0.220

To use andior inifiate XML phone senices

Installation instructions

1. Download systray client applicatio

2. Double click on the setup exe icon I Run I Save Cancel

The systray application starts auto

w

potentially hamm your computer. F you do ot trust the source, do not

@ While files from the Intemet can be useful, this file type can
run or save this software. What's the risk?

Hise| 1 &

Finally itis necessary to configure the system tray

ol

Figure 137 Run or Save

Press Run to execute and install or Save to save the program.

{1 XCITray - InstaliShield Wizard K
i Welcome to the InstallShield Wizard for
HCITray

The InstallShigld(R) Wizard will allow you ko modify, repair, or
rermove XCITray. To continue, click Mest,

< Bark Cancel |

Figure 138 HiPath 4000 Phone Services (prev. XCI Tray) installation
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After starting setup.exe, no further user interaction is needed to install the
software — silent installation is used to support systems with automatic software
distribution.

You then need to start the HiPath 4000 Phone Services (prev. XCl Tray) via the
Start menu:

Start > Programs > Siemens > HiPath4000PhoneServices >
HiPath4000PhoneServices

U NVIDIA Corporation

. Office Applications
OpenLDAP for Windows
PDFCreator

Documents

HiPath 4000 CSTA
HiPath 4000 Phone Services
|| HiPath 4000 Phone Services
. Siemens HiPath CAP
| Startup
. Total Commander
Trend Micro OfficeScan Client
UltraEdit
Utilities
Windows Kits

4 Back
[ Search programs and files
Figure 139 HiPath4000 Phone Servies in Start menu

Please note that HiPath 4000 Phone Services can run only in one instance even
on a multisession computer. Meaning if a user is already started HiPath 4000
Phone Services, then another user in another session won’t be able to use it also.

|

Change passward

Figure 140 HiPath 4000 Phone Services - Configuration menu

Because there is no valid configuration as yet, you need to add a configuration by
selecting the Configure.. menu from the HiPath 4000 Phone Services (prev. XCl
Tray):
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B xCiTray (Disconnected)

Add new device

Password r | Connectivity Adapter [xmLPs =]
e =138 [ Doman e o |
Remote port :
e — o er— T
Password oz
EasylLookup
(Come Server Button nufnber |7 EasyMail
L Remote port s EasySee
= —— EasyShare ¥
TAllAppsMenu
uc lemmms | Configfed buttons
Customer LAN e —
UC password reeeerees | x
Ethemnet Interface Node |ethO bt I Pa d
7 b swor lsansss
1P Address of Portal 14041211 o e m |
I Confirm password  |eessse
Netmask 2552552550
VANID O Device type (optional) ||OptiPoint
ViANTag O . I Application language | m
1P Address of Assistant 14041212 | “« C o 16:48

[ 1P Address of csTA_1.40.41.213 L—

: Router of Customer LAN  1.40.41.254

Figure 141 HiPath 4000 Phone Services (prev. XCI Tray) configuration

In case of problems, open the Logs menu from the popup menu by clicking the
HiPath 4000 Phone Services (prev. XCl Tray) icon.

B XCiTray - Log

Fri May 27 13:57:31 CEST 2011 Sending 10: 172 27 17.236:844 3 <?xml version="1 0" encoding="UTF-8" standalone
Fri May 27 13:57:35 CEST 2011 EXCEPTION in RegisterThread.register( java.net.ConnectException: Connection re
Fri May 27 13:57.35 CEST 2011 1111. atternpl of reregister failed!

Fri May 27 13:58:35 CEST 2011 1112. attampt of register.

Fri May 27 13:58:35 CEST 2011 Sending to: 172.27.17.236:8443 <?xml version="1 0" encoding="UTF-8" standalone
Fri May 27 13:58:36 CEST 2011 Received from: 172.27.17.236:8443 <7xml version="1.0" encoding="UTF-8" standal

Fri Mg 1

Fyrisy 27 13:58:36 CEST 2011 EFEEE

Fyi May 27 13:58:36 CEST 2011 Sending 1o- 172.2 236:8443 <?xml version="1.0" encoding="UTF-8" standalone
Ffi May 27 13:58:36 CEST 2011 Received from: 172 27 17 236:8443 <?xml version="1.0" encoding="UTF-8" standal
Fyi May 27 13:58:36 CEST 2011 UC login succeeded.

FFi May 27 13.59.36 CEST 2011 Received: <?xm| version="1.0" encndina="UTF-8" standalnne="vas"?><Ping><ping”
FYi May 27 13:59:36 CEST 2011 Sending: <2xmiversion="1.0" eni  Configure statusRespo
Fyi May 27 14:00:36 CEST 2011 Received: <?xml version="1.0" er Ping=<ping
FYi May 27 14:00:36 CEST 2011 Sending: <7xmi version="1.0" eny_ hange password tatusRespo
Fyi May 27 14:01:36 CEST 2011 Received: <?xml version="1.0" er Ping=<ping’
P} May 27 14:01°36 CEST 2011 Sending: <7ami version="1 0~ en, Eas¥Share statusRespo
Fyi May 27 14:02:36 CEST 2011 Received: <?xml version="1.0"er EasySee Ping=<ping’
Ffi May 27 14:02.:36 CEST 2011 Sending. <7xmi version="1.0"eni ooy HtatusRespo
Fyi May 27 14:03:36 CEST 2011 Received: <?xml version="1.0" er Ping=<ping
Fyi May 27 14:03:36 CEST 2011 Sending: <?xmi version="1 D‘em Show EﬂNsRespc
Ffi May 27 14:04:36 CEST 2011 Received: <?xml version="1,0" er M ing><ping’
Ffi May 27 14:04:36 CEST 2011 Sending: <?xmil version="10" ens  About Hide  BtatusRespo
1 Clear

W@@,Jo 14:13

Figure 142 HiPath 4000 Phone Services logs

This log message provides helpful information about the connection.

Following successfully registration via the HiPath 4000 Phone Services (prev.
XCI Tray) menu, EasySee, EasyMail and EasyShare can be started easily (not
only from the phone menu).
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ey 27 11:50:07 CEST 2011 Resaind: <7 vrsions” LT ancodnge UIT-° w=yes
Fri May 27 11:56.:07 CEST 2011 Sending: «?xmi vers

Fri May 27 115707 CEST 2011 Received: <%l ver e="yes i

Fri May 27 11:57:07 CEST 2011 Sending: «?umi vers "yos™?

Fri May 27 115807 CEST 2011 Received <2 vers “yes

FriMay 27 11:58:07 CEST 2011 Sending: <Pami vers Hyes*

FriMay 27 11:59:07 CEST 2011 Received: <2ami ver “yos®

Fri May 27 11:50:07 CEST 2011 Bending: «7umi vers =yes" tordfE
Fri May 27 12.00:07 CEST 2011 Received: <Pami ver: "yes"7><Ping><p jping’

Fri May 27 12:00:07 CEST 2011 Sending: «7ami vers yes™? RONg </acks </
Fri May 27 120107 CEST 2011 Received: <% ver "yes” g o

Fri May 27 12:01:07 CEST 2011 Sending: «?umi vers yes~

Fri May 27 12:02:07 CEST 2011 Received: <2l vers r yes” g Pin_|
FriMay 27 12:02:07 CEST 2011 Sending: <7ami version="1.0" encoding="UTF-§" *yog '3
FriMey 27 12:02:58 CEST 2011 Banding o 172.27.17.1$8:8443 <2 varsine"1 ¥ nclinn="LTF. & slandalone="yes'2»<Rsgisker-<phor

FriMay 27 1202'56 CEST 2011 Receved fom 17227171598 gonfgure, UTF-§" standalone="yes"?> <BtanisResp:

FriMay 27 12:02:56 CEST 2011 Successfully connected

Fwav??uuﬁerb‘rzun Sendingto 17227.17.1598443  Change password [F-8" standalone="yes"7» <UCLoginReque
2171598 "UTF-§' standalone="yes"?><StatusResp

Fri
Full 2712:02:59 CEST 2011

"0 e
FriMay 27 12:02'59 CEST 2011 Sending: «7ami version="1 0" et
FriMay 27 12:02:59 CEST 2011 Sending fo: 172.27.17.159:8443
Fri May 27 12:02°59 CEST 2011 Received from: 172.2717.1598
FriMay 27 12:03:07 CEST 2011 Received. <7xml version="1.0" ¢
Fr\luanﬂz'm-u?cEstun Sending: «Pani version="1.0" er
. |

5 <S1aNUSREEPONEE><
F-8" standalone="yes"?
"UTF-6° standalone="yes"?><U
7> <Ping><pingTime>80</pingTime></Pin

> <StatusResponse><ack>pongfack> Fv

EasySee
EasyMail

o
1 Exit

m {0 @ 1413
Figure 143 HiPath 4000 Phone Services Menu - functions

If the HiPath 4000 Phone Services (prev. XCl Tray) is then also entered
automatically by the UC account, log in to the UC server to use the EasyUC
functionality.

NOTE: For EasyUC functionality you can enter the UC server account into the
HiPath 4000 PhoneServices (XCI Tray) Window, it should be
<username>@system. The @sytem is automatically added to the username if it
is missing.
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