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6 802.1X Authentication for IP Telephones
802.1X Authentication for IP Telephones

Introduction

What is 802.1X?

• 802.1X is used to authenticate an  Entity (such as a PC or a phone) within the network.
• Authentication takes place on Layer 2 (OSI) and is based on the MAC address of the  Entity. 
• An  Entity can be a server, PC, laptop, printer or IP phone.

Why is 802.1X important?

• It controls access to the network. 
• Access can be controlled and restricted to certain resources by using a management system. 
• Access by unauthorized devices/persons is made difficult.

Who needs 802.1X?

• All enterprises wishing to prevent unauthorized devices from accessing the company network.
• Economic aspects have to be taken into consideration:

– ease of mobility within the network;
– flexible office;
– project teams that only cooperate for certain periods of time;
– guest accounts in the network, business partners, for example;

• as well as administrative aspects:
– assignment of network resources;

– business management applications (SAP);
– rules-based administration of groups.

IEEE 802.1X Authentication of Telephones
802.1X authentication is done using digital certificates and  EAP-TLS via a  RADIUS server.

Initial State / Preparation / Deployment 
• The switch only allows initial access to the telephone management tool (DLS) via a "guest" 
 VLAN with restricted access.

• The telephone only "sees" the DLS (the DLS provides the IP address) and is not registered at 
any proxy.

• The telephone is not yet logged on to the customer network.
• The DLS server downloads the certificates generated in the  CA (trust center) to the telephone 

(user certificate and server certificate).
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802.1X Authentication Procedure

• The 802.1X authentication is triggered by a reboot of the telephone. 
• The network switch sends an 802.1X request to the port to which the telephone and PC (if avail-

able) are connected.
• The telephone and/or PC respond to this request. 
• Mutual authentication is performed by exchanging certificates (user certificate and  RADIUS 

certificate); both certificates are available for phone and  RADIUS server.
• The  Entity (the phone in this case) may only send one 802.1X request for network access; all 

other data packets from this  Entity are discarded (EAP protocol).
• The Layer 2 switch forwards the request to the RADIUS server.
• The  RADIUS server (Microsoft IAS, ACS from Cisco or FreeRADIUS server under Linux) 

compares the certificates using a database connected via Active Directory, for example.
• If the certificate comparison is successful, the RADIUS server sends a success message to the 

Layer 2 switch.
• The Layer 2 switch releases the switch port to which the authenticated devices are connected.
• This completes first-time authentication.
• Periodic re-authentication can be configured via the switch.

 Entity
(Supplicant)

Switch
(Authenticator)

RADIUS Server
(Authentication Server)

 EAPoL  RADIUS
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Procedure for a complete authentication using  EAPoL

1. The port to the user system is in unauthorized status, which means that network access is re-

fused.

2. The  Entity begins the exchange with an EAPoL start message.

3. The "normal" EAP exchange begins when the authenticator sends an EAP request/identity 

packet.

4. The  Entity then responds with an EAP response/identity which is forwarded by the authen-

ticator as a RADIUS access request.

5. The RADIUS server responds with a RADIUS access challenge packet, which is transmitted 

by the authenticator to the user system using a suitable protocol with all necessary data.

6. This then sends the data entered by the user back to the authenticator as an EAP response. 

The authenticator then packs and forwards the results data in the data field of a RADIUS ac-

cess request.

7. The RADIUS server approves access with a RADIUS access accept, after which the authenti-

cator sends an EAP success to the  Entity and sets the port to authorized status. The 

 Entity is authorized to use the network and can access the network.

8. If, for example, the PC is disconnected from the  Entity, it sends an EAPoL-Logoff to the au-

thenticator, which in turn resets the port for the PC to unauthorized status to prevent connection 

of an unknown device.

 Entity
(Authenticator)

RADIUS Server
2. EAPoL Start

3. EAP Request/Identity

4. EAP Response/Identity

5. EAP Request

6. EAP Response

7. EAP Success

4. RADIUS Access Request

5. RADIUS Access Challenge

6. RADIUS Access Request

7. RADIUS Access Accept

8. If the PC is disconnected, for exam-
ple, proxy EAP-Logoff is carried out via 
the IP telephone.

Network access permitted

Network access blocked
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Setting up and Using IEEE 802.1X

Connection overview

802.1X was first introduced for wireless LAN (WLAN) to secure access and protect data via an 
access point. The same standard is used to secure access to devices in a LAN via an access 
switch. 

An IP phone uses the  EAPoL protocol or  EAP-TLS, which is a certificates-based form of au-
thentication.

This certificates-based authentication ( EAP-TLS) is much more secure than the other methods 
and meets the requirements of a device like a phone or a PC.

The user system does not necessarily have to send an EAPoL start message. The authen-
ticator can send an EAP request/identity at any time to update the authentication data.

IEEE 802.1X
Security for IP networks – connectivity
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IEEE 802.1X security – how it works

DLS PKIDLS PKI

11

22

33

4 44 44 4

55

Radius Server
Asset DB (e.g. 
Meta Directory)

1. The IP phone 

( Supplicant) is con-

nected to the LAN and is 

blocked on the switch port

2. The LAN switch 

( Authenticator) sends 

an EAP request to the IP 

phone

3. The IP phone responds 

via EAP-TLS with its de-

vice certificate

4. The LAN switch forwards 

this to the RADIUS server 

(authentication server), 

which searches for the 

device in the asset data-

base

5. Based on the rights of the 

"user", the corresponding 

port on the LAN switch is 

configured (VLAN, ToS) 

and the IP phone is re-

leased from its quarantine

Important:

The LAN switch must support 
" Multi-Domain" authentication 
on the switch port

IEEE 802.1X is not designed for 
" Multi-User Authentication" (the 
port access control procedure as-
sumes that the ports that serve it 
offer a point-to-point connection 
between the  Supplicant and an 
individual  Authenticator.



802.1X Authentication for IP Telephones 11
Overview of EAP-TLS

The figure below shows the data flow between IEEE 802.1X components during EAP-TLS-based 
authentication.

IP Phone Access Switch RADIUS Server

EAP-Request/

EAP-Type=EAP-TLS
(TLS Start, S bit set)

EAP-Response/

EAP-TYPE=EAP-TLS
(TLS client_hello)

RADIUS Access-Request/

EAP-Message/EAP-Response/

EAP-TYPE=EAP-TLS

(TLS client_hello)

RADIUS Access-Challenge/

EAP-Message/EAP-Request/
EAP-TYPE=EAP-TLS

(TLS server_hello,

TLS certificate,

TLS server_key_exchange,

TLS certificate_request.
TLS server_hello_done)

EAP-Request/

EAP-Type=EAP-TLS
(TLS server_hello,

TLS certificate,

TLS server_key_exchange,

TLS certificate_request,

TLS server_hello_done)

EAP-Response/

EAP-TYPE=EAP-TLS

(TLS certificate,

TLS client_key_exchange,
TLS certificate_verify,

TLS change_cipher_spec,

TLS finished)

RADIUS Access-Request/
EAP-Message/EAP-Response/

EAP-TYPE=EAP-TLS

(TLS certificate,

TLS client_key_exchange,

TLS certificate_verify,
TLS change_cipher_spec,

TLS finished)

RADIUS Access-Challenge/

EAP-Message/EAP-Request/

EAP-TYPE=EAP-TLS

(TLS change_cipher_spec,

TLS finished)
EAP-Request/

EAP-Type=EAP-TLS

(TLS change_cipher_spec

TLS finished)

EAP-Response/

EAP-TYPE=EAP-TLS
RADIUS Access-Request/

EAP-Message/EAP-Response/
EAP-TYPE=EAP-TLS

RADIUS Access-Accept/

EAP-Message/EAP-Success
(other attributes)

EAP-Success

EAPOL-Start

EAP-Request/

Identity

EAP-Response/

Identity= optiClient RADIUS Access-Request/

EAP-Message/EAP-Response/

Identity= optiClient

RADIUS Access-Challenge/
EAP-Message/EAP-Request/

EAP-TYPE=EAP-TLS

http://www.ietf.org/rfc/rfc2716.txt
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Required environment
• IP phones

– All versions of optiPoint HFA with firmware V5 R4.2.0 or later
All versions of optiPoint SIP V6 with firmware V6 R2.67.0 or later
All versions of optiPoint SIP V7 with firmware V7 R0.9.0 or later
The following versions apply if EAPoL-Logoff with 802.1X is not activated or there are no 
certificates on the phone:
All versions of optiPoint HFA with firmware V5 R4.6.0 or later
All versions of optiPoint V7 with firmware V7 R1.3.0 or later

– OpenStage 20, 40 and OpenStage 60/80 from software release V1 R3.2.15 (FP 4.3) and V0 
R7.10.138 (FP 4.4)

– OpenScape Desk Phone IP 35/55G from software release V3 R2.0
• Access switch which supports 802.1X

– Cisco Catalyst 3560
– ProCurve Switch 3500yl (HP)
– Enterasys Matrix N1 Platinum
– Nortel
– Huawei
– among others

•  RADIUS server which supports EAP-TLS
– MS IAS
– Cisco RADIUS
– Cisco ACS
– FreeRADIUS
– among others

•  Public Key Infrastructure (PKI) with a certificate service (Certificate Authority or CA) which 
can create certificates and distribute them to  RADIUS and the Deployment Server (DLS).

• The IP address of an NTP server has to be entered in the phone, and the constant availability 
of this IP address must be guaranteed.

Released features

OpenStage SIP and optiPoint 410/420 SIP/HFA have had the following features since 2008. They 
were released for OpenStage HFA in 2009:

• Support 802.1X (authentication method: EAP-TLS) with EAPoL-Logoff
• MAB – MAC Authentication Bypass
• MDA – Multi Domain Authentication (Cisco)
• MUA – Multi User Authentication (Enterasys)

Additional documentation

The following table lists some references you may find useful. The IEEE standard is fairly read-
able. The RFCs are also fairly clearly written.

IEEE 802.1X standard document

IEEE_802.1X_on_wikipedia

EAP standard, RFC 2284

EAP TLS, RFC 2716

One-Time Password, RFC 1938

EAP: IETF draft search page

RADIUS, RFC 2865

RADIUS_on_wikipedia

http://grouper.ieee.org/groups/802/1/pages/802.1x.html
http://de.wikipedia.org/wiki/IEEE_802.1X
http://www.ietf.org/rfc/rfc2284.txt
http://www.ietf.org/rfc/rfc2716.txt
http://www.ietf.org/rfc/rfc1938.txt
http://search.ietf.org
http://www.ietf.org/rfc/rfc2865.txt
http://de.wikipedia.org/wiki/RADIUS
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RADIUS Accounting, RFC 2866

RADIUS Tunneling Attributes support, RFC 2867

RADIUS Tunneling Attributes support, RFC 2868

RADIUS Extensions, RFC 2869

RADIUS Support for EAP, RFC 3579

IEEE 802.1X Remote Authentication Dial In User Service (RADIUS), RFC 3580

http://www.ietf.org/rfc/rfc2866.txt
http://www.ietf.org/rfc/rfc2867.txt
http://www.ietf.org/rfc/rfc2868.txt
http://www.ietf.org/rfc/rfc2869.txt
http://www.ietf.org/rfc/rfc3579.txt
http://www.ietf.org/rfc/rfc3580.txt
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Installing the RADIUS Server
The following components are needed to introduce IEEE 802.1X:

•  RADIUS server as authentication server
(including a supplicant, such as  a PC or telephone)

• Server root and client certificates

Installation Overview
The  RADIUS server can be installed as a Linux or Windows Server solution. A workstation with 
a Windows Server Enterprise version is used with the necessary administration tools for the Mi-
crosoft solution. 

Refer to the  Flow Chart for Introduction of IEEE 802.1X for descriptions of the individual instal-
lation steps.

Linux solution under openSuSE 

Perform the following steps:

• Installing OpenSSL ( Seite 17)
• Installing the FreeRADIUS server ( Seite 17)
• Installing TinyCA2 ( Seite 17)
• Creating certificates ( Seite 17)
• Configure and start FreeRADIUS server for EAP-TLS ( Seite 25)

Microsoft Windows Server

Microsoft solution with Windows Server 2008/2012 ( Seite 31)

XCertificate and Key management with Windows

Creating certificates with XCertificate and Key management ( Seite 32)
– First Start ( Seite 32)
– Create a new Certificate Authority (Root CA Certificate) ( Seite 36)
– Create a new Sub-Certificate Authority ( Seite 39)
– Create a new Server Certificate ( Seite 42)
– Create a new Client Certificate ( Seite 45)
– Create a Certificate Signing Request ( Seite 48)
– Import Certificates into the database ( Seite 51) 
– Import Root CA certificate and private key from OpenScape Voice ( Seite 53) 
– Export Certificates from the database for 802.1x ( Seite 54) 
– Export Certificates for Web Based Management ( Seite 56)

Certificate administration in DLS

• Plug & Play – template ( Seite 57)
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Flow Chart for Introduction of IEEE 802.1X
For further information, click on the blue shapes.

EAP

Does
 the customer
already have
certificates?

Configure Free
RADIUS

No

Install Free RADIUS
for LINUX

Configure IAS?
Is Active Directory
already available?

Install Active
Directory

Install Internet
Information Services

(IIS)

Install Internet
Authentification
Service (IAS)

Configure other
RADIUS?

Install another
RADIUS

End

Create a user
account in the Active

Directory

Configure IAS access
rights for the
Authenticator

(Switch)

Configure certificates
under Windows XP

and export the
certificates

Certificate handover
by the client

Import certificates to
DLS

All necessary certificates are available:
Server certificate, Client certificate

Yes

No

Yes

Yes

No

Yes

No

Plug and Play with
certificate

Reboot the telephone

Install OpenSSL
Linux

Install certification
services

No

Yes

 Configure and export
certificates; Configure
Free RADIUS Server

for LINUX

Install TinyCA2 for
LINUX

No

Use progam to
create certificates

 Xcertificate and
Key Management

Yes

For further information, click on the blue 
shapes.

Auf einen der blauen "Prozess-Shapes" klicken, um zur Beschreibung zu wechseln. Für den Rücksprung in dieses Flussdiagramm, im entsprechenden Kapitel einfach auf einen Screenshot klicken.
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Is the telephone
certified?

Can the telephone
connect to DLS?

No

Yes

Ask the network
administrator for

guest VLAN access

No

VLAN-ID received?

No

Yes

Was EAP
successful?

Port is closed;
Network problem;
No connection to

RADIUS; Certificates
not valid

No
End

Was SIP
registration
successful?

SIP trace and fault
repair

No
End

Yes

Yes

End

Yes

Plug and Play with
certificate

Reboot the telephone
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Installation under openSuSE 
FreeRADIUS/Windows Authentication Setup

This section describes how to set up a FreeRADIUS server for TLS and PEAP authentication, and 
how to configure it for Windows clients ( Supplicants). The server is configured for a home (or 
test) LAN.

Three papers have been written about TLS authentication with a FreeRADIUS server:

1. www.missl.cs.umd.edu/wireless/eaptls 

2. www.freeradius.org/doc/EAPTLS.pdf 

3. www.denobula.com 

These papers provide an excellent background, but are somewhat out of date. We recommend 
that you follow the steps outlined below rather than the steps in these documents.

Installing OpenSSL

OpenSSL is usually already installed. If not, you can install the latest version using the YaST soft-
ware management tool by entering "openssl" in the search field and then marking "openssl" and 
"openssl-certs".

Installing the FreeRADIUS server

You can install the latest version of the server using the YaST software management tool by en-
tering "freeradius" in the search field and then marking "freeradius-server".

Installing TinyCA2

You can install the latest version of TinyCA2 using the YaST software management tool by enter-
ing "tinyca2" in the search field and then marking "tinyca2". 

The next step is to create the required certificates.

Creating certificates

When using  EAP-TLS, both the authentication server and all the  Supplicants (clients) need 
certificates[RFC2459].

If you are using EAP-TTLS or PEAP, only the authentication server requires certificates. 
 Supplicant Certificates are optional.

You get certificates from the  Certificate Authority (CA). If there is no  Certificate Authority 
available, OpenSSL may be used to generate self-signed certificates. 

Certificate requirements

The following attributes need to be considered for certificate creation:

Phone certificate:

– X509v3 Extended Key Usage: TLS Web Client Authentication
– RSA Public Key: (1024 bit) with optiPoint, (2048) with OpenStage

TinyCA2 is intended for use in a test environment. More suitable tools are available for En-
terprise applications. For advice, contact your switch vendor (example: Cisco Secure Access 
Control Server (ACS) Version 5.1).

www.missl.cs.umd.edu/wireless/eaptls
www.freeradius.org/doc/EAPTLS.pdf
www.denobula.com
http://www.ietf.org/rfc/rfc2459.txt 
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RADIUS certificate:

– RSA Public Key: (2048 bit)
– X509v3 extensions:

– X509v3 Key Usage: Critical, Digital Signature, Key Encipherment, Key Agreement, Cer-
tificate Sign

– X509v3 Extended Key Usage: TLS Web Server Authentication, TLS Web Client Authen-
tication

SubCA Certificate:

– RSA Public Key: (2048/4096 bit)
– X509v3 extensions:

– X509v3 Basic Constraints: critical, CA:TRUE
– X509v3 Key Usage: Critical, Digital Signature, Certificate Sign, CRL Sign

RootCA Certificate:

– RSA Public Key: (2048/4096 bit)
– X509v3 extensions:

– X509v3 Basic Constraints: Critical, CA:TRUE
– X509v3 Key Usage: Critical, Digital Signature, Certificate Sign, CRL Sign

Rules for logon names

The certificate element "CommonName" must meet the requirements of Microsoft's "Rules for 
Logon Names" or UPN (User Principal Names) (see MS Windows Server, Internet Authentication 
Service (IAS) Operation Guide).

• Logon names must follow these rules:
– Local logon names must be unique on a workstation, and global logon names must be 

unique throughout a domain. 
– Logon names can be up to 104 characters. However, it is not practical to use logon names 

that are longer than 64 characters. 
– A Microsoft Windows NT1 logon name is given to all accounts, which by default is set to the 

first 20 characters of the Windows 2000 logon name. The Microsoft Windows NT1 logon 
name must be unique throughout a domain.

– Users logging on to the domain from Windows 2000 computers can use their Windows 2000 
logon name or their Windows NT1 logon name, regardless of the domain operations mode. 

– Logon names cannot contain the following characters: " / \ [ ] : ; | = , + * ? < >
– Logon names can contain all other special characters, including spaces, periods, dashes 

and underscores. However, it is generally not a good idea to use spaces in account names.
• LAN-connected client computers: The following requirements must be met for the user and com-

puter certificates installed on these computers:
– They must have a corresponding private key.
– They must contain the client authentication EKU (OID "1.3.6.1.5.5.7.3.2").
– Computer certificates must be installed in the computer's local certificate store.
– Computer certificates must contain the FQDN of the wired client computer in the "Subject 

Alternative Name" property.
– User certificates must be installed in the current user certificate store.
– User certificates must contain the User Principal Name (UPN) of the user account in the 

"Subject Alternative Name" property.

1.Version 4.0 or earlier
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Create root certificate with TinyCA2

Access the TinyCA2 program. The Create a new CA dialog appears. The following screenshot 
shows a sample completed dialog:

The following values were entered for illustration purposes:

• Name: Directory name under which the root certificate will be stored on the hard disk. You will 
also find all certificates that were signed with this name in this directory.

• Common Name: The certificate's actual name.
• Country Name: Country code
• Password: Always needed for signing new certificates
• State or Province Name: Code used for state, such as NY for New York
• Locality Name: City or place name
• Organization Name: Name of company
• Organizational Unit Name: Section or department, for example
• eMail Address: Person to contact for certificates
• Valid for: Validity of certificate in days (should be the same as the example, if appropriate)
• Keylength: 4096 is the recommended value
• Digest: Hash function The option SHA-1 from the example can be used.

Confirm by clicking OK. The following dialog will then appear so you can verify the settings. 
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Modify the nsComment field if required and confirm by clicking OK.

Confirm the next message with OK. The following list will appear:

All root certificates created to date are shown in the CA tab.
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Create server certificate with TinyCA2

The FreeRADIUS server (client) certificate can now be created. First, go to the Requests tab. 
Right-click to access the context menu and click New. The following dialog is displayed:

• Common Name: Name of server, for example full DNS name.
• eMail Address: eMail address of person responsible for the server
• Password: Password for private key
• Digest: Default value can be kept
• Algorithm: Keep default value

Confirm by clicking OK.
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Go to the Requests tab. In the following dialog, right-click on the relevant root certificate.

Select Sign Request (Server) in the pop-up that appears. Enter the password of the root certifi-
cate in the next dialog and specify the certificate's validity period in days. 

You can choose whether to add the eMail address. If you wish to use certificates for Windows ap-
plications also, note that this dialog will contain the field "Extended Key Usage". 

The Extension "1.3.6.1.5.5.7.3.1" must be entered in this field. Otherwise, authentication will not 
work under Windows. Confirm by clicking OK. 

If this field is not displayed, you will need to make an additional entry in the OpenSSL settings of 
TinyCA2. Close the previous dialog. Click Settings and go to OpenSSL Configuration. Click the 
Server Certificate Settings tab. The following dialog is displayed:
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For Extended Key Usage, select Ask User. This setting must be configured for client certificates 
also. Confirm by clicking OK. 

A confirmation message will appear on screen.

Create client certificate with TinyCA2

For new certificates, you must first create a new request with a new name, as described under 
Create server certificate with TinyCA2 ( Seite 21). For Sign Request, select Sign Request (Us-
er). If necessary, first go to Settings in OpenSSL Configuration in the Client Certificate Set-
tings tab and select the option Ask User for Extended Key Usage. 

If you get a message asking you to Overwrite Certificate, implying that a certificate with the same 
name already exists, click cancel, restart TinyCA2 and repeat the process.

If an error occurs during signing (usually due to an incorrect password), close TinyCA2 and 
restart.
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Export certificates
1. Server Certificate

Click the Certificates tab. You will find the server certificate and the client certificate here. Mark 
the server certificate first and then right-click to bring up the context menu. Select Export Certifi-
cate. The following dialog is displayed:

Enter a meaningful name (for example: "radius-server-cert.pem") in the File field. Save the file. A 
confirmation message will appear onscreen.

Next, go to the Keys tab and perform the same steps as for the certificate. Enter a name, such as 
"radius-server-key.pem" and save the file. You will get a confirmation message.

2. Client Certificate

Go back to the Certificates tab and export the client certificate. Select PKCS#12 as the export 
format. Click Save and complete the dialog that appears. You will get a confirmation message. The 
key will be saved with the certificate in this format and as such must not be exported separately. 

3. Root Certificate

To export the root certificate, go to the CA tab. As you have to save a root certificate on both the 
RADIUS server (Linux) and the client (Windows), you will need two formats:

• .pem for Linux
• .der for Windows

Click Export CA (last icon but one).

Export the root certificate in .pem and .der format. You will get a confirmation message.
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Configure and start FreeRADIUS server for EAP-TLS
Copy the certificates that have been created (root, server and key certificates) to the directory
/etc/raddb/certs. If this folder does not contain a "dh1024.pem" file (Diffie-Hellman parameters), 
you will have to create it yourself. Enter the following command:

openssl dhparam -out dh1024.pem 1024

EAP is already provided for in the RADIUS configuration ("/etc/raddb/radius.conf)" under "autho-
rize" and "authenticate".

Now modify the /etc/raddb/eap.conf file as per your requirements, using the following example as 
a guide:

eap {

default_eap_type = tls

timer_expire     = 60

ignore_unknown_eap_types = no

cisco_accounting_username_bug = no

.

.

.

.

tls {

certdir = ${confdir}/certs

cadir = ${confdir}/certs

private_key_password = 01735959004

private_key_file = ${certdir}/radius-server-key.pem

certificate_file = ${certdir}/radius-server-cert.pem

CA_file = ${cadir}/SiemensCA-cacert.pem

dh_file = ${certdir}/dh1024.pem

random_file = ${certdir}/random

fragment_size = 1024

include_length = yes

.

.

You can now start the RADIUS server using the command:

radiusd -X &

(the parameter X stands for debug mode). 
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Certificates for OpenStage, OpenScape Desk Phones and 
optiPoint phones
Copy (using FTP, for example) the client certificate (in ".pkcs#12“ format) and the root certificate 
(".der") to the required Windows workstation. 

1. Import Root Certificate

Double-click the relevant certificate file. The following dialog is displayed:

Click Install Certificate..., and then Next and Finish. Confirm the security message.

For verification, go to 

"Control Panel> Internet Options -> Content -> Certificates".

The root certificate should be listed in the "Trusted Root Certification Authorities" tab.

You have to export the certificate in order to be able to use it.
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2. Import Client Certificate

Double-click the relevant certificate file. The Certificate Import Wizard appears. 

If the correct file name is selected, click Next. 

Enter the password for the private key. Select the option Mark this key as exportable and click 
Next. Confirm the following dialog with Next and complete the process by clicking Finish. 

For verification, go to 

"Control Panel> Internet Options -> Content -> Certificates".

The client certificate should be listed in the "Personal" tab.

You have to export the certificate in order to be able to use it.
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Certificate formats
The PEM format uses the header and footer lines: 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----

It will also handle files containing:

-----BEGIN X509 CERTIFICATE-----

-----END X509 CERTIFICATE-----

Trusted certificates have the lines: 

-----BEGIN TRUSTED CERTIFICATE-----

-----END TRUSTED CERTIFICATE-----

The conversion to UTF8 format used with the name options assumes that T61 strings use the ISO 
8859-1 character set. This is wrong, but Netscape and MSIE do this as do many certificates. So 
although this is incorrect, it is more likely to display the majority of certificates correctly.

The fingerprint option takes the digest of the DER-encoded certificate. This is commonly called a 
"fingerprint''. Because of the nature of message digests, the fingerprint of a certificate is unique to 
that certificate. As such, two certificates with the same fingerprint can be considered to be the 
same.

The Netscape fingerprint uses MD5, whereas MSIE uses SHA1.

The -email option searches the subject name and the subject alternative name extension. Only 
unique email addresses will be output: the same address will not be output more than once. 

-inform DER|PEM|NET 

These parameters determine the input format. Normally, the command will expect an X509 certif-
icate, but this can change if other options such as -req are present. The DER format is the DER 
encoding of the certificate and PEM is the base64 encoding of the DER encoding with header and 
footer lines added. The NET option is an obscure Netscape server format that is now obsolete. 

For further information, see subsections 7.1.2 and 7.1.3 of RFC 2459.

http://www.ietf.org/rfc/rfc2459.txt
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Simple certificate (client certificate) in text format

Sample:

Certificate:

    Data:

        Version: 3 (0x2)

        Serial Number: 4 (0x4)

        Signature Algorithm: sha1WithRSAEncryption

        Issuer: C=DE, ST=BY, L=Munich, O=Enterprise, OU=Systemtest, CN=enterpriseCA/email-
Address=kremer@teamone.de

        Validity

            Not Before: May 17 12:50:26 2010 GMT

            Not After: May 17 12:50:26 2011 GMT

        Subject: C=DE, ST=BY, L=Munich, O=Enterprise, OU=Systemtest, CN=enterpriseCA/email-
Address=kremer@teamone.de

        Subject Public Key Info:

            Public Key Algorithm: rsaEncryption

            RSA Public Key: (4096 bit)

                Modulus (4096 bit):

                    00:de:9e:ac:aa:06:bd:aa:97:2b:a5:aa:44:35:fd:

                    4c:f0:f0:dc:92:ac:39:14:1d:35:d6:72:db:e1:68:

                    85:49:e2:e0:79:22:81:34:13:58:5a:df:dc:eb:79:

                    43:26:7f:16:38:86:75:1d:d4:32:79:c8:5f:04:d2:

                    3f:77:35:99:be:8f:24:89:93:30:59:ae:e9:e1:14:

                    f4:6f:a8:d2:5b:d3:5d:49:04:f4:14:df:63:49:f5:

                    da:b5:78:27:9b:90:f5:9f:1f:67:ef:60:05:36:08:

                    2d:39:27:54:92:9b:a1:c5:b5:83:0b:7e:c4:5b:33:

                    4a:79:af:02:43:9b:2d:e9:61:b1:2e:b0:d2:93:46:

                    70:52:1a:23:f9:44:17:1c:9e:32:bb:36:2d:75:d6:

                    f6:53:89:0f:14:8c:f0:c7:10:e9:cc:cc:33:1a:e0:

                    e9:a3:a3:96:80:81:78:97:ec:42:40:b0:9d:63:7d:

                    de:4f:d3:ad:7c:0a:ad:73:f2:66:e4:ff:f6:ff:0e:

                    47:7e:6b:b0:5e:9f:14:23:19:b4:4e:29:7e:d2:b3:

                    95:c2:c7:89:3f:be:c7:2c:a1:07:b7:76:74:b5:56:

                    bb:81:f1:96:4c:1d:38:67:cc:76:33:7b:7d:d1:2f:

                    fb:e8:d7:9b:63:62:51:0e:5e:1f:70:e9:5e:4b:7b:

                    e4:55:06:aa:c3:45:50:e4:84:29:67:40:98:90:c1:

                    48:59:c4:01:c8:d6:f2:3a:ca:67:8c:54:e2:14:16:

                    3b:8f:33:79:39:de:7a:68:77:98:de:34:87:c8:01:

                    b0:b2:09:2b:b3:ab:ff:d8:00:50:cd:40:80:ff:7f:

                    7b:2f:63:1a:71:4d:12:0e:4a:c4:05:b7:c6:81:67:

                    63:07:d8:34:97:cf:18:e6:c7:f6:d7:3b:e5:84:0a:

                    1d:81:82:a4:7b:00:e3:d6:00:e2:b1:d2:c3:70:8d:

                    54:04:e3:5e:ce:46:7a:3b:57:33:7c:37:ce:9e:1b:

                    06:20:84:35:6c:fa:bb:8f:08:25:fa:7c:dd:50:de:

                    66:3e:4f:87:56:ef:1b:5d:c7:a8:8a:57:64:2e:42:

                    f0:37:6e:c5:f4:58:d9:f9:ab:f8:09:7f:dd:30:88:

                    05:ad:f4:d4:42:05:7d:95:52:1b:c9:58:67:03:72:

                    d1:64:fc:66:64:1c:af:86:17:06:b1:9f:a8:ec:3b:

                    24:f4:31:d9:15:a6:e0:bb:f2:f4:a4:b4:0e:e4:25:

                    01:be:cb:ae:be:1e:8f:b2:64:44:96:f0:35:06:02:

                    4c:09:81:ba:0d:b7:f6:06:c7:af:d2:63:2d:a0:55:

                    61:2b:11:d5:48:98:79:39:58:35:28:0a:db:81:61:

                    a3:bd:c5

                Exponent: 65537 (0x10001)

        X509v3 extensions:

            X509v3 Basic Constraints: 

                CA:FALSE

            Netscape Cert Type: 

                SSL Client, S/MIME, Object Signing

            Netscape Comment: 

                TinyCA Generated Certificate
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            X509v3 Subject Key Identifier: 

                18:77:51:1F:83:60:D8:09:E3:F9:46:B0:B5:13:63:2A:91:42:BC:F4

            X509v3 Authority Key Identifier: 

                keyid:8F:DB:7A:D7:97:FE:5E:A6:16:A7:FE:BD:29:B9:F9:C1:A2:A6:F2:10

                DirName:/C=DE/ST=BY/L=Munich/O=Enterprise/OU=Systemtest/CN=enterpriseCA/
emailAddress=kremer@teamone.de

                serial:9A:9D:17:C1:79:C5:7B:EC

            X509v3 Issuer Alternative Name: 

                email:kremer@teamone.de

            X509v3 Subject Alternative Name: 

                email:usercertificate

            X509v3 Key Usage: critical

                Digital Signature, Key Encipherment

            X509v3 Extended Key Usage: critical

                1.3.6.1.5.5.7.3.0.1

    Signature Algorithm: sha1WithRSAEncryption

        e0:a1:8e:71:ad:1a:00:6c:50:02:f9:7a:bd:65:93:c4:74:b5:

        7e:3d:f8:26:d0:63:5a:92:c5:96:1b:73:25:5c:59:97:cf:31:

        cd:a6:c6:b0:14:1c:03:40:68:d4:2b:9d:55:de:07:b9:4b:85:

        0b:db:60:44:ae:77:c0:cf:00:45:e8:bc:cb:3c:6a:e4:5f:3b:

        2b:43:28:df:29:05:ea:eb:6d:b0:1d:61:7f:21:ea:5e:c2:4e:

        07:da:8f:7e:f3:f4:b4:80:82:90:56:38:d5:04:ef:24:55:8a:

        66:d0:f7:06:54:37:86:87:c5:63:e6:b9:59:53:88:81:fb:cd:

        22:1e:61:9f:85:bf:9e:18:e1:94:91:3b:88:9b:19:c1:c6:b0:

        8d:90:65:2e:49:41:14:d3:89:0a:eb:1b:97:8a:33:c8:d5:f5:

        61:75:3c:30:48:ac:25:3a:dc:ea:b5:26:3c:e7:11:39:75:98:

        fe:41:52:32:55:1e:de:9b:b5:70:be:af:51:fe:2d:8f:69:64:

        36:de:f7:7d:a5:59:6d:e8:3d:02:07:3b:4a:35:87:b3:ae:f0:

        1c:2b:d8:50:ea:f6:d8:d5:cf:d3:e7:87:fa:89:8a:82:c2:21:

        70:30:88:ba:03:3d:d3:ac:96:f8:cb:ce:b7:d2:83:7e:0e:c3:

        35:f7:42:99:46:0b:18:b5:11:28:97:87:5b:b5:8d:ce:6f:b6:

        c0:2e:87:99:24:08:85:47:79:3d:89:72:dd:c9:de:aa:ff:7e:

        fd:8e:e2:75:15:ae:d4:54:6c:b3:ba:d5:fc:29:4f:40:4f:08:

        34:d8:2d:97:08:2a:78:6e:55:03:3f:6a:a4:d7:4a:e7:1e:e1:

        43:38:26:cf:4c:3b:b9:3f:e0:00:7f:43:85:b1:65:68:6f:c5:

        08:20:7d:23:a0:32:9c:63:30:bd:c2:58:37:95:d9:2d:2f:1e:

        eb:fa:bf:59:23:e7:4e:26:a2:26:69:0f:dc:01:e0:bf:33:3f:

        86:4f:36:3c:44:c7:02:ed:d5:4a:4e:ac:6a:ee:3b:78:7b:9b:

        a7:67:ed:41:f1:58:d4:fa:b0:ec:fe:6a:85:c6:ad:a9:2e:ec:

        d8:cf:7a:42:73:b4:4a:8d:87:8c:6c:c2:81:85:6b:b9:de:95:

        ba:75:e8:2a:35:38:60:cd:ad:fd:4a:fd:b3:86:9d:5c:9e:4f:

        43:7a:5d:3a:9a:72:2d:d3:cb:fc:70:c1:1a:ae:f3:9e:08:d5:

        1c:84:99:2a:2f:8f:4b:48:7e:ff:48:81:bf:da:fb:d3:a6:2f:

        be:3e:26:4e:12:b2:46:e0:02:71:40:ac:3b:51:86:7c:6e:38:

44:f5:d8:43:1a:a5:
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Microsoft solution with Windows Server 2008/2012
Network Policy Server (NPS) is the Microsoft implementation of a Remote Authentication Dial-in 
User Service (RADIUS) server and proxy in Windows Server 2008/2012. NPS is the replacement 
for Internet Authentication Service (IAS) in Windows Server 2003. For most comprehensive infor-
mation please read the original Microsoft documentation of NPS:

http://technet.microsoft.com/en-us/network/bb629414.aspx

There you will also find a Migration Guide from IAS to NPS and other Step-by-Step Guides. Ad-
ministering your NPS deployment requires the same basic steps as described for IAS in the pre-
vious chapter.

Final prerequisites:

• Domain Controler with Active Directory is installed
• You have to create user and group in the Active Directory
• You have to install the Certificate Services (Certificate Authority or CA)
• You have to install the NPS Server role
• You have to configure Radius Client in NPS 
• With Network Policy you have to determine which Authentification methods can be used (see 

screen shot).

http://technet.microsoft.com/en-us/network/bb629414.aspx
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Creating certificates with XCertificate and Key 
management
Download and install the the latest version of XCA-Software (Freeware) on a windows computer 
(e.g. setup_xca-0.9.0.exe).

First Start

XCA configuration

After the first start of the tool, you need to create a database to store all your certificates in.

• Select "File" -> "New Database"
• Select a place on your PC where you want to store the database file
• Select a password for protecting your database file

This password is required every time you want to open your database. All certificates and private 
keys that are stored in your database file, are stored without an additional password. Only the da-
tabase password will give you access to your certificates. So let's call it the "Master-Password".
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XCA has a separate tab for your Private Keys, Certificate Signing Requests, Certificates, Tem-
plates and Revocation Lists.

As a first action, change the default hash algorithm via File ' Options to the hashing algorithm SHA 
256. The default SHA 1 is known to be weak, so we replace it with SHA 256.

Create Templates for repeating tasks

You can create templates to make it easier and faster if you need to create a lot of different server 
or client certificates.

Go to tab "Templates" and select "New template".

Don't select a preset, just select OK and start with adding common subject information that will be 
identical across all certificates. 

At least, define a name for the template.
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You can also predefine the type of certificate and the validity-time range. In case of client or server 
certificate, be sure to select:

• End Entity
• Critical
• Subject Key Identifier

Depending on the customer requirements, choose the validity-time wisely.
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In case you want to create a template for a server certificate, be sure to select the following in the 
tab "Key usage"…

…and the following in the tab "Netscape"

If you want to create a template for a client certificate, be sure to select the following.

Select OK and you can find your templates in the "Templates" tab.
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Create a new Certificate Authority (Root CA Certificate)
Go to tab "Certificates" and select "New Certificate". 

In the new window you start on the "Source" tab. Select the default "CA" template and press "Apply 
extensions".
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Continue on the "Subject" tab. Select an internal name so you will recognize the certificate and fill 
out the rest of the form according to your location and organization information.

On the same tab, select "generate a new key" in order to generate a private key for your Certificate 
Authority. Verify that the newly created key is selected from the list.

Switch to the "Extensions" tab and verify the settings as shown below
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Verify the settings on the "Key Usage" and "Netscape" tab as shown below.

Press "OK" to finally create your new Certificate Authority and it will be listed in the "Certificates" 
tab of the main application.
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Create a new Sub-Certificate Authority
Go to tab "Certificates" and select "New Certificate". In the new window you start on the "Source" 
tab. Use your Certificate Authority to sign this Sub-CA. Select the default "CA" template and press 
"Apply extensions".

Continue on the "Subject" tab. Select an internal name so you will recognize the certificate and fill 
out the rest of the form according to your location and organization information.

On the same tab, select "generate a new key" in order to generate a private key for your Sub-CA. 
Verify that the newly created key is selected from the list.
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Switch to the "Extensions" tab and verify the settings as shown below.

Verify the settings on the "Key Usage" and "Netscape" tab as shown below.

Press "OK" to finally create your Sub-CA and it will be listed in the "Certificates" tab of the main 
application. It will be listed below the Certificate Authority that signed the Sub-CA to indicate the 
certificate chain.
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Create a new Server Certificate
The server certificate that will be created can be used for any "server based" authentication, e.g.

• OpenStage WBM Certificate
• SIP Server TLS Certificate
• Webserver Certificate
• etc.

This example demonstrates the creation of an OpenStage WBM certificate.

Go to tab "Certificates" and select "New Certificate". In the new window you start on the "Source" 
tab. Use your desired CA certificate to sign this server certificate. Select the default "Server" tem-
plate and press "Apply extensions".
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Continue on the "Subject" tab. Select an internal name so you will recognize the certificate and fill 
out the rest of the form according to your location and organization information. Chose the "Com-
mon Name" according to the way you would open the WBM of the device in the browser. This can 
be an FQDN or an IP Address, e.g.
• https://4989722100.voice.gvs.local
• https://192.168.254.20

On the same tab, select "generate a new key" in order to generate a private key for your Server 
certificate.

An unsecure method to create one certificate for your whole domain is a wild card certificate. It is 
strongly recommended to not use this method, but for testing purposes it is a fast way to deploy a 
certificate to a lot of devices.

Besides a wild card certificate, it's sometimes necessary to have more than one "Common Name" 
in a certificate. For this you can add a "Subject Alternative Name". This can be done in the Exten-
sions tab, e.g.

IP:192.168.254.20,4989722100.voice.gvs.local

Multiple entries can be added comma separated.
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Verify the other settings on the "Extensions", "Key Usage" and "Netscape" tab as shown below.

Press OK and the new created Server Certificate will be added to the list according to the CA you 
selected for signing the Server Certificate.
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Create a new Client Certificate

The Client Certificate that will be created can be used for any "client based" authentication, e.g.

802.1x

This example demonstrates the creation of an 802.1x client certificate.

Go to tab "Certificates" and select "New Certificate". In the new window you start on the "Source" 
tab. Use your desired CA certificate to sign this client certificate. Select the default "Client" tem-
plate and press "Apply extensions".

Continue on the "Subject" tab. Select an internal name so you will recognize the certificate and fill 
out the rest of the form according to your location and organization information. Choose a "Com-
mon Name" for 802.1x authentication.

On the same tab, select "generate a new key" in order to generate a private key for your Client 
certificate.
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Verify the other settings on the "Extensions", "Key Usage" and "Netscape" tab as shown below.

Press OK and the new created Client Certificate will be added to the list according to the CA you 
selected for signing the Client Certificate.
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Create a Certificate Signing Request
If you need to create a Certificate Signing Request (CSR) that will be signed by e.g. the customers 
CA, go to tab "Certificate signing requests" 

and select "New Request"

Select either the Client or Server template depending on what kind of CSR you want to create and 
press "Apply extensions".

Choose an internal name for the CSR and adapt the location/organization information if this is re-
quired by the signing CA. Also choose a common name (CN) for this certificate (e.g. FQDN for a 
server certificate)

Now you need to create the private key. Select "Generate a new key", ......



Installing the RADIUS Server 49
....change the settings if required and select "Create".

Verify the settings on the tab "Extensions"…

…and add a "subject alternative name" if required. E.g.:

Finally select OK and your CSR is listed in the "Certificate signing requests" tab.

You can now export the CSR, so it can be signed by the customers CA. Select the CSR and press 
"Export".
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You can choose to export this CSR in PEM or DER format. Once you receive the signed certificate 
from the customer, you can import it back into the XCA database. Take a look at chapter Import 
Certificates into the database ( Seite 51).
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Import Certificates into the database

Import random certificates into XCA

You can import any certificate and private key into the database. The certificates can be in DER 
(binary) or PEM (Base64) format. Either as file, or you can copy and paste the content of a file.

Select Import from the right hand menu. 

• Keys: Import private keys
• Requests: Import Certificate requests
• Certificates: Import Certificates (Server, Client, Sub-CA or CA Certificate)
• PKCS#12: Certificate container file in PKCS#12 format
• PKCS#7: Certificate container file in PKCS#7 format
• Template: Import XCA Certificate template files
• Revocation list: Import a Revocation list
• PEM file: Import a PEM file that may contain a single certificate or a certificate chain
• Paste PEM file: Copy and Paste a certificate in Base64 format

This example will show you how to import a single certificate or a certificate chain the save way. 
In the default, XCA will list files ending with ".pem", "der", "crt" and "cer". 

Select „Open“. The certificate will be imported at once.
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In case you received a Base64 encoded certificate in text format, select "Import" and "paste PEM 
file" from the main menu.

Copy and Paste the data into the window and select "Import PEM data". You are again presented 
with the certificates found in the text data and you can select which one of them you want to import.

All imported certificates will be listed in the "Certificates" tab in the main window.
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Import Root CA certificate and private key from OpenScape 
Voice
In case you need to work with the default CA of OpenScape Voice, you can simply import it into 
XCA. Download /usr/local/ssl/certs/root.pem from the OpenScape Voice using (e.g.) WinSCP and 
import is as PEM file like described before.

You will see 2 entries here, the Root CA Certificate and the private key. Select "Import all" in order 
to import these files into the database.

Whenever you want to create a new server or client certificate that has to be signed by this CA, 
follow the appropriate chapter in this document, but select this root certificate to sign the server or 
client certificate you want to create.

To correctly identify the OSV Root CA certificate, you can also rename it.
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Export Certificates from the database for 802.1x
Select the Certificate for 802.1x usage and select Export from the right hand menu. 

In the new window, select a place where to save the file.

Select PKCS #12 as the export format and press OK. You need to select a password to protect 
the PKCS 12 file because it contains your private key. Therefore it is required to password protect 
the file.
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Next, export the Certificate Authority, which is the Root Certificate of the whole Certificate Chain. 
Select the Certificate and press "Export" from the right menu. 

Select a place where to save the file and choose PEM as the export format.

You can now import both files into DLS and deploy them onto a phone for 802.1x authentication.
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Export Certificates for Web Based Management
Select the Certificate for the phone internal Webserver (WBM) and select Export from the right 
hand menu. 

In the new window, select a place where to save the file.

Select "PKCS #12 with Certificate chain" as the export format and press OK. You need to select 
a password to protect the PKCS 12 file because it contains your private key. Therefore it is re-
quired to password protect the file.

You can now import the file into DLS and deploy them onto a phone for replacing the current WBM 
Certificate.
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Managing Certificates in the DLS
Client and server certificates for the following server/client configurations can be managed in the 
DLS:

• Server: DLS
Client: IP Phone

• Server: RADIUS Server
Client: IP Phone

Plug & Play – template

To preconfigure certificates via Plug & Play, these need to be saved in a template which in turn 
needs to be part of a profile.

To import certificates in the DLS, proceed as follows:

1. Go to IP Devices > IP Phone Configuration > IEEE 802.1X.

2. Select "Template" view.

3. Go to the "Phone Certificate" tab and click "Import Certificate" to import the phone certificate 

from the user certificate.

4. Select "RADIUS Server CA Certificate 1" tab and click "Import Certificate" to import the serv-

er certificate from the root certificate.

If a second certificate is required to enable the switching of certificates: Select "RADIUS Server 
CA Certificate 2" tab and click "Import Certificate" to import the server certificate from the 
root certificate.

5. Click "Save" to save it in a new or existing template.

6. To preconfigure certificates via Plug & Play, these need to be saved in a template in DLS which 

in turn needs to be part of a profile.

Certificates can only be managed via the DLS, not via WBM or directly on the phone.

Please ensure that all devices are provided with the current time via NTP server before the 
certificates are deployed.

For further information, please refer to the Administration Manual "Deployment Service".

For more information on how to create the templates, refer to the section "Importing Phone 
and RADIUS Certificates (Certificate for IEEE 802.1X)" and "Editing Templates (Generating 
and Managing Templates)" in the Administration and Installation Manual for the "OpenScape 
Deployment Service".

Für den Rücksprung in das Flussdiagramm, einfach auf einen beliebigen Screenshot klicken
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Plug & Play with IEEE 802.1X

Overview
A three-phase configuration is needed to set up the plug & play feature that downloads parameters 
and certificates. This section describes the three configuration phases and the Plug & Play func-
tion.

Previous sections of this documentation described how to create certificates and how to install and 
configure the RADIUS server. 

The three phases are:

• Configuring Plug & Play in DLS
• DHCP Configuration
• Switch Configuration (Cisco in this case)

Test Environment
First of all, here is some information about the DATA network of the test environment. The test 
uses two Catalyst 3560s (referred to as Lab 12 and Lab 11).

The XP client, in this case the telephone ( Supplicant), and the "Authentication Server" (RADI-
US) are connected to the first switch referred to as " Authenticator" in the following sections.

The second switch is the router (Inter-VLAN Routing – connects the address ranges); the DLS and 
the DHCP server are connected to this switch. The connection between the two switches is tun-
neled (IEEE 802.1X-transparent).

Configure Phone for DHCP
With a new telephone right out of the box, the only parameter known is the MAC address. The 
presetting for DHCP is "on". 

As the telephone does not have a certificate and the switch is configured with IEEE 802.1X Guest 
VLAN, the telephone is – after the  EAP check – assigned to the Guest VLAN 212 (address 
range 212).

During switch monitoring (after a timeout), you can see that the port is assigned to VLAN 212.

Switch ( Authenticator) Router

VLAN 12

VLAN 212

VLAN Interconnection

Guest VLAN 212 allowed

 ACL:

212 -> DLS -> DHCP
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Configuring Plug & Play in DLS

Plug & Play – creating profiles

Once you have opened the Deployment Service in a browser, proceed as follows:

1. Go to Profile Management > Device Profile

2. Either search for an existing device profile using the search function or create a new one.

3. In the "Templates" tab, add the previously created template of the IEEE 802.1X tab 

( Seite 57) to the selected profile.

4. If you want the current profile to be the default profile, ensure that the "Default Profile" button 

is activated.

5. The configuration data in a profile is assigned to certain terminals via virtual devices. From the 

DLS's point of view, these are complete devices which will later be assigned a physical device 

and all the configuration parameters of the virtual device are applied to the physical device.
For the different ways to create virtual devices and to change the assignment between virtual 

and physical devices, please refer to the "Workpoint Autoconfiguration (Plug & Play)" section 

in the DLS administration manual. 

DHCP Address Pool (Scope)
If the start address is sent following the DHCP request, the gateway address is set to 
10.12.212.254 (gateway presetting for VLAN 212). Using this address, the DHCP address space 
10.23.212.0 is available.

The following screenshot shows the DHCP address pool, which makes it possible to provide an 
IP address (in this case 10.23.212.1) and the "DLS IP address" so that DLS can be run.
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Switch Configuration using Example of Cisco Catalyst 
3560

Limitations

Testing is not carried out with other RADIUS servers like IAS or CISCO RADIUS.

If the IAS RADIUS test is necessary, it will be planned. 

ACL list of FreeRADIUS is outside of this scope. 

Only one PC behind the phone is possible.

If the phone has voice VLAN and the switch did not receive the "cisco-av-pair" string "device-traf-
fic-class=voice", the Cisco switch goes into a violation state and the port is deactivated (as de-
scribed).

The Plug & Play function can work in two different modes.

VOICE VLAN transmission over DHCP
MAB and EAP-TLS must be completed with Cisco-AVPair = "device-traffic-
class=voice".

Not recommended
VOICE VLAN transmission over DLS 

MAB without Cisco-AVPair, EAP-TLS with Cisco-AVPair = "device-traffic-
class=voice"  

TRACE and Debug FreeRADIUS are designed for Plug & Play (not recommended scenario).

If you intend to configure User Authentication with enterasys switch please refer to:

http://wiki.unify.com/wiki/enterasys-CUA 

http://wiki.unify.com/wiki/enterasys-CUA
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Configuration

Cisco configuration (port used fa0/12)

version 12.2

no service pad

service timestamps debug datetime

service timestamps log datetime

service password-encryption

!

hostname Switch

!

logging buffered 65535 debugging

enable secret 5 $1$ffD2$IsDN7o4qaMWo9nTctonq61

!

username cisco password 7 01100F175804

aaa new-model

aaa authentication dot1x default group radius

aaa authorization network default group radius

!

aaa session-id common

clock timezone utc 1

clock summer-time CEST recurring last Sun Mar 2:00 last Sun Oct 2:00

system mtu routing 1500

ip subnet-zero

no ip domain-lookup

ip domain-name GVS.LAB

ip dhcp excluded-address 10.23.12.254

ip dhcp excluded-address 10.23.12.1 10.23.12.100

!

!

dot1x system-auth-control

no file verify auto

!

spanning-tree mode mst

spanning-tree extend system-id

!

spanning-tree mst configuration

 name GVSLAB

!

!

vlan internal allocation policy ascending
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!

!

interface FastEthernet0/1

 switchport access vlan 12

 switchport mode access

 duplex half

 spanning-tree portfast

!

.

!

interface FastEthernet0/12

 switchport access vlan 112

 switchport mode access

 switchport voice vlan 12

 dot1x mac-auth-bypass eap

 dot1x pae authenticator

 dot1x port-control auto

 dot1x host-mode multi-domain

 dot1x timeout quiet-period 20

 dot1x timeout tx-period 10

 spanning-tree portfast

!

.

.

!

!

interface FastEthernet0/23

 switchport access vlan 12

 switchport trunk encapsulation dot1q

 switchport mode trunk

 spanning-tree portfast

!

interface FastEthernet0/24

 description --- Trunk to GVSLAB_r01 int fa0/14 ---

 switchport trunk pruning vlan none

!

!

interface Vlan1

 ip address 10.23.9.2 255.255.255.0

!

ip default-gateway 10.23.9.254

ip classless

ip http server

!
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!

ip access-list extended DLSServerOnly

!

radius-server host 10.23.12.99 auth-port 1812 acct-port 1813 key 7 1213091D515A5E577E7E

radius-server source-ports 1645-1646

!

control-plane

!

!

line con 0

 password 7 030954090F03285857

line vty 0 4

 password 7 030954090F03285857

line vty 5 15

 exec-timeout 30 0

 password 7 030954090F03285857

!

!

monitor session 1 source interface Fa0/12, Fa0/19

monitor session 1 destination interface Fa0/23 encapsulation replicate ingress untagged 
vlan 112

ntp clock-period 36028550

ntp server 10.23.9.254

end
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Plug & Play Function

Plug & Play function with VLAN transmission via DLS

The phone starts without certificate (factory reset).

The phone boots.

The phone sends <<DHCP discover>> in untagged frame.
With the Cisco switch, the Data VLAN is in blocked state and the Voice VLAN in learning state.  

The Cisco switch sends an EAP <<request identity>> to the phone. 
The phone does not answer (no certificates).
On no answer -> dot1x timeout in the Cisco switch.
 On dot1x timeout, the Cisco switch sends <<Access request>> to the RADIUS (MAB func-
tion) (MAB = MAC Authentication Bypass).
RADIUS returns <<Access accept>> (because PAP was included in USER list -> see user 
list in "FreeRADIUS configuration (user file)".
Cisco adds a TCAM entry for the phone to the DATA VLAN.
DATA VLAN IS OPEN.
The phone continues to send <<DHCP discover>>. This DHCP message is now sent on the 
DATA VLAN to the DHCP scope for DATA (DHCP server).
The phone receives an IP address in the DATA VLAN scope (STILL NO VOICE VLAN).
The phone reaches the DLS (Plug & play active).
The phone receives from DLS the CERTIFICATES, the VOICE VLAN + other items.

The phone reboots with certificates in VOICE VLAN.

The Voice VLAN is in learning state in the Cisco switch.
The Cisco switch sends an EAP <<request identity>> to the phone.
As the certificates are now configured in the phone, the phone returns a <<response iden-
tity>> (tagged frame) to the switch with the "CN" from the certificate as user name.
 RADIUS responds to this message with “Access accept” (as the EAP-TLS FreeRADIUS 
and the CN from the certificate were added to the USER list). Certificate negotiation now 
commences. For this user, the string "cisco-av-pair=device-traffic-class=voice" is added 
and returned to the Cisco switch. With this string, Cisco removes the TCAM entry for the 
Data VLAN and adds the Phone TCAM entry for the VOICE VLAN. 
VOICE VLAN IS OPEN.
The phone continues to send <<DHCP discover>>. This DHCP is now sent via the VOICE 
VLAN (tagged frame). The phone receives from the DHCP VOICE VLAN scope all the items 
for the registering SIP server. 

Phones and PC interoperability

Example: Phone has certificate but PC has no certificate

Switch#show dot1x interface fastEthernet 0/12 det

Dot1x Info for FastEthernet0/12

PAE = AUTHENTICATOR

PortControl = AUTO

ControlDirection = Both

HostMode = MULTI_DOMAIN

ReAuthentication = Disabled

QuietPeriod = 20

ServerTimeout = 30

SuppTimeout = 30

ReAuthPeriod = 3600 (Locally configured)

ReAuthMax = 2
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MaxReq = 2

TxPeriod = 10

RateLimitPeriod = 0

Mac-Auth-Bypass = Enabled (EAP)

Dot1x Authenticator Client List

Domain = DATA

Supplicant = 0004.7611.8a14

Auth SM State = AUTHENTICATED

Auth BEND SM Stat = IDLE

Port Status = AUTHORIZED

Authentication Method = MAB

Authorized By = Authentication Server

Vlan Policy = N/A

Domain = VOICE

Supplicant = 0001.e326.1dfb

Auth SM State = AUTHENTICATED

Auth BEND SM Stat = IDLE

Port Status = AUTHORIZED

Authentication Method = Dot1x

Authorized By = Authentication Server
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Location or Network Change
When the VLAN ID for the Voice network is to be changed, one has to consider whether the Voice 
VLAN ID is configured manually or dynamically (LLDP-MED or DHCP).

Misconfiguration of the Voice VLAN ID by choosing an incorrect VID can block network access 
(which is needed for remote configuration via DLS or WebM).

In such a case, a correction can usually only be made via the phone's local admin menu, or by 
temporarily configuring the access switch port with the "incorrect" Voice VLAN ID and subsequent-
ly correcting it, which can be done remotely. 

Scenario:

1. 802.1X is used as before, the RADIUS server remains the same, but the Voice VLAN ID chang-

es:
The port at the access switch or the access switch itself changes. 
The new access switch port must be configured for authentication (802.1X enabled) and the 

VLANs (Guest VLAN, AuthFail VLAN, Data VLAN and Voice VLAN) must be configured appro-

priately.
Important: With Cisco access switches, RADIUS provides the "Voice VLAN ID" and the "de-

vice-traffic-class" as additional information (for example: Win2kx IAS => Remote Access Poli-

cy, FreeRADIUS => raddb/users).
The VLAN ID configured on the new access switch port must be identical to the Tunnel-Pvt-

Group-ID on the IAS and device-traffic-class must be set to "voice".

IAS-Remote Access Policy

The same applies to FreeRADIUS.

/etc/raddb/users:

# Entry for Cisco 3650

# 0001e32e0327 Auth-Type == EAP

0001e32e0327

 Tunnel-Type = 13,

 Tunnel-Medium-Type = 6,
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 Tunnel-Private-Group-ID = 12,

 Cisco-AVPair = "device-traffic-class=voice" 
2. 802.1X is not used or not activated at the access switch:

As the certificates on the phone are probably not deleted, a non-recurring additional delay of 

3x30 seconds will occur after reboot before the phone is ready.
This is due to the three retries which are required by the 802.1X protocol before the internal 

status can be set to "Authenticated".
If 802.1X is activated at the new access switch port, but the status is set to "force-authorized", 

there will be no delay because the access switch will send "EAP-Success" immediately.
So, the 802.1X authentication delay can be circumvented for the time being by using "force-

authorized".

3. A different RADIUS server is used
The RADIUS certificate is changed.
However, if the root CA is the same as the one that signed the "old" RADIUS server, nothing 

will change on the phone side (RADIUS server CA certificates 1 and 2 remain unchanged).
Nevertheless, the "new" RADIUS server must be able to access the phone certificates for val-

idation (Win2kx => Active Directory, FreeRADIUS => raddb/eap.conf).

If the configuration of the phone is to be changed only with regard to IP and Voice VLAN ID (SIP 
server, certificates, and so on remain unchanged), it is recommended to assign the Voice VLAN 
ID via LLDP-MED and the IP address via DHCP.

For a complete configuration change, it might be feasible to initiate a factory reset first and then 
use the Plug & Play capability with templates for this "new" network (note that with DLSv3 and Mo-
bility, patch MRH65227 is required). 

Guest VLAN / Authfail VLAN ... 

Can be reached by phone or PC (connected to phone) if no authentication is possible.
If a VLAN ID is set on the phone, however, VLAN tagging prevents access to the Guest 
VLAN/Authfail VLAN (= untagged).

Data VLAN ... VLAN 

This is usually reached by PCs (connected to the phone) if they authenticate successfully.

Voice VLAN ... VLAN 

This is reserved for voice and voice signaling. Reached by the phone if authentication has 
been successful and the Voice VLAN ID has been set.
If the Voice VLAN ID was not set but authentication was successful, the phone will be as-
signed to the Data VLAN (untagged) => Error
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Examples of Switch Configurations

Switch example 1: "Cisco configuration"

This table shows the port configuration (GVSLAB_s02) where the phone ( Supplicant) is con-
nected.

At this point it is necessary to enable the guest VLAN (address space 212) to receive execution 
rights on the DHCP and DLS server.

GVSLAB_s02#show dot1x interface fastEthernet 0/12

Supplicant MAC <Not Applicable>

AuthSM State          = CONNECTING

BendSM State          = IDLE

Posture               = N/A

   ReAuthPeriod      = 15 Seconds (Locally Configured)

   ReAuthAction      = Reauthenticate

   TimeToNextReauth  = N/A

PortStatus            = UNAUTHORIZED

MaxReq                = 2

MaxAuthReq            = 2

HostMode              = Multi

PortControl           = Auto

ControlDirection      = Both

QuietPeriod           = 60 Seconds

Re-authentication     = Enabled

ReAuthPeriod          = 15 Seconds

ServerTimeout         = 30 Seconds

SuppTimeout           = 30 Seconds

TxPeriod              = 30 Seconds

Guest-Vlan = 212

AuthFail-Vlan         = 0

AuthFail-Max-Attempts = 3

Critical Port         = Disabled 

GVSLAB_s02#show dot1x interface fastEthernet 0/12

Supplicant MAC <Not Applicable>

AuthSM State= AUTHENTICATED(GUEST_VLAN)

BendSM State          = IDLE

Posture               = N/A

   ReAuthPeriod      = 15 Seconds (Locally Configured)

   ReAuthAction      = Reauthenticate

   TimeToNextReauth  = N/A

PortStatus            = AUTHORIZED(GUEST-VLAN)

MaxReq                = 2

MaxAuthReq            = 2

HostMode              = Multi(GUEST VLAN)

!

interface FastEthernet0/12

 switchport access vlan 112

 switchport mode access

 switchport voice vlan 12

 dot1x port-control auto

 dot1x host-mode multi-host

 dot1x timeout reauth-period 15

 dot1x guest-vlan 212

 dot1x reauthentication

 spanning-tree portfast
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The VLAN interconnection is created in the router. An  ACL is generated to assign only execu-
tion rights for the DLS (10.23.11.140) and the DHCP (bootps and bootpc) to the Guest VLAN.

The setting dot1x  Host Mode  and an 802.1X client authenticated at the 
first VLAN client indicates that other clients are possible without restriction on the "Voice VLAN" if 
802.1X authentication was successful on the first VLAN. 

/1/ If you set dot1x host mode , only one 802.1X client is permitted 
on the first VLAN; other devices are blocked. 

If you set dot1x host mode  Multi-Domain, the telephone and PC must authenticate themselves 
individually.

Ensure that port-control is set to "auto".

GVSLAB_r01#show run

Building configuration...

!

interface Vlan212

 ip address 10.23.212.254 255.255.255.0

 ip access-group PermitDLSServerOnly in

 ip helper-address 10.23.11.140

!

ip access-list extended PermitDLSServerOnly

 permit ip 10.23.212.0 0.0.0.255 host 10.23.11.140

 permit ip 10.23.212.0 0.0.0.255 host 10.23.12.1

 permit udp any any range bootps bootpc

!
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Switch example 2: "Enterasys Matrix N1 Platinum Configuration"

M M A T R I X   N 1   P L A T I N U M
Command Line Interface

Enterasys Networks, Inc.
50 Minuteman Rd.
Andover, MA 01810-1008 USA

Phone:  +1 978 684 1000
E-mail: support@enterasys.com
Website:    http://www.enterasys.com

(c) Copyright Enterasys Networks, Inc. 2007

Chassis Serial Number:      06125174630P
Chassis Firmware Revision:  05.42.06

Matrix N1 Platinum(su)->show config
This command shows non-default configurations only.
Use 'show config all' to show both default and non-default configurations.

begin

# ***** NON-DEFAULT CONFIGURATION *****

# ip
set ip address 10.23.9.96 mask 255.255.255.0
set ip route default 10.23.9.254

# arp

# authentication

# banner

# cdp

# cep

# ciscodp

# cli

# console

# cos port-config

# cos port-resource

# cos reference

# cos settings

# cos state

# dot1x
set dot1x enable
set dot1x auth-config authcontrolled-portcontrol forced-auth fe.1.1
set dot1x auth-config reauthperiod 120 fe.1.7
set dot1x auth-config reauthperiod 120 fe.1.8
set dot1x auth-config reauthperiod 120 fe.1.11
set dot1x auth-config reauthperiod 120 fe.1.12
set dot1x auth-config reauthenabled true fe.1.7-8,11-12 *****  Ports Guest *******

# flowlimit

# forcelinkdown

# garp

# gvrp

# history
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# history

# igmp

# inlinepower

# lacp

set lacp disable

# length

# license

# line-editor

# linkflap

# lldp

# logging
set logging application RtrAcl level 8
set logging application CLI level 8
set logging application SNMP level 8
set logging application Webview level 8
set logging application System level 8
set logging application RtrFe level 8
set logging application Trace level 8
set logging application RtrLSNat level 8
set logging application FlowLimt level 8
set logging application UPN level 8
set logging application AAA level 8
set logging application Router level 8
set logging application AddrNtfy level 8

# logout

# mac

# macauthentication
set macauthentication enable
set macauthentication password demo
set macauthentication port enable fe.1.11-12
set macauthentication quietperiod 30 fe.1.11-12
set macauthentication reauthperiod 120 fe.1.11-12
set macauthentication reauthentication enable fe.1.11-12

# maclock

# mgmt-auth-notify

# movedaddrtrap

# mtu

# multiauth
set multiauth mode multi
set multiauth precedence dot1x mac pwa cep
set multiauth port mode auth-reqd fe.1.12
************ Authentication is always required ***********

# netflow

# newaddrtrap

# nodealias

# physical
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# policy

set policy profile 1 name "allow access voice" pvid-status enable pvid 12 (Voice VLAN) 
set policy profile 2 name "allow access data" pvid-status enable pvid 112 (DATA VLAN)
set policy profile 3 name "allow access guest" pvid-status enable pvid 212 (GUEST VLAN)
set policy rule admin-profile port fe.1.7 mask 16 port-string fe.1.7 admin-pid 3
set policy rule admin-profile port fe.1.8 mask 16 port-string fe.1.8 admin-pid 3
set policy rule admin-profile port fe.1.11 mask 16 port-string fe.1.11 admin-pid
3
set policy rule admin-profile port fe.1.12 mask 16 port-string fe.1.12 admin-pid

3
***** Ports 7, 8, 11 and 12 should use Profile 3, that is, go to the Guest VLAN. ****

set policy autoclear enable
set policy autoclear profile enable
set policy maptable response both
!

# port
set port mirroring create fe.1.11 fe.1.2 both
set port mirroring create fe.1.12 fe.1.2 both
set port mirroring disable fe.1.12 fe.1.2
set port vlan fe.1.2 12 ******************************
set port vlan fe.1.7 12
set port vlan fe.1.8 12      Assign to VLAN 12 = VOICE VLAN
set port vlan fe.1.11 12
set port vlan fe.1.12 12 *******************************

# prompt

# pwa
set pwa enable
set pwa enhancedmode enable
set pwa gueststatus authnone
set pwa protocol chap
set pwa portcontrol enable fe.1.12

# rad

# radius
set radius enable
set radius server 1 10.23.12.99 1812 :dcf48ed62c5bfb984158d7648a9cfed2f325fbb7:

# rmon alarm

# rmon capture

# rmon channel

# rmon event

# rmon filter

# rmon history

# rmon host

# rmon matrix

# rmon stats

# rmon topN

# router

# smon
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# snmp
set snmp access groupRW security-model v1 exact read All write All notify All
set snmp access groupRW security-model v2c exact read All write All notify All
set snmp community public
set snmp group groupRW user public security-model v1
set snmp group groupRW user public security-model v2c
set snmp view viewname All subtree 1
set snmp view viewname All subtree 0.0

# sntp

# spantree

# ssh

# summertime

# system
set system login enterasys read-only disable password :c8f6b8ae63473088dcf9c7e80
0a245d445b50d62:
set system login mobility read-only disable password :29c6bff7ed3e5e334a43253c13
6cb9a8c5a40cb9:

# tacacs

# telnet

# timezone

# vlan
set vlan create 12,112,212 *********** Create VLAN *************
set vlan name 12 VOICE  
set vlan name 112 DATA
set vlan name 212 GUEST *********************************************
clear vlan egress 1 fe.1.2,7-9,11-12 
set vlan egress 1 lag.0.1-48;host.0.1;fe.1.1,3-6,10,13-48 untagged
set vlan egress 12 fe.1.1,11-12 tagged  ******* sign port 12 to tagged VLAN 12 *********
set vlan egress 12 fe.1.2,7-9,13 untagged
set vlan egress 112 fe.1.1 tagged
set vlan egress 112 fe.1.7-9,11-13 untagged ****** sign port 12 to untagged VLAN 112 **
set vlan egress 212 fe.1.1 tagged 
set vlan egress 212 fe.1.11-12 untagged ****** sign port 12 to untagged VLAN 212 *******
set vlan dynamicegress 12,112,212 enable

******** fe 1.1 is the connection to the router ****************

# vlanauthorization

# webview

# width

end
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Switch example 3: "ProCurve configuration"

running configuration:

; J8164A Configuration Editor; Created on release #H.10.50

hostname "ProCurve Switch 2626-PWR" 

vlan 1 

name "DEFAULT_VLAN" (Guest VLAN for unauthorized access)

untagged 25-26 

ip address 192.168.1.20 255.255.255.0 

no untagged 1-24 

exit 

vlan 202 

name "voiceVlanSN2" (Voice VLAN for Phones) 

ip address 192.168.6.2 255.255.255.0 

tagged 1-26 

exit 

vlan 2 (Data VLAN for PCs)

name "Testust1" 

untagged 1-24 

ip address 192.168.2.2 255.255.255.0 

tagged 25 

exit 

aaa authentication port-access eap-radius Configuration 802.1X Authentication Method: eap-
radius)

radius-server host 192.168.1.2 

radius-server key global_key_string

aaa port-access authenticator 14,17-18,20 Ports 14, 17,18,20 Make available for 802.1X 
authentication.

aaa port-access authenticator 14 reauth-period 3600 Authentication checked after 1 hour.

aaa port-access authenticator 14 unauth-vid 1 Clients on port 14 which cannot be authen-
ticated only have access to the Guest VLAN with access to the DLS. (Certificate Download)

aaa port-access authenticator 14 client-limit 3 Number of permitted authenticated devices. 
(On our 2626-PWR with FW H.10.50, 3 must be entered here if access is to be granted to 2 
devices (phone and PC))

aaa port-access authenticator 17 reauth-period 3600 No Guest VLAN is configured on port 
17 as a PC is connected behind the phone.

aaa port-access authenticator 17 client-limit 3

aaa port-access authenticator 18 reauth-period 3600

aaa port-access authenticator 18 unauth-vid 1

aaa port-access authenticator 18 client-limit 3

aaa port-access authenticator 20 reauth-period 3600

aaa port-access authenticator 20 unauth-vid 1

aaa port-access authenticator 20 client-limit 3

aaa port-access authenticator active "Activate" 802.1X authentication.
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PEAP Implementation
Openstage SIP phones used to only support the EAP-TLS authentication method when using port 
based authentication (801.1x). New in SW version V3R0 is the Protected Extensible Authentica-
tion Protocol (Protected EAP or PEAP) as a possible authentication method. 

PEAP is an authentication method used extensively in Microsoft environments. 

Now the dot1x Supplicant used in Openstage IP phones (wpa_supplicant) supports both PEAP 
(PEAPv0/EAP-MSCHAPv2) and EAP-TLS. 

To further maintain compatibility with current field releases the phone will default to EAP-TLS 
mode.

Depending if the phone contains dot1x credentials (either EAP-TLS or PEAP) the phone starts the 
wpa_suppicant in according mode.

802.1x Network Access Protection overview
The IEEE 802.1X-2001 and 802.1X-2004 standards define port-based user authentication meth-
ods used when accessing both wired and wireless network infrastuctures. An 802.1X deployment 
consists of three major components:

Supplicant

A computer that requests access to a network. The supplicant is attached to the pass-through      
authenticator.

Pass-through authenticator

Typically a switch or wireless AP that enforces port-based authentication.

Authentication server

A computer that authenticates and authorizes a supplicant connection attempt on behalf of the 
pass-through authenticator. Supplicant credentials are validated by the authentication server us-
ing an authentication service, such as the Remote Authentication Dial-In User Service (RADIUS).

Requirements
• Computer with Windows Server 2008 R2 or later
• Layer 2 or layer 3 switch that supports 802.1X port-based authentication and RADIUS tunnel at-

tributes for VLAN assignment
• OpenStage Phone with V2R0.59.0 or later
• DLS with V6R0.16.0 or later
• Server running Windows Server 2003 or later version, the Server is configured as a domain con-

troller with Active Directory service.

Supplicant Pass-through
authenticator

Radius
ServerEAPOL messages RADIUS messages

EAP conversation
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Example Configuration Overview (LAB environment)

Phone 1

Domain controller
DC1

Radius
Server

Phone 1

DLS
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Configuration

Add the Radius-Server to the Domain

Join the RADIUS-Server to the Domain

Windows Domain 

Radius
Server Domain

Controller
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Create a user account in Active Directory

E.G. user 1 with password e.g. 123456



PEAP Implementation 79
Add user1 to the Domain Admins group

Set up an enterprise root CA

• Log on to DC1 as a domain administrator
• Click Start, point to Administrative Tools and then click Server Manager.
• In the Roles Summary section click Add roles.
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• On the Select Server roles page, select the Active Directory Certificate Service check box.   
Click Next to times.

• On the Specify Setup Type page, click Enterprise, and then click Next. 
• On the Specify CA Type page, click Root CA, and then click Next. 
• On the Set Up Private key and   Configure Cryptography for CA pages, you can configure 

optional configuration settings, including  cryptographic service providers.  However, for basic 
testing purposes, accept the default values by clicking Next twice.

Install an enterprise root CA

• In the Common name for this CA box, type the common name of this CA, RadiusCA, and then 
click Next.

• On the Set the Certificate Validity Period page, accept th defult validity duration or enter a va-
lidity duration you want for the RadiusCA and then click Next.

• On the Configure Certificate Database page, accept the    default values or specify other stor-
age locations for the    certificate database and the certificate database log, and then   click Next.

• After verifiying the information on the Confirm Installation Options page, click Install.
• Review the information on the confirmation screen to verify   that the installation was successful.
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Create a security group

• In the Active Directory Users and Computers console tree, right-click psnet.com (domain-
name), point to New, and then click Group. 

• In the New Object – Group dialog box, under Group name type, type Radius_Group.
• Under Group scope, choose Global, under Group type, choose Security, and then click OK.
• Close the Active Dirctory Users and Computers console 



82 PEAP Implementation
Configure Network Policy Server on Radius-Server

Install the NPS server role

• Click Start, and then click Server Manager.
• Under Roles Summary, click Add Roles, and then click Next.
• Select the Network Policy and Access Services check box, and then click Next twice.
• Select the Network Policy Server check box, click Next, and then click Install.
• Verify the installation was successful, and then clickClose to close the Add Roles Wizard dialog 

box.
• Leave Server Manager open for the following procedure. 
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Group Policy Management

Install the Group Management feature

Group Policy will be used to configure NAP client settings. To access these settings, the Group 
Policy Management feature must be installed on a computerrunning Windows Server 2008.

• In Server Manager, under Features Summary, click Add Features. 
• Select the Group Policy Management check box, click  Next, and then click Install.
• Verify the installation was successful, and click Close to close the Add Features Wizard dialog 

box.
• Close Server Manager
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Certificate on NPS Radius Server

Obtain a computer certificate on NPS  (1)

• Click Start. Click Run in Open, type mmc, and then press ENTER.
• On the File menu click Add/Remove snap-in.
• In the Add or Remove Snap-ins dialog box, click Cerificates, click Add, select Computer ac-

count, click Next, and then click Finish.
• Click OK to close the Add or Remove Snap-ins dialog box.
• In the left pane, double-click Cerificates, right-click Personal, point to All Tasks, and then click   

Request New Certificate.

Obtain a computer certificate on NPS (2)

• The Certificate Enrollment dialog box opens. Click Next.



PEAP Implementation 85
• On the Select Certificate Enrollment Policy page, select Active Directory Enrollment Policy, 
click Next, select Computer, and then click Enroll.

• Select the Computer check box and then click Enroll.
• Verify that Succeeded is displayed to indicate the status of certificate installation, and then click 

Finish.
• Close the Console1 window.
• Click No when prompted to save console settings.
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Configure NAP on the NPS Server

Select Network Connection Method

• Click Start, click Run, type nps.msc and then press ENTER.
• In the Network Policy Server console tree, click NPS (Local).
• In the details pane, under Standard Configuration, click Configure NAP. The NAP configura-

tion wizard   will start.
• On the selected Network Connection Method for use with NAP page, under Network con-

nection method, select IEEE 802.1X (Wired), and then click Next.
• On the Specify 802.1X Authentication Switches page, click Add.
• In the New RADIUS Client dialog box, under Friendly name, type 802.1X Switch. Under 

Adress (IP or DNS), type 192.1.254.116 (IP-Address of the switch where the phones are    con-
nected)
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Switch Properties

• Under Shared secret, type a user defined password e.g. secret.
• Under Confirm shared secret, type secret, click OK, and then click Next.
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Configure an Authentication Method

• On the Configure User Groups and Machine Groups page, click Next. You do not need to 
configure groups.

• On the Configure an Authentication Method page, confirm that a computer certificate ob-
tained in the previous procedure is displayed under NPS Server Certificate, and that Secure 
Password (PEAP-MSCHAP v2) is selected under  EAP types. Click Next.
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Configure Traffic Controls

Use the following steps to configure VLAN properties for the compliant phones. In this example, 
VLAN ID 20 will be used for compliant phones.

On the Configure Traffic Controls page, under Full access network, click Configure.
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Configure Radius Attributes: Tunnel-Type

In the Configure RADIUS Attributes, on the RADIUS standard attributes tab, click Tunnel-
Type, and then click Edit.
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Configure Attribute Information: Tunnel-Type

In the Attribute Information dialog box, click Add. Another Attribute Information dialog box is 
displayed.

Under Attribute Value, choose  Commonly used for 802.1X, verify that Virtual LANs (VLAN) is 
selected, and then click OK twice.
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Configure RADIUS Attributes: Tunnel-Medium-Type

In the Configure RADIUS Attributes dialog box on the   RADIUS Standard Attributes tab, click 
Tunnel- Medium-Type, and then click Edit.

Configure Attribute Information: Tunnel-Medium-Type

In the Attribute Information dialog box, click Add. Another Attribute Information dialog box is 
displayed.
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Under Attribute Value, choose Commonly used for 802.1X, verify that 802 (Include all 802 me-
dia plus ethernet canonical format) is selected, and then click OK twice.

Configure RADIUS Attributes: Tunnel-Pvt-Group-ID

In the Configure RADIUS Attributes dialog box on the   RADIUS standard attributes tab, click 
Tunnel-Pvt-Group-ID, and then click Edit.
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Configure Attribute Information: Tunnel-Pvt-Group-ID

In the Attribute Information dialog box, click Add. Another Attribute Information dialog box is 
displayed.

Under Enter the attribute value in, choose String, type 20 (your VLAN) and then click OK twice. 
This value represents the compliant VLAN ID is used.
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Vendor-Specific Attributes

In the Configure RADIUS Attributes dialog box, click    the Vendor Specific attributes tab, and then 
click Add. The dialog Add Vendor Specific Attribute box is displayed.

• In the Add Vendor Specific Attribute dialog box, under Vendor select Cisco.
• In the Add Vendor Specific Attribute dialog box, under Attributes, select Cisco-AV-Pair, and 

then click Add.
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Set Attribute Information: Cisco AV Pair

In the  Attribute Information dialog box, under Attribute value, type device-traffic-
class=voice, and then click OK .

Click Close, and then click OK.

Configure VLAN properties for noncompliant phones 

Use the folowing steps to configure VLAN properties for noncomliant computers. These steps are 
identical to those used for comliant phones with the exception that VLAN ID 222 is configured for 
noncomliant phones.

• On the Configure Traffic Controls page, under Restricted access network, click Configure.
• In the Configure RADIUS Attributes dialog box, on the RADIUS standard attributes tab, click 

Tunnel-Type, and then click Edit.
• In the Attribute Information dialog box, click Add.

The Tunnel-tag value is populated in all attributes used in this policy, and serves to group 
these attributes together, identifying them as belonging to a particular tunnel. Consult your 
vendor    documentation to determine if a unique Tunnel-Tag value is required for your switch.
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• Another Attribute Information dialog box is displayed. Under Attribute Value, choose  Com-
monly used for 802.1X, verify that Virtual LANs (VLAN) is selected, and then click OK twice.

• On the RADIUS standard attributes tab ,click Tunnel-Medium-Type, and then click Edit.
• In the Attribute Information dialog box, click Add.
• Another Attribute Information dialog box is displayed. Under Attribute Value, choose Com-

monly used for 802.1x, verify that 802 (Include all 802 media plus Ethernet canonical for-
mat) is selected, and then click OK twice.

• In the Configure RADIUS Attributes dialog box, on the RADIUS standard attributes tab, click 
Tunnel-Pvt-Group-ID, and then click Edit.

• In the Attribute Information dialog box, click Add.  
• Another Attribute Information dialog box is displayed. Under Enter the attribute value in, 

choose String, type 222, and then click OK twice. This value represents the noncompliant VLAN 
ID used in this lab.

• In the Configure RADIUS Attributes dialog, click the Vendor Specific attributes tab, and then 
click Add.

• In the Add Vendor Specific Attribute dialog box, under Vendor select Cisco.
• In the Add Vendor Specific Attribute dialog box, under Attributes, select Cisco-AV-Pair, and 

then click Add.
• In the Attribute Information dialog box, under Attribute value, type device-traffic-

class=voice, and then click OK twice.
• Click Close, and then click OK
• This completes the configuration of VLAN properties for compliant and noncompliant computers. 

Click Next.
• On the Define NAP Health Policy page, verify that Windows Security Health Validator and 

Enable auto-remediation of client computers check boxes are selected, and then click Next.
• On the Completing NAP Enforcement Policy and RADIUS Client Configuration page click 

Finish.
• Leave the NPS console open for the following procedure.

Verify NAP Policies

In order for the health status of NAP client computers or phones to be correctly evaluated by NPS, 
NAP policiesthat were created in the previous procedure must be enabled and configured with the 
correct processing order. By default, the NAP configuration wizard will create policies that are low-
er in processing order than any existing policies, but higher in processing order than the default 
policies. However, if policies are created and removed, it is possible to change processing order 
of the default connection request policy and network policies. Therefore, you should verify that the 
NAP policies created in the previous procedure are configured with the correct processing order.

To verify NAP policies
• In the Network Policy Server console tree, double-click Policies, and then click Connection Re-

quest Policies.
• Verify that the NAP connection request policy you created in the previous procedure is first in 

the processing order, or that other policies that match NAP client authentication attempts are dis-
abled. Also verify that the status of the policy is Enabled. The default name of this policy is NAP 
802.1x (Wired).

• Click Network Policies, and verify that the network policies you created in the previous proce-
dure are higher in the processing order than other policies that match NAP client authorization 
attempts, or these other policies are disabled. Also verify that the status of this policies is En-
abled. The default name of the three network    policies created by the NAP configuration wizard 
are NAP 802.1X (Wired) Comliant, NAP 802.1X (Wired)    Noncompliant, and NAP 802.1X 
(Wired) Non NAP-Capable.

• Click Health Policies, and verify that two policies were created. By default these policies are 
named NAP 802.1X (Wired) Compliant and NAP 802.1X (Wired) Noncompliant.
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Configure Policies on the NPS

Configure Network Policy: New Network Policy

• In the Network Policy Server console tree double-click Policies, then click Network Policies.
• Right click on New.
• On the New Network Policy page, under Policy name type Secure Wired (Ethernet) Con-

nections.
• Leave the Type of network access server to Unspecified. Then click Next.
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Configure Network Policy: Select Condition

• On the New Network Policy page, click Add.
• On the Select condition page, select Windows Groups.
• Click Add.

Configure Network Policy: Windows Groups

On the Windows Groups page, click Add Groups.
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Configure Network Policy: Select Group

• On the Select Group page, click Add Groups.
• In the Enter the object name to select dialog box enter the name of the former in Configuration 

Step 6 created Radius_Group. 
• Click on Check Names, then the RADIUS-Group will have an underline, then click OK twice.

Configure Network Policy: Select Condition

• On the Specify condition page, select NAS Port Type.
• Click Add.
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Configure Network Policy: NAS Port Type

• On the NAS Port Type page, under Common 802.1X connection tunnel types, select   Eth-
ernet.

• Click OK.
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Configure Network Policy: Specify Conditions

On the New Network Policy page, click Next
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Specify Access Permissions

• On the New Network Policy page, select Access granted.
• Click Next.
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Configure Authentication Methods

Add EAP

On the Add EAP page, select Microsoft: Protected EAP (PEAP), then click OK. The New Net-
work Policy page dialog box is displayed again.
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Select Next.
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Configure Settings

• On the Configure Settings page, select Vendor Specific.
• Click Add.
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Add Vendor Specific Attribute

• On the Add Vendor Specific Attribute page, select e. g. Cisco-AV-Pair.
• Click Add.

Attribute Information

On the Attribute Information page, click Add. Another Attribute Information dialog box is dis-
played.
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• On the Attribute Information page, under Attribute value, type: device-traffic-class=voice.
• Click OK twice. The Add Vendor Specific Attribute dialog box is displayed again.

Click Close.
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Configure Settings

On the New Network Policy page, click Next.
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Completing Network Policy

On the New Network Policy page, with the titel Completing New Network Policy click on Fin-
ish.
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Configure 802.1X on DLS
On the DLS go to IP Devices / IP Phone Configuration / IEE 802.1X to tab 802.1X Settings.

Please be aware that the appearance of the DLS screenshots shown might have slightly 
changed since that documentation release.
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802.1x Settings on DSL

• On the 802.1x Settings tab, on the Authentication Type dialog box select PEAP.
• On the EAP-TTLS or PEAP section enter user1 in the MSCHAP Identity field and the user1 

password in the MSCHAP Password field.
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Import RADIUS Server CA Certificate

• On the RADIUS Server CA Certificate 1 tab, select Import Certificate and select the Root_CA 
Certificate, that you former created in  Install an enterprise root CA.

• Click OK.
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Activate RADIUS Server CA Certificate

On the RADIUS Server CA Certificate 1 tab, select   Activate certificate (RADIUS 1) and click 
on Save.
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Verify RADIUS Server CA Certificate

• On the RADIUS Server CA Certificate 1 tab, click on the Refresh Button.
• In the Status Active/Import field now appears equal.
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Configure Cisco Switch
You have to configure the Network Switch with the IP-Adress of the radius server and with the 
password, you have created on configuration step 12 (see picture on the left side) and you have 
to enable dot1x on the desired port.

e.g. radius server entry on a Cisco 3560 switch:
H4K-S116(config)#radius-server host 192.1.26.100 auth-port 1812 acct-port 1813 key 123456
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Verify the successful Logon

On the NPS-Server:
Go the Event Viewer/Custom Views/Server Roles/Network Policy and Access Service snd verify 
the log entries. You have to receive a Full Access message.
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Glossary 
ACL

Abbreviation for Access List. This is a list of restrictions that apply to the Guest VLAN.

Authenticator

An "Authenticator" in the context of IEEE 802.1X is a Network Access Server acting as a gate-
keeper in a  RASsolution. Clients (called "supplicants") apply for access, and the authenticator 
decides whether to grant or deny access after consultation with a central authentication server us-
ing the RADIUS protocol.

Auto-Enrollment

Available in Windows Server 2003 and later versions. Introduces the capability of automatically 
requesting and distributing certificates if this is necessary according to the policies.

CA

See Certificate Authority

Certificate Authority

A Certificate Authority, or CA, is an organization that issues digital certificates. In IT, a digital cer-
tificate is more or less the equivalent to a passport and is used to verify that a public key belongs 
to an individual or an organization. The CA certifies this by digitally signing the certificate.

Certificates comprise "keys" and additional information required for authentication as well as en-
cryption and decryption of sensitive or confidential data sent over the Internet or other networks. 
Additional information may be expiry dates, references to certificate revocation lists, and so on, 
and are included in the certificate by the CA.

The basic task of a CA is to issue and verify these digital certificates. It is responsible for providing 
and assigning certificates and checking their integrity. As such, it is an important part of the Public 
Key Infrastructure.

EAP

EAP (Extensible Authentication Protocol) facilitates negotiation prior to actual authentication. Use 
of a wider variety of authentication protocols makes unauthorized access even more difficult. 

The following methods are available:

• EAP-MD5User name/password (not secure)
• EAP-TLSPKI (certificates), secure authentication
• EAP-TTLSUser name/password (secure)
• MS-CHAPv2Microsoft user name/password (not secure)
• PEAPMicrosoft/Cisco tunnel module for secure transport of MS-CHAPv2

EAP uses simple request/response interaction to describe the exchange of authentication data 
from the user to the authentication server and its response. Certificates are one of the authentica-
tion mechanisms used. When EAP is used over 802.1X, the authentication data is transmitted via 
EAPoL (Extensible Authentication Protocol over LAN). The EAP asks the user – the phone in this 
case – to authenticate itself. The authentication information is firstly forwarded to the port or au-
thenticator, which in turn forwards it to the RADIUS server. The RADIUS server uses the stored 
user profile to authenticate the user (phone), in other words, it decides whether the user (phone) 
may access the requested services or not. If authentication was successful, the confirmation mes-
sage which the RADIUS server returns to the switch will contain the words "RADIUS/EAP Suc-
cess". The authenticator will then immediately enable the relevant port for data transport. German-
speaking users can find additional information in Section 5 of the following document: WLAN im 
Archiv der TU Chemnitz.

http://archiv.tu-chemnitz.de/pub/2006/0040/data/WLAN.pdf
http://archiv.tu-chemnitz.de/pub/2006/0040/data/WLAN.pdf
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EAPoL

The Extensible Authentication Protocol over LAN (EAPoL, defined in IEEE 802.1X) is a transport 
protocol for EAP. The special feature of EAPoL is the start and logoff frames. Data is encapsulated 
in EAP packets. With EAPoL, EAP can also be used in heterogeneous WAN environments. 

EAPoL-Logoff

A device can (periodically) log off from an authentication server and then log on again. A special 
feature is Proxy-EAPoL-Logoff. If an IP phone is directly connected to a PC in the LAN, the IP 
phone sends an EAPoL-Logoff with the PC's MAC address to the authentication server to log the 
device off. This prevents connection of an unknown IP device instead of the PC.

EAP-OTP

EAP-One Time Password

EAP-TLS

The EAP-Transport Layer Security protocol – a combination of EAP and SSL – requires mutual 
certificate-base authentication of the server and the client (phone) on the transport layer (TLS con-
nection). License-free clients for EAP-TLS are available for LINUX (for example: Open1x) and 
Windows XP (integrated).

EAP-TTLS

EAP-TTLS is an extension of EAP-TLS. In addition to enabling authentication via certificates (as 
does EAP-TLS), EAP-TTLS also allows the use of other EAP methods such as MD5 Challenge 
and One-Time Password.

Entity

In Information Technology, an entity (synonym: information object) is a uniquely defined object to 
which information is assigned. The objects can be tangible (like Mount Kilimanjaro) or intangible 
(like Department RK12 of company Demo Ltd.). An entity may be in a relationship with other enti-
ties as well as with itself. 

Host Mode

Host mode is a switch command in the format 
dot1x host-mode {multi-host | single-host} 
This configuration command determines whether a single authenticated host (client) or several au-
thenticated hosts are permitted at the IEEE802.1X port.

IIS

Microsoft HTTP server

LEAP

Cisco Light EAP uses login and password-based authentication. It is a proprietary protocol devel-
oped by Cisco and it supports session keys which are replaced after a certain period.

Multi-Domain

Multi-Domain authentication allows an IP phone and a PC, for example, to authenticate on the 
same switch port while it places them on appropriate Voice and Data VLANs. Note that Cisco firmly 
restricts the assignment to 1 device/user in the Voice VLAN and 1 device/user in the Data VLAN.

Multi Host

See  Host Mode

Multi-User Authentication

This allows several users or devices to authenticate on the port and enables assignment of differ-
ent policies. Multi-User authentication is an Enterasys implementation enabling the separate au-
thentication of several devices/users on a physical port.
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PAE

Port Authentication Entities

PEAP

Protected EAP works in a similar way to TTLS and likewise uses a tunnel. PEAP only supports the 
transport of other EAP authentications, however. It is a proprietary protocol and is mainly support-
ed by Microsoft and Cisco.

PING

Abbreviation for "Packet Internet Groper".
An echo request packet is sent to the target address. If the target supports the protocol and if it is 
available, it returns an echo reply.

Proxy EAPoL-Logoff

See  EAPoL-Logoff

Public Key Infrastructure (PKI)

Provides an arrangement for using public keys and is a combination of software, encryption tech-
nologies and services. A PKI should provide the following functions:

• Certificate Authorities that can issue and revoke certificates
• Public directories where certificates are stored and can be looked up
• Tools for management of keys and certificates
• Programs and applications that can use public keys.

RADIUS

RADIUS (Remote Authentication Dial-In User Service – specified in RADIUS, RFC 2865) is a pro-
tocol used for authentication in distributed RAS solutions. It facilitates the exchange of authentica-
tion, authorization and configuration data between a central authentication server and the local 
Network Access Servers (NAS), which work as clients of the RADIUS server. If a user works re-
motely and connects to the NAS, the NAS requests a username, password, NAS ID and port ID. 
The server then verifies the information (and, if necessary, the requirements for the session and 
the service ports) using the RADIUS database. Thus, for each user the use of higher IP protocols 
can be allowed or denied individually and to centrally manage all of this. RADIUS supports a num-
ber of authentication methods, including PAP, CHAP and EAP.

RAS

Remote Access Service is an application-oriented data communication service which allows a 
user working remotely to access the corporate network, for example.

SAM

The Security Account Manager manages the local user accounts.

Single Host

See  Host Mode

Supplicant

In the context of IEEE 802.1X, a supplicant is a client which issues a request for network access 
to an authenticator.

VLAN

A Virtual Local Area Network is located within a physical switch or an entire network. A distinction 
is made between port-based and packet-based tagged VLANs, which are defined under the IEEE 
802.1Q standard. The shortened form is dot1q (Cisco switches). Tagged VLANs can be described 
as networks that use network packets with VLAN marking.

http://www.ietf.org/rfc/rfc2865.txt
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Wrapper

Generally speaking, this is a program acting as the interface between the calling and the 
"wrapped" program code. Wrappers can be used for compatibility reasons if, for instance, the 
wrapped code uses a different programming language, for security reasons, that is, to restrict or 
extend access, or for emulation purposes. A program initially written for DirectX can thus be mod-
ified to use OpenGL for graphics. 

A Certificate Authority may be a specific company (for example: GlobalSign, Cybertrust, VeriSign) 
or an institution within a company that has installed their own server (for example: Microsoft Cer-
tificate Server). Public bodies and government agencies may also act as CAs (like the Federal 
Network Agency in Germany).
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Abbreviations 
This list comprises the abbreviations used in this manual.

Abbreviation Definition

AP Access Point

CA Certificate Authority

DHCP Dynamic Host Configuration Protocol.

DLS Deployment and Licensing Service

DNS Domain name server

EAP Extensible Authentication Protocol 

EAPOL Extensible Authentication Protocol Over LAN

FTP File Transfer Protocol“.

IAS Internet Authentication Service

IETF Internet Engineering Task Force; Internet standards body

IIIS Internet Information Server

IP Internet Protocoll

NAP Network Acess Protection

NPS Network Policy Server

PEAP Protected Extensible Authentication Protocol 

PKI Public Key Infrastructure

RFC Request For Comments; A IETF Protocol Specification

TAP Techniker ArbeitsPlatz (in most cases an engineer’s notebook, equipped with 
special software and hardware)

TLS Transport Layer Security

TTLS Tunneled Transport Layer Security

VID Virtual LAN ID (0-4095)

VLAN Virtual LAN
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