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HowTo

An OpenScape Business HowTo describes the configuration of an OpenScape Business feature
within the OpenScape Business administration. It addresses primarily trained administrators of
OpenScape Business.

Tutorial

Within the OpenScape Business tutorials procedures for installation, administration and operation
of specific devices, applications or systems, which are connected to OpenScape Business, are
described. The tutorial addresses primarily trained administrators of OpenScape Business.
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7.1. Required trace configuration options for error reporting

7.2. Additional helpful data and files for error analysis:

8. Troubleshooting hints:

8.1. General Troubleshooting checklist and hints

8.2. Partner Administration Error, Unable to add OpenScape Business trunk

8.3. ** Numbers for Circuit user

8.4. Incoming Calls not possible

8.5. Direct Call to Circuit User in Team not possible

8.6. Phone Number from Circuit Client not shown for external calls (suppress calling 1D)

8.7. Circuit connectivity Wizard Rest API Error

8.8. Circuit connectivity Certificate Error

8.9. Circuit connectivity Wizard starts with all fields filled out, but nothing ongoing

8.10. Firewall and General Problems after running Circuit Connector Wizard

8.10.1. Sophos XG Firewall

8.11. Incoming and Outgoing calls not possible

8.12. How to generate Server Certificate, not needed for OSBiz Circuit Connector

Date Version Changes

09-03-2016 0.1 Initial VVersion of configuration hints

10-03-2016 0.2 Screenshots and examples added

23-09-2016 0.3 Screenshot for Route configuration corrected in Expert mode, add LCR example for US
05-10-2016 04 Screenshots examples for Circuit eu and na (Wulf)
02-11-2016 05 Hints for STUN (Wulf)

30.01.2017 09 Update Changes for Circuit release and Special Configuration (Wulf)
28.03.2018 1.0 Update multiple OShiz and Circuit Screenshots (Wulf)
03.04.2018 11 Add Troubleshooting (Wulf)

16.04.2018 1.2 Add Screenshot Troubleshooting an Circuit License (Wulf)
08.05.2018 1.3 Add how many Users and Connectors (Wulf)

19.10.2018 1.4 Add additional IP Address Firewall rules (chapter 8.3) (Wulf)
07.02.2019 1.5 Add Enhanced Feature Interworking (Wulf)
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Circuit new IP Addresses and Ports (Wulf)

Add Troubleshooting Firewall hints / Certificate Error (Wulf)

Add Voicemail configuration / enhance troubleshooting / Certificate import (Wulf)
Add V2R7 Features and Circuit Conference (Wulf)

Partner Portal Error; Adding Picture for Circuit Conference (Wulf)

Problem with Suppressed calling ID Circuit Client, Circuit Conference direction prefix
**Numbers not allowed for Circuit User
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Some small text corrections
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1. Introduction

To provide the Circuit solution with OpenScape Business several components are used and needs to configure. The solution consists
of the Circuit Server, the hUTC (Hosted Universal Telephone Connector) and the OpenScape Business communication system.

The hUTC is located in the Circuit cloud. The connection between the hUTC and the OpenScape Business system is a native SIP
trunk connected through the public internet.

You can also connect multiple OpenScape Business to one Circuit Tenant, by using the same API key for each OpenScape Business
System. Each OpenScape Business System will get automatically an own trunk after running the wizard.

Ve

Public
Internet

1C
Circuit

cloud uTC

= Native SIP trunk _X

Office Router

On premise

-

For the solution, two configuration steps are necessary

1. Configuration of the Circuit environment (including hUTC)
2. Configuration of OpenScape Business system
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2. Configuration of Circuit

2.1. Request Circuit Tenant

To connect OpenScape Business with Circuit you need an active Circuit Tenant. If you have not yet signed up for Circuit, please
request a free Circuit Tenant to start the configuration steps. (https://www.circuit.com/home)

Leamn Pricing Support

crcuit

Get Free

Why business collaboration is better with Circuit

One tool with one view Social collaboration Natural user experience

Please enter the requested data. At the end sign up in circuit and login as administrator.
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https://www.circuit.com/home

2.2. Circuit Licenses

For Telephony with hUTC each Circuit User which shall be able to place telephone calls with OpenScape Business need to have the
right license. This can be either the UnifyTeam or the UnifyEnterprise or the UnifyProfessional license.

The current licenses shown under Administration->Domain.

If the required licenses are not available, press the button “Manage Packages”. This will forwarded you to the unifyportalshop where
you can order additional licenses.

ﬁ Administration

QAP Domain

Unify Software and Solutions GmbH & Co KG
Fan ) PR

Tenant 1D: 0%
Available packages

Licenses Liconses
Avadable O Availadle: 3

Licenses

Used Dof O Used.-0of 3 Used 10f3

UnifyProfessional

Licenses
Avadlabie O

Used Jof 3

2.3. Create Circuit User(s)

Login as Circuit Admin User and go to the Administration page: add at least the Circuit Users which should be able to place
telephone calls with OpenScape Business.

Frank-AMS-User1 Wulf ~

My profile

Settings

Administration

Report Issue
Help
About

Sign out
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Add at least the Circuit Users, which should be able to place telephone calls with OpenScape Business.

Administration

Frank Wulf

Frank-AMS-Us..,

Frank-AMS-Us...

Rale ¥ Package

Please assign the required licenses to the Circuit Users:

Administration
Users

Name «
Frank Wulf
Frank-AMS-Us...
Frank-AMS-Us_.,

Invite single user

9
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Role Y  Package

S
Administrator  UnifyProfessional Active
Adminisirator UnifyEngerprise Active
User UnifyProfessional Acthve
Invite multiple users
h te

=
Administrator UnifyProfessional Active
Adminisiror UnifyEnzerprise Active

Active

User UnifyProfezsional

Invite multiple users

nterconnection

366M8

1.78 M8

0 Bytes

Last login Phgne rember
Sep 29, 2016 Assign number
Today =45 211 7007100

Sep 26, 2016 +49 211 7007210

5ep 29,2016 Assign number

Today +45 211 7007100

Sep 26,2016 +48 211 70

Y



2.4. Request the Connectivity to OpenScape Business

Administration->Telephony

Administration
Domain Funktionen Benutzer Telefonie

<)

Stellen Sie eine Verbindung zwischen dem Circuit und der
Telefonanlage Ihres Unternehmens her.
Erméglichen Sie es Nutzern, in lhrer Domain im Circuit Anrufe zu
tatigen und zu empfangen und mit Personen
zusammenzuarbeiten, die nicht Circuit verwenden.

Es wurde noch kein Telephony Connector konfiguriert.

[ Teiephony Connector hnzutugen ]

Please add under settings Telephony the telephony connector.
Per Circuit Tenant, max of 150 Connectors possible (Example 100 OSBiz Systems and 50 ATC)
Each OSBiz can only have one connector.

Please Generate the API Key

Add a new telephony connector

Universal Telephony Connector or Advanced Telephony Connector

Request the Universal Telephony Connector (UTC) or the Advanced Telephony
Connector (ATC) to allow users in your domain to make and receive phone calls in
Circuit.

For more information, see our FAQs.

Request UTC or ATC

OpenScape Business Connector

Generate a Circuit domain specific APl key and make sure that this is entered into
your OpenScape Business system to allow users in your domain to make and
eceive phone calls in Circuit.

For more information, see our FAQs.

Generate API key

-
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The API key for your OpenScape Business has been
successfully generated

AP key:

ey]hbGciOijluzl1Ni)9.ey)hcGILZXkiOi)G51VjejdhYOISUHROWNI5eW9zd U LZlIw
b2Uu0d1FPSUYrckdYUGRNSnNqdHA3bFZSMWx2NVFBROgzLOF4ZG1kTU1JUUR
rZmlOaHhJNOd4M2dURKFPTz)kL2tqZ 1d4Uy9HMNnd1MmFSejRCaEhXV1RyRXY

Copy the APl key to your OpenScape Business system to connect it with your
Circuit domain.

v APl key copied Copy to Clipboard Close

Now you can get the API Key, needed for further OpenScape Business configuration.

“use the same API Key for each OpenScape Business system”.
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3. Configuration OpenScape Business

3.1. Basic Installation / Network/Internet Wizard

Circuit is connected via the internet, you have to configure the internet connection of the system. Enter the correct upstream value,
this is used later on to calculate the max amount of concurrent internet calls.

Connectivity to Circuit only via external Router permitted.

If OSBiz WAN Interface is active, Internet Access via WAN must be possible, If WAN is active, OSBiz Circuit connector is
only possible via WAN. If no Internet access via WAN OSBiz Circuit Connector will not work.

Please be aware that STUN is prerequisite in OSBiz and working.

i

[} 1] 2]

Srviem Crvervew Cari sl Farciors o Shetorn ESDH Conlge ion Corfgure nterwi e Provee < ocdgue sios md S » viioe Corlgured S el Corfigurs Uesly Cordence  Confioues E-liel Fore wing

Mg Irinmed Acoesy
D51 ot WAN Porl diseclly
TCPAF @ WkH Peat wia an etemal Rt
TGP s LAN Pon via an sstemal Router

Upasraarm op 8o (Kbpa)  |1030
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Basic configuration settings for Circuit including native SIP trunk to hUTC. Connectivity wizard will configure and establish the
connection.

Home Administrators Setup Expert mode DataBackup License Management Service Center

w Wizards Circuit

Basic Installation

Network | Internet Circuit Connectivity

Edit P . ) . A .
Telephones / Subscribers Basic settings configuration for Circuit including hUTC

Central Telephony Circuit user instance

= Configure Circuit users instance
User Telephony

Security
UC Smart

Circuit

Actions:

Check “Enable Circuit”; Check “Use Circuit API-Key”;

New: Check Enable “Enhanced feature interworking” (Enable CTI features OSBiz-Circuit) (min OSBiz Version V2 R6.1.1_009)
Hint: If you run the Wizard first Checkbox “Enhanced feature interworking” is greyed out, you have to rerun the wizard.

select Domain (Get the Information from Circuit tenant Administrator)

insert the API Key via copy and paste; (Get the APl Key from Circuit tenant Administrator)

select Number of simultaneous circuit calls.

The “upstream up to (Kbps)” value defines the overall bandwidth, which can be used for voice calls to the internet. This includes
Circuit calls as well as ITSP and/or Device@Home calls.

Circuit Domain Login

Enable Circuit &

Enhanced feature interworking B

=
Domain _[eu yourcircuit com[]

Circuit API-Key

Available Lines for Circuit: 173
Under “Setup - Wizards - Basic Installation”, you have entered the value Upstream up to (Kbps) = 1000

This upstream allows you to conduct up to 7 Circuit calls simultaneously. If the call quality deteriorates due to the network load, you will need to reduce this number of simultaneous calls.

| Humber of Simukanecus Circuit Cals: [4%] I

Help Abort OK & Next
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Hint:
If you want to connect multiple OpenScape Business Systems to one tenant, you must run on each system the Wizard and “use the
same API Key for each system”. Each System will create an own trunk to Circuit.

Press OK&Next

Press execute Function

UTG Automatic Configuration
Pruss “Executa function” 1o procoed with with the automatic UTC configuration or prass "k & Naxt” for skipping this page
Akt 2 teuries to Cireull
UTE Configuration
Chock Conneetivity
Pravices State Hame Status User Name Status
Bl Reson Civcnit UTE (Cloud) Disabled Offine
Help Abort | Back J OK & Mt Emecule functon

Wizard configures the trunks and establishes the connection to Circuit:

:
[ oot ovmcomm ]

UTC Automatic Configuration

Press Exscute function” b procesd with with the momatic UTC configuration of press "0k & Mext” for shipping this page.
. ]

Add 2 trunks 1o Crout dorm

UTC Configuation dems

Check Connecthvity. dore

Provider St Mama Stanay Usar Nami Status

P Restan Cireut UTE (Choud) Enablad Ovline

Halp | Abot. OK&Meat  Eascuff huncson

Press OK&Next
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Hint:
If needed IP and Ports hUTC can be verified through Expert Mode/Telephony Server/Voice Gateway/Native SIP Server
Trunk/Circuit UTC (Cloud), you can also find the Stun configuration here.

Configure Circuit User instances

Note: for each Circuit User Instance you need a free internal call number to address the virtual station, which represents the Circuit
User in the system and max 150 User for OSBiz X Systems and 250 User for OSBiz S (per OSBiz System)

Home Administrators Setup Expertmode DataBackup License Management Service Center

¥ Wizards Circuit

Basic Installation

Network [ Internet Circuit Connectivity

Telegh Basic settings configuration for Circuit including hUTC
elephones | Subscribers

Central Telephony . Circuit user instance
Configure Circuit users instance

User Telephony

Security

UC Smar

Circuit

Actions: Add new Circuit User; Edit configured Circuit User

2]
Circuit User Instance
I Ac;d New Circust User
Cireuit User calino Circuit User DID Name Trunk access code + Circuit User Call number
If you have existina Users and
you have enabled the Checkbox
,Enhanced feature Interworking*“
You have to press the ,Update CTI*
Button
15
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3.4. OSBiz Circuit CTI Features V2R6 FR2

Make call

Answer call

Clear call / Reject call
DTMF support

Hold / Retrieve call
Unattended call transfer
OSBiz Voicemail Handling 0SBiz User and Voicemail License needed
Call Forwarding

Consultation call

Attended call transfer

SN W N W N N N N N N
D N N N N N N N N N N

Swap call (= alternate)

3.5. OSBiz Circuit CTI Features V2R7

CTI Feature Client mode Desk Phone mode.

Call Move (Push/Pull) V4
OSBiz System Conference V4 V4
Busy in a conversation (DND) * V4 "4

n — Circuit User v

show available users 4

inherit first and last name from Circuit User name J

3.6. OSBiz Circuit CTI Feature Circuit Conference

B Circuit Conference with OSBiz integration
al OSBiz to Circuit

OSBiz User 307 dial into Circuit
Conference via defined conference
Number 66 and Circuit Conference
PIN.

307
Circuit
Conference

Number 66

.....

e ......... SIP Trunk OSBiz Circuit

ITSP/PSTN

2m309680 3

Copyright® Unify Software & Solutions BmbH & Co. KG 2016. Allrights reserved.
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Circuit Conference with internal OSBiz
Telephony User (Deskphone, Dect,...)

O ia= e Start a Conversation
or Bridge

The internal OSBiz
Phone ringing,

Type in the internal
0QSBiz Number 307
and press add

M Circuit Conference with OSBiz integration
 Circuit to OSBiIz

If you need an Internal OSBiz User
in a Circuit Conference, now you
can add the User to the Circuit
Conference, using the same way as
today with external phone number.

You can simply add the user by
pressing the add button and typing SIP Trunk OSBiz Circuit ':
in the internal number e.g.: 307 :

ITSP/PSTN

Copyright® Unify Software & Solutions GmbH & Co. KG 2016. Allrights reserved
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Circuit Conference with OSBiz integration

OSBiz needs only an LCR Entry

e - Dial Plan
vm-. | "";" m— MHame. Wmﬂnwﬂ n;ﬁn:- mum- :;.....;..m.. s....;. 66 lgngggmgh"
o o m— = e o __ the Circuit
I = ES 2 a ¢ ] System Conference
» [ — [ a— ERC o “ o
[ — F E— mE- o @ o
E ] [ | — = o ] o

Route to Circuit

s 0 e
S U T
i Il L L L L L
- [ o (] Freer & — [Ec] [Co—] [C— — ]
- - — —
= o " == ] - - —

s D49211700766
Copyright © Unify Software & Solutions GmbH & Co. KG 2018, Allrighisreserved
Slid
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Circuit Conference without direction prefix
e.g.. 85566 to 66

Ringback tone to CO: ()
Name in CO: ()

Segmentation: |yes M
deactivate UUS per route: 1)
Aays uss 05P: &

Analog trunk seizure: no pause ¥ |
Tomk call pauss: (PausaZs v
Type of seizure: | inaar ¥ |

Route typs: [ PABX ¥
No_and type. outgoing | Country code  *
Call number type: | Directinward dialing * |

Change route allowad: ()
Routs optimize active: [No

OpenScape Business V2 — How To: Circuit Interconnection
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Circuit Conference with OSBiz integration
Circuit Settings

CIFCUIL for Unify Software and Solutions GmbH & C

v iz ermany v Engisn v Loca v

Mute on join sattings __—._-_‘—-‘—‘--'—"‘—-—-J )
Configerethn reute om oy setings fur corferencs Inthe domain. Add OSBiz

‘ Conference Number

J

Copyright® Unify Software & Solutions GmbH & Co. KG 2018, Allrights reserved

Circuit Conference with OSBiz

Add OSBiz
Conference Number

a1d14 83 &
TIE|s ¢ E & ¢

Click assigned OSBiz
Trunk

[
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3.7. OSBiz Circuit CTI Feature Circuit VVoicemail

Settings

General  Notifications  Audio/Video Labels Voicemail Telephony  Security Extensions  Circuit Labs

Voicemail

Switching voicemail on/off will apply to all Circuit internal audio and video calls. If your company's phone system has been
configured to route your phone calls to Circuit voicemail, when the call is not answered, the setting will affect these calls too.

- Voicemail

Set the ringing duration of Circuit calls before moving to voicemail. This timer will not affect phone calls.

Active after: 10 seconds v

Voicemail greeting

. Default
Custom

Set your personal greeting

Disabling the OSBiz Voicemail settings of the specific Users (uncheck the VVoicemail license and avoid forwarding to
OSBiz Voicemail via CFU and CFNR)

3.8. OSBiz Circuit CTI Feature OSBiz Voicemail

Configuration for Circuit Client (Precondition VVoicemail is configured and running in OSBiz)

@ Settings
General  Notifications  Audio/Videe Labels Voicemail Telephony Security Extensions  Circuit Labs

Telephony connector

You are configured for the OpenScape Business Connector. For more information, see our FAQs.

® Service is running normally.

Phene calls

Work number +49 2302 100

Call forwarding
Enable the call forwarding for your incoming calls when you are out of office or unavailable. Select if you want to forward your
call to a colleague or directly to your voicemail.

- Call forwarding
Number/Name

*  Voicemail

20
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3.9. OSBiz V3 Features

3.9.1. OSBiz Circuit V3 Feature overview

B new Features V3
OSBiz-Circuit Interworking

Client mode Desk Phone mode

CTI Feature

Snooze interworking
Camp On
Alternative Number

Call Routing

' SENENEN
SENENEN

Circuit-Teams support

— Circuit User wi

Custom Conference number (as local dial in service) V2R7

Circuit Voicemail in Call Management v

3.9.2. OSBiz Circuit V3 Custom Conference Number

||
| as local dial in service (V2R7)
Admiristration QpenScape Business
Domain  Features Users Telephony Conferences  Statistics  Compliance  Broadeast can ,D.Q usgd Qw% a |oca|
dial in gateway for
overview Circuit Conferences
Configure the dial-in numbers that will appear in conference invits (€.
S keasicn Save telephony costs
s (local dial in) and
These ibers for conferences in the domain. increase Confe rence
United States English (UK) Toll +1561-823-1666 caoabilities bv USmG
Germany German Toll ~49 89 700731503 C | f'Cit C ‘ ou d
France Engisn o 1561923777 Conference Services
United States English Toll +1561-823-1555
Greece English Toll +3021 0818 7955 Additional Users gan
be added for e.g.
Custom conference numbers |nterna| OSBIZ Users
These are the custom dial-in numbers for conferences in the domain R - R .
: (via QSBiz to Circuit
v TEST-OSBIZ-DUS132 Germany v English ¥ Local i +49 2302 667 660 L
Connector)
needs proper LCR rules of
the Circuit route
Copyright ® Unify Software and Solufions GmbH & Co. KG 2020. All rights reserved
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Custom Conference numbers

as local dial in service (V2R7)

. e QpenScape Business
Domsin  Features Users Telephony Conferences Statistics  Compliance  Broadcast can D"Q used asa local
dial in gateway for
overview Circuit Conferences
Configure appear Lo aiaeicecaaiceonag
Preview invitation Save telephony costs
S s (local dial in) and
These for e domain increase conference
United States English (UK) Tolt +1561-923-1666 Cagabilities Qx using
Germany German Toll 49 89700731903 Circit Cloud
France English Tol -1561.923-1777 Conference Services
United States English Tolt +1561-923-1555
Greece Engish Ton ~3021 08187955 Additional Users can
be added for e.g.
:::wmﬁ'm""mm internal QSBiz Users
eare p ; =)
. (via QSBiz to Circuit
v TEST-OSBIZDUS132  Germany v English v Local v +492302 667660 A
Connector)
Add conference number
needs proper LCR rules of
the Circuit route 5
Copyright ® Unify Software and Solutions GmbH & Co. KG 2020. All rights reserved.

3.9.3. OSBiz V3 Circuit Voicemail in Call Management

S~V
=

Circuit Voicemail in Call Management (1) C

Setup - Wizards - Circuit - Circuit user instance

Circuit Voicemail Allocation

Prass "Execute function” to proceed with the automatic UTC Voicemail Allocation or press Ok & Next” for skipping this page.

Circuit Voicemail Allocation

must be part of "Circuit User Allocation"

numbering plan
Circuit User Instance might be limited on 2 digits for FT

Trunk access code + Circuit Voicemail Call number: 8560049230267 - ﬁ?1

(Add Circuit User |

e — F’—'mm S I ™ |

[ | cirouit User callno Circuit User DID Name. | Teunk -
— Call dest st (1 v

| Edit 200 Neuss, Frank 856004923
| Edit 202 202 Bochum, Claus 856004923 Target 1~ Called station
Target2. ™ User defined
bl 361 31 N bt 3 Targot 3 | Extornal desteat
mberg asean T
o [Chel__ optional
Extamal destination: [85500492302667171 ]
Target 4 No eniry
[ Call forwarding starts after. [15 ¥ seconds.
o Abort Back OK & Next Update CTI Execute function I
- ; L ‘ - matches LCR rules
i
Socond g Toget | o ey of the Circuit route

Second ringer Type | immediate +

6

Copyright & Unify Software and Solutions GmbH & Co. KG 2020 All rights reserved
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Circuit Voicemail in Call Management (2)

-
“Turn on notifications
) B e Vaicemails
[ W oo N if configured, all Circuit Users have to use the
* @ Communitie A e Circuit Voicemail
= P no mix with other OSBiz VM for Circuit User
J &= Call ended (00:53) o ::;‘;ZF:;'(WU 11:41 AM
° local conference. o » cem 007
o LABDuS Frank 1u. -
. ~492% )
mowaa0i3) *  only the Circuit Client has access fo
@ b 557 Circuit Voicemail
[ Jei
» 0000/ 0004
e O 200
[3 oem0 10305
Note: pure OS5Biz User can still use QSBiz Voicemail
7
Copyright ® Unify Software and Solutions GmbH & Co. KG 2020. All rights reserved
B
|

@ iiings
General Notifications Audio/Video Telephony Voicemail Teams Labels Security Extensions Circuit Labs

Telephany connectar

You are configured for P pe Bl Ce tor. FOF 1 588 our FAQS.

® Service is running narmally

Phone calls

Work number 100

Call farwarding

Enable the call forwarding for your incoming calls when you are out of office or unavailable. Select if you wani to forward your
call to a colleague or directly to your voicermail

S CFU status visible at the desk phone (MULAP)

*) Voicemail

Alternative number

Specify the phone number of an alternative device, e g mobile, that can be used for making and receiving phone calls through
Your work number. Use the altemative number to control the routing of your calls Detween your devices.

Alcernative number

Note: receiving a new Circuit Voicemail is not signaled at the desk phone

Copyright @ Unify Software and Selutions GmbH & Co. KG 2020. All rights reserved.

23

OpenScape Business V2 — How To: Circuit Interconnection



3.9.4. OSBiz V3 Snooze Interworkin

(L

& e @ s 20 Do Not Disturb*
——— - -

: @ -~ ¥ v CFB in Call Management,
e sous o 102 - o » q ;::::‘ DSS key indication, DND / busy
J

. _ indication in other applications,
O : | e etc.
° rricarte L — T
# x - Dial & Office -

@ Michael Nuernberg, 2 -

[ Exens l Return Time [,».»-;. v[:""""’lg foble Iﬂ sasstant

Q 31 Michael 3 LABDus =
@ 2 voa o & 20 Frank100  LABDus

o 202 Claus 102 LABDus =

Cip — — T »

Copyright ® Unify Software and Solutions GmbH & Co. KG 2020. All rights reserved

3.9.5. OSBiz V3 Camp on

“

Camp on

=

Phone calls
Narnberg, Michae (351)

J Phone calls Phone calls
& Neuss, Frank Neuss, Frank {100)

notification of
Camp on

Phone calls
Narmberg, Michae (35

Phone calls Phone calls
& Neuss, Frank Neuss, Frank (100)

Forward to
Voicemail

Phone calls - ON HOLD
Narnberg, Michae (351)

Phone calls

- @ Camp on
) - answered 10

Copyright ® Unify Software and Solutions GmbH & Co. KG 2020. All rights reserved Note: mobile clients (IOS and Android) during T
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3.9.6. OSBiz V3 Alternative Number

Alternative Number (2)

‘ Settings
Genersl  Notifiations  AuiaVideo Tolephony Voicomail Teams labels Securty Extensions CircuitLaba

Alternative number
speaty t g mobile, ak theough
YOUF Work number. Use the altemative number to control the routing of your ais between your Gevices.

@ Aernative number  +49. w3

any external number in
E.164 format

Circuit User Allocation

25
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| Circuit Used]
Trunk access code + Circuit User Call number
(855-0049-2302-667- )

Circuit User calino

102

202

Copyright ® Unify Software and Solutions GmbH & Co. KG 2020. Al rights reserved

Note: mobile clients (i0S and Android) during FT

Alternative Number (1)

‘ settings
General  Notifications  Audio/Video  Telephony  Voicemail

Alternative number

Teams  Labels

Extensions  Circuit Labs

Spectty ofan &g moole,

Your Work number. Use the altemative number o Control th Fouting of your Cails between your devices.

Alternative number

mak

s tncough

Circu User DID: 202
Name: [LABDus Ciaus 102 Central Office
Select Circuit User: mtc10@tc.com With binding
Heip Abort | Back | OK&Next |  Dolete

Copyright ® Unify Software and Solutions GmbH & Co. KG 2020

Al rights reserved

Station
| & w = T @
. |
Circuit User Allocation
Type: Circut User
— Call number: 202 -
Trunk accass code + Circuit User Call number 5 First Name: [LABOus -
(855.0049-2302-667- )
Last Name: Claus 102 =
Circuit User callno. 202
Sy Display. [LABDus Claus 102 =
Circult User DID: 202
Diect inward dising: (202
Name: [LABDus Claus 102 Dk Type: - vioal
Selsct Circuit User: mic10@tc.com CiplLin 5
Access
§
Type: [Cicuit station v
Circuit Call number - [85500492302667102 =
Jes. ot DKL CKR A Dt Web Feature 1D [None 2 1



Alternative Number - binding

Binding of Circuit User

telephony status, Call Management, DSS key indication, DND / busy indication

in other applications, etc. follow the ,Alternative number*

=

. o T

e e e

5 Michael3  LABDus
& 200 Frank100  LABDUS =
o 202 Claus102  LABDus & e @
4 v I
@ 20 Frank100  LABOus ———
sstant
A 2 Claus102  LABOuS 1
<] ] |
200 Frank 100 LABOUs
] Claus 102 LABOus
| K1) ﬂ 1
Copyright ® Unify Software and Solutions GmbH & Co. KG 2020. Al rights reserved
3.9.7. OSBiz V3 Call Routing
Call Routing (1)
‘ Settings
General  Notifications  Audio/Video Telephony Voicemail Teams Labels Security Extensions  Circuit Labs
Alternative number
Specify the phone number of an alternative device, &g mobile, that can be used for making and receiving phone calis through mandato
your work number. Use the alternative number to control the routing of your calls between your devices. mandatory.
N e Teplaces ,Call forwarding after time on”
e
ermative number "
service code *495
Call routing Y

®  Defoult routing

Incoming phone calls will ring on al of your Circut clients and desk phone. On no answer, they will be routed to your
attemative device, if you have specified one. Outgoing phone calls will be possibie via all your Circuit clients or your desk
phone. For more information, see our FAQ.

Desk phone

Incoming phone calls will be routed directly to your desk phane. Outgoing phane calls will be possible via all your Circuit
clients and your desk phone.

Circuit client

Incoming phone calis will be routed directly to your Circuit clients. Outgoing phone calis will be possible via all your Circuit
clients and your desk phone.

Copyright © Unify Software and Solutions GmbH & Co. KG 2020. All rights reserved
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Torgat 1 * Called station
Target2 = User dafined -
Target3  Extemal destination -
Route [Creat v
Extemal dsstination: 85500492302667171
Torget 4 No entry .

Call forwarding starts aher | 15 + | saconds.
Call forward on busy mode. ¥
Socood ringer]

Sacond ringer Target. Mo snlry <

Second ringer Type: | immediate ¥

14



Call Routing (2)

Ml
Q Settings
¢ General Notfiations  AudioiVideo Telephany Volcomall Teams Labels  Security Extensions  Circit Labs
o Alternative number  +49 2138
o Boetouier y ; PO
s (@ circuit
without binding
) internal caller will see: forwarded to .... .
utgong prone cails will be possibie Central Offlce
2 +49
Copyright ® Unify Software and Solutions GmbH & Co. KG 2020. All rights reserved 0
—
==

f Q ) settings

General  Notifications

Alternative number

@ Akermativenumber  +49 2138

Call routing.

Defoult routing

Alternative number
incoming calls will be

without binding Central Office

internal caller will see: forwarded to ... (9

+49

T Alternative number

J

Copyright ® Unify Software and Solutions GmbH & Co. KG 2020. All rights reserved
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2138

15

2138

16



Call Routing (4)

-
‘/é“ settings
¢ Genersl  Notifications  AulloVideo Tolophony Vokcomal Toams Lebels. Security Extensions CiecuitLabe
a Alternative number  +49 2138
Call routing
Default outing oy e A S ==
without binding
internal caller will see: ,forwarded to ...."
! 2 \_/*49 2138
‘ - 0 e nomber
(9 17
Copyright ® Unify Software and Solutions GmbH & Co. KG 2020. Al rights reserved
-
—d

) settings

General  Notifications  Audio/Video Telephony  Voicemall Teams Labels Security Ext

@ Aernative number  +49 2138

Call routing

— Central Office

with binding
like UC Suite ,CallMe* — now with
features (like consultation)

Copyright © Unify Software and Solutions GmbH & Co. KG 2020. All rights reserved. é

+49 2138
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Call Routing (6) C

Turn on notifications 2 :

A2 q searn
’ Call history

Call history

Al

I Missed Dialed Received Redirected

Voicemails

- o -

My phone number: 102

Neuss, Frank i
J et incoming ssec w35
Name or phone number
Neuss, Frank — i
1 2 3 49 2302 667100 =
ABC DE!
4 5 6
? JKL INO

Y e . with binding
A 0 Call Routing: Alternative number
without binding ) )
Call Routing: Default routing, Desk phone, Circuit Client like UC Suite ,CallMe”

internal caller will see: ,forwarded to ...."

19

Copyright @ Unify Software and Sclutions GmbH & Go. KG 2020. All rights reserved.

3.9.8. Circuit teams

Team calls

B Now you can create teams where team members are notified about incoming

C i rC u i t_Te a m S ( 1 ) :!:Jeam members have the ability to answer the call based on a call pickup

-
Circuit-Teams is a newly introduced Circuit feature Cr— P .
which is released to incorporate with OSBiz V3 only. r .
‘ settings o
General Notifications  Audio/Video Telephony  Voicemail Teams Labels Security Extensions  CircuitLabs
&
Team groups.

Ll Team groups aliow people within the same group to answer each other calls.

myTeam 351 2 5 seconds.

e ’ o User‘s own teams and

membership in other teams
Note: no impact on O5Biz Call Management — no indication in OSBiz if Teams active
20
Copyright ® Unify Software and Solutions GmbH & Co. KG 2020. All rights reserved.
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30

L) serngs

e, 8 e
= .
() s * 0
) e :
(2 - () rommis
Notification delay timer 5 seconds ~ J

Add team members
LASOun G 132

[ QU o : (PR

CABG S Claia 163 ermber v e

[re———

LABDus Frank 100 A

Copyright ® Unify Software and Solutions GmbH & Co. KG 2020. Al rights reserved

CIrcult for mediators2c

Phone calls
J HFA 104 (+49 2302 104)

Phone calls € Pickup call for LABDus Frank 100
J @ Call for LABDus Frank 100

call history

cIrcult for mediators2

Phone calls

Iy Phone calls

call history
Copyright ® Unify Software and Solutions GmbH & Co. KG 2020. All rights reserved

OpenScape Business V2 — How To: Circuit Interconnection
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Circuit-Teams (4)

CIrcult for mediarors2 tc Turn on notifications

D) | call history
B Canhistory

Al Missed Dialed Received  Redirected

I=
Voicemails
*
- ©
Ay phon er. 100
J e HFA 104 "
Name or phone number «49 2302 667104

Turn on notifications

D) | callhistory
B Caithistory

Al Missed  Disled Received  Redirected

I=
Voicemails
*
- ©
My ph 35
J HFA 104 S
Hame ar phane number +49 2302667104 coming

Copyright & Unify Software and Solufions GmbH & Co. KG 2020_ All rights reserved
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3.10. OSBiz Scenario Configuration

3.10.1. Scenario 1: Basic MULAP with system phone and Circuit User

.
. . . i
Incoming Call, Twinning”“ (ONS)
|l
* Twinning between Circuit + 300
OpenScape Business User
(ONS) +492117007300
* Answer Call via Circuit or
OpenScape Business Device
* Customer is reachable via One ® cnh o Location Data
Number Service on his/her 3Y Trunk Ssizuce Code 850 | Area Code 211
- I PBX No 7007
prefered device ; -
« IP/TDM User license needed for 6P/PSTN
the fixed Desktop Phone as usual
+492117007300
1. Select the Circuit User for which this configuration applies
2. Enter the MULAP DID (all needed prefixes are added automatically by the wizard)
3. Enter the associated internal call number (callno) of the virtual user
4.  Enter the associated DID number of the virtual user
[ ———r———
Circuit User Allocation
Circuit User
Trunk access code + Circuit User Call number { 856-0049-211-7007- )| 00
Circuit User calino: 200
Name: [Frank C. Wull o —
Search by- Name ® E-mail O [ 2
Select Circuit User. n n
ER
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Press OK & Next

Hint:
Same Rules as Mobility, each User needs “DSP Resources” (important for X Systems).

To Pull the Circuit Call to the desk phone, please add DSS Key on Desk phone with Circuit Phone Number (virtual Circuit User)

The next page gives an overview of all configured Circuit Users

Setup - Wizards - Circuit - Circuit user instance -

Circuit User Instance

Add Circuit User|

m New Circuit User

| Circuit User callno Circuit User DID Name Trunk access code + Circuit User Call number

Edit 341 341 Uli Abel 8560049228422785945
Edit 340 340 Gunter DIf 8560049228422785940

| | Help. | Abort | Back OK & Next

Press OK&Next

Leave the ,,Circuit® wizard and Create a MULAP by entering the ,,Team Configuration® wizard

administrator@system
Home Administrators Setup Expertmode DataBackup License Management Service Center
-
- Wizards User Telephony L)
Basic Installation |
Telephones / Subscribers can | Class of service
Contrst Telephony | E8 | Set up classes of service with extemal call numbers that can be assigned to subscribers, &.g., emergency numbers, allowed numbers, denied numbers

and assignment of class of service for night service

Station name and release
Edit station and group names and reset lock code for individual stations.

Group Call / Hunt Group
Setupi ung calls for p (parallel, linear or cychical call order)

Call Forwarding
Setup vide station number and forwarding “after fimeout” and “en busy”

Call Pickup
Configure stations in a pickup group with the option of answering each others calls

Team Configuration
Set up stations in a team incoming calls are simultaneously signaled at all stations in parallel with the main station, and outgoing calls can be
= number

Maobile Phone Integration

Set up a link between a mobile phone and an internal station with the goal of L L L under one stati {Cne
Number Service)

Executive / Secretary

Set up a link b and one or phones with the goal of enabling simplified call transfirs and ring
wanslers

uco
Set up an automatic intelligent call distribution to a group with selected stations

Attendant Console
Set up stations as attendant console numbers and station behavior for "on busy, incorrect dialing and no answer”

Station Profiles
Assign stations to a profile and importiexpont profile data.

Press, “Add” to create a new MULAP

Setup - Wizards - User Telephony - Team Configuration

Select Team Configuration

‘ [ Team-Name
L | Add | New Team Configuration
Select the associated Deskphone
Setup - Wizards - User Telephony - Team Configuration
Add Team Configuration
First Telephone| [ETII [~

Assign Name to MULAP and select the associated Circuit User callno
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Change Team Configuration

Team Fax

FirstMame: Frank
Last Name: fiulf
Display: WWull Frank
Intemal Call Number. 300 |
Dicoct inward dialing number. [300 | —

Team as group member. []

First Telephone Second IeI=Hhmn: Third Telephone
Help. Abort Back. OK & Next Delete Data.
Press OK&Next

MULAP configuration is finished

3.10.2. Scenario 2: standalone Circuit User

» User with circuit client configured as virtual OSBiz user
L reachable via an OSBiz phone number (+49 228 422785 942))

Circuit User : (856-0049-228-422785) 942
Callno : 342

DID : 942
Labor DIf ﬁ Standalone

Native SIP Trunk
Seizure Code: 856

Location data:
Country code: 49
Area code: 228
Co DID Trunk: PBX no: 422785

+49 228 422785 900 ... 999

ITSP/PSTN

34

OpenScape Business V2 — How To: Circuit Interconnection



Select the Circuit User for which this configuration applies

Enter the DID (all needed prefixes are added automatically by the wizard)
Enter the internal call number (callno) of the virtual user

Enter the same DID as in step 2

i e -

I Setup - Wizards - Circuit - Circuit user instance

Circuit User Allocation

==
Trunk access code + Circuit User Call number ( 856-0049-228-422785- ) (942 |
D

ey
Circuit User calino: (342 )

Circuit User DID? 94

Name: |Labor DIf

Select Circuit User: n n n

6c556¢42- Roland Dif
5f81-42b2-

Uii3 DIf Frank DIf GTC 001
GTC

Hy

]

1

g
=X
i
]

Press OK&Next

The next page gives an overview of all configured Circuit Users

Setup - Wizards - Circuit - Circuit user instance

Circuit User Instance
Add Circuit User|
New Circuit User

| | Circuit User callno Circuit User DID Name Trunk access code + Circuit User Call number
G2y 31 Ui Abs! 8560049228422785945
340 340 Gnter DIf 8560049228422785940

Edit 342 942 Labor DIf 8560049228422785942

‘ Help | Abort | Back OK & Next
Press OK & Next

Leave the ,,Circuit* wizard, standalone user configuration is finished.
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4. Configuration in Expert Mode

4.1. OpenScape Business LCR Configuration (ROW)

Additional manual configuration in LCR is required in order to reformat the dial string to E.164 format.

1. Changes in Dial plan
2. Create dial rule
3. Configure Route table

Clllne:n(:f Service e e
B Dial Plan Name \ Dialed digits | Routing Table | Acc. code Classes of service | Emerge
F— v pcuu-£ |3B > — (=] ~ o
— n [Telekom P-As mi psscz - [m] 1%} m] (2
2 [Telekom P-As mi 55C0-Z 28 [¥] > m] o m]
23 [Telekom IP-Asmi pssciz [5 > [m} O
24 [Telekom P-As mi psscNz - O [m]
25 [Telekom 1P-As mi psscooz 38 — [m] 1] m]
% - s F&— u) u]
27 | ST psecoz - O ]
2 Crewt pseciz N [m] & m]
29 [Crcut secnz [7_E] = O 5] m]

Expert mode - Telephony Server

LCR
LCR Flags
Classes Of Service
Dial Plan | Name Dialed digits | Routing Table ‘ Acc. code Classes of service Emergency
Dicr o w international ] Jcu-2 138 (v —> =] : - : O
- 2 ackom PR | — - O u] a
2 elekom |P-As mi [E5Ec0-Z — [m] 5] a
B FesenPAsm e — - o o
N e - D u]
B [eekomPRsm e — N o @ u]
% | | 6 — ] a
A I — —— R o o
L3N I —  — - m @ o
N W — | — N 0 u]

Add a Dial plan entry: <seizure code Circuit route>C<international prefix>-Z e.g. 856C00-Z

Expert mode - Telephony Server

LCR
LLCR Flags
Classes Of Service ‘
Dial Plan Name Dialed digits Routing Table Acc. code Classes of service Emergency
Dl iois w Jinternational l]JCLII}l ‘ 12 v > ‘ (=} I ) =}
:m':: il [Telekom 1P-As mi [psscz [ ~- m] a 2
2 [Telekom 1P-As mi [psscoz 25 [v] — o =) m}
23 [relekom IP-As mi [ssciz B — [m] [m]
2 [Telekom IP-As mi [B55CNZ 5 — m] ]
25 [Telekom IP-As mi [55C00Z [% ¥ — [m] 1%} ]
®  — 5 o] — u} o
7 29 v > [m} =] o
L [ — = 0 =] o
29 [ ~-— ] a
£ [ [Circuit [ps6C00-2 ] 3@~ — [m] m]
e —_— - = -
Dial
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Create dial rule E3A, Network access = corporate network, type =country code

Expert mode - Telephony Server

LCR Flags
Classes Of Service

LCR Flags

Classes Of Service
Dial Plan
> Routing table Routing Table:39

;:: | mincos | Warning | y | GWNodem
3-Table [5~] None & [Ne
Ao Tane [5] Mo | —
5-Table
&-Table [5] |
v e | Prasa) [y ™ my = |

4.2. OpenScape Business LCR Configuration (US)

Additional manual configuration in LCR is required in order to reformat the dial string to E.164 format.

1. Changes in Dial plan
2. Create dial rule
3. Configure Route table

Expert mode - Telephony Server - I

LCR
LCR Flags
Chm‘:‘:ﬂ s Change Dial Plan Display Dial Plan ‘
S Name Dialed digits | Routing Table ‘ Acc. code ‘ Classes of service ‘ P
Routing table
Dial rule | @ -
Multisite =] @
o 7]}
a @
Standard GCNXX-NXX-KXKK =] @
Standard SC 1-NXX-NXX-XXXX o @
Standard laco1iz | — 5] @
et e o “
e BN, o “
Cirut [ — o “
Standard B TNRKKKRK 5] @
Standars e o “
Standarg A o “
= BETONRCNOK | 8 @
oy RETed v v vy " [

Delete the existing default entries for the Circuit route

Expert mode - Telephony Server

LCR
LCR Flags
Classes Of Service
e Dial Plan Dialed digits | Routing Table | Acc. code | Classes of service ‘ £
ing table

Dial rule 12 ] @ =

Multisite 13 (=] 4
14 a ]
15 o =]
16 Standard GCNXX-NXX-XXXX o 4
7 Standard 9C 1-NXX-NXXXXXX a w

.................................................... 18 (Standard SeeHE— ] @

19 Circuit o @
20 Circuit a ]
21 Circuit o =]
22 Standard o @
2 [ BSCIAONRC0N 8 @
2 [standan ootz | 8 @
B et BETORRCOO0OR | B @
% et [EaETavs e a— o @
7 e I — 8 @

Add a Dial plan entry: <seizure code Circuit route>C<international prefix>-Z e.g. 855C011-Z
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Expert mode - Telephony Server
LCR

Dial Plan

LCR Flags
Classes OF Service
- Dial Plan Dialed digits Routing Table ‘ Acc. code Classes of service |
P Routing table
Dial rule 12 ] =
Multisite 13 o
14 (=]
15 o
16 Standard [FCNXX-NXX-XXXX o
w Standard |9CA-NXX-NXX-XXXX o
18 Standard SEOTIZ o
9 Cinur el
20 Circuit —— o
Eal Circuit [ a
22 Standard |BE6CNXX-NXX-XXXX o
B i BB LXK ®
% [Sendar o A— ®
5 e [EEeEr e — @
% e [EEETCET e — @
7 e [ A ®
B e e a— ®
29 Standard [B5BCT-NXX-NXXXXKK | @ -

LCR
LCR Flags
Classes OF Service

Dial Plan

" ‘ Rule Name Dial rule format ‘ Network access ‘ Type
P Routing table
1 [co A Main network supplier ¥ Unknown B -
2 5 5
3[slPlocal | HE2A
s uee En
T — 5
""" © [Muti-Location BA
7 [otonay cal e
8 [CoIntemat E1A
: f [Unknown — =}
Circuit ) C E3A )
S

Expert mode - Telephony Server

Configure Route table: select Circuit route and assign the Circuit Dial Rule

(el Routing Table
LCR Flags
Classes Of Service
Dial Plan
Routing table Routing Table: 4 enbloc sending
;:::i e | Dedimymm?r‘_mm*\/f’—_ Dial n—uE‘\ | NGO | Warning | Dedicated Gateway | GW Node ID
3-Table 1 a | Circuit M | Circuit = (157 [None v [No v ]
: @ . e (T B — -
5-Table
A 3 a [None v [None v] [157] [None v] [No v] 1]
7-Table 4 a [None v [None v] [157] [None v] [No v] 1
8- Tabie 5 o [None v [ None v [157] [None v [No v —
P & 0 [ane Yl [Nene v 157 [Nere i [No 7 L]
- Table 7 e [None v] [None v] [157] [None v] [No v] ]
12-Table 8 o [ None M| [ None v [157] [None i [No v —
1 tenle 9 o [None al [None vl 5] [None vl [No vl I

4.3. Route Configuration

Select Circuit Route

Disable Call No. with international / national prefix:

Set No. and type, outgoing: to Country Code
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I Expert mode - Telephony Server

P Trunks
TRoute
1SDN

Trk Grp. 2

TrkGrp. 3

Tk Grp. 4

TG 5

TG 6

TrkGrp. 7

App. Suite
TG 9

TrkGrp. 10
TrkGrp. 11

Tek Grp. 15
Networking

Digit rapatition an-
Analysis of second dial tone | Trunk mondoring:
Intercept per direction:
Over. serace 3.1 kHz audio:
Add direction prafix incoming:
Add direction
Call Mo, with international / national prefoc [
Eim-;lmhc&
Name inCO: [
segmentation: [yes ¥
deactivate UUS per route: [
Always use DSP: M

R EOODOO
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5. Special Configuration no DID

This Chapter should give some hints, if Customer have no DID for each Circuit User and should configured only by experts.

B Outgoing call via Circuit Client (ONS) without DID
B Attendant Number should shown

# Circuit User (MULAP with OSBiz
Uzer) calls extermal Llzer

* Circuit User zant MULAP Calling
Mumber (ONS)

« Internal Mumber for OMNS -+ 100

« External DID for Attentant
+48 2302 983874 also used for
outgoing calls from Team
Member 100

B External Call via OSBiz Auto Attendant —
i forwarding to Circuit Client (User)
« External Call to OpenScape
Business Auta Attendant

« Target User Circuit Client (Liser)

= Customer call can be transferred
o a Circuit or DpenScape
Business Lser
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Setup - Wizards - Circuit - Circuit user instance

Cireuit User Allocation
Trunk access code + Cincuit User Call M(wiwm | ]
Cirevit User caling: |
Circuit User DID: [200 ]
T E—
Seboct Circuit User  trank wulf circuit2@thanna de
Valid Number
Shown in circuit client

Circuit User Wizard

Use Expert Mode to configure external Number, which should show for external calls and delete DID

Expert mode - Telephaony Server
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Configure Team

(s e ey mcoien
Change Team Configuration
=) I | =
Fist Kame: |-
Lant Hame: |-
Display. [iell, Toam
Inbwmal Cad Number |10
Dhreect v aling ramber
===
UC Sman Malbor type MalBiea *
Receidng &
Geeeling  Greating |+
Papwod Reset 0
=== :
Fiast Telaghos | Second Telephoas [ Third Tabapaane
=] ] 200 Frank-AMS Usai1 * .
Hep l Asert Back O R | (Dwtets Cuts

Configure Call Number Type
Configure No and Type outgoing

wum Do et o 1
‘::“"'" Anabyuin of wacond sl tores | Bk mosiboring
1w Intsrcapt par drection £
] v avrrics 31 KHE s &
- Akl drection prebis nconing o
T & A dmciion profix mAguing. @
T g Call N2 wih imtemational | rationad preft: o
Ringheth i 16 0. 1
Hameim GO 0

Eapretaian | g hd
dactivate ULLS par st 1
Ay e D52

Ao Uk seinas | pae *

Trash coll pincie  Pauin 23 7
Trpe of naipaw  Braar ¢

Floula PABX »
Ko sndtyps oulgeing | Unknown .
Cooll fasnbed Bype | Irdienal T
Changs wts sbowed [
Fiuby oplimize acihe | Mo L] -
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6. Firewall Rules

6.1. Outbound connection for https

Protocol: TCP

Source IP: OpenScape Business host IP

Source Port: TCP ephemeral port

Destination IP: Circuit Domain (eu.yourcircuit.com / na.yourcircuit.com)

Destination Port: 443

6.2. Outbound connection for SIP signaling*

Protocol: TCP
Source IP: OpenScape Business host IP
Source Port: TCP ephemeral port

Destination IP: Circuit hUTC IP 1) EU Loadbalancer (35.246.135.106)
Destination Port:  65060/65061 1)

SBC IP and Port:  EU 34.76.3.39:10000-20000 and 35.246.129.43:10000-20000
INew since October 2019, Additional media udp ports must be open:
35.233.23.114 port 10000-20000

35.198.129.132 port 10000-20000

34.77.77.239  port 10000-20000

35.246.191.177 port 10000-20000

1) hUTC IP/Port can be verified through Expert Mode/Telephony Server/\Voice Gateway/Native SIP Server Trunk/Circuit UTC
(Cloud), you can also find the Stun configuration here.

For more details, see also Chapter Firewall hints

6.3. Outbound RTP Ports OSBiz

Used RTP Ports OpenScape Business:
29274:30529 OSBiz S > Server
30528:30887 OSBiz X > Embedded

Circuit RTP port range is 10000 - 20000
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/. OpenScape Business Serviceability

7.1. Required trace configuration options for error reporting

OpenScape Business Trace Profiles:

1. Basic

2. Voice Fax Connections

3. SIP_Interconnection_Subscriber_ITSP

4.  SIP_Registration (for registration only problems)

OpenScape Business Trace Components:

1. FP_Circuit: IVI9
2. FP_DH_ SIP: Ivl 9 (only for OpenScape Business X variant)
3. FP_DH_CARD: Ivl9

7.2. Additional helpful data and files for error analysis:

OpenScape Diagnosis Logs
Wireshark traces
OSBiz TCP Dump

Diagnostic data Service Center >> Status >> ITSP >> Circuit Trunk >> Diagnose
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Before you start some diagnostic you should activate the OSBiz Traces:

OpenScape Business Trace Profiles:

5.

6.
7.
8

Basic

Voice Fax Connections
SIP_Interconnection_Subscriber ITSP
SIP_Registration (for registration only problems)

OpenScape Business Trace Components (set level in Expert Mode):

4.
5.
6.

FP_Circuit: Ivl 9
FP_DH_ SIP: Ivl 9 (only for OpenScape Business X variant)
FP_DH_CARD: IvI9

In some cases, it can be necessary to start OSBiz TCP Dump and collect data.

For further diagnostic please provide diagnostic for the connector:
OSBiz Service Center >> Status >> ITSP >> Status Circuit connector

If you have general Problems with the connector:

1.

o gL

Check if you have OSBiz Software OSBiz V2R5.1.1_030 or higher, only Basic Call

Check if you have OSBiz Software OSBiz V2R6 FR2 (>V2 R6.2.0_029! recommend HF10), first release with Circuit CT]I
Check if you have only OSBiz LAN Interface active.

If you have OSBiz also WAN active, you must have full Internet access via WAN possible.

If OSBiz WAN interface have full access to Internet and Gateway is set to LAN, Routing entry in OSBiz necessary.

If you have activated OSBiz LAN and OSBiz WAN and only Internet access via LAN, no Circuit connector possible.

If you have checked this points and V2R6 FR 2 please proceed:

Test without Enhanced Feature Flag in Circuit connectivity wizard. (execute function)

Check Status via OSBiz Service Center >> Status >> ITSP Status Circuit connector should registered
If not, view diagnostic and collect diagnostic data for further service.

If OSBiz Connector is registered:

Restart the Circuit Client (Refresh or Logon/Logoff)

Check Telephony Button in the Circuit Client is red or black?

Please try a phone call from and to Circuit Client

Enable Enhanced Feature set again

o gL
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Run Connectivity Wizard and enable enhanced feature interworking (execute function)

Check Status via OSBiz Service Center >> Status >> ITSP Status Circuit connector should registered

Check if min Key-length is set to 1024 (expert mode >> security >> SPE)

Restart the Circuit connector

Check Status via OSBiz Service Center >> Status >> ITSP Status Circuit connector should registered?

Check if SPE Support and have a valid Certificate is installed, if not disable SPE Support (expert mode >> basic settings
>> System Flags
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7. Check Status via OSBiz Service Center >> Status >> ITSP Status Circuit connector should registered?
8. If Connector is registered please try a phone call from and to the Circuit Client
9. If calls from OSBiz to Circuit not possible, please check LCR

Further general hints:

Restart OSBiz X System via Service Center

Restart OSBiz S Systems via Linux >> reboot via CMD or GUI
Check Firewall Settings:

For EU

- we need outgoing connections from OSBiz to TCP eu.yourcircuit.com:443

- Outgoing connections to TCP 35.246.135.106, Port 65060 and 65061

- media UDP open from/to 34.76.3.39:10000-20000 and 35.246.129.43:10000-20000
- incoming TCP connections open from 35.246.135.106 to OSBiz signaling IP:port.

INew since October 2019, Additional media UDP ports must be open:
35.233.23.114 port 10000-20000
35.198.129.132 port 10000-20000
34.77.77.239  port 10000-20000
35.246.191.177 port 10000-20000

For US

- outgoing connections from OSBiz to TCP na.yourcircuit.com:443

- Outgoing connections to TCP 35.222.85.63:65060, 35.222.85.63:65061 (TLS)

- media UDP open from/to 35.231.244.59:10000-49999, and 35.232.51.243:10000-49999
- incoming TCP connections open from 35.222.85.63 to OSBiz signalling IP:port.

@ Error

Unable to add OpenScape Business trunk.

Please try with the Customer Circuit Client, to generate the API Key via Circuit Client Administration.
After you will see the API key in Partner Administration

It’s not allowed to use e.g.: ¥*1550 Number for Circuit user.

If incoming calls not possible, please check LCR Rules (Chapter 4).
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8.5. Direct Call to Circuit User in Team not possible

If Circuit User is in a Team, you can only call the Circuit User from own Team Member.
It is not possible since V6R2_FR2 to call a Team Circuit User direct, the Circuit User can only be reached via Team Number.

8.6. Phone Number from Circuit Client not shown for external calls (suppress calling ID)
If Circuit Client Number is not visible for external calls, please check via OSBiz WBM Expert Mode >> Statistic >> Station, if

Suppress calling ID is switched on, please switch off via Associated dialing/services by another station *83 “Phone Number Circuit
Client” #0.

Please ensure the flag Associated dialing/services is set on for the other station (deskphone).

8.7. Circuit connectivity Wizard Rest API Error

Please check API Key is right, most problem copy and paste Error (Blank at the End of the API Key).
Please check if OSBiz resolves names via DNS

Please check with Circuit Administrator if you have no Free License in Circuit for Users active.

8.8. Circuit connectivity Certificate Error
If you find the following Error in the Service Center - Diagnostic — Status- ITSP Status — Diagnose button

----- Last Diagnostic information for this User -----
resFE_MITOSFW_TLS_SOCK_OUTGOINGUNKNOWNCA: unknown_ca TLS alert sent

Please check the Minimal length of RSA keys: must 1024

SPE must disabled, if you have this Error in diagnostic
————— Last Diagnostic information for this User -----
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resFE_MITOSFW_TLS_SOCK_OUTGOINGUNKNOWNCA: unknown_ca TLS alert sent
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8.9. Circuit connectivity Wizard starts with all fields filled out, but nothing ongoing

Please Disable Checkbox “Enable Circuit” and press OK&Next.
End the Circuit connectivity Wizard and start again from scratch (Chapter 3.2).
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8.10. Firewall and General Problems after running Circuit Connector Wizard

Please check via Expert Mode the IP Addresses and ports, you should got from Circuit, by running the Circuit Connectivity Wizard.
(Normally empty). Check your Firewall Settings.

For EU we need outgoing connections from OSBiz to TCP eu.yourcircuit.com:443, Outgoing connections to TCP 35.246.135.106,
Port 65060 and 65061media UDP open from/to 34.76.3.39:10000-20000 and 35.246.129.43:10000-20000
and incoming TCP connections open from 35.246.135.106 to OSBiz signaling IP:port.

New additional SBC behind loadbalancer (October 2019)
35.233.23.114:10000-20000
35.198.129.132:10000-20000
34.77.77.239:10000-20000
35.246.191.177:10000-20000

For US

- outgoing connections from OSBiz to TCP na.yourcircuit.com:443

- Outgoing connections to TCP 35.222.85.63:65060, 35.222.85.63:65061 (TLS)

- media UDP open from/to 35.231.244.59:10000-49999, and 35.232.51.243:10000-49999
- incoming TCP connections open from 35.222.85.63 to OSBiz signaling IP:port.
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Please use only the Circuit Connectivity Wizard, you can check in Expert Mode:

8.10.1. Sophos XG Firewall

Session Initiation Protocol (SIP) Support must be enabled, in default it’s disabled.

Please read Sophos XG Instructions how to enable SIP Module.

How to find out from OSBiz:

In OSBiz Service Center, diagnostic — status — ITSP Status,

hint can be the message:
resFEMITOSFW_NET_SOCK_CONNECTIONLOST: Connection lost

TP

pr .168.2.241:15060 type=QsigTrunk Number of User(s)=1
TCP P

5.246.135.106:65060 type=NativeTrunk Number of User(s)=1

5060
5.106: 65060

uit UTC (Cloud)
608
75d5el 32-8570-4d898b460a73

stun.sipgate.net:3478

Ping to 35.246.135.106 from OSBiz was possible (Expert Mode) (ICMP allowed by Sophos firewall)
Tracert to 35.246.135from OSBiz was not possible (blocked by Sophos firewall)

1) Enable TCP Dump in OSBiz

2)  Run the connectivity wizard or restart the Connector

3) Stop TCP Dump and download the cap files

4)  Open with Wireshark, you will find messages sent to 35.246.135, but will get no answer,

8.11. Incoming and Outgoing calls not possible

Please check automatic circuit trunk assignment
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8.12. How to generate Server Certificate, not needed for OSBiz Circuit Connector

INot needed for Circuit configuration! See also Chapter “Circuit connectivity, Certificate Error”

For Secure Networking Trunk Connection in OSBiz (not Circuit connectivity) you need a Server Certificate, or if SPE (Signaling and
payload encryption) Checkbox is enabled in OSBiz.

Here you will find the description how to generate a CA Certificate with OSBiz.

Precondition is Name, Serial Number and Applicant to create, also to check Data (valid)

You have to proceed with the following Steps:

Fill out Data

Nama ofthe Certficsta.  0SBE.240
Savisl Mumar of Carticats: 112164248
Type of Sigmsture Agsethn | sha2SEREA ¥

Stan Time of Validiy Period (GMT]

sLaut Lt
H

E———

Orpetmion O

[ERG——
Gonmon i 1)

Oistinguisnad Namo Farmat®) Oths Formas®

+ ptonnl)

Generate Certificate PKCS#12

To generate the certificate, following is needed:
Passphrase:

Same Serial Number as in first Step

Subject name, must be different from first step

Il

peeenie

Fussniar Pacsphiass lo ancrypilon e
Soral Numberof Cartfcae. 1721648280
Type of Signames Algariten shalf6RSA

Publc Key Loogh (3048 ¢

LLLT
g

Disingasned barma Fermar - Otner Fomat®:
Sebiuct At Nacon Exdeion | DNS e * ieptons
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Export Certifcate X509

I

After press Load, Certificate will be stored on your PC

Certificate import:
first start with SPE CA Certificate import

SPE CA Cortificate(s)

[ ——TT

COP (witnout o g oap:1) ]

St T Guse 3
WIS Schobetmetti 28
AR Prer ot S
EAIIE e @7
oo freo

7] [saeomsency -

Press View Fingerprint to import

Import SPE Certificate
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Enable Flag SPE and if needed also SPE tone also

Callo bat ot Geatraton i case of Formand Line &)
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Wanng Sone ung voe recodng ¥

€ 154 numbenng scheme
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